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clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption

-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
vserver is-smb-encryption-required

vsl true
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-session-id_integer_-instance'
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clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:
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node_name[-node_node _name_]'
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy
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clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

Ch2 S AdstH sliie ¥E2| HolE +=To| SX|ELCt.

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample
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cluster2::*> statistics show -object cifs -counter

established sessions|encrypted sessions|node name -node node name

Object:
Instance:

cifs

[proto ctx:003]
4/12/2016 11:17:45
4/12/2016 11:21:45
vsim2

Start-time:
End-time:
Scope:

established sessions
encrypted sessions

2 entries were displayed
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clus-2::*> statistics show -object cifs -counter

rejected unencrypted sessions —node node name

Object: cifs
Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter

rejected unencrypted sessions

1 entry was displayed.

2otz SMB /2l #7F EA|ELICE.



clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim?2

connected shares
encrypted share connections 1

2 entries were displayed.
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clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06
Scope: vsim2

Counter Value

rejected unencrypted shares 1

1 entry was displayed.

S

&g + A= SA A 8L 7H2H 23

i

0

P

f

"ds ZLHE A e THR”


https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/determine-statistics-objects-counters-available-task.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html
https://docs.netapp.com/ko-kr/ontap/performance-admin/index.html

4=

Mz gE

Copyright © 2024 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 ¢lo|= ofet HAO|Lt EHFAL =2, =% EE= MX AM A|AH0| Y& SH= AS H|Zet 2T,

AN = 7|AN o2 SXE o~ glEL Ch

NetAppO| MZH#E S 7HE Xt=0f| A= 2ZELY0{0f|i= of2HQ] 20| M AL nX|ALeto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y St Ze5t0](010f I =X §4F), Of ALEH 02| A= Qlol| L Md}=

I
2= A o 71 A8, QU Sof, UM Ao, ZHA AdHo] Lo chotod 1 2 0|9, ME, Ao}
O, {23t Mol S Bel(DhAl i JX| %2 F2)2t 2210] Ofm{Et MUT X|X| oD, 0jet 22 Ao
24y 7Hs 0| SX|EIUCH S 2HE DR pRILIc

NetApp2 & A0 2 E MZFS ANEX o2 glo] HEY AHE|E EFELICE NetApp2 NetApp2| HA|E Q!
MH So|E &2 ZRE HMeste & 2M0l 2 E HFS A5 2dst= ofiet ZH|0l| = MYS X|X| 5LICt.
= HZQ A = F0i2 B2 NetAppOliA= Ot ESH, B = 7|6 XA T LHHO0| HEE|= 20| AT
HSotXA| gdELItt.

= B0 2FE HMF2 oLt ol g2l 0= 59, otie 5] L= £ ¢l 5512 2 UL}

HMgtd M| Al HE0| o3t AF2, EX| = S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007'4 12&)2| 7|= HIO|H-H| 4 HA S=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HMptAtEto| MEEL|CE.

of7|off Z&E MO = AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5H
RrAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|E X ZEEH AZEY s 2EMOZ MAHE0|H 710l
HI20O 2 JNUE|JELICEH O0|= 2= HIO|E 7t M3 E 0= Alefat 2&sto] sHEh Al2kS XISt o2t HI0|E ol
CHot M MAXMOE HISHEHO0| I e 4 oM THAHR0| E7t56HH F|& S7Hst 2to| A E HgtMo=
ZHELICE of7]0f| IS E BRE M 2lSt NetApp, Inc.2| AP MH S0 ¢10|= O] HIO|HE AME, 37H, M4t +=H,
28 e FA|E 4 QI&LICE 0|2 22U Cist M5 20| MlA = DFARS 8t 252.227-7015(b)(2014E 2€)0]|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| LI El Ot3= NetApp, Inc.2| HEL|CtH 7|EF S|AF S

HE OIE2 SiE 27X HY &= ASLIC

10


http://www.netapp.com/TM

	SMB를 통한 데이터 전송을 위해 SMB 서버에서 필요한 SMB 암호화를 구성합니다 : ONTAP 9
	목차
	SMB를 통한 데이터 전송을 위해 SMB 서버에서 필요한 SMB 암호화를 구성합니다
	SMB 암호화 개요
	SMB 암호화가 성능에 미치는 영향
	수신 SMB 트래픽에 필요한 SMB 암호화를 설정하거나 해제합니다
	클라이언트가 암호화된 SMB 세션을 사용하여 연결되어 있는지 확인합니다
	SMB 암호화 통계를 모니터링합니다


