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Create a security descriptor.

¢

Optional: Remove unwanted default DACL
entries.

¢

Add new DACL entries to the security descriptor.

4

Add new SACL entries to the security descriptor.

4

Verify that DACL and SACL entries are correct.

!

Create a security policy.

¢

Add a task to the security policy with the access-
control type set to SLAG and with the NTFS
security descriptor created above.

4

Apply the security policy.

4

Verify that the applied SLAG security settings are
correct.

B M

- O

H

Storage-Level Access Guard 7



Storage-Level Access GuardS A gL|C}

25 L= gtreel]l AEZ|X| 28! HNA JIEE LMSI{H {2 THAIE 4=3l{of BL|Ct.
Storage-Level Access Guard= AEE|X| Z[HOf| A BHE HMA Hot ~FS K SLILCL.
= NAS Z2ZEZ0M HEEl AEE[X]| Ao Cie 2= AMAM HEE[= Hots
HSghlct.

tHA
1. 'vserver security file-directory NTFS create' B2 AF26t0{ 2ot MHXIE MMEIL|CE,

'vserver security file-directory NTFS create-vserver vs1-ntfs-sd sd1"vserver security file-directory NTFS
show-vserver vs1'

Vserver: vsl

NTFS Security Owner Name
Descriptor Name

Hot MEX}b= CHS Ul 7HX] 7|2 ACE(DACL HM|A IO BH=)E AMEsHe] BHEORIL|CE,

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

BUILTIN\Administrators

allow full-control this-folder, sub-folders,
files
BUILTIN\Users allow full-control this-folder, sub-folders,
files
CREATOR OWNER allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

Storage-Level Access GuardE 78 I 7|2 =S AFESHXA| o2 Hot MEXo| 1Rt ACE
FItst7| Mol sl =2 MAY &~ USLICH
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2. Storage-Level Access Guard EQtOZ L MsX| etoa{= Hot MHEXI| A 7|2 DACLACE & StLIE
HAgfLCt.



a. ‘vserver security file-directory NTFS DACL remove' B S At&510{ EE Q3 DACL ACEE HMZ{gLILCE.

Ol Ofldlofl M= Ml 7He| 7|2 DACL ACEZt 2ot X2l BUILTIN\Administrators, BUILTIN\Users %!
Creator OwnerO{|A| X7 ElL|C}.

'vserver security file-directory NTFS DACL remove-vserver vs1-ntfs-sd SD1-access-type allow-account
builtin\users"vserver security file-directory NTFS DACL remove-vserver vs1-directory vs1-access-
directs builtl-creator' vserver security file-directs -directs -ntfs -directs -ntfs -directs -directs -creator

b. 'vserver security file-directory NTFS DACL show' @& S AFE35I0] AEZ|X| 5 HAM|A 7HE Hotof
AHE3IX| 942 DACL ACEZt Eot HHXIO|A HMAHEA}=X] 2helgfL|Ct.

O] o[l A HHEO| £212 NT AUTHORITY\SYSTEM DEFAULT DACL ACE &=Tt ZHAH F11 M| 749
7| DACLACE?} 2ot AHXIOM A=K 2eletL|Ct.

'vserver security file-directory NTFS DACL show -vserver vs1'

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,

files

3. 'vserver security file-directory NTFS DACL add' @& & AF26}10 StLt 0| 42| DACL 52 E ot MK}
FI7hgtuct,

Of oAM= E ot X & 7H2| DACL ACEZt Z=7HElLCt.

'vserver security file-directory NTFS DACL add-vserver vs1-ntfs-sd SD1-access-type allow-account
example\engineering-rights full-control-apply-to this-folder, sub-folders, files"vserver security file-directory
ntfs DACL add-vserver vs1-ntfs-access-type allow-account" example\Domain Users"-read-folders Z 0|
CHet ¢17] #et

4. ‘vserver security file-directory NTFS SACL add' B& & AF2350] StLt 0| 4| SACL &5 Hot AEX|of
FIrgtct,

o| of|®|oi M= & 7Hel SACL ACEZt Eot dEXof| F=IHEL|C

'vserver security file-directory NTFS SACL add-vserver vs1-ntfs-sd SD1-access-type failure-account'
example\Domain Users"-rights read-apply-to this-folder, sub-folders, files"vserver security file-directory
NTFS SACL add-vserver vs1-ntfs-sd-access-type success-account example\engineering-folders full-
control-folders

3. 'vserver security file-directory NTFS DACL show' %! 'vserver securlty file-directory NTFS SACL show'
HH S 22} AL2510] DACL %! SACLACEZL SHIZH| L HER}E=X| Selgtct,

Of oiiMlofl A CHS HHE 2 Eot HX} "Sd1"e| DACL &=0 CHet EE FA[SLICE



'vserver security file-directory NTFS DACL show -vserver vs1-NTFS-SD SD1'

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

allow read this-folder, sub-folders,
files
EXAMPLE\engineering
allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

Of Of|H|oi[ M CtZ BYE2 ot BHX} "sd1™0l| Lo SACL &=0] CHet Y=2E EAILICEH

'vserver security file-directory NTFS SACL show -vserver vs1-NTFS-SD SD1'

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

failure read this-folder, sub-folders,
files
EXAMPLE\engineering
success full-control this-folder, sub-folders,
files

. 'vserver security file-directory policy create' @S AI26t0] HOF M S MM T[T

od

CH2 ol ®|o| A= ™E X q™0|2t= M S THSL|C
'vserver security file-directory policy create-vserver vs1-policy-name policy1'

. 'vserver security file-directory policy show' BH S ALE5I0] HMO| SHIEAH M =R} =X] 2HQletL(CE.

'vserver security file-directory policy show' S MEigL|Ct



Vserver Policy Name

8. 2 At8sto] HZE 2ot MK} U= A2 Ot HHMof| FIFELICH vserver security file-
directory policy task add BHD} 2H -access-control 7 HEE 2 BHSLICE s1ag.

HA0| = 0|A9| Storage-Level Access Guard XHH0| EEHE! 4 QUX| 2t mHe!
Access Guard &2 B5F TSI E MMZ 1Y = lGLICH Moz 2E AEZ|X| 2| AMA JHE
A s BE I Ol E2| 20| Zetk|0{0F ghL|Ct,

O] GiH|o M 2Ot MR} 'SA10fl EEE "HM1"0|2Hs HHMof Zho] FIHEILICH AAA HOf R¥o| ST =
MHE '/datavoll' ZZ0]| SHEILICE.

'vserver security file-directory policy task add-vserver vs1-policy-name policy1-path/datavol1-access-
control slag-security-type ntfs-ntfs-mode propagate-ntfs-sd SD1'

. 'vserver security file-directory policy task show' B3&2 ALE35t0] 20| SHIEH| LML} =X ZelgtL|C.

'vserver security file-directory policy task show -vserver vs1-policy-name policy1’

Vserver: vsl
Policy: policyl

Index File/Folder Access Security NTFS NTFE'S
Security
Path Control Type Mode Descriptor
Name
1 /datavoll slag ntfs propagate sdl

10. 'vserver security file-directory apply' &2 AH25l0{ Storage-Level Access Guard 2ot M S M E3tL|C}.

1.

'vserver security file-directory apply-vserver vs1-policy-name policy1'
Hot ME MY ZY0| of|FE Lt

'vserver security file-directory show' @& 2 A&%t0] H&El Storage-Level Access Guard 2ot HH0|
SHHEX| &elgtL|Ct.

O| Of|H|oi M HRHE| £EH2 AEZ|X| 2i|'E WM|A JtE HOIO| NTFS £& '/datavol1'0| HEE[UASS EH FLICL
DE MEXAH ZE Hot2 §|25t= 7|2 DACLO| IHE RX|=|H2t= Storage-Level Access Guard E Q2

Storage-Level Access Guard 27 0f| Ho|=l JZ0f Ciat BMA S FITH(E! ZAHEILICE

'vserver security file-directory show -vserver vs1-path/datavol1’
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Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

™My

o

CLIE AtE3t0] SVMO|A] NTFS It EOF NTFS ZHAt M 5! Storage-Level Access GuardE 22| L|Ct

vsl

/datavoll

77

ntfs

ntfs

10

____D___

0

0

777

TWXYTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

Storage-Level Access GuardE 7 85t= YIAEELR

Storage-Level Access GuardOl| CHEH HE HEA|
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HEE BAISIEH... Chs S YEguCt...
(o]

OF OFA| 'vserver security file-directory show

-1 o

)

-vserver_vserver_name_-path_path_'

ME M} SHEEIL|CE 'vserver security file-directory show
-vserver_vserver_name_-path_path_-expand-mask
true’

o

CH2 ool M= SVM VS1 0[M Z £ '/datavol1'S AHE35I0 NTFS EoF AELY EF0| Ciot Storage-Level Access
Guard 29t HEE HEA|gfL|Ct

10



cluster::> vserver security file-directory show -vserver vsl -path

/datavoll
Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx

ACLs:

NTFS Security Descriptor
Control:0x8004
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

LIS ool M= SVM VS1 B E9| '/datavol5' Z20|AM 28 Hot A&l ZF0] Ciot Storage-Level Access Guard
HEE FA|SLICE O] 289| XA £Z0= UNIXS| ZaH& QI Hoto| QI&LICH 0 220j= Storage-Level
Access Guard 20| Ql&L|Ct.



clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/datavol5

3374

mixed

unix

10

____D___

0

0

755

IWXr—Xr—xX

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

(Applies to Directories):

(Applies to Files):

Storage-Level Access GuardS X|7{&fL|Ct

X

OH
20

A 0N HMA Hots o o4 dFoHX| fe2{H
NA 7IEE HMHE 4= JAELICH Storage-Level Access GuardS HM|7{sl{ = Lt NTFS I}
2 ClAE2] Hot2 SN SHAHLE M| HE K|

|

1. 'vserver security file-directory show' ZHE AL25}10]

12

THE[O AE=X| =QlPfLct.

He e
== Lo

OPZﬁLlEL

LS H

T

=
=

'vserver security file-directory show -vserver vs1-path/datavol2'

gtreeOl| A XMZ&A &

IL = gtreed| Storage-Level Access GuardZ}



Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0l1lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

Storage-Level Access Guard security

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

. 'vserver security file-directory remove-slag' @82 AF2510{ Storage-Level Access GuardE M gL|C.
'vserver security file-directory remove-slag-vserver vs1-path/datavol2'

- 'vserver security file-directory show' &S AF235t0| 28 = qtree0| A Storage-Level Access GuardZt
HAHEI A=K =elgti|ct,

'vserver security file-directory show -vserver vs1-path/datavol2'
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI
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