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Vscan Server

Storage Virtual Antivirus Connector Antivirus software
Machines

3. Scans files and takes
remedial action on

infected files.
1. Sends scan request

2. Sends scan request

4. Sends scan response

5. Sends scan reponse
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Configure Vscan servers.

v

Create scanner pool.

v

Apply scanner policy on SYM.

on access

Create on-access policy.

v

On access or on demand?

on demand

Create scheduled
on-demand task.

v

Enable on-access policy.

v

Enable Vscan on SVM.

Modify file-operations

:

profile (optional).

Run task immediately

(optional).
Enable Vscan on SYM.
Monitor status and
performance.
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"EO_Mode"(ItZH H|2) & 2t "1"(HZH H|2l)S ArS LIt

@ 7|12HMQ2 0| 2l A2 EO_Mode BIX|AEEZ| &=0| YIELICL EO ZEJ} H[EEELICH EO REE
gyt ml 2 syslog A2t 4% Q1B A Q15 S 2 F At of BiL|Ct.

Q|& syslog AIHHE M BIL|C

AlZtst7| o

o] HAtol M HRIAER| g TS = Q2% 2 AT

1. AIEH* S MEfst ZAM MXH "regedit"S U243t LIS & MEHBILIC regedit . exe § MEHRILICEH

2. HXAEZ| HET| * oM syslog 401l CHEt ONTAP QIE[HIO|2 A FHUIE] 9| 7| & YA SfLICE
HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Data ONTAP\Clustered Data ONTAP
Antivirus Connector\vl.0\syslog

3. Ct2 Het 20| RY, 0|8 % &2 MSstH 2lX|AE2| gt2 THELICH

9 ol 7t
DWORDE 2=/gfL|Ct syslog_enabled 1E=Q

"1" 22 syslogE &4stst "0" 242 syslogE HIE M atEtL|Ct.
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4
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2 =0 syslog TAE IP Fa

- Ct2 BOl| EAIE §EE X

on 4o

Ju ogt

2 2EO0| syslog MH7 A S0l ZE B

on 4o

J o2k

syslog A{H{Of| A AL

7. Ok Ol EAIE HEE

A= el

74 O|&
DWORDEZ syslog_2{|#

SaIgct

22 7
SUZ2EES U

M5t CHE XA EE|

(2 BELICH

o|&

syslog_hostQL|Ct

ISotof THE BlIXIAER| 2iE 2HELIT.

syslog_port
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CHS B0l EAIE B2 E HMSoto] CHE 2l XA E2| S ThsL

0|8
Syslog ZZEE

8. Ct= Holl EAIE HEE M350 CHE 2X|AEZ| gt2 THELICH

Y
DWORDE £&!gL|C}

"{" Z+2 TLS(Transport Layer Security)S

Hlg-detetL|Ct.

* 7|7} @IAALE null 40| U= &
c IREZL J|E

> 2lut "TCP/UDP"Q| 22

Moz "TCP"2 MMEL|CH
J|2HORZ "514"0|1 TLSS| HL 7|2X

° syslog 2['#2| 7|22t2 5(log_notice) 2 L|Ct.

Z=of| "TCP" = "UDP"2 Y& gh|ct,
WS DHELICH

E£3 CRIT 23 EX Log_Info(23  log_debug £
HH) EZSHIAIR

2 5 6 7

M= ot

Syslog_TLS 1EE0

AH25t0] syslogE EM%stD "0" 22 TLSE AHESH= syslogE

HOE "6514"QLICt.
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* syslogZt 2d2tE[0 UA=X| 2l H £ 2ISHHA|R syslog enabled @2 "1"YLICH & FELIC
syslog_enabled Zf2 "1"YLICt EO ZE2| 24t o{ 0l 2tA|gl0] M & HA MH0| 2aeleh 4= L0{ot

gt
*EO REI7t™"2 Y E 32 E HEYLICI syslog enabled "1"0|A "0"7tX|2| 242 Ci21t Z&LICE

° EO 2E0{M syslog7t et X| ¢i2 B2 MH|AS AIZTE & GIELICE

L= oT

° A|AEI0] oHF MENOfM MM FOI AL, EO ZE0|A syslogE HIZHAotet = glOM syslogZt ZHIZ "1"2
HFEClE 3107t LHEHE L) 0] 2= X AEZ|0|M 2Held 4~ JAELICE 0| B HA EOC REE

Ct.
H| M358t LIS syslogE H|E A S8l of hL|Ct.

*EOZE Y sysloge A8 M syslog M7t HSH o= HHE[X| tOH MH|A HHO| SX|ELICE 0] 2X|=
Ct2at 22 0|f & StLtz ol 2dligt = AFLICE
° FROIX| kALt syslog_host7t TS =|X| ASLICE

° UDP & TCPeH HE 2 R E T2EZ0| THEUSLICH
° XE Bt HRE|JASLICH
* TCP £ TLS over TCP 71419 AR M7} IP LEO|A $41 Cf7|8HX] ko™ HZO| Almfstm AMH|A T}

— =
E=E |—| Ct.

X.509 &S Q1= M 0I5 AL}

X.509 Q1Z M 7|dt A Q1= 2 2ta| ZZ0| A HO|2{A BHAl F{HIE{QF ONTAP 29| SSL(Secure Sockets Layer)
SAo| A & USLICH EOC RETL 2d3tE[0] QN ABME #E £ gl= 32 AV AHUE I ZEELILCL
QtE[HO|2{A F{HE O] CHSH CHS FXIE SHSHUAIRL.

=

1. QIE|HIO|Z A FHUIE = QtE|HIO[2{ A HHE| 7} HX| CIAER|SE HHS
OtE[HIO|2{ A FHHE] S2H0[AE AS A Bl CARIS 7|2 2IE 1% e
SArLC.

t= CIRE2| ZZ20|A NetApp AH2
MBILICE 2IBME ol 1™ ClHEZ| =20
2. 22}0|AE QIS M2} 740l 7|2 PKCS12 HAIO 2 T3kl 0|22 "AV_CLIENT.P12"2 X|&BtL|c}

3. NetApp A2l 2IZ M| MESH= O AFREl CA QIS A (FE CATX|Q| E': 7t M 7|3 ZEhIt
PEM(Privacy Enhanced Mail) &410| 11 "Ontap_CA.pem"0|2H= 0|2& JtX| 11 Q=X| 2HOISHM|R. Antivirus
Connector HX| C|HEZ[0] 22N 2. ONTAP A|AHIN|A "ONTAP"S| Ant|V|rus Connectord]| CH$ 220|HE

AS Mol MESH= Ol AHEEl= CAUASM(FE CAMXIS BE St ME 7[2 Z3)E "client-ca” 7 2ASAMZ
M K|S C}
= =

A S A IHLICE

ONTAP Vscan A7 & 40| CHol LOtEM R

Al E2 SVMof| HZE

22 2 9 Vcan HHf 3l S AR AEAHE HolRLITE A7
M2 Azl Zo| 4 Aefel

@ SMB ME{O|A] LYELY7| HAMS AFRSH= AL 2t Vscan AHZ AT E FMHHof X71s{of SHLIC}
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crel 22{AE 0| ONTAP Vscan A7 £& oHSL|CT.

AlZtsE7| o
* SVMI1} Vscan MH = S2ot EH[Ql L= ME[E = A= TR0 RLO{OF Lt
© 22{AH 22| LIFE A5 ONTAP H{O|2{A Al HUE S 1 SfL|C,

* SOl A= AHEXF FF0= Vscan AHIE SVMO| HZSH= H| AHE3t= =M@l 3 AHEXL 0| F0] & E|0{0F
gLt

* A9l 20| YT MHof| CHel A& HENE SfelgtLict.

A
1. AT 2 M

vserver vscan scanner-pool create -vserver cluster admin SVM -scanner-pool
scanner pool -hostnames Vscan server hostnames -privileged-users
privileged users
° 22 22Xt SVME X|FELICH

Z} Vscan Mt SAE 0| 50i| LS IP 4 = FQDNS X|FHELICH

2}
o SOl A= Z AHERIS| =0[Ql 8 A8 Xt 0| F

<

o

X|I-I'6'I-|__| [:|-_

od

Oﬂ CHSE XEMIBt LH22 vserver vscan scanner-pool create "ONTAP EH&E HZEQILICHE

2. A9 20| MHE[U=K] =QIStLCt

vserver vscan scanner—-pool show -vserver cluster admin SVM -scanner-pool
scanner pool

Ct

gjo

HHS HYSIH 'S' 291 S0of| chet MF F=2It HAIEL|CH

clusterl::> vserver vscan scanner-pool show -vserver cluster admin SVM
-scanner-pool SP

Vserver: cluster admin SVM
Scanner Pool: SP
Applied Policy: idle
Current Status: off
Cluster on Which Policy Is Applied: -
Scanner Pool Config Owner: cluster
List of IPs of Allowed Vscan Servers: 1.1.1.1, 10.72.204.27
List of Host Names of Allowed Vscan Servers: 1.1.1.1, vmwin204-
27.fsct.nb
List of Privileged Users: cifs\ul, cifs\u2
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HHZ A2t E"l_"-'|AE‘|°| BE A E8 2 &% vserver vscan scanner-pool show UELICH O
CHSE XEM|Bt LHE 2 vserver vscan scanner-pool show "ONTAP HE HZEULICHES HXSHMAIL.

MetroCluster T+40{|AX]| ONTAP Vscan A7l & MM

S AEQ 24 9l 2XF SVMO]| 8 EHSt= MetroCluster A9 2t S22{AE{ 0| 7|& 4l 2k}
Al 22 MMsHof S|t

o
L
AH

AlZFst7| o
* SVM1} Vscan MH = S2ot EH[Ql o= ME[E = = TR0 RLo{oF Bt

* I SVMEOZ No|=l AJHLH EO| 22 ONTAP HIO|2{A HHA| F{UIE{E SyM 22| LIF EE= SVM O|O|E
LIF2t &H FdsioF ghL|Ct.

* SAEQ BE SVMO thisl FolEl A7 2| B S2{AE 2| LIFOA] ONTAP HEO[2{A #A FHHE S
T4stiof Lt

© SOl A= AEXF FFRU= Vscan AMHZE SVMO| HZSH= Ol AFEdHE =R AFE AR AF 0| Z8te|0{0F
L.

* A9l 20| YT Mol Cet HZE HENE SfelgtLict.

Of ZhHofl CHaH
MetroCluster 182 22|H 22 22|& 2719 0|22 & S2{AE S Foiot0] HI0|E E B gtL|CE 2 2 AHE
CHE S2{AE{Q| H0[E{2t SVM FHE S7IM 2= SHELICH 22 22{AE Q| 1A SVM2 22{AE{7t 222!
HEfY ff CIOIE £ MISELICh 22 22{AE2| 2Xt SVM2 #Z 22{AE{7F LIl of C|0|E £ FIS LIt

%, MetroCluster &0l M 2t 2HAE0| 7|2 8 Ex A E2S HHsH{0F 5tH, Z2{AE 7t 2K SVMO| A G| 0| E
HMSS AEotH 2%t 20| 2YetELICH DR = 7)2l 22 82 MetroClustert H|X2fLICt.

0| 12! IOl MetroCluster/DR +H S 0| FL|Ct.
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Site A

(Primary (Local)\

Scanner Pool -
Site A

Secondary
(Remote)
Scanner Pool -

\ Site B )

|

1. 2904 & 4.

N

Site B

/Primary (Local)\

Scanner Pool -
Site B

Secondary
(Remote)
Scanner Pool -

\ Site A /

'vserver vscan scanner -pool create -vserver_data_SVMi|cluster_admin_SVM_-scanner

-pool_scanner_pool_-hostname_vscan_server_hostname_-privileged-users_privileged_users__

° W& SVMEL=Z Ho|El E0f th3ll H[0|E SVME X[ Fot, E{AE S EE SVMO CH3l| F2|El Z0i Chsh
SAE 2| sSVvMS X[FELCt.

° 2t Vscan Al S AE 0|E0| Cf

(D) 29 svmol zge

Che E S AASHH MetroCluster 742 2t S2{AE 0

¢hIP £ = FQDNS X" gL Ct.

o POl A= Z ArEXS| EH[Ql 8 AHEXL O|FE A

CHot XkM|S LHE 2 vserver vscan scanner-pool create "ONTAP

SHAHOM 2E A9 2

Y AXYLICS

2%+ A7H1 E0| YYEL|Ct
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clusterl:
scanner-pool pooll for sitel
\ul, cifs\u2

clusterl:
scanner-pool pooll for site2
\ul,cifs\u2

clusterl:
scanner-pool pool2 for sitel
\ul,cifs\u2

clusterl:
scanner-pool pool2 for site2
\ul, cifs\u2

2. A7 20| HHEA=K] gtelguct.

vserver vscan scanner-pool show -vserver data SVM|

-pool scanner pool

> vserver vscan scanner—pool create

-hostnames scanl

:> vserver vscan scanner-pool create

-hostnames scanl

1> vserver vscan Scanner—pool create

-hostnames scan?2

:> vserver vscan scanner-pool create

-hostnames scan?

-vserver cifssvml -

-privileged-users cifs

-vserver cifssvml -

-privileged-users cifs

-vserver cifssvml -

-privileged-users cifs

-vserver cifssvml -

-privileged-users cifs

cluster admin SVM —-scanner

CHe HES AASHH AL E 'pool1’0f CHS M5 HEIF HA|ELICH
clusterl::> vserver vscan scanner-pool show

-pool pooll for sitel

Vserver:

Scanner Pool:

Applied Policy:

Current Status:

Cluster on Which Policy Is Applied:

Scanner Pool Config Owner:

List of IPs of Allowed Vscan Servers:

List of Host Names of Allowed Vscan Servers:
List of Privileged Users:

St HEES AFESHY SVM01| ol DE A ES E 2
show. 0‘” EH°|' XI‘A‘”°|' LH
EZESHIAR

ONTAP Vscang AlE25}10] £Hd

AL A2 AL 0| g HERIX| RS ZF LM 9
HEY & ACHH HA A7 ES 2-d=totiof gLCt.
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-vserver cifssvml -scanner

cifssvml
pooll for sitel
idle

off

vserver

scanl
cifs\ul,cifs\u2

=2 2 &L UYELICt vserver vscan scanner-pool
2 vserver vscan scanner-pool show "ONTAP E&E &ZEQILICH'E

S AE0| A7 M HE

=l Vscan AHZt SVMA|
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Of ZFHofl CH3H

* A9 E0lli= StLtel AT FYHMEE MES 2 JASLICE
Al

* SAE0M 2= SVMO]| Chol A7 ES Mot 2 2 SVMO| HEHC = Adl YME X E3f{of §L|Ct.

£
(RPSTIER Y-

'vserver vscan scanner -pool apply -policy -vserver data_SVM -scanner -pool scanner_pool -scanner
-policy primary | secondaryl|idle -cluster cluster_to_apply_policy_on'

2 M2 CHF 4t & SILE 71 5 ASLICH
e "71E"2 A9 20| ZYete| =5 XYL

° 2kbE 712 A9 Z0H| Vscan ME{7F HZE|0] AUX| §i2 FR0T AT Z0| 2YStE[ =5 XIYRLICH

° "RR'E 4904 20| HZd JEfEtn X[FELC)
Ct= ofldl= O1E0] & A9l E8 20| ELILt sp & F&UICE vs1 SVM Ed3}:

clusterl::> vserver vscan scanner-pool apply-policy -vserver vsl
-scanner-pool SP -scanner-policy primary

2. A7 E0| Mot A=K EHRASLICE,
'vserver vscan scanner -pool show -vserver data_SVM]|cluster_admin_SVM-scanner -pool scanner_pool'
O Ex}oiM EESH= || Cieh XpAet LHE2 £ "ONTAP B8 HEYLICHEERSHIAIL.

Ct

gl

2

fjo

AABIH 'S AT Z0f| TR ME HEIH EAELC.

clusterl::> vserver vscan scanner-pool show -vserver vsl -scanner-pool
SP

Vserver: vsl
Scanner Pool: SP
Applied Policy: primary
Current Status: on
Cluster on Which Policy Is Applied: clusterl
Scanner Pool Config Owner: vserver
List of IPs of Allowed Vscan Servers: 1.1.1.1, 10.72.204.27
List of Host Names of Allowed Vscan Servers: 1.1.1.1, vmwin204-
27.fsct.nb
List of Privileged Users: cifs\ul, cifs\u2

HHZ ALESH0] SVMOJ|A] 2 *5'|'|L'| Z2 = & Y&LICt vserver vscan scanner-pool show-

active. Ol CHet XtM|Bt LIE 2 vserver vscan scanner-pool show-active "ONTAP &EZE
REIM=EER = < FOTEY
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S2|AE9| 7|2 Q BE AL B0 A BHE

Of Zte10i| CHH
* AU S0l StLkel A0 YRR Mot = AELICE
* SHAE0M 2= SVMO| sl A7 E2S Hdet E2 2 SVMO| HEHSZ Adl FMES X Ef{of gL|Cf.
Z

* Mol =7 3 MetroCluster 71d2| 2 2Z S2{AH 8 {7 2AHQ RE A7l 20 2904 H
HEdHOF BfLICt.
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* 22 S{AEOf Cisl Mt YoM oM 22 S2{AEE XIFHOF HLICH cluster OH7H H4 #A
E'*31*1:—101I CHol Aot HMOM ol M HH SEAEE XIH8HO0F BLICE cluster OH7H B O L3 RHoH LM
Al #ZA Se{AE7FHO|2 A HAF 2 S Tl Y + ASLICEH

=3 =

il

o
1. A7 B B E:

'vserver vscan scanner -pool apply -policy -vserver_data_SVM_ -scanner -pool_scanner_pool_ -scanner
-policy primary|secondary|idle -cluster_cluster_to_apply_policy_on_'

Ol CHet XEMIBt LH2 2 vserver vscan scanner-pool apply-policy "ONTAP E&E A ZQIL|C

o

° "71E2"2 A9 20| Yot = F XYL
° 2KPE 7|2 29l E0] Vscan MH{7F HEE|0] AX| 2 202 Al 20| St =F XL

° "RR'E A9 20| H|gd JEf2tn X[FELC)

2 SVMO| ZetEl S AEM ZE A1 FHS HEHOF St

I:IIO @

CtS HE2 MetroCluster FE0IA 2t 22| AE9| 7|2 8 Bx AJHH Z0j| 271 YMS HE L.
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clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pooll for sitel -scanner-policy primary -cluster clusterl

clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pool2 for sitel -scanner-policy secondary -cluster
clusterl

clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pool2 for site2 -scanner-policy primary -cluster cluster?

clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pooll for site2 -scanner-policy secondary -cluster
cluster?

2. A9 20| 2| U=X] ISt

=

'vserver vscan scanner -pool show -vserver data_SVM|cluster_admin_SVM-scanner -pool scanner_pool'
Ol CHet XtM|Bt LHE 2 vserver vscan scanner-pool show "ONTAP E&E HZQLICHE HXSHIAIRL.

Chs B HASHH AL Z 'pool1'0ll CHEH M HEIH EA|ELICH

clusterl::> vserver vscan scanner-pool show -vserver cifssvml -scanner

-pool pooll for sitel

Vserver: cifssvml
Scanner Pool: pooll for sitel

Applied Policy: primary

Current Status: on
Cluster on Which Policy Is Applied: clusterl
Scanner Pool Config Owner: vserver
List of IPs of Allowed Vscan Servers:
List of Host Names of Allowed Vscan Servers: scanl

List of Privileged Users: cifs\ul,cifs\u2

HHZ A2 SVMOIM &M AT 22 =2 = YELICH vserver vscan scanner-pool show-
active. Of CHSt XpM|TH LHE2 vserver vscan scanner-pool show-active "ONTAP EH
HEALICHS HESIAL.

VscanOl| Al A7 E2 22[5H7| 2/ ONTAP &

Ao B 23
_I

9 AR[SED, ATHL
LI A7HL Zof oig B

=9| Ato| U= ALEAIRt Vscan MHE #2[E =
=0 =
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Hot= 2y Che ¥ S L™t

A 22 £™ELCH 'vserver vscan scanner-pool modify(7+H4 Vscan A4
= %)

Al ES AMK|EL|CH 'vserver vscan scanner -pool delete'(Vscan scanner
-pool At

A Zof| HTto| Q= AFRXIE X=71ehL|Ct 'vserver vscan scanner-pool privileged-users add'

Al 20| HEHO| Y= AFEXHE APA|HLICE 'vserver vscan scanner-pool privileged-users

remove'(Vscan scanner-

Vscan MHE Al E0f| =7FghL|Ct 'vserver vscan scanner-pool servers add'
Al E0|M Vscan AHE AHH|EL|CH 'vserver vscan scanner-pool servers remove(Vscan

scanner-pool AH

A E0f| ciet 2 8 M2 MEE SL|C} 'vserver vscan scanner-pool show'
Al E0f et 2TH0| = AFRXE SL|CH 'vserver vscan scanner-pool privileged-users

show'(Vscan scanner-pool

BE A 20| CH$t Vscan AHE SL|C} 'vserver vscan scanner-pool servers show'

Ol A0l MBSHS BEOH THEE KA LIS B "ONTAP 2 HEQILICHAZSHIAIL.
o e~
BMA Al AHE FA-HTL|C

ONTAP Vscan 22U A|A X MM
OHM|A Al HAH2 HA|A Al AL HRIE ™O|TL|Ct JHE SVM EE= 22 AEQ| EE SVMY|
CHoH MAMIA A| HAUZ MMSH 4~ USL|CH 22{AEO0|M 2= SVMO]| CHo HM|A A| HAHZS
MMo AL 2 SYMO| CHsl ZHEM o = MMM S 2HMots{of ShL|Ct.
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-scan-files-with-no-ext HES =2 false2 0|S5}1l -file-ext-to-exclude ZE SXXIE
X|elstH * £ MEfStL|C,
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CHA|
1. oA A Al FA MY
'vserver vscan on-access-policy create -vserver_data_SVM,|cluster_admin_SVM_-policy
-name_policy _name_-protocol cifs-max-file-size_max_size of files to_scan_ — filters [scan-ro-volume,]
[scan-execute-access] -file-ext-to
-include_ext_ext_ext_ext _exclude_ext _ext exclude ext ext ext ext exclude exclude ext ext exclude fi

le_exclude_file_file_scan_exclude_exclude_exclude_file_file_file_file_file_file_file _max-max_max-max-
max-max-max_
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° 'file-ext-to-exclude' ™ 'file-ext-to-include' M- ELCH LMEHL|CT,
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clusterl::> vserver vscan on-access-policy create -vserver vsl -policy
-name Policyl -protocol CIFS -filters scan-ro-volume -max-file-size 3GB
-file-ext-to-include "mp*","tx*" -file-ext-to-exclude "mp3","txt" -scan
-files-with-no-ext false -paths-to-exclude "\volla b\","\vol\a,b\"

2. C+22 20| on-access MHMO| MM |} =X| ZQIBLICE vserver vscan on-access-policy show
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-instance data SVM|cluster admin SVM -policy-name name
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Ol CHet XtM|Bt LHE 2 vserver vscan on-access-policy "ONTAP E&E &

Ct
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HHS S Policy1 FHof| TS MR HE7F EAIELIC.

clusterl::> vserver vscan on-access-policy show -instance vsl -policy
-name Policyl

Vserver: vsl
Policy: Policyl
Policy Status: off
Policy Config Owner: vserver
File-Access Protocol: CIFS
Filters: scan-ro-volume
Mandatory Scan: on
Max File Size Allowed for Scanning: 3GB
File Paths Not to Scan: \volla b\, \vol\a,b\
File Extensions Not to Scan: mp3, txt
File Extensions to Scan: mp*, tx¥*
Scan Files with No Extension: false
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1 =
'vserver vscan on-access-policy enable-vserver data_SVM-policy-name policy _name'

Ch2 BES HASHH Ol2t= 2AMA YHMOo| BYELILE policyl & FELIL vs1 SVM:

— =

clusterl::> vserver vscan on-access-policy enable -vserver vsl -policy
-name Policyl

- HAH[A Al FHO| Zgte|0] J=R] AL

A - -

vserver vscan on-access-policy show -instance data SVM -policy-name
policy name
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Cts Y S st

clusterl:
-name Policyl

Vserver:

Policy:

Policy Status:

Policy Config Owner:
File-Access Protocol:
Filters:

™ "Policy1" AUM|A Al FR0f| it MF FEIF FA[ELICE

:> vserver vscan on-access-policy show -instance vsl -policy

vsl
Policyl
on
vserver
CIFS

scan-ro-volume

Mandatory Scan: on
Max File Size Allowed for Scanning: 3GB
File Paths Not to Scan: \volla b\, \vol\a,b\
File Extensions Not to Scan: mp3, txt
File Extensions to Scan: mp*, tx*
Scan Files with No Extension: false
SMB 2§00 LSt ONTAP Vscan It Xl T2 4l 44
SMB S#2| _Vscan It AP Z2E 2(=) 2UE B + U= 7 HYS
HolBtL|CL 7|2 MO R O wise 2 MMEILIC} standard. S
=g o ER0 w2} oj7f HaE 2FY = JUSLICH

2 KXSHAA|Q "OtE|HFO |2 A OFF|El " Vscan THY -

7} U= SMB ER0|AM = HHO|2{A HAPL EE|X| 2ELICE continuously-available Of7H
C = 2 8% %H—|E|' Yes.
tHA|
1. SMB 3R0l| T3t Vscan It 2t T2 HO| gt ~HBLICH

vserver cifs share modify -vserver data SVM -share-name share -path share path
-vscan-fileop-profile no-scan|standard|strict|writes-only

Ol CHSt XEMIBt LH22 vserver cifs share modify "ONTAP E& R EQILICHE EESIHYAIL.

CHe HES AAsHH SMB 301 CHSt Vscan IHY =g T2 HO| 2 HAELIC strict:
clusterl::> vserver cifs share modify -vserver vsl -share-name

SALES SHARE -path /sales -vscan-fileop-profile strict
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'vserver vscan on-access-policy show

vserver vscan on-access-policy paths-
to-exclude add

vserver vscan on-access-policy paths-

to-exclude remove

vserver vscan on-access-policy
to-exclude show

paths-

vserver vscan on-access-policy file-

ext-to-exclude add

vserver vscan on-access-policy file-

ext-to-exclude remove

vserver vscan on-access-policy file-

ext-to-exclude show

vserver vscan on-access-policy file-

ext-to-include add

vserver vscan on-access-policy file-

ext-to-include remove
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vserver vscan on-demand-task create -vserver data SVM -task-name task name
-scan-paths paths of files to scan -report-directory report directory path
-report-expiry-time expiration time for report -schedule cron schedule -max
-file-size max size of files to scan -paths-to-exclude paths -file-ext-to
-exclude file extensions -file-ext-to-include file extensions -scan-files-with
-no-ext truel|false -directory-recursion truelfalse

° 'file-ext-to-exclude' ™ L 'file-ext-to-include' ™ ELCH LMEIL|CT,

°o 87X -scan-files-with-no-ext & trueE AXNStH 22XV} Qs OIAS AZHS £ QUELICH

CHSt XEM[SH LIS vserver vscan on-demand-task create "ONTAP H& EZEQILICHS

Cte @S HASIH 0|2H= On-Demand X 0| W ELICE Taskl VS12| VMO|A:

clusterl::> vserver vscan on-demand-task create -vserver vsl -task-name
Taskl -scan-paths "/voll/","/vol2/cifs/" -report-directory "/report"
-schedule daily -max-file-size 5GB -paths-to-exclude "/voll/cold-files/"
-file-ext-to-include "vmdk?", "mp*" -file-ext-to-exclude "mp3", "mp4"
-scan-files-with-no-ext false

[Job 126]: Vscan On-Demand job is queued. Use the "job show -id 126"
command to view the status.

HAS AFBI0] KH2I0| MEIS 2 4 job show UBLICL U job resume HHS ALRSHO]
() =S AN SKSHD A AL Sob stop BUES ALBOI0] IS SRS 4 job pause
UELICE off chst XtMet LIE2 job "ONTAP HE EXRQLICH'S EXRSHIAIL.

CHSt XMt LI vserver vscan on-demand-task show "ONTAP E2d &EQILICH'S

Ct2 Y S HASHH Task1' R0l CHet M2 HEIF EAIELICH
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clusterl::> vserver vscan on-demand-task show -instance vsl -task-name
Taskl

Vserver: vsl
Task Name: Taskl
List of Scan Paths: /voll/, /vol2/cifs/
Report Directory Path: /report
Job Schedule: daily
Max File Size Allowed for Scanning: 5GB
File Paths Not to Scan: /voll/cold-files/
File Extensions Not to Scan: mp3, mp4
File Extensions to Scan: vmdk?, mp*
Scan Files with No Extension: false
Request Service Timeout: 5m
Cross Junction: true
Directory Recursion: true
Scan Priority: low
Report Log Level: info
Expiration Time for Report: -
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= £ =1 E MY £ UELICH vserver vscan on-demand-
chedule AHES SESHALE
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vserver vscan on-demand-task schedule' @EO 2 el AFH|EL 'vserver vscan on-demand-task create'

YZOZ o|0| Y& AAEECH MO

|

1.2 Al =Y ofl<f:

vserver vscan on-demand-task schedule -vserver data SVM -task-name task name
-schedule cron schedule

Che BEE AASHHA o|2t= HMA A ZHH0| o|+EILICE Task2 E FELICE vs2 SVM:
clusterl::> vserver vscan on-demand-task schedule -vserver vs2 -task
-name Task2 -schedule daily

[Job 142]: Vscan On-Demand job is queued. Use the "job show -id 142"
command to view the status.
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CHSE XM LI vserver vscan on-demand-task schedule "ONTAP & &ZFQIL|ICHS

MEfE HH™ job show BHS AESHYAIL. job pause % “job resume HHS
HAS LAl ZX|SED CHA] A[ZHEELICE BE2 HUE ZEYLICE job stop Off CHSE XpA|S
2 job "ONTAP E&E EZQIL|CH'E HXSIYAIL.

TR Al 20| o= A=K 2elgfL|ct.

CHSE XMt LI vserver vscan on-demand-task show "ONTAP E2 R EQILICH'S
Cts HAES MAsHH "2 2 21 0f| CHot M| A EIF EA[EL|CE

clusterl::> vserver vscan on-demand-task show -instance vs2 -task-name
Task?2

Vserver: vs2
Task Name: Task?2
List of Scan Paths: /voll/, /vol2/cifs/
Report Directory Path: /report
Job Schedule: daily
Max File Size Allowed for Scanning: 5GB
File Paths Not to Scan: /voll/cold-files/
File Extensions Not to Scan: mp3, mp4
File Extensions to Scan: vmdk, mp*
Scan Files with No Extension: false
Request Service Timeout: 5m
Cross Junction: true
Directory Recursion: true
Scan Priority: low
Report Log Level: info
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vserver vscan on-demand-task run -vserver data SVM -task-name task name
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AAHSHH O[2hs 2AM|A ZHHO| HHELIC Taskl & FELILE vs1 SVM:

clusterl::> vserver vscan on-demand-task run -vserver vsl -task-name
Taskl

[Job 161]: Vscan On-Demand job is queued. Use the "job show -id 161"
command to view the status.
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vserver vscan on-demand-task create

e A XHAS ™ O 'vserver vscan on-demand-task modify(7t4t Vscan
_%S.E.oﬂ II‘O‘l AI-I)
TR Al ZHS AL 'vserver vscan on-demand-task delete'(7H4 Vscan

Z28 59 A

vserver vscan on-demand-task run

e Al 2HS of|efetL|Ct vserver vscan on-demand-task schedule
TIQ A & 2dE™E FABILICH 'vserver vscan on-demand-task unschedule'

T A &HHo| st QoF 8l M8 MEE SL|CH 'vserver vscan on-demand-task show'

ZEYE HOM 27| 'vserver vscan on-demand-task report show'(7}4f

Vscan T2 2 H11A HA|

LR Al EIME Armigti|ct 'vserver Vscan F=¢ 2 HIM A
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ureket 4 Ql0{oF it

Vscan E2ZIS LIF7 2210|291 E2Zol st LIF7} OF T2 ZE| 745|0f = 39, EE
ZhoH7h LSt Vscan LIF7FCHE = E2 T E & QUELICH HE AFROE Qlsh A - E0f A

Vscan A0 GIZE 4 goD 0| The Xrelof Cht 24 2240 AEHLICE Vscan M7t
=0 M el TiR H0) gt A REE X2l8 & AES =0 s SiLE 0|42l LIFS S
AT 2+ UL HQIBLIL

mjo
>
o
Of
2

* 1GbE U ESRIZ 0|4 NetApp 2E2[X| A|ART} Vscan AHE HERLIC}
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FIIMO2 olore 4 UBLIC,

* O42f Vscan AH{E AI235t0] & #2 Y 5l 0|F3E 2I8l SVMe| H|0|E{E AZHBLLICE CIFS 12 2E 2}

J0fl W2 Hio|2{A WA E2iE 2 SVMY CHELICEH AER|X| ZAEZE2{0|A CIFS % HFO[A AL XA AlZHE

SLEZGLICH AlZtof T 22 FHE ZLIE L M| |IAIZIE £25tH= Vscan AH{ 9| CPU =

OHZ2[AI0] FZ 2loli CIFS XA AlZh 5! BHO[2{A HAL X|H A|ZH0] S715HEH CIFS 20| ET} L] A[ZHo]

ZO0E =+ AL Vscan MHE FILRILICH otE S E4HAI-LIC.
* XAl O] ONTAP QHE|HIO|Z{ A HUES MX|EL|C)

* Hfo[2{A e QlIEI HO|E 2|4 JEHZ RAIGLICE UCIO|E HIZ0of CHeh 2T Ate2 THE LA
FOSHYAIL.

« HE| E|HA| A0 ME Vscan AHQF SYMO| st 0| QI EE
SVMzt AFHL] E(Vscan AH E)2 39Y 4+ JASLICH

AE|

r|r
ot

o ZEE mrof st HiO[2 A HiAM AT EQ|0] HMES CHEE9| Hio|2{A A SSAMIM H™st 7|20l
AbR|" = A2 "2 MHE|0{0f BT}, "vscan-fileop-profile"0| "write_only"Z MHEE|0{ Q!0 ZHHEl m0|

n

LS ——

= A= =l 31 A= 32 o

ERaLE 11}°'0| S0l gof n mels EH HAAMIF E2|AHEX| fe8 = & 4= QJSLICH HiO|2A Al HA=

mds B2 202 E2|AHELICH
* £ Z2LICt scan-engine timeout 42 HLC} &0OF @fL|C scanner-pool request-timeout &t
O =2 o= HNotH Ity HMATZ X[AE|D A= AZH ZIHE = JUSL|CE 0| XSt H E FHSHIAR

wEA

scan-engine timeout EC} 5% O BELICH scanner-pool request-timeout #f. & HESH= W

=
scanner-pool timeout 18 ZEO0A Ct3 HHES ALEStD off Mt gf2 =S HAY £+ USLICE

request-timeout O7f ¥+ vserver vscan scanner-pool modify.

=
CHot XIA2 A7 AT SZHHC] AHME HESHYA|R scan-engine timeout 8%, E S=IgLICt
AHs

* 2-UAIA ZA YR HBHEH 2|2 R2Y HAES ASHOF Shs THO| F2, NetApp 7IE HHo[2{A WAl

—

— T o—

ALt It 2ETF LMSHK| = AFEE0| X2 AlZto]| 2C[HE HAH 2 % oflefst= Zio| E&LILY.

OtEL] 2h D At[of cHot XEMISH LHE R 2 "Vscan TEL SR M"EESHYAL.

SVM ONTAP VscanO| A HFO|2{A ZAL &M5}
OHM|A EE= 2LC|HE ZHALE MElstz{™H SVMO||A HIO|2A HALS &3}l 0F fL|LC}.

CHA|
1. SVMOIA HIO|2{A ZAL EM S}

'vserver Vscan enable - vserver data_SVM'

Ofl CHSt XEMIBt LIS vserver vscan enable "ONTAP E& EZQULICHS RZSHIAIL.

ot AR HHZ ALESI0] HEO|[2HA HALE H|2HM3tS & vserver vscan disable
|Ct. Of CHSt XkM|BH LHE 2 vserver vscan disable "ONTAP H& & EQILICH'S
FEAIR

Cts ES ASHH oA Hio|ZH A HAZL E-detE LIt vs1 SVM:

clusterl::> vserver vscan enable -vserver vsl
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2. SVMO{| A HO|2{A ZHARZF S SHE|A=X] &eletL|Ct.
'vserver vscan show -vserver data_SVM'

ol CHet XtM|3t LHE 2 vserver vscan show "ONTAP & EHZEQILICH'S HXSHMUAIL.

i

Ct

glo

THS HASHH 2 Vscan HEN7 BA|ELICH vs1 SVM:

clusterl::> vserver vscan show -vserver vsl

Vserver: vsl

Vscan Status: on

ONTAP Vscan A7H It AFER ZHA M

A0 w2t HHE AL25H mhof| cHsl FHA|El MEE AMM|SHH SVMO|M Ha3XH o
ool AZH MEfE MM OF & o JSLICE vserver vscan reset. 01|§ =01, &
TAE HAL U= AR 0| BHZ ALESIK] HEO|2{A HAL X 2|E CHA| AR £ Q!
CHet XEM|SE LHE 2 vserver vscan reset "ONTAP E& A XQILICHES 7.§. x5}

= ﬁ?_5|

1> II|>

Of ZFHofl CHaH

'vserver Vscan reset’ HHS AAlSHH CI20| AHAY I ZE RE S OIHUO0| AZHEIL|CE

() ol mye cha Az o4 mho| 4ot 3of what Mo BEFl WES 0/ 4 ALt
Al=Hst7] Hol
of Aol nF Feto] WRBLC}
o
1. 03 et YR w
NE Z2|e|x 13
Ofl CHSt XEMIBH LIS set -privilege advanced "ONTAP & EZEQILICHS TESHYUAIL.
2. A7Hsh mhUO| Aef HAIH:

'vserver Vscan reset - vserver data_ SVM'

[

gjo

f

YIS HASHH of| M Aok oo eI EFELILH vs1 SVM:

clusterl::> vserver vscan reset -vserver vsl
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ONTAPZE A28} Vscan O|HIE 21 MHE ZEL|C}
o

E| mplof| chst | HIE 27 ME Vscan

[
HH'IOH CHot CHI11|0|E S= %.*°|3E* —1‘- UASLICEH SHAEO| tiet O[HIE HE = X[HE L,
HIE %

SVM EEE= Vscan A1H'|01| CHot O]l

AlZtst7| Fof|
Vscan O|HIE 2 1E Hae{H 113 #Hoto| ZLeL|C}.

1. ng Aot gd= HE:
ME Z2|He[X| 25
Off CHEE XbM[TH LI 2 set "ONTAP BE HEQLICHES HESHMAL.
2. Vscan O|HIE 21 MHE H7|:
'vserver vscan show-events'
ol CHet XtM|Bt LHE 2 vserver vscan show-events "ONTAP H&E & ZQILICHS FZTSHMAIL.

Ct

glo

HHS MAHSIH S2HAH 'cluster1’0f| CHSH O|HIE 21 HE I HA|EL|CE

clusterl::*> vserver vscan show-events

Vserver Node Server Event Type Event Time
vsl Cluster-01 192.168.1.1 file-infected 9/5/2014
11:37:38

vsl Cluster-01 192.168.1.1 scanner-updated 9/5/2014
11:37:08

vsl Cluster-01 192.168.1.1 scanner-connected 9/5/2014
11:34:55

3 entries were displayed.

HE ZXE ZLIEZ ot s ERILICE

e g4 2 E HHZH Q! ONTAP Vscan 2 &4

"vserver vscan connection-status show" BH2 At2stH HZ 22X 20| =20| & £ U=
Vscan At GZ0| Cist HEE = £ Jﬁ'—lq.

JNEHOE, HMA *I £7H01| CHot 'AZH T M E Vscan MH HAS AT AFEY £~ gig M IHY HNAE
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© S2H0[AE HMAZ Sdststr| Hofl LIFZL A= 2 =29 SVMO| BtLt 0] 9] Vscan M7t ABE|0 A=K
efQI5l{oF BfLICt S20|HE MNAS EH3}o £ MHE SYMO| HEBHOF SH= R Vscan AlH HES AIEY
o 7| W20 MY HMATE AREX| R=E SYMOIM Ea' SHE SO FLICH MHE HZst = S
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= B2 LIFZL 0o 22[0] 4 E|H ME et SVM 2t HZO
Ip HMATE HREX| BE== St ™ LIFE 010| 22{[0] 4517
2o SHS CHA| 28E = AU

* CHAF LIF7} SVME 9|3t 2= Vscan AH &
ZOZEIL|CL Vscan Al HZES ALEE £~ 8l
Hof| "2 5 M2 sHA[siofF rLICt. LIFZt Ofo|

Zf SVMOI|= Z| 43t 27H2] Vscan AH{7F 2 E[0f L0{0F BHLILE. Vscan AMHE S2t0[2E MM A0 AEE|=
HIEX A CIE HEH A S So AEE[X| A|ARI0f| HESH= AO0| 7t Z&LIC

o s d

ofl CHot XtM|TH LHE 2 vserver vscan connection-status show "ONTAP HE A XQILICHES
XTI L.

Vscan At &2 MEHE E7| /3t ONTAP EH

'vserver vscan connection-status show' HEZ AF2610] Vscan A HZ AEHO|| CHS 29F
ol B MEE =5 4 ASL|CH
o =2 =T AM\H-dk .

st T CHS B3S YefgiLich..
Vscan At 9Z2 Q9F H7| 'vserver vscan connection-status show'
Vscan AMH HZ0| CHet M2 HEE SLICt 'vserver vscan connection-status show-all'

MEffL|Ct

HZAE Vscan MHO|| Lt M52 MEE FLCt 'vserver Vscan connection-status show-
connected'(7t4 Vscan B2 AEi EA| - HAE

HAZAL|X| U2 AL 71T Vscan A O CHSH M| & 'vserver Vscan connection-status show-not-
HMEZ =20} connected'(7t4 Vscan S8 HEH HA| - HEAE[X] 42)

ofl CHot XtM|BH LHE 2 vserver vscan connection-status show "ONTAP HE& A XQILICHS
XTI L.

HFO|2{A ONTAP Vscan A9l 2X| 82

o~
0
|

UHIX Ol HEO|2{A AAL 2H|Q AL 7tstt el s Z ditHo| QIEL|CE HEO|2{A HAL=
VscanO|2t11 & SrL|C}.

=H o U
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Vscan A= o HZAE 4 9&LIC} clustered ONTAP  AJHL Z 20|l Vscan MY IP TAZ X|™SH=X|

AEEX AA”E EE8Y & ASLICEH efolgtLICt A7 E SE0M S1EE HSH0| A=
AL 2 JEfRIX] =elgtL|th A9 22

gtolsteH 8 MAMBILIC vserver vscan
scanner-pool show 2EZ|X| A|A”I HH
DETENAM BHES LHLYLICH J2HE Vscan MO
HEAY £ gl= 2 UER I Xt A2 = JASLICH

Z20|HENN &2 X[H A|ZtS BHEEL|CH AL E0il Vscan MHE O FItsof & mh7t E|AS
AL|Ct.

LS M2 AZHO| EB[AHE|/}ISLICE Of 242 +™EYLICt vscan-fileop-profile
Hio|2{A HALE I ZLIEHZE = THY Zefe| 8
H|gtst= oi7f Ha| L[

UL TAO| APHE[X| SEELICE 2HMA FMZ 2olBtL|CH O|2{¢t I A2It F=

MLl S=0f| FIt=[}ALE TFY 3 7|7t H[2|off CHal

TME Z2F2 xare & JAESLICEH On-access XS
stolst{™ E MATILIC vserver vscan on-

access-policy show 2EZ|X| A|AH] HH

ZEZENAM BHS LHYLICH

I} K| AT} HEEQALICH MM 1M0|l _scan-mandatory_setting0| X| & &[0
U=X| 2elstit o] 882 HZE Vscan MH7t S
Z2 HO|E HMAE HEGILICH Heo| w2 Y-S
S™ELICE

kI

ted HeE

r

* "Vscan vscan scanner -pool showS ME4StL|C}"

* "vserver Vscan on-access-policy show & & ZsHMA|L"

ONTAP Vscan &Ef 3 Ms &5 ZL|EZ

Vscan 229 £R%H EHE TL|EHEY £ Q&L|CH Vscan

Vscan AMH| HZ AEjQ & =
A Q Ct Vscan M2t 2=l 2X|12

MEHo| el B
ZIEFRILICE

r\U
rn
=
ne
4> 110
o
0
HT
rr
H1
Ho
o
o
r

Vscan Mt{ A& YEE FL|Ct

Vscan AHo| HZ HEHE 211 0|0| AHE 52 AHE
HEE BAIELIC Vscan M| HZ el F&

mjo
e
m
ok
4>

.. HEAIE ...
'vserver vscan connection-status show' A AE| @9F

37


https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-scanner-pool-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-access-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-access-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-access-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-access-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-vscan-on-access-policy-show.html

'vserver vscan connection-status show-all'S HZ AEfof| CHEE XEMISH " E LI

MEHSHL|C}

'vserver Vscan connection-status show-not- AtEg £ QUX|ot HZAL X k2 HZ9| AMEHRIL|CE
connected'(7t4 Vscan 18 MEf HA| - HAL[X] 24F)

'vserver Vscan connection-status show- HAEl VVscan AHO| Cist HEQIL|C}
connected'(7tAF Vscan €A MEf EA| - HAE

ofl CHet XEM|St LI 2 vserver vscan connection-status show "ONTAP E&E AHZQILICH'S
XA 2.

Vscan At 4 E SLICt

Vscan A|HE SH & 20l5t] M52 ZLIE S Ho|2{A HAL 2t EX|E Ttk £ JELICH Vscans
ALE25t2{H HX| O|0|E MEZ £&sloF SfLICt. statistics show Vscan M EH|E HEA|st= HHQIL|CT.

Off CHSE XEM|8H LIS statistics show "ONTAP HE AxQIL|CHES AZTSHAIL.

EHA|
|

1. statistics start EH 8 MEHX “statistics stop HS AdBL|CH

KEM|S| YOEM|R statistics start 22|10 statistics stop OlA] "ONTAP E&E EZEQILICEH" .

Vscan Mt 273 3 t7] AlZtol| et SAIE SLICH

ONTAPE A2 £ QU&ELICt offbox vscan Vscanl| £ & EL|IEZSHY| Q[ SVM Bt 2 FIREE
AFESILICH B E VscanOl| CHSH 1201 2H 2 S AIEI M @8 31 M X[ A|ZH A, 0[2{3t EAISE H2{H OIS
CHAE 2tZSHAL.

THA|
1. Ot FI2EHE BES HHYLICt statistics show -object offbox vscan -instance SVM.

7I2H... HAE ME ..

scan request dispatched rate ONTAPO|M X& Vscan MHE EH HHO[2{ A HA}
273 Lt

scan_noti received rate ONTAPZ} &4 Vscan AHESE 22 HO[2{A HAL
2F Lt

dispatch latency ONTAP LHQ| CHZ| A[Zt2 2 AL THS Tt Vscan MHE

MBSt 8 Vscan MHZE S HEYLICE
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scan latency ONTAPO|A Vscan MHE2| &5 X[H A|ZHATH AA
AlZh zzgh)

ONTAP 2IEtA Vscan 7H2E{0| A MM =l EA[9] of

Object: offbox vscan

Instance: SVM

Start-time: 10/16/2013 10:13:25
End-time: 10/16/2013 10:25:11
Cluster: clusterOl

Number of Constituents: 2 (complete aggregation)
Counter Value

scan_request dispatched rate 291
scan _noti received rate 292
dispatch latency 43986us
scan_latency 3433501us

HE Vscan MH 2% 5! CH7| A|Zhol| CHEH SAHIE SLICH

ONTAPE AI8E & USLICH of fbox _vscan server Vscan AMHE, SYME, QIEMA Vscan AH2| 712, 9
LEE 7|EC R IAE Vscan AMH 28 H|E 3 of oigh M XA A[ZhS ZLIE{—IGLICE 2 Vscan MHE
HEHOZ AEY £ JUEFLICH O] YEE +THHH L3 HAE 2=

1. 2 A#SL|Ct statistics show -object offbox vscan —instance
SVM: servername:nodename LIS F2E{E AF23810] TS AlgHStL|C},

7H2H... BAE ME .
scan request dispatched rate ONTAPO||Af EH HIO|2{A HAF 2K LT}
scan_latency ONTAPO|A Vscan MHHZ2| 2= XA A|ZHAZH A

Azt ) x4 Vscan MHE

ONTAP offbox_Vscan_server 7t2E{0| A MM =l 49| of
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Object: offbox vscan server

Instance: SVM:vscan server:node

Start-time: 10/16/2013 10:13:25

End-time: 10/16/2013 10:25:11

Cluster: cluster0Ol

Number of Constituents: 1 (complete aggregation)
Counter Value

scan_request dispatched rate 291

scan_latency 3433830us

Vscan At 2E0)| Cet SHE SLIC

ONTAPE A 8E = USLIC of fbox vscan server Vscan AlH — ZH 28 +Z FI2F S4|. 0|2{¢ SA|=
SVM, Box7} 8l Vscan AHE, L& tHe[2 FHEL|CH JESLICE Vscan A2l CPU AFEE, Vscan AH 2| AZH
Zrdof st CH7 |8 240|1E EEHEILICH (SR X Z[CH), AR S H22] & AL El HER| 3. 0[2{8t 7= ONTAP LHQ|
E7 712E 2 Antivirus Connector0f| 2|s MEEIL|CE UESLICE 20=0ICt E | = HIO[EE 78O 2 oHH HetdS
2Is of2] B SFloHoF gL|Ct O™X| o™ EA|0f| EAIE|= 2H2 OFX[2h Z20t BtHSILICEH CPU ALRE 9 A=
ULICH ES| 2L 9 2Mo| QLI B 7|22 240 Q™ 7t EAIELICH Vscan A0 E5 s1A0]
UELICE Vscan MHO| CHot A2 ES SVM THe|, QIEHIA Vscan AH T B L EHE SHEISHL|CHCOHS EHAIE
t= oL},

EHA|

1. Vscan AHO|| CHSH 8 EAHE £ZetL|Ct

HAHSILICt statistics show -object offbox vscan server —instance

SVM: servername:nodename @EE YHYLICt of fbox_vscan_server 7H2E:

=
=

7H2H... HEAE HE
scanner stats pct cpu used Vscan At 2| CPU 8 EILIC}
scanner stats pct input queue avg Vscan AMHOf| Ciot A7H X o| W Ci7|E

scanner stats pct input queue hiwaterma Vscan AMHOIA AZH @F X|Cf CH7|E
rk

scanner stats pct mem used Vscan AMHO|M AHE|= 0| 22| LI
scanner stats pct network used Vscan MHO|M A E[= HIESRZ

Vscan AHO|| CHot AL E S4A(2| of
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Object: offbox vscan server

Instance: SVM:vscan server:node

Start-time: 10/16/2013 10:13:25

End-time: 10/16/2013 10:25:11

Cluster: cluster0l

Number of Constituents: 1 (complete aggregation)
Counter Value

scanner stats pct cpu used 51

scanner stats pct dropped requests 0

scanner stats pct input queue avg 91

scanner stats pct input queue hiwatermark 100
scanner stats pct mem used 95

scanner stats pct network used 4

I

H 8=

* "ONTAP B xtxQlL|Ct
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