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Vscan Server

Storage Virtual Antivirus Connector Antivirus software
Machines

3. Scans files and takes
remedial action on

infected files.
1. Sends scan request

2. Sends scan request

4. Sends scan response

5. Sends scan reponse
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Configure Vscan servers.

v

Create scanner pool.

v

Apply scanner policy on SYM.

on access

On access or on demand?

Create on-access policy.

on demand

v

Create scheduled
on-demand task.

Enable on-access policy.

v

v

Enable Vscan on SVM.

Modify file-operations
profile (optional).

:

v

Run task immediately
(optional).

Enable Vscan on SYM.
Monitor status and
performance.
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S. LA 4THA IO A THE 2| X[AE 2| gf2 AMH|SH Antivirus Connector 215 H| &M tgtL|Ct.

6. 0|£0]| "LogRotation" (LIS HE H|2/)Q! "multi_sz" 9| CI= E1|7(|*EE| f= BHSL|CE "LogRotation"0f| A 2|
37| $FO= "logFileSize:1"8 M35t (12 1MBE LIEIH) CHE E0llA = £ "logFileCount:5"E MIS gLICH
9| otA| A=(57 etAl)

o
il
rot
\I
Io
S rx
=
>~

FILICE O] ZH0| HISEX| o™

2o 5|
() 1ovtel o OB LI H2e Ha 215 10714 ZE 4

§|I._ Hlgroil 2tz 20MBLt
N
7|20 =2 US M3t 7I%ZI0| CHAL AFE-ELICE.

E=Cl=g

7. N8R 7 22X S AESHA| Fo2{H 6THAIOM BHE X|AEZ| Zh2 ATHIRLICE

LS —
AEXFXE 7hs et Hil

A2XL X|H B E AF238HH  Configure ONTAP LIF api £0f| A 142 Qle 20 A|AHI HNA TX| AV S
X[ &~ ASLICE

A

1. 9| LIES YHIO|ESHY 7|2 HHHE T ELICt banner. txt TS HAX| CIHE2[0f &S LIS HE LIES
L

=

MEELICE v of BtHEl HA ALEtE E2{H Configure ONTAP LIF APl 2 CHA| Eo{of BtL|Ct,

g% xT8|(E0) REE A stetLCt

Hot X5 2 2l EO(Extended Ordinance) 2EE A 3tst7 L} H|Z Mt & JASLICEH

CHA|

1. AZH > 2 MEfstn AM MXLof| "regedit"'S &t CFS & MEHBILICt regedit.exe & ME{BILICE

2. YIX|AER| HET| * 0ol ONTAP QtE[HIO|2{ A HUIE Q| CtS ot9| 7|8 AH&LICE.
HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Data ONTAP\Clustered Data ONTAP
Antivirus Connector\vl.0

3. QEZ H0|A "DWORD" Rl M 2IX|AEZ| g2 MHE0 EO ZEE MESHX| Y E MHYsHHH
"EO_Mode"(ItSE A|2l) & 2t "1"(TUSE N2)S ALt

@ 712802 0| ¢l Z2 E0 Mode BX|AEZ| &=F0| §IELICH EO 2ETt HIZMtELICHL EO 2EE

EA313 Il 9| % syslog MHQH A% QIBM QIS 2T FAsfof gLt
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Q| & syslog AMHHE A BfLICt
A|=tstz| Fof

Of ZXtofl M 2IX|AEE| ZtE 2= mf

—

rr

QEX ¥ AMEHLIC.

1. A=

=~

M
fjo

MENSE D HM M|l regedit'S 22t Lt & MEHSILICE regedit.exe & MEARILICY.

2. Z|X|AER| HET| * of| A syslog 7 0f| CHEE ONTAP OtE|HFO|2 A FHUIE] St 7|18 MAEHLICH
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Data ONTAP\Clustered Data ONTAP
Antivirus Connector\vl.0\syslog

3. I3 Het 20| RY, 0|8 % 22 M3stH 2IX|AEZ| gt2 BHELICH

—

79 o= 7
DWORDZ Z&lstL|C} syslog_enabled 1E=0
"1" 22 syslogE EM3H5t1 "0" 22 syslogE HIEASHELICH.

4. CI3 HOf| EAIE HEE HSotof CH2 2X[AER| 2t2 thsLCh
74 =
S& Sz syslog_host2L|C}

2 ™o syslog TAE IP £4 = TOQl 0|2 2istLCt,

o. Lt BOf| #AIE HEE MS5H0 LHE 2X|AEZ| gts ThELICH

on do
oot

o

I

Ju
wn
N
®
<
@
[S)
2
e
s}
3

2 220 syslog MH{ 7t &8 Sl ZE Ho S MSHLIC

6. Ct2 Hol| EAIE HEE MSsto| CHE 2X|AEZ| gte BELIC.

on 4o

Ju ogt
w
N

Syslog TZEE

syslog MHOAM A Sl Z2EES g 220 "TCP" EE= "UDP"= = gLCt.
7. O3 BOll EAIE HEE M350 CHE X AEZ| gt2 THELICH

74 0f

ol

23 CRIT 23 EX Log_Info(23  log_debug £
HE) HESHIAIR
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DWORDEZ syslog_i|#! 2 S 6 7
SEIgLC

8. Ct= Holl EAIE HEE M350 CHE X AEE| gt2 THELICH

7 o2 7
DWORDE Z&/gL|Ct Syslog_TLS 1=

"1" Zf2 TLS(Transport Layer Security)E AF25t0 syslogE EAalst "0" 22 TLSE AF25H= syslogE
H|g-MdatetL|Ct

THE 2% syslog MH{ 7 2IESHA MHE|=X] 2HQISfL|Th

* 717F §lALE null 240] = &8

40

- ZRESL J|2NOE "TCP'E MMELIT
© Ut "TCP/UDP"S] 2 72X O "514"0|1 TLSS| B9 72X O "6514"¢L|Ct,

° syslog 2i['#12| 7|22f2 5(log_notice) & L|C}.

syslogZt EH43tE|0] UsX| &5t H E &S A|R syslog enabled af2 "1"®L|CH & FELICH
syslog enabled @f2 "1"®L|Ct EO E59-| 2 Mot of 20i 2HAIG0| M E AE Mol 210l

gt
*EO ZEII™"2 HEE 32 E HAYLICI syslog enabled "1"0|A "0"7tX|Q| 242 CHa 2t Z&LICE

° EO 2EO0{M syslog7t 22t X| o422 B MH|AS AlZfE & QI&LICE

=~

Il

o A|AEIO| OFX ALEHOI A AlSH Z01 A2 EO ZE0||M syslogS HIEAsIE 4 91OH syslogZt ZHIZ "1"2
MM EICH= 21071 LIEHEL|CE o] 1= X AERZ[O| A oleh 4~ JAESLICEH 0] 22 A EO ZEE
H|2M31$t CHS syslogE HIZH M 3tslioF gL Ct.

* EO 2L Sl syslogE At M syslog MH{7t dSHO = HAE|X| f0H MH|A HHO| SX|ELICE O] Z2H=
CtSat Z2 0|f & StLtz Qs 2dle &= JASLICE

° QBGIX| %7LL syslog_host7t LA E|X| pELICE
° UDP EE= TCPt X2 #XE Z2EZ0| FYEIASLICE
° XE HS I HREJASLICL
* TCP EIE|E ;’LS over TCP #42| A2 M7} IP ZEO|M =41 CHY|SHX]| g™ HZAO| Mm{St D AMH|AT}
=TI

X.509 &= QIEA

re
ol

g FoEct
X.509 2I1Z XM 7|8t &= Q1F2 22| Z=0| A Hio[2{A WAl HUE{QF ONTAP 72| SSL(Secure Sockets Layer)

SO AHEE = ASLICE EO RETJH Edote(0f QL1 ASME HE + Gl= 3R AV HYE 7t S=ELCL
QtE[HIO|2 A FHHE{O] CHol CHE XIS S-BHUAIL.

|

1. QtE[HIO|2H A HHE| = QtE[HIO|2{A FHUIE{ 7t BX| CIMEE|E M#lSH= CIAEE| ZZ0|M NetApp AH 2|
QtE[HIO|2{A F{HE] 220U E ASM B CAYIS 7|2) AUSME HMEILIT ASME o] UH LA =2 20
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2. 20| E 2B M2t 712l 7|1E PKCS12 YAIQZ EESI 0|22 "AV_CLIENT.P12"2 X| & gL},

3. NetApp MH2| AIZME MESH= O AH8El= CA YEM(FE CAO gt 2t S8 #ot Zeh)7t PEM(ZHE!

ONTAP A|AEIO| A "ONTAP"2| QtE[HIO[2{A FHUIE{0f CHEE 22t0|HE QIS A E "client-ca"

o
E&LICEH NetApp
MEHSH=E O| AFBE[= CAQISAM(RE CAY| Cigt 7H M Aot ZEHE MX|ghL|Ct.

Q¥ IZNZ
A9lL 22 FHELC

A9 2 HRE FEYLICH

AFH ZS SVMO R 4 UL Vscan M| U S A3t AFBRHE FolBHLct AU

Pas

() SMB MO LHSIL7| A4S AFBSHE 29 2t Vscan AHE AATE Fo| 27FsHof gLiCt,

J

TH SH AR A ES YGRLCH

A 22 SVMOf| HZE 5= U= Vscan AH 5! 8 Aot ArEXAHE FELICH JHE SVM
= 2022 2= SVMO| CHal A7 2 Hdg = ASLIC.

1A I

ne

st
* SVM1t Vscan AHE Sl

* " SVME2 2 HO|El AL
LIFet &1 F+4dHOF ghL|Ct.

* 2AE9| ZE SVMO| CHal HolEl AL Bo| AR S2{AE| 22| LIFO|M ONTAP HiO|2{A #iAl F{HIE S
5o gLt

*© SOl A= AEXF FFRU= Vscan AMEHZE SVMO| HZSH= O AFEdtE =M@ AFEAF A[F 0| Z8te|0{0F
gfLct,

N

I
=
ro

H
rir
r=
'l
ot
4>
$0
rr
H‘|
=
ro
2
4}
2
o
ot
il
ul

* 29l 20| YT MHof| CHel HZE HENE SfelgtLict.

|

1. A9 2 MA:

'vserver vscan scanner -pool create -vserver data_SVM|cluster_admin_SVM-scanner -pool scanner_pool
-hostname vscan_server_hostname -privileged-users privileged_users'

° & SVMEL = Ho|zl Z0f th3ll H[0|E SVME X[ Fotl, E{AE S EE SVMO CH3l| F2|El Z0i Chsh
22 AH 22| SVME X|ggLct.

° Z} Vscan M 2 AE O|E0] tigt IP 4 = FQDNS X| gLt

o o] A= ZH ArE RISl Q! 8 AL Xt O|E 2 XIFYLICH A 8 =52 Hof| ther man H0|X|E

HZSHHAI2.

Ct

dlo

oy

o

AHSHH 0[2h= AL 20| MEELIC sp & =ELICH vs1 SVM:
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clusterl::> vserver vscan scanner-pool create -vserver vsl —-scanner-pool
SP -hostnames 1.1.1.1,vmwin204-27.fsct.nb -privileged-users
cifs\ul,cifs\u2

2. A9 20| MHE[U=K] ISt

vserver vscan scanner-pool show -vserver data SVM|cluster admin SVM -scanner
-pool scanner pool

HH &

—

o
Jhu
ro

FHOf| thet man HO|X| S EHZSHIAL.

=S|
o

C}

glo
o
mjo

HASHH 'S’ AT E0f Chet ME ZE7H EAIE LT

clusterl::> vserver vscan scanner-pool show -vserver vsl -scanner-pool
S

Vserver: vsl
Scanner Pool: SP
Applied Policy: idle
Current Status: off
Cluster on Which Policy Is Applied: -
Scanner Pool Config Owner: vserver
List of IPs of Allowed Vscan Servers: 1.1.1.1, 10.72.204.27
List of Host Names of Allowed Vscan Servers: 1.1.1.1, vmwin204-
27.fsct.nb
List of Privileged Users: cifs\ul, cifs\u2

SVMOIAM 2E A4 22 H2{H 'vserver vscan scanner -pool show' @HS AIE8 £ QELICtH MA| HH

=2 3ol thet man II1|0|7(|E HZESHIA L.

MetroCluster L A0|M AT 22 MAMTILICE

* JHE SVMEL=E FolEl A7l E2f F? ONTAP HiO[2{ A HiAl F{HE{ S SVM 2] LIF = SVM H|O|E
LIFeE gl F-g3HoF gfLict.

* S AEQ| BE SVMO thsl FolEl A7 E2 B2 S2{AH 2| LIFOA] ONTAP HEO[2{A #A HHE S
T4sfiof Lt

r

* SOl A= AEXF FEOU= Vscan AMHZE SVMO| HZSH= O AFESHE =M@ AFEXAF AF 0| Z8te|0{0F
gLt
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* 29l S0 FEEIH MEof| Cel HZE HEHE Sl gtL(ct.

-

Of ZfHofl 3

MetroCluster 182 22|XM 2 22|& 2712 0|22 & S2{AE S FoI5t0] HI0[E & B stLCh 2 2 AHE
CHE S2{AE{Q| HI0[E{2t SVM 74 S S7IM Q2 SH|gfLICt 22 28{2F 9 1K SVM2 22{2E 7t 221!
HEY M CIOIH & MISEfLIct. 22 22{AE2| 2Xt SVM2 #4 22{AE7F LIl M H|0|H S FMIS LIt

%, MetroCluster 10 2} 22{AE0| 7|2 8 & A9 2 AH0H0F 5, 22 AE{7t 2XF SVMO{|A] E|O|E
M2 AlZfstH 2% 20| 2detEL|C DR =7)2 22 7182 MetroCluster} H| gLt

0| J2l2 Y™ QI MetroCluster/DR A2 £0{ FLICH

Site A Site B

(Primary (Local)\ /Primary (Local)\

Scanner Pool - Scanner Pool -
Site A Site B

Secondary Secondary
(Remote) (Remote)
Scanner Pool - Scanner Pool -
\ Site B ) \ Site A /

CHA|
1. AR = AL

'vserver vscan scanner -pool create -vserver_data_SVM)|cluster_admin_SVM_-scanner
-pool_scanner_pool_-hostname_vscan_server_hostname_-privileged-users_privileged_users__

° JHEH SVMECE Ho|=l Z0f cHsl H|0|E SVMS X|™stL, 2HAEQ 2E SVMO| CHal M2 =l Z0f CHsH
Sg{AH 22| SVME K| ™|t
° 2t Vscan A/l S AE O|E0f CHSH IP 2 = FQDNS X|™ghL|Ct

© 0| QL= 2t ALBXIS| TH[Ql W ALRX} 0|22 K FELICY

—
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() 2% svmol Zatel ZAAEOIN BE AL ZS Washof BLIC

A M SE2 BHO| it man HO|X|S EZHYAIL.
Ct2 Y S HASHH MetroCluster 72| 2t S{ A0 2F 8 2K 27114 E0] YHELICt

clusterl::> vserver vscan scanner-pool create -vserver cifssvml -
scanner-pool pooll for sitel -hostnames scanl -privileged-users cifs
\ul,cifs\u2

clusterl::> vserver vscan scanner-pool create -vserver cifssvml -
scanner-pool pooll for site2 -hostnames scanl -privileged-users cifs
\ul, cifs\u2

clusterl::> vserver vscan scanner-pool create -vserver cifssvml -
scanner-pool pool2 for sitel -hostnames scan2 -privileged-users cifs
\ul,cifs\u2

clusterl::> vserver vscan scanner-pool create -vserver cifssvml -
scanner-pool pool2 for site2 -hostnames scan2 -privileged-users cifs
\ul, cifs\u2

- 29l 20| HYEIRA=K] =ARfLICt.

=

vserver vscan scanner-pool show -vserver data SVM|cluster admin SVM -scanner
-pool scanner pool

A 28 SE52 O et man H|O|X|E EZHYAIL.

CHe HHES AASHH AL = 'pool1’0f CHE M HETIF HA|ELICEH

clusterl::> vserver vscan scanner-pool show -vserver cifssvml -scanner

-pool pooll for sitel

Vserver: cifssvml
Scanner Pool: pooll for sitel
Applied Policy: idle
Current Status: off
Cluster on Which Policy Is Applied: -
Scanner Pool Config Owner: vserver
List of IPs of Allowed Vscan Servers:
List of Host Names of Allowed Vscan Servers: scanl

List of Privileged Users: cifs\ul,cifs\u2

SVMOIM 2E A4 £ H2{H 'vserver vscan scanner -pool show' HHE Ar2% £ Q&L|Ct FA| HH
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-
HO
rlo

B0l Ciet man H|O|X|E & XSt

IIZ
>
30)

CHl S AE{O) AU HAS HEBLIC

2N M2 A9 0] 2 JEfRIX| oFEE BEHYLICH FOlEl Vscan AlHZt SVMO
HEY o AHH HA 29[ S E-d=totiof gLt

Of ZfHofl 3

© 291 Foll= StLtel AT YMB HES o~ ASLICE
A

=

* SHAEM 2E SVMO]| Chsl A7 2 Hdet 2 2 SVMO| HEHS = Adli HME X 3f{of LT}

'vserver vscan scanner -pool apply -policy -vserver data_SVM -scanner -pool scanner_pool -scanner
-policy primary | secondaryl|idle -cluster cluster_to_apply_policy_on'

A HHM2 OS2t S OILE 7HE & ASLICH
° "71E"2 A9 20| et =5 X|FELIC]

° 2KPE 7|2 29l E0] Vscan MH{ 7} HEE|0] AX| g2 ZL202 Al 20| 2t = F XL

° "RF'E 2714 20| HIEY YE2t XIFEE LT

= O O

Lt Oofi®l= Ol &0l ¢ 2714 ES 20f FLILt sp & FELIL vs1 SYM 43t

clusterl::> vserver vscan scanner-pool apply-policy -vserver vsl
-scanner-pool SP -scanner-policy primary
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clusterl::> vserver vscan scanner-pool show -vserver vsl -scanner-pool
SP

Vserver: vsl
Scanner Pool: SP
Applied Policy: primary
Current Status: on
Cluster on Which Policy Is Applied: clusterl
Scanner Pool Config Owner: vserver
List of IPs of Allowed Vscan Servers: 1.1.1.1, 10.72.204.27
List of Host Names of Allowed Vscan Servers: 1.1.1.1, vmwin204-
27.fsct.nb
List of Privileged Users: cifs\ul, cifs\u2

SVMOIAM &M AFlL| ZS H2{H 'vserver vscan scanner -pool show -active' S AFRSIAA|Q. X HH
22 ol tigt man ﬂilolxlg XA,

MetroCluster L A0|AM AJHL HMZ HEoHL|Ct

AT e ATf Zo| 2 MEfRIX| OfRE 2
S2iAE 9 712 U BX AFjL] o A% HHS

O =fe40i| CHaH
* 294 S0l SiLkel A1 YA HE S = ASLIC.
* S AE0M 2= SVMO] Chsl A7 E2S Myt 2 2t SVMO| HEHC = Adl HMS X E3f{of LT
Z

* Mol =7 % MetroCluster 71d42| 22 2Z S2{AH 8l #F S2{AF9 RE AJHH E0f A4 YMS
HEdloF SfLCt.

+ 22 22| AE{O] Chef MOk HAOIA Ol 22 S2AES XIHOF BLIC cluster 07 4, 22
221 AE{of cifof AWASH FHolM OflA] £ 22AEIS KIZBHOF BILICE cluster DN B4, 13 CHZ To) 24
Al 12 S2{AE{7} IO[2{A AL IS Chal 23S 2 YSLICE

A

1. A7 B4 HE:

'vserver vscan scanner -pool apply -policy -vserver_data_SVM_ -scanner -pool_scanner_pool_ -scanner
-policy primary|secondary|idle -cluster_cluster_to_apply_policy on '

A HM2 LS 2t B SILE 7HE 5 JASLICH
o "71E"2 A9 20| et =5 X|FELIC].
° 2KPE 7|2 29l E0f Vscan MH{7F HEE|0] AUX| g2 FL202 Al 20| 2YotE|=E X FHELIC
° "RF'E 291 20| HIEY YEf2t XIFEE LT

o
=

prgeld|

a —

0f
)
<
<
2

SHAHM 2E A YMES X EsH{OF gL
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CHE B2 MetroCluster T1d0[A 2f 22{AEQ] 7|2 & B AF[H 20| 2794 HMS HE L.

clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pooll for sitel -scanner-policy primary -cluster clusterl

clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pool2 for sitel -scanner-policy secondary -cluster
clusterl

clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
—-scanner-pool pool2 for site2 -scanner-policy primary -cluster cluster2

clusterl::>vserver vscan scanner-pool apply-policy -vserver cifssvml
-scanner-pool pooll for site2 -scanner-policy secondary -cluster
cluster?

gol

2. A9 Z0| 23| A=X| 2l St
'vserver vscan scanner -pool show -vserver data_SVM|cluster_admin_SVM-scanner -pool scanner_pool'

SE2 JZ0| thet man HO|X|E ESHYAIL.

|>

7 Z 'pool 1°0f| CHEE M2 HEIF HAIELICE

clusterl::> vserver vscan scanner-pool show -vserver cifssvml -scanner

-pool pooll for sitel
Vserver: cifssvml

Scanner Pool: pooll for sitel

Applied Policy: primary
Current Status: on
Cluster on Which Policy Is Applied: clusterl
Scanner Pool Config Owner: vserver
List of IPs of Allowed Vscan Servers:
List of Host Names of Allowed Vscan Servers: scanl

List of Privileged Users:

SVMO{|A|
22 HHO| st man H|O|X|E A ERSHMUAIL.

cifs\ul,cifs\u2

2t Al E8 E2{H 'vserver vscan scanner -pool show -active' BHES AI2SHMA|Q. | HY

A9 22 2ElSts S QLI
A9H 22 8 8 AAstL, A 29| ABH0| A= AHEXIRE Vscan AH S 2t2[g &=
UAsLICt 271 20| thist e HEE = &+ JASLC.
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A9l Sof| 0| A= AHEXHE =Tt Ct

29 SO|M HEH0| A= AFERIE ATH[ELIC

Vscan MHE AJHL Z0i| =7HEfL(Ct

A7 Z0IM Vscan MHE AK[gHL|Ch

A7 E0 Chigt 29 S MR HEE FLCH

A9l Sof theh #eto] /= AEXE FLI

D E A E0f| CH$t Vscan MHE FL|C}

Ol213t B0l CifSt KpAIS LIBS man HOIXIE &
BMA Al AHE - TL|C

HMA Al HHS HERILICE
HMA A FHZ HMA Al HALS]

EH
|
ol A A FRS AT 2 AL
O

vserver vscan scanner-pool modify(7H& Vscan A7HL
Z AF)
T o

'vserver vscan scanner -pool delete'(Vscan scanner
-pool AHH|

'vserver vscan scanner-pool privileged-users add'

'vserver vscan scanner-pool privileged-users
remove'(Vscan scanner-

'vserver vscan scanner-pool servers add'

'vserver vscan scanner-pool servers remove(Vscan
scanner-pool AH

'vserver vscan scanner-pool show'

'vserver vscan scanner-pool privileged-users
show'(Vscan scanner-pool

'vserver vscan scanner-pool servers show'

ESHMA| 2.

HolgfL|Ct. 7HE SVM E= SHAEQ 2= SVMO|
. SHAEUM 2= SVMOI| CHolf HM|A Al XS

ddet 2 2 svMol Ui JHEH e = FHMS 2-datsof fLICt.

FACH mHY 37|, AZHof| ZEke ohd =t

I
ot

nx £

Xl o ©

A OlAL|C}H

M H

_|

tu

lob A oo

Mt \J
e |0
r
a

YO ZZ, AMM MY ot & HE 8 F=2E XFE

A HAME 2I8ll Vscan MHE MEY = Ql= ZR MY AMATI HEEEE AM U FPS HERR

ONTAP= "default_cifs"2H= AMA A| HHS MstD S AE = ZE SVYMO| CHsH

* o 2t A7H N2l CHAO| £[= 2 E MY paths-to-exclude, file-ext-to-exclude, E= max-file-

size OW7H £ Ol A CHY L2 DE{E|X|

UELICE scan-mandatory 80| AR O Z MHE|0f

UAELICE (0| RS =AUSHYAIR "2 H| SHE" uf 2HAE HZ ZH|0f| et MM RULICE scan-mandatory &)

[y L L = =
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7EHQZ ¢7|-M7| SET AMELICE 87| WE 2FS 27U = UATE o7 Lt £ 2otz A Iz
AME MEtets EE XY &= AFUICH

X&XMoZ A8 7hs Tt D7) HTt YesE HHE SMB R0 = HIO[HA HAZF +HEX| A& LICEH

£ YZSHYAIRQ "QIE[HIO[2{A OF7|EA" Vscan THY - 21 T2 off CHEE XtMISt LIE=2 MM S
EXSHAMA 2

SVME Z|Cl 107H2] HAM|A YHMS M = ASLICEH T2{Lt o Hoj StLte] A M| A FHAMat 2y o et

o HM|A Al FHAO|| M HIO[2{A ZALOIA X|CH 1007H2] = 5! ThY SFEES Hele + ASLIC.

A T H|Q| HE AR

° CIFS AtEXI| st SE £E7F SeX| AL A0 @7F AZF R21p7F &gt 4~ QOO 2 Hio[2{A HAto|A 2

oo 3715 Xge 4 AZ)E mMelsts Aol ZELILH Hele| 7|2 Tt 37|= 2GBY UL

o dp 22 O Y HE MQSh= A0| EELICH .vhd & . tmp O|2{2h X} Q= DU AZH0] HEStHK|
%S =+ A7 W2 YLt

° A2| CIAME{2|Lt 7te St= E210|2 K= HO|EH0] AR ME L= Z=et 22 It FZE H|elst= 20

ECs
° BF oy StLte| Aot ghdotet = OB Z HE N7t SYUE FHo| XIHE0] UA=X| 2eletct.
NetAppi= HIO[2{A il QliElof X E 2t S2et H2| MEE ASY AS M= AL,

= =20

of
Of ZAL MN|A Al HMMO| HLPfL|CE 2C|THE ZAL Of CHot HMA Al AZHS BEX|SHHH S AH™6H{OF LTt
HEZ =2 falseZ 0| S5}l -file-ext-to-exclude ZE 2HEXIE

-scan-files-with-no-ext
M elste{H * E MEdSIL|CE.

EHA|

2.

22

N2 Al HH M.

'vserver vscan on-access-policy create -vserver_data_SVM|cluster_admin_SVM_-policy

-name_policy name_-protocol cifs-max-file-size_max_size of files to scan_— filters [scan-ro-volume,]
[scan-execute-access] -file-ext-to

-include_ext_ext ext _ext exclude ext _ext exclude ext ext ext ext exclude exclude ext ext exclude fi
le_exclude file file _scan_exclude exclude exclude file file file file file file file_max-max_max-max-
max-max-max_

° JHE svMmoll Fe|El FMof [t HI0|E SVME XI5k, SR AES| BE SVMO| FelEl FMof w2t
S2{AE 22| SYME X" eL|Ct,

° 'file-ext-to-exclude' ™ 'file-ext-to-include' ™ Lt LMEIL|CE,

° MA -scan-files-with-no-ext & trueE HESIH 2EXI} gl= IHAS A £ JASLICL CHS
HEES HASHH 0[2h= 2HMA HHo| MM EILICE policyl E FELICH vsl SVM:

clusterl::> vserver vscan on-access-policy create -vserver vsl -policy
-name Policyl -protocol CIFS -filters scan-ro-volume -max-file-size 3GB
-file-ext-to-include “mp*”,"tx*" -file-ext-to-exclude "mp3","txt" -scan
-files-with-no-ext false -paths-to-exclude "\volla b\","\vol\a,b\"

CHS2t 20| on-access HMO| MM E|Q=X| QIStL|Ct vserver vscan on-access-policy show
-instance data SVM|cluster admin SVM -policy-name name
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AHSHH Policy1 FHM0i| chish M2 HEIF HA|EL|CEH

clusterl::> vserver vscan on-access-policy show -instance vsl -policy
-name Policyl

Vserver: vsl
Policy: Policyl
Policy Status: off
Policy Config Owner: vserver
File-Access Protocol: CIFS
Filters: scan-ro-volume
Mandatory Scan: on
Max File Size Allowed for Scanning: 3GB
File Paths Not to Scan: \volla b\, \vol\a,b\
File Extensions Not to Scan: mp3, txt
File Extensions to Scan: mp*, tx*
Scan Files with No Extension: false

HMA Al M S DHYLIC

HMA Al 2 HMA Al HALS| HPIE FolRfLICE sSVMe| IS AzZHSH{H HX
SVMOI| A %.*ﬂé Al S g otsof LICE,
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oF tHOfl StLte| SVMO| THaH A M2 Al FHAeh 2d o}
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tHA
1. oM & Al EHA 2}
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'vserver vscan on-access-policy enable-vserver data_SVM-policy-name policy _name'

Il
1][o]
0%

N
rulo
o°=_*
oF

H Ol2t= 2HUMA FHo| BHELICE policyl & FELICHvsl SVM:

clusterl::> vserver vscan on-access-policy enable -vserver vsl -policy
-name Policyl

. OHAﬂA A| I-IXHO| 9.I- |.E|0-| OI'— | §_||'0_|'0;|'L_||:|-_

vserver vscan on-access-policy show -instance data SVM -policy-name
policy name

A 28 SE2 O Cigt man HO|X|E FZHYAIL.
Ct2 BES AASHH "Policy1" M| A Al FHof| tie MF FE27F A ELIC,

of 32 2t SVMoi| chsll JHEXH o = FHM S Srdstolof BfLct.
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clusterl::> vserver vscan on-access-policy show -instance vsl -policy
-name Policyl

Vserver: vsl
Policy: Policyl
Policy Status: on
Policy Config Owner: vserver
File-Access Protocol: CIFS
Filters: scan-ro-volume
Mandatory Scan: on
Max File Size Allowed for Scanning: 3GB
File Paths Not to Scan: \volla b\, \vol\a, b\
File Extensions Not to Scan: mp3, txt
File Extensions to Scan: mp*, tx*
Scan Files with No Extension: false

SMB 2 R0]| Ci$t Vscan I X T2 olg S~MBHL|CH

SMB 3122 Vscan It X T2L 2(=)AHS E|AHT £+ U= 2R 22
Ho|gtL|Ct 7| 2o 2 7 Hays 2 MHEEILIC standard. SM

Sk

=de o 2o w2t oj7f "5 =FH = ASLIC.

£ EXSHAA|Q "OLE[HIO|2{A OFF|EIN" Vscan T}

o
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e
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e
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=
rot
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>
rot
=
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rlo
x
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P
Ot
>
>
to

(D 7t A}= SMB 3R0UIM = HEO|[HA HAE &KX 4ELIE continuously-available O47H
HAE 2 AHELICE Yes.

A
1. SMB ZR0f| Tt Vscan IHY 2t T2 HO| gte +FRILIC}

vserver cifs share modify -vserver data SVM -share-name share -path share path
-vscan-fileop-profile no-scan|standard|strict|writes-only

clusterl::> vserver cifs share modify -vserver vsl -share-name
SALES SHARE -path /sales -vscan-fileop-profile strict

A A FHES B2[SHe HHYLIC

|

UMA Al FHS 27, HIZLS} EE MRS 4 YBLICEL FHO| 2% W NP HEE 2
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Ast= =Y Che E™EES LHELICE...
HMA A S MMBL|C} vserver vscan on-access-policy create
WMA Al HHS SEELIC 'vserver Vscan on-access-policy modify’S

HESHIAIR

oA A| A

-

o
%
0
ot
-
Il

vserver vscan on-access-policy enable

OHM|A A| HAES AIRSHK| Y= MATHL|C} 'vserver Vscan on-access-policy disable'

OHIA A HA

o
1z
>
oot
-
Il

'vserver Vscan on-access-policy delete

3

MMIA Al FHo|| CHet 29F 3! ME FEE SLICH 'vserver vscan on-access-policy show

Helg 42 220 =71etL|Ct vserver vscan on-access-policy paths-
to-exclude add

Mg A2 220 AX|gtL|CH vserver vscan on-access-policy paths-
to-exclude remove

Heg 22 228 Lt vserver vscan on-access-policy paths-
to-exclude show

M elet ol statd 220 X7psh|Ct vserver vscan on-access-policy file-
ext-to-exclude add

Nelg o SHEE S E0q| A AK|L|CH vserver vscan on-access-policy file-
ext-to-exclude remove

Helg oY SEE =52 SL vserver vscan on-access-policy file-
ext-to-exclude show

motet o SHatE S 20| 7L CE vserver vscan on-access-policy file-
ext-to-include add

moteh ot =HEE S =0 A AMAELICH vserver vscan on-access-policy file-
ext-to-include remove

Tokeh ol oA 2EE3 FL|CH vserver vscan on-access-policy file-

ext-to-include show

Ol21gt A tist XtMet LHE2 man H|O|X[E HZoIHAIL.
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-scan-paths paths of files to scan -report-directory report directory path

-report-expiry-time expiration time for report -schedule cron schedule -max

-file-size max size of files to scan -paths-to-exclude paths -file-ext-to

LICE 712 ZHMO| ALY ALEXE7}
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=
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ok
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st
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of = AFLIC.
-

-no-ext truel|false -directory-recursion truel|false

LICH QM| A Al

ol stLte
On-access MA0| QIO ZA}
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A
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° 'file-ext-to-exclude' ™ 'file-ext-to-include' ™ =L}

-exclude file extensions -file-ext-to-include file extensions —-scan-files-with
o MM _scan-files-with-no-ext

vserver vscan on-demand-task create -vserver data SVM -task-name task name

* 2t SVMO| T3l Z|c 10712 2C(%
AH83tALt

PP SRR TE!
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* 0[(7h) UA0{OF

* SVMO1| A
Of ZhHofl ChHaH
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clusterl::> vserver vscan on-demand-task create

AAHSIH 0[2H= On-Demand = 0| HHEILICE Taskl VS12| VMO AL:

-vserver vsl -task-name

Taskl -scan-paths "/voll/","/vol2/cifs/" -report-directory "/report"

-schedule daily -max-file-size 5GB

-paths-to-exclude "/voll/cold-files/"

-file-ext-to-include "vmdk?", "mp*" -file-ext-to-exclude "mp3", "mp4"

-scan-files-with-no-ext false
[Job 1267]:
command to view the status.

>

& 2ol Y= A=A

MO

Vscan On-Demand job is queued. Use the "job show -id 126"

39 ANFR U e A B2
349 X BYS ABol0] TS SRY 4+ UBLICE

vserver vscan on-demand-task show -instance data SVM -task-name task name

M 28 S22 O gt man H|O|X|E EZHYAIL.

Ct

olo
0B

o
=

clusterl::> vserver vscan on-demand-task show —-instance vsl

Taskl

Vserver:

Task Name:

List of Scan Paths:

Report Directory Path:

Job Schedule:

Max File Size Allowed for Scanning:
File Paths Not to Scan:

File Extensions Not to Scan:
File Extensions to Scan:

Scan Files with No Extension:
Request Service Timeout:
Cross Junction:

Directory Recursion:

Scan Priority:

Report Log Level:

Expiration Time for Report:

HAHSHH Task1' X0 et M2 HEIt HAIELICEH

-task—-name

vsl
Taskl
/voll/,
/report

/vol2/cifs/

daily

5GB
/voll/cold-files/
mp3, mp4

vmdk?,
false
5m

true

mp*

true
low
info
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Klg
Al UHSHTE 0oFst| HOll SVMOIA AZHS ZHABFeOF BHLICE

=LICH vserver vscan on-demand-
SHESEALE 22 MM S AAHES FI165H= BHQULICH

Of Zriof Chat

vserver vscan on-demand-task schedule' @E O 2 YHEl AFH|EL 'vserver vscan on-demand-task create'
HHOZ 0|0| &EHE AFHSHLH MEL|C,

vserver vscan on-demand-task schedule -vserver data SVM -task-name task name
-schedule cron_ schedule

Ct

gl

HHS HYSIH 0f2t= MM A ZH0| | FEILICE Task2 & FELILE vs2 SVM:

clusterl::> vserver vscan on-demand-task schedule -vserver vs2 -task
-name Task2 -schedule daily
[Job 142]: Vscan On-Demand job is queued. Use the "job show -id 142"
command to view the status.

9| SEH

ol MEfE E MBI AIR job show BH. E SEIYLICt job pause X job resume BHE
AHE3H0] 242t 2

23
o
2N SX[SH CHA| AR RILICE job stop BHO| 2YUS SEELICH
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clusterl::> vserver vscan on-demand-task show —-instance vs2

Task?2

Vserver:

Task Name:

List of Scan Paths:

Report Directory Path:

Job Schedule:

Max File Size Allowed for Scanning:
File Paths Not to Scan:

File Extensions Not to Scan:
File Extensions to Scan:

Scan Files with No Extension:
Request Service Timeout:
Cross Junction:

Directory Recursion:

Scan Priority:

Report Log Level:

vs2
Task?2
/voll/,
/report

/vol2/cifs/

daily

5GB
/voll/cold-files/
mp3, mp4
vmdk, mp*
false

5m

true

true

low

info

Py o R=2
TH=
S HHSIEE 0| 2f5t7| ol SVMOIIM AZHS 2 3tsiof hLCt.

LEE YUK 20 ZEARI0| 2R Al HES FA| AT = ASLICEL

A|Zfot7] FHof
SVMOl| M AZHS S stotiof BfLICt.

|

1. =@ Al &)

fio

SA| 2L,

vserver vscan on-demand-task run -vserver data SVM -task-name task name

Ct

glo

2y

o

AAHSHH O[2hs 2AM|A ZHH0| HHELIC Taskl & FELILE vs1 SVM:

clusterl::> vserver vscan on-demand-task run -vserver vsl

Taskl
[Job 1617:

command to view the status.

Vscan On-Demand job is queued. Use the "job show -id 161"

-task—-name

-task-name

@ job show BHS ALE5I0] 2| HEHE = 5= USLICEH 2 LAFX| 3 2 1 BHSE
AEoto] AUS LAIEX S A ZSEALE XY S| E-E MESHH HYES E=E + USLHICH
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o 1 — — od
2R A S =, AN = oflof #ag = ASLICH 2o tiet Ref 3 MR §EE 21
Aol chiet 20 ME 2E|g = ASLIC

vserver vscan on-demand-task create

LR A XHHE ™ 'vserver vscan on-demand-task modify(7t4} Vscan
T=d MY =)

e A ZHAS ALt 'vserver vscan on-demand-task delete'(7H4 Vscan
=25 XA ARF|
o 1 -d

vserver vscan on-demand-task run

Ze Al 22 ofeketL|Ct vserver vscan on-demand-task schedule
T A &H AX™ S FATLICH 'vserver vscan on-demand-task unschedule'

Qo A &0 chst QoF 8l M8 MEE SL|CH 'vserver vscan on-demand-task show'

FEH HIN HT| 'vserver vscan on-demand-task report show'(7+H4}

Vscan T2 2 H11A HA|

Q@ A EOME AR|EHLIC} 'vserver Vscan &8 &

[= 2 |

8%

HIM AH|

ola{3t B0l Ch2t KEM[E LABS man HO|X|S HESHIAIR.

P

ONTAPO|A| ZA| AL 7t HEO[2{A BiA T 52 FHSt= | A9

—

ONTAPO|A| QI HIA J|52

0x
e
rr

CHS E AFSE 125 L.

+ FBHO| QU= AFBRLS HHO2IA ZAL SO R RISIBILIC Ut ALBTH= 0| AU ALBK} X4 5HS
AR3HR| 9tz 2 8foF BHL|CH 0|afgt HghS Active Directoryoll M 218t0] Q= ALRXIo| Chet 201 ek

SliRSHH HE & ASLIC

=2 T MA-d

* Hoto| = A8 XH= administrators & S+ backup operators &1t 20| =M Q10f|A B2 #HPHO| U=

AR 250 £ Rt YELICH Hoto] U= AH2XH= Vscan M H&S WM HIO[2{A HALS fI¢t
ORUO)| MM A = JEE AES|X| A|L-ME =S HASHOF SLICt.

* Vscan MHE H&5= HRE = HIO[2A HAF SHO 20 ALESHYAIL. LEHHQl ALES YX[St2{H O=et
HFE0IM Windows E{0|'2 MH|A B! 7|EF 21 MM A ZFehS H|ZEotstn 22| XHof| A2 M AZEQINE
R 2SS RO

* Vscan MH{E HIO|ZHA AL HELZ AHEot1 Y SO| LHE YU ALESHK| O AL, Vscan MHE 7Hef
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HAWVM)LZ dAst7 |2 ZEY = UAELICH Vscan MHE VMR ZE dlsH= 22 VMOl P&l 2[2ATt
STEIX g1 HIO|ZH A HALE £&5E7|0of| ZS2etX| =HelghL|Cf.

* 2laA0] £t SES XS] 2l Vscan MO HESH CPU, HZ2| 3! C[A3 S MIYLICL HREES
Vscan MH{= 02| CPU 20| MHE A3t CPU Hitof| 2EE EMSHEE EA|=[UASLIC

* NetApp= CHE S2I0|HE HERIS EeiTo| FaS BX| FEF SVMO[A Vscan AHELS| HZAN HE
VLANE At838H= 40| £E2&LICE Vscan A{H{ 2] QHE|HFO|2{A VLAN 3! SVM2| H[O[E LIF M& NIC(UIERI=
QIEHO|A FIE)E WHSLICE O] tHAl= HES S X7t 2id 42 &2 8! 22X sHAS ZtAetefL|Ct,

Hio|2{A Al EGHEI2 JHQI HIEQISE AFESHH Z2|oof LIt thE WY & StLIE AHE5H0] DC(=H|2!
ZAEE2]) 5 ONTAPLt SLISHEE HiO|2 A Al MHE F-J8HO0F gLt

° DC= E2fHlE 22[6t= ol M8E= MY HEXKIE S3ll Hio|2]A WAl Mot S4I6of fLICt.

° DC 5 2E[HIO[2{A M= CIFS S2{0|AUE HIERI It SZSHA| 32 LHE HEAI (M gt HE
HIEH A7} ote)E Sdlf S48 0F LICt.

° Hfo[2{A EiA S 410f| Kerberos 215 S AtEdte{H Z2t0|8l LIFO)| CHet DNS =1 Z2to|Sl LIFO sl
A El DNS &=0]| i &ot= DCO| AH|A ALEX} O] 52 -doHOF BfLICt. HO|2{ A il HHE{O| LIFE
It i O O|F3 ArESHUAIL. DNSE= FE[HIO|Z{ A FHHE{of HEE 2t TE LIFO| ol 1Ret 0|
Hietet 2= L0o{of BfL|Ct.

Vscan EZZZ LIF7} 221091 E2HTof Chst LIF7} OFl T2 EEO| D40 s 3, EE
ZOH7} LS Vscan LIF7E CH2 = E2 HUQHE & JSLICE 2 AR olof A =Eof

Vscan A0 GIZE 4 gOD = =0| Th Zrelol Cit 24 22J0| AMEILICE Vscan A7t
=0 M 3 IfR Tl Cifgt A REE X2lE & AES =0 e SiLE 0|49l LIFS S
AT 2+ YLK SQIFLILE

* 1GbE HIEI3 0|42 AH2SI0| NetApp AEE|X| A|AEID} Vscan MHE HZELICE
A

+ 0f2{ Vscan AB{7} 1= 70| S HI23t DMS LIEYT HHO| Yk BE AHS AHBLICE Vscan MBS
HZSIR 2ot TRE 618510] H50| FAFLIC,

* A AO|E U X|AtS] B NetApp= H & Vscan AH LA 2& Vscan AMHE AIES 28 HEEILICE 0] =
K|S A|Zto] 27| 2 QILICEH H|E0| 5Q%t 22 HE £+F9| HIO|2A ESE 98 ES = PCE
ALESHHAIR. 28 = gtreeE SROID |12 AO|EQ| B E A|AHIOA AZHSHY HA| THY A|AHR HALE

FIHOZ ofofet & AUFLICE

* 042f Vscan AMH{E AI25t0] 2= #2 Y 5l 0|F3E 2l SVMe| H|0|E|§ AZHBLICE CIFS 122 2t
J0j W2 Hio|2A #HAl Eafmle SVME CHELICH AE2|X| ZAEEZ{0| A CIFS U HEO|2{A AL XA AZHS
SLIEZRLCE AlZhol| hE Zat FMIE ZLIE-RIGLICE =M JAIZIS Z1015H= Vscan M2 CPU =
OHE2[AI0]d FZ 2loli CIFS XA AlZh 5L BHO[2{A HAL XA A|ZH0] S715HH CIFS 20| A ET} L] A[ZHo]
2O A £ JAFLICE Vscan MHE F7IEL|CH S S S4tAIZLIC.

* X4 2| ONTAP QtE[HIO|2 A HEEH S SX|EfLICH.

* Ho|2{A HH A QlIFIDt HOIS |4 JEfZ FRIZLICEH HH0|E BIT0of TSt HE AFg2 THELof|A|
ZOSHHAIL.

* HE| E|HA| 2F0)| M= Vscan AH 2} SYMO| S st Eo|Ql &t
SVMzt AFHL] E(Vscan AH E)2 39Y 4+ JASLICH

AE|

et

= A= =l &3 A= 32 o

rir

o ZEE mrof ot HiO[2 A HHAM AT EQ|O] HMES CHEE2| Hio|2{A A SSAMIA H™st 7|20l
AMH|" EE= Az "2 M E|0{0F EHLICE. "vscan-fileop-profile"0| "write_only"2 MM E| Q!0 ZHH =l mlo|

AR 0| SR Hot AL ThHS SH HAUE E[AHEX| EE 2 E = USLICE HiO[2A BA HAR=

= LS ——
oA S B2 =02 E2|AHELICL

* £ 22LICt scan-engine timeout 22 HL} &OLOF &fLICt scanner-pool request-timeout @f.
O =2 o= HNotH MY HMATZL X[AE|D A= AlZE Z0HE = JUSL|CE 0| WXt H E FHSHIAR
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scan-engine timeout HLC}5% O BEL|CE scanner-pool request- tlmeout af.
CHSE XIEI2 AZH AT SZAMQ] MHME EXSHUA|R scan-engine timeout Ct
scanner-pool timeout g REOA CHS BHS ARt off MEst 2442 O'E:‘°|'0:| g 2 JASLCE

request-timeout Of7H #H: vserver vscan scanner-pool modify.

01'
rulru £
2
I
Q't
o

© 2UNA ZAb TR0 MBtet 27| 2 F2Y HAS ALSHOF SH HHO| B2, NetApp 7| HHO[2{A #Al

- = O —

A2t =7t 2ETF LUSHK| == AFE 0| M2 AlZhol| 2C[HE HAt P S ol|fdt= 20| ESLICE

ME 23 2 Ao cheh XtMIet 82 S FXRSIUAIR "Vscan THELH £5

rz

=
HMNA = 2CHE HALE AAHSH2{H SVMOI|A HIO[HA HALS &Ad3tsiof BhL|C,

1. SVMOI| M HEO[2{A HAL 25t

'vserver Vscan enable - vserver data_ SVM'

@ E MNEY 4 UEL|Ct vserver vscan disable BHE AFESI0] HIO|2{A HALE
Hl2tdotefL|CHE St HR).

clusterl::> vserver vscan enable -vserver vsl

2. SVMOI| A HO[2{A HAZL 2| A=X] 2l STt

vserver vscan show -vserver data_SVM'

M 28 S=52 O et man H|O|X|E EZHIAIL.
CtE HHES AAHSHH Of Vscan &EN7F HEAIEILICHvs1 SVM:

clusterl::> vserver vscan show -vserver vsl

Vserver: vsl
Vscan Status: on

AZHor mrao| HEf S M2 FeLICH

- -

20| 2} 'vserver Vscan reset' @A 2 AFESH0 IO CHst FHA|El MEHE TVt 2
VMUIAM HBHOZ AZHEl THUQ| AFH MEHE RHH™S £~ QUESLICE 0|2 S0, X AM=
7*M A= E2 0| HHS ALESI0] HIO|2{A AAF HE[E CHA| A|&fE & QELICE

Of ZfHofl 3
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'vserver Vscan reset’ HHES AAlsHH CI20| AHAY I ZE SE O IFUO0| AZHEIL|CE

() ol mae cha A28 o4 mho| 4ot 3of what Mol BEFl WErS 0/ 4 AL

'vserver Vscan reset - vserver data_SVM'

Ct2 TS AASHH Of| M A% op o] Hef7t HETZELILE vs1 SVM:

clusterl::> vserver vscan reset -vserver vsl

'vserver Vscan show-events' 3E2 A5 ZHEl It Ciet O|HIE 21 HHE | Vscan

o
MHO| CHet YHI0|E S2 &folg £ QELICH S AR CHet O|HE HE L= X ™E L E|
SVM EE&= Vscan HtHOiI CHH O|HIE MEE = 4 UELICE
Al&HSE7| ol
Vscan O|HIE 215 He{™H g #Hoto| L etL|C},
EHA|
1. ng Aot ez HE
NE m2|d2|X| 25
2. Vscan O|HMIE 27 AH HY|:
'vserver vscan show-events'
HA 24 S52 Y0 tiet man H|0|X| & EESIMAI2L.
Cte HHES MdlistH S2{AH 'cluster?’d]| Ciet O|HIE 21 HEIJF HA|EIL|CH
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clusterl::*> vserver vscan show-events

Vserver Node Server Event Type Event Time
vsl Cluster-01 192.168.1.1 file-infected 9/5/2014
11:37:38

vsl Cluster-01 192.168.1.1 scanner—-updated 9/5/2014
11:37:08

vsl Cluster-01 192.168.1.1 scanner-connected 9/5/2014
11:34:55

3 entries were displayed.

"vserver vscan connection-status show" B S AI2SIH HZ 2| 20| E20| & £ U=
Vscan At FZ0| st HEE = £ NlﬁL—lEf.
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Vscan AMHE EAE Bl M52 ZLEYSHD 2 EXE TITte & USL|CHHFO[2A HAL E AHESHH HK
Clole MES —’?—’SOHOF 2LICt statistics show BHE A0 2 O|SELICH Vscan M SHE EA|LICE.
ClOJE MES 2t=st2{H CH2 tHAIE 2t=5HHAIR
THA|

1. E MMBILIC statistics start B U optional statistics K| EH.
Vscan At @8 31 C7| A[Ztofl ChEt SAHIE S CtH
ONTAPE AEY £ JELICH of fbox vscan Vscanl £ & ZLIEZSH| /5 SVM BRI 2 FIREHE
AF2EILICH R E VscanOl| CHal| 101 E4 3 £AE M @8 9 M X A[ZH M. 0|2{3 B2 Ha{dH C}3
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1. 84 BEAE HHELICH object offbox vscan -instance SVM ¥

scan_request dispatched rate

scan_noti received rate
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dispatch latency ONTAP LHQ| CHZ| A[Zt2 2 AL JHS Tt Vscan MHE
A5 31lE Vscan MHZ 28 S HESELICH

scan_latency ONTAPO|A Vscan MH 29| &= X[ A|Zh(AZH A3
AlZE Zgh)

ONTAP 2IHtA Vscan 7H2E{0| M MEE SAH 2| of

Object: offbox vscan

Instance: SVM

Start-time: 10/16/2013 10:13:25
End-time: 10/16/2013 10:25:11
Cluster: cluster01

Number of Constituents: 2 (complete aggregation)
Counter Value

scan_request dispatched rate 291
scan_noti received rate 292
dispatch latency 43986us

scan latency 3433501us

7HE Vscan Mt 2% 8! Ch7| AlZto| chet SAIE SLIct

ONTAPE A8 £ JSL|CH offbox_vscan_ server Vscan MHE SVME, QIHIA Vscan AH 2| 7}2F, 8!
LEH J|EOZE MAE Vscan Al 8 H|g 2 of Ciot M X|H AZtE 2LIEFLICH 2 Vscan AHE
INEHMOZ AtET £ QUELICE 0| HEE LSt H LIS THAE 2tRSHYAIL.

1. E H¥eILICt statistics show -object offbox vscan -instance

SVM: servername : nodename LIS 7IH2EHE A6 HEHS ASHptL|Ct

7H2H... HAE HE
scan request dispatched rate ONTAPOI| A EH HIO[Z A HAF @K LTt
scan latency ONTAPO|A Vscan MH 29| &= X[ AlZh(AZH M

AlZh 28 X5 Vscan AH 2

ONTAP offbox_Vscan_server 7H2E{0| A MM El 4|9 of
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Object: offbox vscan server

Instance: SVM:vscan server:node

Start-time: 10/16/2013 10:13:25

End-time: 10/16/2013 10:25:11

Cluster: cluster0Ol

Number of Constituents: 1 (complete aggregation)
Counter Value

scan_request dispatched rate 291

scan_latency 3433830us

Vscan At 2E0)| Cet SHE SLIC

ONTAPE A 8E = USLIC of fbox vscan server Vscan AlH — ZH 28 +Z FI2F S4|. 0|2{¢ SA|=
SVM, Box7} 8l Vscan AHE, L& tHe[2 FHEL|CH JESLICE Vscan A2l CPU AFEE, Vscan AH 2| AZH
Zrdof st CH7 |8 24018 EEHELICH (SR X Z[CH), AR E H22] & AL El HIER3. 0[2{st E7= ONTAP LHQ|
E7 712E 2 Antivirus Connector0f| 2|s MEEIL|CE UESLICE 20=0ICt E | = HIO|EE 78O 2 oHH Mt S
2Is of2] B SFloHoF gL|Ct, OHX| o™ S0 EAIE| = 2H2 OFX[2h Z20t BtHSILICEH CPU ALRE 9 A=
ULICH ES| 2L 9 2Mof| QLI B 7|22 240 =™ 7t EAIELICH Vscan A0 E5 s1A0]
UELICE Vscan MHO| CHot A2 ES SVM THe|, QIEHIA Vscan AH T & L EHE HESHL|CHOHS CHAIE
t= oL},

EHA|

1. Vscan AHO|| CHSH 8 EAHE £ZetL|Ct

HAHSLICt statistics show -object offbox vscan server -—instance

SVM: servername:nodename @EE YHYLICt of fbox_vscan_server 7H2E:

=
=

7H2H... HEAE HE
scanner stats pct cpu used Vscan At 2| CPU 8 EILIC}
scanner stats pct input queue avg Vscan AMHOf| Ciot A7H X o| W Ci7|E

scanner stats pct input queue hiwaterma Vscan AMHOIA AZH @F X|Cf CH7|E
rk

scanner stats pct mem used Vscan AMHO|M AHE|= 0| 22| LI
scanner stats pct network used Vscan MHO|M A E[= HIESRZ

Vscan AHO|| CHot AL E S4A(2| of
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Object: offbox vscan server

Instance: SVM:vscan server:node

Start-time: 10/16/2013 10:13:25

End-time: 10/16/2013 10:25:11

Cluster: cluster0l

Number of Constituents: 1 (complete aggregation)
Counter Value

scanner stats pct cpu used 51

scanner stats pct dropped requests 0

scanner stats pct input queue avg 91

scanner stats pct input queue hiwatermark 100
scanner stats pct mem used 95

scanner stats pct network used 4
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