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'Hot 27901 7 7| MM - vserver SVM_name_-username_user_name_-index_index_-
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security login publickey show -vserver SVM name -username user name -index
index
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clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"
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security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -x509-certificate install

Ol CHSt XEMIBt LIS security login publickey create "ONTAP EHE HZEQILICHE HXRSIMAIL.
2. 374 7| E &olsto] HE AtetS golgtL|ct,
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security login publickey show -vserver SVM name -username user name -index
index
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clusterl::> security login publickey create -vserver engData? -username
svmadmin? -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>
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security login publickey modify -vserver SVM name -username user name -index
index -x509-certificate delete
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security login publickey show -vserver SVM name -username user name -index
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clusterl::> security login publickey modify -vserver engData? -username
svmadmin2 -index 6 -x509-certificate delete
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security login publickey delete -vserver SVM name -username user name -index
index
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Ol CHSt XEMIBt LH22 security login publickey delete "ONTAP HE HZEQLICH'ES HXRSIMAIL.
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clusterl::> security login publickey delete -vserver engData3 -username
svmadmin3 -index 7
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MMe £ QELICE security login duo create. O|EA| 6HH O] 22{AH L= AEZ[X] VM| CHSH SSH
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security login duo create \

-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME>

Cisco Duo 7142 HATLIC}
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AEZ|X| VM(ONTAP CLIOIA| ZhA¢ A1H1§ XI*')OH CHEt Cisco Duo T2 HASHO 5H= 22 BHE ALY
UELICE security login duo modify. Off CHeE XtM|SH LI security login duo modify "ONTAP
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security login duo modify \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \
-apihost <API HOSTNAME> \
-pushinfo true|false \
~http-proxy <HTTP PROXY URL> \
-autopush true|false \
-max-prompts 1[2]3 \
—is—-enabled true]|false \
-fail-mode safe|secure
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2. AE2|X| VM O|E& Z CHAH[5t0] 0] AER|X| VM| CHSt Cisco Duo A4S M7 LICH <STORAGE VM _NAME>:
security login duo delete -vserver <STORAGE VM NAME>
O|=A| 8tH o] AE2|X| VMO CH$t Cisco Duo 40| X O Z AFK|EIL|CT
Cisco Duo 4 & SL|C}
HHZ AHE5t] AEE|X| VM(ONTAP CLIOIA 7t M 2 X|&)of| Cigt 7|E Cisco Duo 8

security login duo show. Off CHgt XbA|BH LHE2 security login duo show "ONTA
"2 HESHIARL.
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1. SSHE A8510{ ONTAP AlHoi| 2 2QIgtLCY.
2. 0] AEE|X| VMO]| Chet Cisco Duo 8= EAELICE 2Rt B E AH8Y £ AUBLICt vserver AEZ|X|

o
VM 0|EE Z UiH[Sh= AEE[X] VME X|F5t= D7 H4LICt <STORAGE VM NAME>:
security login duo show -vserver <STORAGE VM NAME>
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Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128
Prompts: 1

Comments: -

Cisco Duo0ll £3 Active Directory, LDAP EE= 22 AFEXt OF2| AFE X2 Duo 215 T2 M AN ESIEE
XA 2 JAELICE Duo 252 MMst= 32 "H —E-°| AHEXI2t Duo 215 E 7 ELICH BHE AHE5H0 Duo
58 MMe £ security login duo group create JYELICL IFS MM oj I”Q_Oﬂ w2t sig 352

5353' *f%xfg Duo QIE T2 M|AO|M HMele 4~ ASLICE ol CHeE XpM[SE LHEE security login duo group
create "ONTAP E&E & EQUL|ICHE FZTSHMAIL.

EHA|
1. SSHZ AI2310] ONTAP AHHo| 2al8tL|Ct.
2. stAo| HEHE HS 2 22 UCZ [hH|510] Duo IES CHELICH E MaFst AR —vserver D7) HAZ,
50| 22{AH 2Ho|A MMEL|Ct

security login duo group create -vserver <STORAGE VM NAME> -group-name
<GROUP_ NAME> -excluded-users <USER1, USER2>

Duo J1&2| 0|2 Active Directory, LDAP EE= 22 O E 1 L X|s{Of BfL|C MEHX of7 H42 X[ ™ot
MEX= -excluded-users Duo Q15 ZZMAN| EHE[X| b&5LICH
Duo 15 H7|

HHZ AFE5I 7|= Cisco Duo 18 @S2 & £ security login duo group show U&LICE Of CHEE
XtMISH LHE 2 security login duo group show "ONTAP ZEZ EZQULICHS FZSHUAIL.

EHA|
1. SSHE AI23510{ ONTAP A|™o| 2 2QI8tL|Ct.
2. St MEE HESE F2 2O 2 hNSI0] Duo 18 &= HAIELICLH £ Mars AL —vserver 00
Ha2 050 2HAH HHA EAIELICH
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security login duo group show -vserver <STORAGE VM NAME> -group-name
<GROUP NAME> -excluded-users <USER1l, USER2>

Duo 1E29| 0|22 Active Directory, LDAP EE= 22 51+ Y X|sljof BL|Ct MEHH o7 H42 X & st
MEXH= -excluded-users EA|E|X| QF&LICE

Duo &2 NMHELICt
HHZ A6 Duo 28 52 MAHY 4 security login duo group delete JUSLICE IEFZS NH|HSHH
sie 2E2| AHEXt7t Duo 213 EEMI&OH O O| & Zote|X| A& LICE. of CHot XpMISH LHE 2 security login

duo group delete "ONTAP EE EHZQULICH"S EESHUAIRL.

|
1. SSHE AH835t0{ ONTAP AIHoi| = algfL|Ct,

2. Duo 1& =2 MHot0 2ol HEE 2z oto glo = thA|ELICH & Y2 BR -vserver U7 B,
OF0| S AH =AM & AELIC.

security login duo group delete -vserver <STORAGE VM NAME> -group-name
<GROUP_ NAME>

Duo 1E2| 0|2L Active Directory, LDAP EE= 2Z 1 E 1t Ux|s{of gfL|Ct.

AEXLE 2/¢ Duo 215 2%

rr
am
ox
>
ol
>
i
=
[
ot
1
30
o
I
=l

Duo SSH ¢/Z TZMANA RE AFEX}
= Duo AFEXHE FeletL|ct
S E A X0 CHall Cisco Duo SSH Q15 S H|2Mstet 4 QU&L|CE

EHA|
1. SSHZ AI2310] ONTAP AHHo| 2al8tL|Ct.

2. SSH AF2X}0f| CHdH Cisco Duo Q152 AHESHX| Y2 MHST SVYM 0|52 2 HHEL|Ct
<STORAGE_VM NAME>:

security login duo modify -vserver <STORAGE VM NAME> -is-enabled false

Duo 1E AFBXIE HlgL|ct

Duo JE0f| &%t £X AFEXHE Duo SSH 218 TEMANM Ml o JASLICH

|
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1. SSHE ArE3t0f ONTAP A Hof| 2aQIgfL|Ct.

2. 29| EF AEXtof| thsll Cisco Duo 21&52 HIZ-H3telLIC Mg O F 0|8 & AFEX 22 UiE= 2t
USE TMIBfLIC

security login duo group modify -group-name <GROUP NAME> -excluded-users
<USER1, USER2>

Duo 1E2| 0|22 Active Directory, LDAP Er= 2H -E— IX|SHOF gL|Ct OH7] HE= K-S AM KL=
I:I

P
—excluded-users Duo Q15 T2 M|A0 E°FE|X| OF&L|CY.

Ol CHet XEMIBt LH22 security login duo group modify "ONTAP HE HZEQULICHES HXRSIMAIL.

ZZ Duo AEXIE Mgt

Cisco Duo Admin Panel2 A25t0 E™ 2 AFEXIE Duo Q1SS AFESHX| RATE H QY &~ UESLICH XM
LiEe £ & XA L "Cisco Duo AEHA",

ONTAPO||A| CA M8 AH QAUSME Hdstd AX[fL|Ct

2F AA=0|M Z2{AH = SVME SSL AHEZ 2155h= O Ar8E CA ME C|X|H
ASME &XI5t= A0| "*'—IEL HHES AME5IH ABM ME 2E(CSR)E 45t

ocoo=2
security certificate install BEE AESIH 2IF 7|-T'-+O§'='E'| Ht2 °|xk|§

- L-O
AR £ security certificate generate-csr UELICE & security

certificate install Off CHSt XbM[St security certificate generate-csr
LHE2 & "ONTAP BE HEULICIYRSHA 2.

AASM ME ES HHetL|ct
'Security certificate generate -csr' HH2 AL25t0{ CSR(QUIZM ME 2K)S MM 4 QELICE RHS Me|st =
CA(RIZ 7|2hollM MEE CIX|E QABME HH-ILICL

O 2P S +HstHAH S AH L= SVM 22| Xto{0f L T},

1. CSR 44:

security certificate generate-csr -common-name FQDN or common name -size
512110241153612048 -country country -state state -locality locality
-organization organization -unit unit -email-addr email of contact -hash
—-function SHA1l|SHA256|MD5

Che BE S AASHH 0|2 A2 ZZL|0fF ALY ]| XISt 2|At BAQ| serverl.companyname. com
JE0M 1T AFEE £ JEZE A 7|S0IM software A El 2048H|E JHQI 7|7F L2HEl CSRO| sHA256
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MMEILICEH SVM EeX}; 22|Xte| O|H Y FA = ULICH web@example . com. EH0N| CSRI} 7421 7|7}
HA|ELICE

CSR ¢4 of
clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California

-locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

NOTE: Keep a copy of your certificate request and private key for
future reference.

2. CSR £20|M QB M 22 SAKeH ChZ TR} 4| (0f: DXt HY)Q 2 MY &~ A= EFAF CARZ HUf
MEgLCt

2HME Nt 2 CA= MEE CIXIE 2B ME E-LICE 702! 7[2F CA ME CIX|H eIZ M9 EAHEE FXIsHOf
grLICk
CA ME AH| QIS ME AX|SL|Ct
HEZ AL SVMOI| CA ME MH ABME MK & UELICH security certificate install.
ONTAPE= AMH Q1B A 2| QIS A X {1212 A-dst= CARIZ 7|2 FE 8l 57t QBN E Y™HSI2t= HAXIE

HEAIZL|CE of CHet XtM|TH LHE 2 security certificate install "ONTAP & EZQILICH'E
EXSHAMA L.

0| tAS Ashsta{t 22 AE = SYM 22| XFojof BtL|C},

1. CAME MH QIEM HX:

security certificate install -vserver SVM name -type certificate type

10
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ONTAP AfHf QI A12] QIS H2lS
EAEILICE HI212 At
2 4 gLt 2

©

ofy
)
ro
0l
x
rir
>z
=
rO

Ct

gjo

H &
[=]

oS AlISHS
=g At

=

H SVMO| CA M At ¢l

CAME Mt QISM St ASM 2K of

clusterl:
server

Please enter Certificate:

Please enter Private Key:

Do you want to continue entering root

certificates {ylIn}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root
certificates {yln}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root
certificates {yl|n}: n

You should keep a copy of the private

certificate for future reference.

QIEAE Wt CAS| SIZMZ AIRHE|D CAO
=4 Ax|of Amgiict.

:>security certificate install

Press <Enter>

Press <Enter>

SUASME Y= 43}3#“ HIA[X[ 2

E QIS MK Hel7t

=
=

SME AX|LLICt engData2.

-vserver engDataz -type

when done

when done

and/or intermediate

<Enter> when done

Press

intermediate

and/or

<Enter> when done

Press

intermediate

and/or

key and the CA-signed digital
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ASM A ZHE(REE) QIEAM 7|2s 2e|E &= ASLICE

System ManagerE AFE5tH CHE 88 TEMOA 22 QIZME 2l £ JCDZ2 it S8 TR SIS
QB £+ JASLICH A ARIS CHE 38 T2 00| AE5H= 1R ASME 22le = JUSLICH

IEN EHE FSLICt

System ManagerE AFE5tH S AE0| MEE M2 4 U= S A 7|2, S2H0|HE/MH QIBAM S 2ZH QBN

718E & 5 ASLICH

ChA|
1. System ManagerOi| Al * 22{AE > 4 * 2 ME{BIL|CE

2. Hot*JAoZ A STt QIEAM * MMl CtZ M FE7H HEAIE/LICH

3. QIZAM H0f et MR HEES Ha{H XS MEfstn, IE Yol oist 27t TSE * I5M * Ho|XIE
e MEHSILICH 5 . O] S=0f= TH| 22{2H0| et 2IF EAIELCH £ 2E2|X] VMOl Chish F ot
A

a.
b. AEE|X| VME MEHSIL|CE

c. 2% * o=z MetptL|rt
d. QIZA * M Mol EAIE HSE MetgtL|ct
S|
* ASXM > HO[X[0M S(E) A8 = JASLICH IS M ME @E s dde
» oIEA HEs Al Hel YOI TRELICL ZH HROICH SILIY UALICH 2 BN CFS Teig 233 &
AL
Of Hoi[A... CHS XS =AY + ASLIC...
e ME|E £ QEQIE |8t * [install-trusted-cert]
» Mg 4 Qle o1F J|zkg AEEtLiCt
- M2 4 Qe OB TRt BT
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* [install-cs-cert]
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* LDAPE X| gLt
* Netlogon

© 22 Hot J|2H(LSA)

ONTAP:= E¢F Netlogon HZS ¢I8ll CH2 MM 7| 202|ES X HELIC).

M 7| 2na|selLct ceoz A%
HMAC-SHA256, AES(Advanced Encryption Standard) ONTAP 9.10.1
7|k

S2{AE0|A ONTAP 9.9.1 0|3} Malistn =|Ql
ZHEZE2{7 22t Netlogon MH|AE ¢ ‘H AESE
NEot= H? O&’éOI Amghe|ct. OI 2 ONTAP2IQ|
ZEst 7| AE S 5185t E Ol az%a% CEA|
TA4sloF gLt

Des % HMAC-MD5(Z &3t 7|7} M™M=l A2) DE ONTAP 9 22|A

Netlogon 2ot M2 S HEHst= S AES MM 7| ALE3IE{H SVMOIM AES7} &-dete|0] QL=X] 2Heldlof
L.

* ONTAP 9.14.152E{ AESE SYME MAME 1f 7|2HOZ A5t =2 MEE|H, Netlogon 22t Ai'd X Zof
AES MM 7|E AIESHE=SF SVMQ| EOP yepe M2 ™Y LQIt el&LICt

* ONTAP 9.10.1~9.13.10|M= SVMS MMs | AES7} 7|2X O 2 AI2SIX| Y2 MHEIL|CE CE HAHES
A2 AESE ARSI S MA6l{of SfL|Ct.

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

ONTAP 9.14.1 O|AtC 2 A T2||0|EE [} 0| ONTAP ZUZ| =2} &H MM =l 7|Z= SVMO| CHEE AES
MH™Oo| Atz o 2 HAL|X| gt&L|Ct 85X 0|28t SVMO|A AESE A2 MMSt2{™ 0| A™ 9|
7242 YO[O|EdHof 2tLICt.

©

215 HEs FEELICE

HlO[E SVME 2I3lf SMB AMHE 0[0] 7145t <L 'security login domaln tunnel create' 3E 2 ALE3t0] SVMS
AO|ESO|2 T4t HLE, ADOA S AE 0] °“H|*OPE§ _tunnel_2 AHBE £ JUSLICL

ONTAP 9.16.1 O|™0ll= Q15 D2 ALE5I0| ADZE S2{AE 2Kt A™S #a2|slof ehL|Ct.
AlZFSE2| FHof|

* 0|0|E| SVYME 2|8 SMB A{HHE AdsljoF BfL|C}.

* 2 AE2| admin SVMO|| HM|ASIAH AD EH|Ql ALK} AH S 2 5tsliof BFL|LCT.

* O 2 S +AStAH S2{AH 22| Xto{of ULt

ONTAP 9.10.152E AD HMAE 2[3t SVM AO|EL0|(=H2! E{E)7t Q= AR AD =HQI0A NTLMS
H|ZMstst 2L 2|t Q150 KerberosS AFRE 4= UELICE O™ &2|XZ0| M= SVM A0 E9)|0]of| CHet 22| Xt
S ME38H0] KerberosS K| 8HX| AUESLICE 0] 7|52 7|EHOZ AFEE 4= ol 0| LQBIX| k&L Ct.
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@ Kerberos 152 g4 HA A|TEL|CH 2F 7t 2HiSHH NTLM Q150| A|=EL|CH

|
1. 22{AH| T3t AD EH[Ql HES2] HMAE 2P 21F B2 2 SMB XY H0|E SVM 74:

security login domain-tunnel create -vserver <svm name>

2 Ao H SVMO| £ F0|0{0F BfLCt.

2 O
>
00
Rl
M
ro

Che 32 SMB X[ C|0|Ef SVM “engData’E ¢1& A2 fdgfL|Ct.

clusterl::>security login domain-tunnel create -vserver engData

[l sSVM HFE AES A eLIct

CHS XEMIBt LIS security login domain-tunnel create "ONTAP E&E & ZQIL|CH

o

CIOJE| SVME2Z SMB MHE FASHX| gf2 AL 'vserver active-directory create' @ES AFEsH0] =219

o LS
SVMO]| thist AFEH AHE Hae = ASFLICH

Of Zriof| Chat

'vserver active-directory create' B S HStH TH|Qlo] X[HEl =X Che[of| AFHE :7te = U= S2¢
TS0 A= AD ALEX} Aol Chet XtH SE S MSotets HAIX| 7t EAI%.' LICt AEel == H|9= &+ SlELItt
ONTAP 9.16.152E{ 0| EXIE ALE5t0] ADE S2{AH 22Xt AFE 22l 4 USLICt
A|ZFst2] FHof
O XIS sAstHH S AE L= SVM 22| Xto{OF LTt
THA|
1. AD EH[QI0llA SVME 28t ZFE A™S ddect
vserver active-directory create -vserver <SVM name> -account-name
<NetBIOS account name> -domain <domain> -ou <organizational unit>
ONTAP 9.16.18E -vserver D7 H0|= B2] SVME ALY = JUSLICE of CHot XEA|SH LHE 2

active-directory create "ONTAP & EZEQILICHE RESHYUAIL

CtS Y2 AASHH SVME engbata TR0 example.com O|2t= ARFE AIHO| MMEL|CE

— OTr

o
ADSERVERL. BHS Yt = AD AFEX} AIE X2 SHE 2Hst2t= HAIX[ZF EAIELICH

T oo=2 -d7
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clusterl::>vserver active-directory create -vserver engData -account
-name ADSERVER] -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"

domain.
Enter the user name: Administrator

Enter the password:

ONTAPO|A] LDAP EE= NIS A HMAS AMTHL|C}

LDAP = NIS AF 0| SVMOi| HM|ASH2{H HA SVMO| Ciet LDAP EE= NIS MH HMAE
NSO BHLICH, AS|X| 7152 AL LDAP EE NISS CHH| 0|2 MHA AAZ AFE 2
ULt

LDAP At ANAE L MTIL|CH

LDAP A Z 0| SVMO]| M| ASHH SVMO]| CHet LDAP At °HA1I¢§ TAMsHoF gL|Ct. SVMOf| A 'vserver services
name-service ldap client create' @H S AF25t0] LDAP 22t0|A % Mdg +~ J}SLICH 3 CHS "vserver
services name-service Idap create" HH S AI23I0{ LDAP EEFOI?JE HE SvMt HEE &~ JUSLICE

0| =teioi| CHaH
CHE 22| LDAP A= ONTAPOIA H|B5H= 7|2 A7|0HE AF8E = USLICH

* MS-AD-BIS(CHE 22| Windows 2012 0| A AD ME{0|| LSt 7|2 A 7|0}

* AD-IDMU(Windows 2008, Windows 2016 0|4 AD A{H{)

* AD-SFU(Windows 2003 & O|F AD AH{)

* RFC-2307(UNIX LDAP A{H)

0

SLILE O] 2R 7|2 A7|0FE FAISIL SAIZE +T5t0 27t
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vserver services name-service ldap client create -vserver <SVM name> -client
-config <client configuration> -servers <LDAP server IPs> -schema <schema>

-use—-start-tls <true|false>

3. vserver services name-service Idap check HES AI2510{ 0|2 MHO| AEHE 2

20

(D AlZf TLS= ClIO|Ef SVMO]| TS M| A0f2F XA EILICt. 22| SVMO]| Chet A M| A= X2 E[X]
oraLct.

Lo -d

ol cht xt
SESELES

Che S A

LHE2 vserver services name-service ldap client create "ONTAP E&H

HZSHA2.

498121 SVMO engData O|2Hs LDAP 2210|91E 7180] corp MHELIC S2f0|REE IP

2 172.160.0.100 % 172.16.0.1012 AFE5I0{ LDAP Ao 2IF Hil=gtL|Ct 22t0|H E= RFC-2307
A7|0tS AFE3H0| LDAP #2[E RHELICH 22t0|AESt M 2] 42 A[Z TLSE A8t iz sHE LIt

clusterl::

> vserver services name-service ldap client create

-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101

-schema RFC-2307 -use-start-tls true
(D) o5 tdap-servers BEE HSS WIS, cecrvers B2ELI0L ISE WS+
QUELICE -1dap-servers LDAP kitHQl SAE O|20|L}IP FTAE X|HSH= HEQlL|CT

. LDAP 220 E

MEZ SVMO| HZ&: vserver services name-service ldap create -vserver

<SVM name> -client-config <client configuration> -client-enabled <true|false>

0" EH_"’J XtMIBt LHE 2 vserver services name-service ldap create "ONTAP E#

¥ AEAULICIS

Cte E@E2 LDAP 220|¢E 748 AZEYLICt corp SVME AEEILICH "engData’ X = SVMO A LDAP
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S20|HES

ettt

clusterl::>vserver services name-service ldap create -vserver engData

-client-

®

te Bys
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4
A
T

config corp -client-enabled true

02 vserver services name-service ldap create HH2 X5 M8 B2
S5t ONTAP O] MHO|| M&e & gl= 22 2@F HAXIE EngL|Ct

efolgtL|ot.
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clusterl::> vserver services name-service ldap check -vserver vsO

Vserver: vsO

I
| Client Configuration Name: cl
| LDAP Status: up

I

LDAP Status Details: Successfully connected to LDAP server

"10.11.12.13".

SA2 MY £ JELICE name service check' U MHL| MEfE HE 5= HHRULICE

NIS AMHH HMAE AMeL|C}

NIS A& 0| SVMO]| BN ASHH HA SVMO| CHSE NIS M AMAE A HOF E.H-Itf SVMO]| NIS =0l M S

MM ™ 'vserver services name-service nis-domain create' EHE A2 USL|CE.

AlZFsE7| o

* SVMOI[A NIS =H[QlS Fd517| Mol FEE 2ZE MHE AEE & A1 UM AT = AO0{OF L,

* O] HUS +EIHH 2 AE E= SVM ZE[X0{0F LTt

£
1. SVMOIA NIS =91 714 M M-

vserver services name-service nis-domain create -vserver <SVM name> -domain

<client configuration> -nis-servers <NIS server IPs>

Off CHSt XtM|Bt LI 2 vserver services name-service nis-domain create "ONTAP &

HEAULICHE RGNS,

Ot=2 -nis-servers EE= LSS HARLICE -servers HEQILICE CHS

©
0 |1

Cts HE2 AAsHH SVYMO]| CHet NIS =9l 2ME engData MABILICEH NIS EHIQI2 nisdomain IP
FAE MEDIH NIS et SAIRILICH 192.0.2.180

clusterl::>vserver services name-service nis-domain create

-vserver engData -domain nisdomain -nis-servers 192.0.2.180

HIQ ME|A AQXIE H-d-L|nt
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1. 0|8 MH|A 20f| Tt =3 =ME X|F gLt

vserver services name-service ns-switch modify -vserver <SVM name> -database
<name_ service switch database> -sources <name service source order>

Ofl CHt XEMIBt LH2 2 vserver services name-service ns-switch modify "ONTAP E&
EEQULICHE HXSHMAI.

CHE HHE2 SVMO|A Ci|O|E{H|0| A0l engData CHEE LDAP %! NIS 0| MH|A AAQ| X3| A& passwd
X[ ™|t

clusterl::>vserver services name-service ns-switch

modify -vserver engData -database passwd -source files ldap,nis
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1. BE|Xt ¢S HA: security login password -vserver svm name -username user name

U
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vsl.example.com:

adminl
Please
Please

:>security login password -vserver engData -username

enter your current password:

enter a new password:

Please enter it again:

ONTAP 22[X A" S 11 &= sHAEeLC
'Security login lock' BEE 0|85t Zt2|X} A|FES &1, 'Security login unlock' 3E0{E

Xt
[ I

0|83t AE SHAIE 4= UALE.

E{ 22| X}o{oF RfLICt.

1. | <t A 2
'Security login lock - vserver SVM_name - username user_name

c}

glo

S Moln

SvMof| cist 22| X} A™ admin10| ZZL|CE vs1.example.com™:

clusterl::>security login lock -vserver engData -username adminl

ofl CHek XtMIT LHE 2 security login lock "ONTAP BE EEULICHS BERSIHMA L.
2. ge|xt A EZ oAl

'Security login unlock - vserver SVM_name - username user_name'

CtS HHES AdstH SyMo]| chet 22| Xt AN admin12| 20| sHH|EILICt. vs1.example.com™:
clusterl::>security login unlock -vserver engData -username adminl

Off THEt REMISE LHE

XXl

C
=l
mjo

ot

2 security login unlock "ONTAP E& SENC] NN
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