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Complete configuration worksheet.,

local s the account local remote
W
Active LDAP or SAML (for web
i services in ONTAP
Directory NIS
Y v 9.3)

55H, SSH MFA, or
S5L access.

Enable password,

Enable Active

Directory access,

Enable LDAP or NIS
access.

Configure SAML
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for admin SVM).
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Set up role-hased access.
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Manage administrator accounts.
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-

o

TN Aol 2 HHA HO HHE H 2= FR 2 200 T YIS ALE0I0] LIS S =t
o

S| A0 FIPS DES 28kst{B X2l 7| AD2|50| gl 7I1E SSH 274 7| AN XUsls 7| Q¥oR
T30} BHLIC FIPSE AFBSHEE MHs}y| Foll AFS ChAl TAeoF hoy T K| 0B Ba|Xt Q1Z0)
AI]IH'é'l-L_| |:|-

= = -

CtS HO0l= ONTAP SSH HZ0| X &= ZAE 7| Y 212|F0| Ltk JAELICE 0[2{¢ 7| K2 SSH
25 7ol HEEIX| ELICt.

Ok

7
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ONTAP ZZ|= FIPS ZEO|M X[ E|= 7| FIPS 0|2[e| HE0f|M X[ E|= 7|

FAYLIC FAYLIC
9.11.1 0| & ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256+RSA-

SHA2-512+RSA-SHA2-256+ssh-
ed25519+ssh-dss+ssh-ssh-rsa

9.10.1 O[5t ECDSA-SHA2-nistp256+ssh- ECDSA-SHA2-nistp256+ssh-
ed25519 ed25519+ssh-dss+ssh-rsa

@ ONTAP 9.11.152E{ ssh-ed25519 SAE 7| & 12|Z0| chst X| 0| HAHEASL|CT.

KiMIEE LHE2 S HZSHIAIR "FIPSE AFE5I0] HERIF Hots gL C.

AlZtst7| o
O IS &St ™ Se{AH 22| XHo{0F gLt

1. 22 22| Xt AFHO| SSH 37 7|15 AF83I0d SVMOI| AMA S 4= UZF BTt

'Hot 291 MM - vserver_SVM_name_-user-or-group-name user_or_group_name-
application_application_-AuthMethod_authentication_method_-role role -comment_comment_'

MA HY PR S AESHAIR " TAE"
ChS B S AMsie SSH 271 7|12 AFR310] SVM "engData1"ol HHAS & A== A H o= "vsadmin-
=

=
volume" F&0| A= SVM 22Xt AIH 2| vmadmin10| 2 MSHEIL|CH

clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh -—-authmethod publickey -role vsadmin-volume

o
=]

7

0

FEl
|E 22| XF AZo| HESHX| g2 B2, AIF0| SVMOi| HAM[A5H2{H HX| HZSHOF BfL|Ct.

w Mo
-IOI'

O A

SM 7S MEX AEn A E

CHEEA| QIS (MFA)S ALESHEH AFEXIOIA| 22[At EE= H[O[E AE2[X] VMO 2321517] 2|8t
F MK 15 LS MSot=E Q7010 2ots Zote = AUSLIC

ONTAP HHof| 2} CIEtA| Q1F5E o SSH 374 71, ALEXE & & AlZE 7[8E TOTP(2ld &%)
A&LICE Cisco Duo(ONTAP 9.14.1 0| Ah)E A3} 5l LMStH DE ALZX}o]| Cist 7| = wHE 2
SO =2 AFREILICE

= S A8 4
2ot 71 915
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CIH2ORZ AJZ,.. N olF dhHlL|Ch
ONTAP 9.14.1 SSH 371 7|
AEX L=
SSH 374 7|

AEXF = Lt

ONTAP 9.13.1 SSH 374 7|
ARt S AL|CE
ONTAP 9.3 SSH 374 7|

Cisco 72
Cisco &2
ETP

ETP
AHER = LICH

MFAZL &l 22 S2{AH 22Xt HN 22 ALEX AIE S Mot T HF et LS 22 AR A™E

T4otiof LIct.

No Does this

Yes

account need

Cisco Duo

Does this Yes

Ne -
q account need —
TOTP MFA? ,f
Configure account with
password and SSH v

public key authentication

No Dues this al:l:nunt
* need SSH public key
as primary
T~ aumentlcailon’?

Configure Cisco Duo using
security leogin duc create
command

"
"
o

' ~Does this account  Yes
need SSH public Key '
as primary
- auihentlcatmn‘?

Configure account with Configure account with
password and SSH public key and
TOTP authentication TOTP authentication

Configure account Configure account with
with password SSH public key
authentication authentication

o
=2
e
fjo
1
00|‘
Ot
_."E
rulﬂ

2| AE{| 2| XtO{OF BHL|C}.

* 2O AIFO| EEE AMA KO HEE H E=E

rir

(MFA)Z At2SHH ALEXI7F admin £ data SVMO| 23
Hots deote %%LIEP.

A Hot 2

2Iot7| ¢let & 7HX] ¢l

ol



4 L,

"RIR A SYE o 2
* QIS 9ol 27K 718 At Z2, ATl SVMO| HH 2Bk HIX| B7H 71E AHol HHeHoF ELICH,
"B7H 718 MR AT Lk

A BMAE 2dotdt| TO|LE 20f o] 2HE +AY & ASLICE

)

L= PIV(Personal Identity Verification) 215 B2 AF25}0]
SSH 220|HE MFAO| Yubikey SHER{|0{ 2 % HXIE ABE = JUSLIC

SSH 371 7| X ALEXH 2= 2 MFAE ALESHEE A eL|Ct

ONTAP 9.3%E 22{AH 22|Xt= SSH 371 7] 8L ALEXAL 2 E AHE0I0] MFAZ 2006t=8 22 MEX AESE

EL RN
1. SSH 270 7| L AFBXt ASS ALt 22 AFSRE AHOIM MFAZ AHSSHEE AR BtLct,

security login create -vserver <svm name> -user-or-group-name

<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

Lt EES +Ast2{™ 0[2] Ho|El "admin" HES 71 SVM HE|Xt AHE "admin2"7t SSH 371 7|2t AL Xt
ASE ARSI SVM "engData1"0ll 230181 0F EHL|Ct.

cluster-1::> security login create -vserver engDatal -user-or-group-name

admin2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':
Please enter it again:

Warning: To use public-key authentication,

you must create a public key
for user "admin2".

TOTPZ MFAE ZM3tgtL|Ct

ONTAP 9.13.1 2E= 2Z AL8X}7t SSH 37K 7| EE= ALK} 2= et TOTP(Time-Based One-Time Password)E
AF2310] admin £ data SVMO| 23018t 2 }0f E&% Aste 4= AELICE TOTPZ MFAO]| Cs AES
sttt & =2 ngfu off 20180 SHL|CH "M S 22 BH|C}".

OEI_

TOTPE= | AIZtS ALE3H0] 12| 22 S WHst= ARE L2 EYLICE TOTPE ALE3t= < SSH 371 7|
L= MEX S Fo g F Hu 215 HE LT

AlZst7| o

o2t 2 E sAHstHAH AEE|X[ 22| Xto{0F LICt.
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MEX F=

= SSH 37l 7|E A3 MFAE o 2&35t2 TOTPE &
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ShA
1. AFZXH 2% U TOTPE AFB3H0] CHEHA| QIF S 9IS AFE Xt AI™E 4otefLict.

o A ALBRH ARl FS -

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

password -second-authentication-method totp -role <role> -comment
<comment>

° 7|1E MEXAIF R

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

password -second-authentication-method totp -role <role> -comment
<comment>

2. TOTPE MFAZ} &-d3tE|A=X] helgtL|Ct.,

security login show

SSH 27l 7| % TOTPZ MFAZ &AM slgtL|Ct
1. SSH 37l 7| & TOTPE AME35t0] CIEHA| Q152 29I AL Xt AIY

ox
mjo
m'.';*

_I.
fot
ot
-
)

o A7 AFE ARl ZL -

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role>
—comment <comment>

° 7|1E MEXAIFY R

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

publickey -second-authentication-method totp -role <role> -comment
<comment>

2. TOTPZ MFAZt 283t =X| =telgfL|Ct.

=



I.

&

==

—

security login show

AS Ot =
S 71E
"3l 7|2 AEXE A ™ot HE"

TOTPZ MFA 42 &t=otH 2Z ALEXIZI 28l of 2Lt

"TOTPZ MFAO] Lligt 2Z ALEX AFS et

04

P

Of| CHSH KtM|S| LOFEAMAIQ "ONTAP 99| CHEHA| 215 (TR-4647)".

TOTPZ MFAO]| CHSE 22 A X AES 2ATtLICt

ONTAP 9.13.1 2E{= TOTP(Time-Based One-Time Password)S Al25}0{
MFA(Multifactor Authentication)2 AF2X} A|HS e 4= Q&LICE

AlZfot7] FHof

« AEZ|X| 2A2[Xt= 2(E) AHBBHOF ELICH 'TOTPE MFAS 2 AotefL|CH AL XL Al-of| it &

YR YLICE

* 712 AR AIE Q1T W2 AMEX Y= = 38 SSH 7[0{0F ELCt.

* TOTP 0| ADIEEDN ASE|EE 45t TOTP H|Z 7|E 2H=0{0F LT}

£

1.

SN 215 YHZ AL AFo| 2algfLCt.

H 37 7|0{0F gfLCt.

ret
=
ro
oM
0x
4
ro
>
o
Pl
1}
tot
=
rr
U)

security login totp create -vserver "<svm name>" -username

"<account username >"

TOTP 40| ZollA| SHAHE|0] QUEX| SHQIBHLICE

security login totp show -vserver "<svm name>" -username

"<account username>"

22X AIFHol| HESHK] 42 ER, AIEHO| SVMO|| AM|ASHAH HA| HZ3H{OF LT},

£

2l

0l

21


https://www.netapp.com/pdf.html?item=/media/17055-tr4647pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17055-tr4647pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17055-tr4647pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17055-tr4647pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17055-tr4647pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17055-tr4647pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17055-tr4647pdf.pdf

TOTP H|Z 7|1E MHEFHELIT

A HotS H5te{H TOTP H|2 77t 2HEIJA7LE £ 2 OIS H[Zdelst 1 A 7|1 S
=0{0f ghct.

TOTP H|2 7|7} &L= AKX 2 TS| HMAT = U= R &E JIE MAHst2 M 7|12 2= 5= UASLICH

EX &= = SSH 37 7| 3 &4E TOTP H|Y 7|1E A28t AL} AFo| 2aQ1etL|Ct

o
2. 2HEITOTP €= 7|18 MAYLICEL

security login totp delete -vserver <svm name> -username

<account username>
3. M TOTP &= 7| 44

security login totp create -vserver <svm name> -username

<account username>
4. TOTP 7-80| A YoM 2-d2t=[0f Q=] IR,

security login totp show -vserver <svm name> -username

<account username>

P&tz 7|7t 2HE 32 AE2|X| H2|XI0|AH 22 SHHAIR 7| S AFE6HA| Gt ZFEELIC. 7| & HIggetet
215 WHS AHEsH0 M TOTPO| 2315t S 4= JASLICE

AlZtst7| o

TOTP ¥= 7|= AE2|X| Z2[Xt7t SiR[SHOF BfLICH XME 4 22|Xf AFO| gle B2 ME A 22|XHof|AH| 225H0
7|12 MESHX| i E AFELIC

T
1. AE2|X| Z2|X7 TOTP A= E HIZ 3ot 2 7|2 o1F WS A8t 22 AFol| 2algfLCt

2. M TOTP Y= 7| 44:

security login totp create -vserver <svm name> -username

<account username >

3. TOTP #40| AFolM 2dSt|0] A=K =QISL Tt

22



security login totp show -vserver <svm name> -username
<account username>

2Z A"l sl TOTP €= 7| H|Z-dstetL|Ct

EZ MEXte| TOTP(Time-based One-Time Password) H|Z 7| 243t 22 H&A
2[R &4 E 7| E HgMetsof M TOTP HIE 7| E dde +~ /}SLICH
O Zhofl CHaH
O 2t 2 SAH 2|Xt A-H|MTE e o JASLICH
CHA|
1. TOTP &3 7| H|& M3}
security login totp delete -vserver "<svm name>" -username

"<account username>"

SSL 2IEM AIEHE SdatefLict

'Hot 201 MM HEHZ AL2SHH 22X} A|HO0| SSL QIS ME Eoff 22|kt EE= H|0|E
SVMO|| HM| AT 4= QU&L|CE,

Of ZfHofl 3

* AEOol SVMOf| A M| ABHH CA ME M CIX|E QS ME 2X|3H{0F LTt
CAME MH QIS M Ao 5l dX]

AY HHAE Zgetots| TO|LE =0f O] XHYSE A = ASFLILH.

* 201 AIYo| S HMA Mo degs B REE FL LIS0| "2t 201 £ HFHS M85t g =
A olAL|Ct
M HE
ZHE|XHoj[A| et g 3
@ S A 22|t AEe E2 oA 2B AM 2150| X|#ELICH http, ontapi, ¥ rest S8 Z2E
SVM 2|t A" 22 21EM 2152 2 SHME X[AELICH ontapi X rest 88 Z21H

EHA|
1. 2Z 22|X} AHO0| SSL 2B ME A3 SVMO]| HM|ASH 4= U X|J:

'Hot 27921 M - vserver SVM_name -user -or -group -name user_or_group_name -application
application application -AuthMethod authentication_method -role role role-comment'

A B 1E2 2 HESHAIL2 "ONTAP man H[O[X|E EE2|AEE HAISLICH"
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HS MdstH SSL C|X|E IS ME AHE38H0] SVM "engData2"of] M AE 2~ = 7|2 "vsadmin”
Xl SVM 22Xt A 'vmadmin2' 7t A SHEIL|Ct

clusterl::>security login create -vserver engData? -user-or-group-name
svmadmin?2 -application ontapi -authmethod cert

seig okl =
CA M Mbi CIXIY QISME XK &2 F2 AHO| SVMO| AN ASI2IR HIX 215 MS Hx/sHof ELC,
CA M M| Q1B A 44 3 4%

Active Directory A& HMAE HE LTt

'HOot 2701 MM HHZ ALE 50| AD(Active Directory) MEXEE 15 AHS M3t
admin EE= data SVMO| HM|A S = QELICEH AD 2528| RE AEX= I8 &
- Fe1 = EOH SVMO|| M| AT 4= QIEL|CE,

O Zfe40i| CHaH
* A"o| svMol| AN[ASHAH MY SHAE L= SVMO|| Lt AD E=0|Ql ZHEE2] HMAE FL46H0f L.

Active Directory =@l ZIEZ2] AM|A 7Y
AE HMAE 2dststr| TOolLE 20l O] ZHYS Y = JSL|CL.

* ONTAP 9.13.1 2E= SSH 37l 7|E AD A%} 2=t el 7|2 £z EX Q15 WHOZ A 8Y £ AUSLICL
SSH 271 7|12 7|2 QIS0 At 2 MEHSIH AD Q50| $EE|X| ek&LC

* ONTAP 9.11.182E E Ar8E &= UELICH "nsswitch 215 ¢/¢t LDAP HiE HF2IZ" AD LDAP A{HO{| A

X|&ste 3%

- 20 AFO| ST A KO HBS T DRE FS HoH 2O0l £F HUS ARSI LIF0 A S At
A OlALIC}
VN =]
Ba|xfoll | T o 27
24 CHebA| QIS0

@ AD & AE UM A= ol M2 XM ELICE ssH, ontapi, X rest 88 Z21
g O AMZE[= SSH 37i 7| QIZ0|M= AD 2E0| X|HE|X| t&L|Ct,

* S AH AZ2 AD T AEE2{0|M 52 O|Liof| off S7|St=|0{0F BfL|Ct.

* O] HUS +StHH 22 A 242|Xto{0F LT},

1. AD AFXt EE= O F 2[R} AEHE AHZ5H0] SVMOf| HA|A:

° AD AFEXHE: *
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security login create -vserver
<svm_ name> -user-or—-group-name
<user name> -application ssh
-authentication-method publickey
-role <role>

* MR AMEXE

security login create -vserver

<svm_ name> -user-or-group-name

<user name> -application ssh
-—authentication-method domain -second
-—authentication-method publickey
-role <role>

L IIE AFERte B2 ¢

security login modify -vserver

<svm_ name> -user-or—-group-name

<user name> -application ssh
—authentication-method domain -second
—authentication-method publickey
-role <role>

security login create -vserver
<svm_name> -user-or—-group-name

<user name> -application
<application> -authentication-method
domain -role <role> -comment
<comment> [-is-ldap-fastbind true]

25



ONTAP 712 Q5 HX o5 =
HEAL|CH
9.0 0|4 =HQl olg

security login create -vserver

<svm name> -user-or-group-name

<user name> -application <application>
—authentication-method domain -role
<role> -comment <comment> [-is-ldap-
fastbind true]

xoig 0p &
AD Z0jol HE 22 S2{AF| L SYMO| AN ASHEE 2ASHK| 22 AL HFO0| SYMO| N2 HAY

Active Directory =2l ZIEZ2] AMA £

LDAP EE= NIS Al™E HMAE AH™ LT}

'Security login create' @E 2 AL23t0] LDAP EE= NIS AFE X A ™ 0| admin L= data
SVMO]| HMAT &~ JAEE HFD = JSLIC SVMOH CH$E LDAP & NIS A1H1 HNAE
TS| A2 B2, AHO| SVMO|| M| ASHH HX| HMHA HotsS F-dsl{of SfL|Ct,

—_—=

O =fe40i| CHaH
* 25 AIE2 X=X LTt

Lo -d

* AIHO| SVMO]| A M| ABI2{H HA SVMO| Ciet LDAP EE= NIS Mt HHA S Fd3l{0F SL|Ct.

LDAP = NIS M AN AE 2 HBL|CH

A ANAS Basfor7| HOILE $0f O] RIS £ 4 ALt

© 2391 AH0| T AHA R0 HBS Y B2 F2 Hot 2I01 4T WHS NSO LI e 27t
A OIALIC}
T Mg

* ONTAP 9.4%2E{ LDAP = NIS MHE S¢t 4 AFEX}0]| Chd MFA(Multifactor Authentication)Zt
X|¢ELct.

* ONTAP 9.11.18E E A 8Y £ JUELICH "nsswitch 2SS 98t LDAP tHHE HEQIZ!" LDAP MHO|AM X|&lstH=
Ho

224Xl LDAP 2H|2 QI8 LDAP AMEXH A™ ME I”':(01| "gecos", "userPassword" S)0 ":"(22)
A8l M= e ElL|Ch O=X| fo™ sl ALZXto]| CHet 2| ZHo| AofetL|Ct.

LS — -

Xt

HO
i

AlZtst7| o
O IS &St So{AH 2H2|XHo{0F gLt
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CHA|
1. LDAP K= NIS AF8Xt = & AES AFESH0 SVYMO| A M| A:
'Hot 27921 MM - vserver SVM_name -user -or -group -name user_name -application application

-AuthMethod nsswitch -role role -comment comment comment -is -ns -switch -group yes | no [-is -Idap
-fastbind true]'S & EXsHUA|L

A B8 AE2 S HZSHAR "2 FAE"

ClS H2S Alsistm O

O ocoo=2

"engCluster"0f| HM|AZ o~ JAELICE.

5104 LDAP = NIS 22 AE 2H2|&F A& guest27F SVM
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clusterl::>security login create -vserver engCluster -user-or-group-name
guest?2 -application ssh -—-authmethod nsswitch -role backup

2. LDAP EE= NIS AF2XI0]| CHaH MFA 291 23}

"Security login modify -user -or -group -name rem_usr1 -application ssh-authentication -method nsswitch
-role admin -is -ns -switch-group no-second-authentication-method publickey'

QS wHe S J|2, T HK QIF YA2 nsswitchZ X[HE 4 UELICH.

CHS ollofl A= MFA Q150| g3t

o A= A2 2o FLCL

cluster-1::*> security login modify -user-or-group-name rem usr2
-application ssh -authentication-method nsswitch -vserver
cluster-1 -second-authentication-method publickey"

g ot =
SVMO]| CHSE LDAP EE= NIS M HMAE LMK U2 AR, AHO| SYMO| HM|ASHH HE HMA HBHS
TAf{of ghL|Ct

LDAP = NIS AH HHAS F-getL|Ct

kJ

HMA MO Hs 2efgfL|ct
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HMA MO HE 2| 7R

RI2IX0IA| SEFE et wf2t BRI HNAT & QI HHO| BFELICL B2AK AT
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'security login modify' &2
oIAL|C} O|2| Mo|=l Het e

1.

MEX R A

'Security login role create' HHES A
HEY 7|s2 FestA =g6t7| s 2R

ol
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HAS Aot S AH 22| Xto{of LTt

Z2{AE E= SVM ZE|Xte| He HE:

'Hot 2721 £ - vserver SVM_name -user -or -group -name user_or_group_name -application
application application -AuthMethod authentication_method -role role role-comment

A B8 A22 2 HToHHAIR "?{3AE"

HHS MlistH AD 22{AE 22|X A DOMAIN1\guest1 o SHEr0| O|2| Mol "xHot Hgtz

clusterl::>security login modify -vserver engCluster -user-or-group-name
DOMAIN1\guestl -application ssh -authmethod domain -role readonly

MaistH AD 2F AIH DOMAINT\adgroup® SVM 22| Xt AE SHEo| A+EXt X|H "vol_role"

clusterl::>security login modify -vserver engData -user-or-group-name
DOMAINI\adgroup -application ssh -authmethod domain -role vol role
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ChAl Folel 22 B8 E= ol CIRER[Of XIFE AMA +FO| &9l HH MM A +=FS MF O

o "1 o

(D "admin" S{AE ZE|XHRALEE £ = B L= FE LA EL|of Ciet HHA S ®SsH= SVM
HE|X Y S LI 5 YELICE ol E S0, 'security' & '1‘34 Cl2E 2| L|ct.

O ZtS Aot Se{AH 22| XH0{0F gLt

1. AREXXIE e "ol

'Security login role create -vserver SVM_name -role role -cmddirname command_or_directory_name
-access access_level -query’

A BE FE2 S FZSHAR "ATAE"

LIS HES 4HsHH volume' HH ClAE2|o] HHO|| CHet 'vol_role' 0| MM M| AE| 1T 'volume snapshot’
Stel ClAE2|o| HF| Chot 47 ’FJ% MM ATE HOJEILICE

clusterl::>security login role create -role vol role -cmddirname
"volume" -access all

clusterl::>security login role create -role vol role -cmddirname "volume
snapshot" -access readonly

Ct2 HHOIE S5l 'storage’ B ClHEZ|2] HHO| CHEH 'vm_storage' G H7| & HM|A, 'storage
encryption' o}¢| CIAEE|2| HFO| Ciot HMA M §lS, 'storage aggregate offline' H[LHZE HZ 0l CHSE M A|
HN|A Mt RO{otot,

clusterl::>security login role create -role SVM storage -cmddirname
"storage" -access readonly

clusterl::>security login role create -role SVM storage -cmddirname
"storage encryption" -access none

clusterl::>security login role create -role SVM storage -cmddirname
"storage aggregate plex offline" -access all

S2IAE B2IRIE I8t ALY HOE A

S AH HEXE fleh MY FolE 9E2 R EQ TS SFof gLCt ER0] w2t
ICt. 7| 2H o2 S| AE ZHe|Xtof|A|= 0]2] FelEl "admin

AT XIH HES BHE 4 UBL
ofzto| BHerEILCt

CtE BOl= SAE Z2|XIE 218 A FolE HZO| Liet ASLICH
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o] Jt2 O $+Fo| HMA HBt... e = Y CAEL 2 o|SHLICH
22| X} e DE W C|UEL|(7]|22))
Admin-no-FSA(ONTAP 9.12.18E  ¢{7|/A7| © D= HHE CEEL|(7|22))

AHZ 7Hs)

®* security login rest-
role

®* security login role

Mo
N
rA
Olo

= * security login rest- A
role create

°* security login rest-
role delete

®* security login rest-
role modify

®* security login rest-
role show

* security login role
Create

®* security login role
create

®* security login role
delete

®* security login role
modify

®* security login role
show

volume activity-
tracking

volume analytics

volume file show-disk- AutoSupport (=)=
usage

* 'ME'

£
dlo

7|8t 2E B CEER(71=Y)

* 'A| A" L E AutoSupport

=

HH o1 == 'vserver services ndmp'

no
N
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fu

(o]
HA

gjo
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JlEt BE W ClER|(71=2h) oYl HE 1S
+ Ok 20l UMD gl ok
AR A 22 e U 7| H
2e|ofl gt AFBEILICH
. 'k"E'

97| M8 Vet BE Py ClMEL| gl el

AutoSupport &2 AutoSupport OnDemand?t AFE3st= O|2| M 2| El AutoSupport | & of|
@ S ELICE ONTAPO| A= AutoSupport 18-S 88t LE ARIE 4= GIELICH £ ONTAPOIM =
fE A2 XL A | 'AutoSupport' S&HE gtetet 4 gl&LICH

SVM Zt2|X}

ﬂJ|HJ
E
Rl
R
0z
1o
jull
12
g'_l-

SVM #2|XIE {1t AP H 9|
AMEX K™ o2 otE 4 Q)
StehEIL|CY,

2| dSte fEEo| QANSS £E6Hof BHL|CH TR0 wat
712X O R SVM 2| XH= AP ™o El "vsadmin" HEO|
CHS HOll= SVM Z2|XIE 9I3t AFM Ro| &l dgto] Liet ALct,

gt of

ol

X2 ct
vsadming MEigrL|C} * AMEIAE 2 A
s EEO|S2 Hest 2

A

© 2Pk Qtree, ARM

« At Q= AH|E |28t SnaplLock &Y 3

* I2EEE 74: NFS, SMB, iSCSI, FC, FCoE,
NVMe/FC %! NVMe/TCP

* MH|A 31M: DNS, LDAP % NIS
+ EHe DB

* HESRZ AZ S HEHZ AEHO|A ZLEHY

SVM AEf BL|EZ
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vsadmin - 25

vsadmin - TI2EZ

vsadmin - 8¢

vsadmin - SnapLock
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MR AE 22 ot 9l 7| ME e
22 0|52 1stst 22 Atz
Y, Qtree, AHM SARE S T 242

LUN 22|

DT=EZE #4:NFS, SMB, iSCSI, FC, FCoE,
NVMe/FC %! NVMe/TCP

MH|A 14d: DNS, LDAP 3! NIS
HER 3 AEH0|A 2L|E{Z

SVM AEf BL|EZ

MEXAE 22 &z 5l 7] HE 2e

DT=EZ #4:NFS, SMB, iSCSI, FC, FCoE,
NVMe/FC %! NVMe/TCP

MH|A T1A: DNS, LDAP 2 NIS
LUN 22|
LHE22 QlE{H0]A RL|EE

SVM AEf EL|EZ

2 7|/MT|2 BHEL|CH
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vsadmin - 47| HEL|Ct MEXAY 22 22 8l 7| FE

e

2|

SVM AEf BL|EZ

HEH3 EHO|A ZLEHY

* 22 8l LUN 27|

* MHASIZZES HY|

2| X A M2 H o]

2ha| X0l | STE 0| et B2|XE7} System Managerdll Al 238 £ Q1= 7]50]
ZRELICE. S2|AE 22X} Y AE2IXK| VM B2XE 213t AH HOIEl A2 System
Manager0ll Al RIZ8fLICE. BH2|Xt AFES BHS of A2S SootrLt Lt
2+ Lk

O

A AMAE DS LHO| Wt THZ B OILIE +~sHOoF & = ASLICH.

-

* 3MIIE 22 AF dZgCt

* CAMTE MH CIXIE ASME SRIELIC.
=
=

* AD, LDAP E= NIS HM|AE FHBLIC

AE HMAE 2dotsty| oLt <of| ol2{g XS A 4= AFLICH.

—_

HE|XA HE 2

e
1. 2AE > 8% 2 MefgLCt

2. 2 MefgtLICt 5 AFSXH B ofE - Fof YALICH

3. 2 MEABILICH 4 add AFBTE* OfH

4. AFBX} 0|22 X|Hst: * At + o] SECHR KoM TS Metstct
5. Atgxtel 29l W A kS S X FEL|C

g

1. S2AE > MF * g 2Lt

2 olg2 WA AIBRIO 0|52 M3 Ck3 2 S2I3HLICH: AR 0|2 Hol EAIELIC
3. M3+ g SBct
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22Xt AZ S 2el
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FL|CF

ZE|XFAE 22 iR

HHE HMAES MAESHEHHO| w2t 271 7|E 222 A" HESHALE, CA ME MY C|X|E
IS ME HXISt7HLE, AD, LDAP EE= NIS M A Moo & &= JUSLICH AE HNAE
%“S?EPOM HMOo[Lt =0 of2{gt 2 E ’5.*%10 #—"o”%* o JAELICH

370 712 ZE|XH A™o| AZ L Ct

SSH 37l 7| 152 22 AXO0A SVMO]| AM[AS 4~ o™ HXY 37 7|E 22| Xt A=t
HZ{OF BFL|Lt. 'Security login publickey create’ @ E 0|235t0] 22| Xt A™H| 7|E

HEL 5 UL

I
2= 5l SSH 37 7|2 SSHE Sdli AIEE IBstH HAN 371 7|2 AFo| ASELICt

THA|
1. 371 718 22|xt Al™of| A

'Hob 27901 7 7| MM - vserver SVM_name_-username_user_name_-index_index_-
publickey_certificate_-comment_comment_'

A BE =2 ol thet AIAE HEE HASHIARL "SI 7|2 ALEX AF2 HZ".

security login publickey show -vserver SVM name -username user name -index

index
ol
Che HEE AASHH S8 7(71 SVM 22Xt A-H ABELICH svmadminl SVME 2|6l engbatal. 370 7[0l=
QIHA HS 57} SHEEILICE

clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"

22| X} AFof| tHet SSH 371 712k X.509 IS ME 2t RfLICE

#eE|X AF 2= SSH 15 Hot
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publickey SSH 37H 7| 3 X.509 QIE A2t HAS 2t2|5h= HH A ULICH.

S 7121 X.509 QIS ME 22| Xt AFol| HZ gL Ct

S
o2

SLICH oI ot siE AF |

$0

HEE 37 7|t 2B =
2 Hog = AEHC

e

ONTAP 9.13.1 BEE=
| 2l

509 Q15 A
CHSt SSH 2391 A ohg o

X. 2!
il

o Tl

p——

g2t
x7

MO——

| Xt A
| ol

= -

—_—

I'IF

Of Zrioi Chat

SSH &7l 7|2 X.509 2 EME 2= AL83t0] SSHE Sl AH S QIEdHs A2 ONTAPE SSH 37H 7|2 215317
ol X.509 2152 RdS AARILICL QASM7} B2 E| 7L SHX|=|H SSH 2010] HE &1 371 7= ASe=
Hlg-gsHE LTt

AlZfot7] FHof

* SSH 7 S 2
* X.509 21EATt Btz GRS 2fQlsliof Stz 2 A MBE ASME MEEY = UASLILE
* X.509 IEA{9| Btz S SiX| GRS =telsliof ot B2

° CAE 712HZRE ASME Zotof gfL|ct

|2l(BZt % RE CA QB A)S HX[SHOF BLIC} security certificate install

° SSHE OCSPE &4staliof ghL|Ct. & HZSHIAR "CIX[E IS AM7F OCSPE AFE5I0] R otX|
x

1. 371 712t X 509 Y EME 22|x} AFol| HZSfLCH.

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -x509-certificate install

A B8 =2 o et AIAE HZE UM "S7H 7|2 ALER AF2 HE".

index
of
Cle HHES MlistH 32 7|2 X.509 QIS A7} SVM 22| Xt A= HZELIC svmadmin2 SVMS $ldl

o o
engData2. 371 7|0& QIHA HS 60| SEHEILICE

clusterl::> security login publickey create -vserver engData? -username
svmadmin? -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>
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2| Xt AIF 2| SSH 371 F[0M B HES HMAZLICH

S 712 RXISIHM AE SSH S 7|0i[M M QISM HES HAY = ASLIC

O] 2HS +HlstHAH S AH L= SVM 22| Xto{0F LT,

1. 2t2|X} AFoM X.509 Q1B M HZES Mt 7|E SSH 37K 71§ |RAIRLIC

security login publickey modify -vserver SVM name -username user name -index
index -x509-certificate delete
2. 37K 7|E &Qlsto] HE Ates &elgtLct.

= -

security login publickey show -vserver SVM name -username user name -index

index
o
LIS HES HASHH SVM 22| Xt A-ol|M X.509 1S A HAO| MHELICH svmadmin2 SVME @|8ll engData2
OlHA HS 6

clusterl::> security login publickey modify -vserver engDataZ2 -username
svmadmin? -index 6 -x509-certificate delete

l.

22| AZoM SH 7| L ABM HES MAZLICH

AZOM orl S7H 7] 8L BM TS MAHT 5= ASLIL.

O IS +&otAH S2{AH L= SVM 22| XI0{0f RfLICt.

1. 22Xt A™olM Z7H 7|2k X.509 21EM HES HAHELICH

security login publickey delete -vserver SVM name -username user name -index

2. 37 715 =elsto] HE AgE =helgfu .

security login publickey show -vserver SVM name -username user name -index
index

M Zt2[Xt AFHM S 7|2k X.509 B M7t HIAHELIEH svmadmin3 SVME 2|8l
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clusterl::> security login publickey delete -vserver engData3 -username
svmadmin3 -index 7

SSH 271920l Cisco Duo 2FAE 1A EtL|C}

ONTAP 9.14 158 E SSH 2192l A| 2FA(2EHA| 21F)0i| Cisco DuoE AESIESE ONTAPE
T £ JUELICH EHAE £ZF0|X DuoE FMSHH 7|2EMOZ BE A2t A ™|
LT s Agalx VM(OIHOE 1A B{Al0[akn ) 2o DuoS AR 4
U}ELICE o] B2 AEE2|X| VML ALZXIN| A2t M ZEILICt DuoE gdztstn -_r“.SOPE B=
AFEXtof| Chiet 7| & Y E H25h= 71 el5 wHOo 2 AR EL|C

SSH 27210 thsH Duo %% A8t AR AL Xt= CH20|| SSHE A0 2018 uff ZHA|
S& HMHEE= Cisco DuoZE HZSHIAR "S5 EA".

i

SEoHof SfLICt.

ONTAP BZEZ QEJI|0|AE AFE5I0 Cisco DuoliA CtZ2 S &g = JASLICH

AN

* Cisco DuoE +#

0%

StL|C]

_—

* Cisco Duo 8 HASL|Ct

mlo rulo

L

* Cisco Duo M
* Cisco Duo &g FL|C}

* Duo &2 HMIAHELICt

MLl ct

* Duo JE H7|

* AFEXHE fIet Duo 2!

o[

o3
Cisco DuoZS A EtL|Ct

E AI8%t0] TH| S22{AH Ee= £ AE2|X| VM(ONTAP CLIOIA 7HY AtHata &)ofl it Cisco Duo 14 &
*H*"‘:’F & UAELIC security login duo create BH. O|ZA| SHH 0] FHAE = AEE[X| VMO CHSE
SSH El‘.’_loil Cisco DuoZ} g3t EL|Ct.

chA|

1. Cisco Duo Admin Panel0f| 23QI8tL|C}.

2. OHE2|#(0|M > UNIX OHZ2[AH|0| M * O 2 O|STfLICt.
3. £E% 7], H|Y 7| AL API SAE 0|58 7|ZELLCH.
4. SSHE A23I0] ONTAP A Hof| 2algtL|C}.
5

O] AE2[X| VMOl L3l Cisco Duo 215 S AE5t=E 2F5t1, 88 HEE 2% o9 gto= ALt
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security login duo create \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME>

O Ol E== 5! MEHX DN tH=0ff THSE REMISE LIE 2 S HZSHYAIR "2E[X} 215 5! RBAC T2 flet

Cisco Duo 7+ S BHATL|C}

Cisco DuoZt AF2XIE Q5= WH(0: BI2 Q15 TETE £ L= ARSI HTTP ZEA|)S HAT £ USLICL
A E2|X] VM(ONTAP CLINIA 7t MEHZ EA|EH0| it Cisco Duo +&2 t&%‘oHOF St= AR E MY

UESLICH security login duo modify EH.

CHA|

1. Cisco Duo Admin Panel0f| 2 3QI8tL|C}.
2. OHE2|#H(0|M > UNIX OHZ2[A|0| M * 22 O|STfLCt.
3. E& 7|, Y 7| L API SAE 0|52 7|SELIC

4. SSHE AH23t0] ONTAP A|™oj| 21¢!

5. 0] AE2|X| VMO| Ci$t Cisco Duo 78S

F.E

Bot0] 2tF 0| YUC0|EEl EE 2% ¢to| g2 2 WMLt

security login duo modify \

-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME> \

-pushinfo true|false \

~http-proxy <HTTP PROXY URL> \
-autopush true|false \

-prompts 1]2|3 \
-max-unenrolled-logins <NUM LOGINS> \
-is—-enabled true|false \

-fail-mode safe|secure

Cisco Duo 7282 H|AgfL|Ct
Cisco Duo 712 M|H3tH SSH A X7t 21018 Il DuoS AFESH0] 2158 TR 7t Q&LICH AER|X| VMO

=
CHet Cisco Duo T+4(ONTAP CLIOIA 7t MEHEL D 8HE M2 H S MAEELICH security login duo
delete BH.

|
1. SSHE AH83t0{ ONTAP A|Hoj| 2 3lgfL|Ct,
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2. AE2|X| VM O|E& Z ChH|5to| o] AE2|X| VMOl CH$t Cisco Duo #4 S MAHELICH <STORAGE VM NAME>:

security login duo delete -vserver <STORAGE VM NAME>

O|&A| tH o] AEZ2[X| VMO CHet Cisco Duo #+40| EHX Q= AMK|ELIC

Cisco Duo 7#A 2 FL|C}t

£ AME510] AEZ|X| VM(ONTAP CLINIA 7HA MHZ X|A)o]| Ci$t 7|Z Cisco Duo +H2 & 4 U&LICt

security login duo show EBH.

£
1. SSHE A+23t0{ ONTAP A|™of| 2aolgfLCt.

2. 0| AE2|X| VMO|| CH$t Cisco Duo 182 EA|BLI|CE %83._* B2 E M8 £ USLIL vserver AEE(X|
VM 0|EE Z tiH|St= 2EE2[X] VME X[Edt= 07 H=RLIC} <STORAGE VM NAME>:

security login duo show -vserver <STORAGE VM NAME>

—

Ct3at FAfSH £30] EA|ELICH

Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128

Prompts: 1

Comments: -

Cisco Duo0fl £3 Active Directory, LDAP = 2Z AFEX} 182 AFEXIE Duo 215 ZTEMA ZSSIES
XA == 913'4[} Duo 1 &2 MHdt= 22 did 1&2| AHEXEE Duo 2152 -_rr?; LICH £ AHE3H0 Duo
J52 s £ JELIE security login duo group create B. IE2S MM mf o w2t siE 15
EXN MEXIE Duo 215 ZEZN AN Hle o~ UELICH

EHA|
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1. SSHE Ar835t0{ ONTAP A|H™oj| 2aolgfLCt,

2. Ao HHE HESE F2 2R thH|Ste] Duo I1ES THELICH S M2 22 -vserver D174 HS
OF0| S AH 2| Eof|M Mg E LTt

security login duo group create -vserver <STORAGE VM NAME> -group-name
<GROUP_ NAME> -exclude-users <USER1l, USER2>

Duo 52| 0|£2 Active Directory, LDAP Ee= 2Z 51 L X|6l{0f SL|Ct SMHS AFESIH X|™SH=
MEXIJLIC —exclude-users HHEHPE Duo Q15 T2 M|A| ZEE|X| Q4&LICE

Duo 15 H7|

£ ME85l0] 7| & Cisco Duo 28 =52 = & UELICE security login duo group show EH.

A
1. SSHE AH23t0{ ONTAP A|Hoi| 2 3lgfL|Ct,

2. 2O FEE 22 F2 AUSE hH[SI0 Duo IF E=2 HAIFLICH & Ma2fe AR -vserver DA
T=, -E—OI S AH 2o EA|IELCH

security login duo group show -vserver <STORAGE VM NAME> -group-name
<GROUP_ NAME> -exclude-users <USER1, USER2>

Duo 52| 0| £ Active Directory, LDAP EE= 22 I 51 L X|SOF BfL|Ct SME ARSI X|Hst=
AFEXULICH —exclude-users O§7H HETF HA|E| K] 9J$|-|E|'.

Duo 1ES MIZELCt

£ M85t Duo 15 ¥=2 MAHY 4 YELICE security login duo group delete BH. AE2 H|AHSHH
et 32| AHEXI} Duo 215 EENMAO| I O & ZStE[X| QFEL|CE
|

1. SSHE AH83t0{ ONTAP A|Hoj| 2 algfL|Ct,

2. Duo 1& =2 Mot &l HEE 2z oto| gto = thA|ELICH S Y2 B -vserver Of7H B
50| S AH &M X AELIC.

security login duo group delete -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME>

Duo 129| 0|22 Active Directory, LDAP EE= 2Z 121t Ux|slof gfL|Ct.

MEXHE #I2t Duo ¢!

0l

22|

Duo SSH Q15 Z2M|A0M 2= AHEAL = EF MEXAE MY + ASLICE
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2= Duo AMSAHE M|elgtL|ct
2 E AH2X}0]| CH3H Cisco Duo SSH Q1E 2 H|gMatet 4~ USLICE
e

1. SSHE AH230{ ONTAP A|™oj| 2alstL|Ct,

2. SSH AHZXtof| Chsl Cisco Duo Q1&52 AFESHA| =& HFStL SVM 0|2 2 HhELICE
<STORAGE_VM NAME>:

security login duo -vserver <STORAGE VM NAME> -is-duo-enabled-false

Duo 2F MEXE H|eletL(Ct
Duo 1F0{ £%t £ AFEXIE Duo SSH 215 ZEMAOM Mg 4~ U&LIC

|
1. SSHE AH835t0{ ONTAP AIHoi| 2 algfL|Ct,

2. 2F9| £EF AEX}0i| CHal Cisco Duo 21E5E H|ZHdateiL|t. delgt 1 F 0| % AH2AI S 52 tiE= 2t
LU 2 CHAIRILICE

security login group modify —-group-name <GROUP NAME> -exclude-users
<USER1, USER2>

Duo 1529| 0|22 Active Directory, LDAP EE= 22 O 51 A X|8l{of BfL|CH 2 X|H Tt AL At —exclude
-users UH7H5-’F.': Duo 21F TEM[A0| EEHE|X| F&L|C
ZZ Duo AHEAHE H|QgfL|ct

Cisco Duo Admin Panel AI236}0d % Z MEXIE Duo UES ALESHX| R EE N2e & UESLICH RbA|Bt
Li8e £ EESHIAI "Cisco Duo & H )

CA A8 AMH 2SS A 7l AM gl MX|

OO:I AlAE-iIO-”A—I ELEI_-IAE-I E= SVM% SSL A—|H—|§ o|5-5|.l— |:-|| A|.R'<'5I- CA k|'3=| |:_|X|E-I
OIxME MK|st= Z40] Z&LICE. 'Security certificate generate -csr' HHHE 0|25}0]

CSR(certificate signing request)2} 'security certificate install' @& E 0|5l 215
7| ERE W2 QIZEME XY & ULt

- O
QBN MY RS YL

'Security certificate generate -csr' BE 2 AL25t0{ CSR(QUIBAM ME 2K)S MMS £+ JELICL 2HE He|st =
CA(RIZ 7|2hollM MEE CIX|E ABME HH-L|CH

O] S +AHStHH Z2AE] = SVM 2H2|XFo{OoF gL|Ct.
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1. CSR 44:

'Security certificate generate - csr -common -name FQDN_or_common_name - size 512 | 1024 | 1536 |
2048 - B7h-F-A|/E-F/2-7 | 2- 22 -EHe| ZK|-HX M| _of_contact-hash-function SHA1 | SHA256 | MD5'

Ct=
S| At

HH2 0|2 22| ZEL 0t ML|H|Lo| X8t 'server1.companyname.com™ AF2Xt Ho| ZE 0|2 Jt7l

o IT £MQ 'AZEQ0' 2E0|M 'sha256' sl A| 7| 501l A HdEl 2048H|E 712l 7|2 CSRE T

L|C}.

SVM EHEAt 22| Xte| O|HY FAE "web@example.com™QL|Ct Z210| CSRI} 72! 7|7t EA|EILICE.

CSR M4 o

clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California
-locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

MIIBGJjCBxQIBADBgMROWEgYDVQQODEWt1eGFtcGx1LmNvbTELMAKGA1UEBhMCVVMx
CTAHBgNVBAgTADEJMACGAIUEBxXxMAMQkwBWYDVQQOKEWAXCTAHBgNVBASTADEPMAOG
CSgGSIb3DQEJARYAMEwWwDQYJK0Z IThvcNAQERBQADSWAWSAJBAPXFanNoJApT1nzS
xX0cx1xgIMRRGZCR7tVmMTYygPSuTvihVtwDJIbmXuj6U3alwoUsbl3wfEvOnHVFENci
2ninsJ8CAwWEAAaAAMAOGCSgGSIb3DQERCWUAAOEAGEagLfso5+4g+ejiRKKTUPQO
UgOUEoKuvxhOvPC2w7b//fNSFSFHVX10gEOhYECNH/NX9h8mbphCoM5YZ40fnKw==

MIIBOwWIBAAJBAPXFanNoJApTInzSxOcxixqImRRGZCR7tVmTYygPSuTvihVtwDJb
mXuj6U3alwoUsbl3wfEVQNHVENCci2ninsJ8CAWEAAQIAWL2A0+bW3FKezEuIrQlu
KOMyRYK455wtMk8BrOyJfhYsB20B28eifjJVRWATOBEav99IM7cEzgPv+p5kaZTTM
gQIhAPsp+j1hrUXSRj979LIJJIY0sNez3971i7ViFXWQScx/ehAiEA+0DbOOOW1VvU
xJ4aitxVBub6ByVckYU8LbsfeRNsZwD8CIQChbZ1/ENvm1J/P7NIExJ2NCtEYxd0Q5
cwBZ5NfZeMBpwQIhAPKkOKWQSLadGfsKO0771itF+hOFGEFNHbtuNTrVg4dvPW3nAiAA
PeMBQgEv28y2r8D4dkYzxcXmjzJ1luUSZSZ9¢c/wS6fA==

Note: Please keep a copy of your certificate request and private key

for future reference.

2. CSR 2H0|M QIEM QEE SAIS CHZ TXF AI(0f: TXL HY)Q = Mg 4 A= EFAL CAR 2L
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mailto:web@example.com

L.

HOH QIS A MK BYS AFBSI0] SVMO CA M A QIS AE M2 4 UZLICE ONTAPE Al QIZ A2
AZAM HI2S BN CAQIS 7/ RE U 57t ASME Y2fetets HAIXIS EAZLICH

O XA LuHstHHE 2 AE E= SVM 22| XFo{0f L L},

1. CAME Mt Q1B M HX|:
security certificate install -vserver SVM name -type certificate type

A B8 22 S HZSHAR "2 FAE"

— a

ONTAP Al SIS AS| eISN HeIS YHBI CARE 5l 52 AIBAE PASIZIE HAIK}
(D) BAELICE M2 4 QIZHE ST e CAS| SISHE AIEEID CA| 2E SIS ATIX| Hel)
2 4 Y&k Fate 175 A A Klofl Alnfgtct.
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Z M7t SVM "engData2""0f| A X|ElL|Ct.
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CAME M 2ASAM St S M EX| of

clusterl::>security certificate install -vserver engData?2 -type
server
Please enter Certificate: Press <Enter> when done

MITIB8TCCAZuUgAwIBAwWIBADANBgkaghkiG9wOBAQQFADBEMRMwEQYDVQQODEwpuZXRh
cHAuUY29tMQswCQYDVQQOGEWJIVUzZEJMACGALUECBMAMOkwBWYDVQQOHEWAXCTAHBgGNV
BAOTADEJMACGALIUECxXMAMQ8WDQYJK0ZIhvcNAQkBFgAWHhcNMTAWNDI2MTkOOTI4
WheNMTAWNTI2MTkOOTI4W)BEfMRMwEQYDVQQODEwWpuUZXRhcHAUY2 9tMQswCQYDVQQG
EwJVUzEJMACGA1UECBMAMQkwBwWYDVQQOHEWAxXCTAHBgNVBAOTADEJMACGA1IUECXMA
MO8wWDQYJKoZIhvcNAQkBFgAWXDANBgkghkiGI9wOBAQEFAANLADBIAKEAYXrK2sry

Please enter Private Key: Press <Enter> when done

MIIBPAIBAAJBAMI16ytrK8nQj82UsWeHOeT8gk0BPX+Y5MLycsUdAXA7hXhumHNpvE
C61X2G32Sx8VEalth94tx+vOEzg+UaqHlt 0CAWEAAQJIBAMZ jDWlgmlm3gIr/n8VT
PFnnZnbVcXVM70tbUsgPKw+QCCh9dF1 jmuQKeDr+wUMWknlDeGrfhILpzfJGHrLJ
z70UCIQDr8d3g0G71UyX+BbFmo/NOuAKjS2cvUU+Y8a8pDxGLLwIhANGa99SusS18U
DiPvdaKTj6+EcGuXfCXz+GO0rfgTZK8uzAiEAr ImnrfYC8KwE9k7AO0y1RzBLAUWKY
AvudDn+/z+H1BdOCIQDDI93P/xpadETNz53Au49VESJIba/Jugckrbosd/1Sd7nQIg
aEMAzt6gHHT4mndi8Bo8sDGedG2SKx6Qbn2IpuNZ7rc=

Do you want to continue entering root and/or intermediate

certificates {yln}: y

Please enter Intermediate Certificate: Press <Enter> when done

MITE+zCCBGSgAWIBAgICAQOWDQYJK0oZIhvcNAQEFBQAWgbsxJDAIBgNVBACTG1Zh
bG1DZXJO0IFZhbGlkYXRpb24gTmV0d29yazEXMBUGA1UEChMOVmMEFsaUNlcnQsIElu
Yy4xNTAzZBgNVBASTLEZhbG1IDZXJOIENsYXNzIDIgUGSsaWNSIFZhbGlkYXRpb24g
QXV0aG9yaXR5MSEWHWYDVQQODExhodHRwO18vd3d3LnzhbGljZXJ0LmNvbS8xIDAe
BgkghkiGO9wOBCQEWEWluZm9AdmFsaWN1cnQuY29tMB4XDTAOMDY yOTE3MDYyMFEFoX
DTIOMDYyOTE3MDYyMFowYzELMAKGAIUEBhMCVVMxITAfBgNVBAOTGFROZSBHbyYBE
YWRkeSBHcm91cCwgSW5jLIExXMC8GAIUECxMoR28gRGFkZHkgQ2xhc3MgMiBDZXJ0

Do you want to continue entering root and/or intermediate
certificates {yln}: vy

Please enter Intermediate Certificate: Press <Enter> when done


Do you want to continue entering root and/or intermediate
certificates {yln}: n

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.
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2. Hot* FJHOZ AAZPLICE QIBM * MMof| CHZ MIF HEIH HAIELICH

o

3. QSN HZO| et MR HEE HRIR HSS Mot L S MHBILICH 5 DE Y0 3t Mwst mErE -
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2 HEE ZHSHL SA5H 20
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FH XEM| MEE 220U E/MH 1S

E M85

System Manager

A

SLICH & BXSMYAL QISM EHE SLCH

o

EXRL

2tO|HE/MH 2l

=
=

1.

2. MEf >+ XM ME 1

3. XtHl MEE AIBM MY * 20| M LSS SAetLICt

EHSIL|CE.

ol

o B * oA AER|X| VME X

o;l

fLICE.

.l

MEHS
(B = |

EZIXIVM* 2

o AN

ASME AHISLCH

2H0|H E/AMH

=
=

ArE25tH S2I0|AHE/MH

=
=

System Manager

|

L.

=
=

SLICH 2 HZoHHA|IR 2ISA E&

ojn

ISM |

2tO|AE/MH 2

=
=

1.

EfetL|Ct.

al

=o
=

2O A E/MH 21F A2l Of

=
=

2.

L|c}

FL|CE

JHAIS
o L--d

ENE

2tO|AE/AMH 2l

=
=

UL}

[=1 S
= T

AtESHH T2 E(A7LE 2 Btz SEf0[AE/MH ASMHE Y

=
=

System Manager

e

LIt

=
=

SLICH 2 HZoHHA|IR 2IEA &

ol

EVRL

2tO|AE/MH 2l

=
=

1.

2. ZEIO|HE/MH 2B AM2| 0|2 MEHBL|CE

48



FLiCt.

.
4O
od

L.
HE

=

=

=

=

1SN EE

—

o
tof AS MO MEEL = UASLICE

FL|C}.
L|Ct

=

I.

.
o
=

EHS
* g Metstn 7t e

A
(e

.I

N
i

ABBIO] M 22 915 7B BHE 4 UBLIT,
RN
[of 21 Ao A

=

=

Wy + Add
3 (22 9F 712 0N TLolM CH2 Heg Sat

System Manager
o O * of| A AEE|X| VM
System ManagerOf|A| ZZ

o
e

£ SLct

ISM EE

o
[

Klo
i

~

L|Ct.

F

HLE* I 7| *

.
—

4

S
o

L
NES

=Z

AtEsHH

=

SM ME 2HEE ¢
=

o
[

o

System Manager

A

AN M HEE SLCt.

Klo

0|& ol * Delete * £ 22!8tL|Ct.
ALESHH MURE[JUAMLE 2 THRE 2

-
-
-

=

=

- & MEfetL|Ct
System Manager

|

£ Sk

ISM =

o
[

Ko

Klo

49



Active Directory =2l ZIEE 2] HAM|A IR Fd

AD AH™O0| SVMO|| HM[ASI{H HK %EMH L= SVMO| CHSEAD EH|QI HEER
OHM|AE FMsljof StL|Ct. H|O|Ef SVME 28] SMB AHHE o|O0] 2 st AL, SVME
SHAEO| CHSt AD HMAE ISt AIO|EQO| EE=  tunnel = MY £ UELICH SMB
MHE LMSHX| 42 A2 AD TH|QI0] A SVMO]| CHSH ZIEE] HHS MASH & QAL|CY,
ONTAPE CI23} 22 THQl ZHEZ2| Q15 AMH|AE X|BH|CEH

» Kerberos
* LDAPE X|&gfL|C}
* Netlogon

* 22 Hot 7|2H(LSA)
ONTAPE E9t Netlogon HZE ¢Is LS MM 7| 102|ES X2 LICt.

MM 7 EaE| S YLICH CHSOE AJZ..

HMAC-SHA256, AES(Advanced Encryption Standard) ONTAP 9.10.1
7]gt

S2{AE{0|A ONTAP 9.9.1 0|8I= Aldlist 1 =@l
ZIEE2{7} 22t Netlogon AH|AE 2[5 AESE
HEdl= 82 ﬁ’éOI AIHSILICE O] HS ONTAPLt2|
25t 7| HES 51852 TH|Q ZHIEEZE LA
Tdsiof gL .

Des &l HMAC-MDE)(%I'_"—H._O..__ 017} ME=l AR ) D= ONTAP 9 2i2|A

Netlogon 2ot M2 S HEHst= SO AES MM 7|E ALE3IE{H SVMOIM AES7} E-detz|0] QL=X] 2Heldlof
ol-|__||:|-_

A28t 2 MHE|H, Netlogon E9F A MH Zof
7t gA&LCE.
* ONTAP 9.10.1~9.13.10|M= SVMS MM& | AES7} 7|2X O 2 ALK YT =2 MHEIL|CE CH2 HH
A2t AESE A2SIEE MA6l{of SfL|Ct.

* ONTAP 9.14.15E{ AES= SYME MMst njj 7| 28O =2
AES MM 7|2 AI2SIEE SYMQ| Hot MEE 4Xst T

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

ONTAP 9.14.1 0|2 & 12|0| =% f O™ ONTAP E2|=2} elH| MMl 7|& SVMO| CHet AES
() 2molxisoz wALIX eaLich SRR Ol2{8h SVMOIM AESE AHSBHZS HEteis 0] 459
2t2 o] =efof ghLict,

HI0|Ef SVME 2I8H SMB AMtHE 0]0] LA st AL 'security login domam tunnel create' BEZ AIE5I0{ SVMS
HO|ESIIO|2 Fd5tAHLE, ADOA S| AEO0| °HA1|*0}EE _tunnel_2 ALY £ i’i*'—ltf.

o= T
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A=f5t7] Hof
* HIO|Ef SVME ?I¢ll SMB AMHE F4sHof BfLCt.
* 22 AE{9| admin SVMOI| A M| A8 AD EH[Ql ALXL AH S &-atstof eiLct.
* O] RS ST S2{AE 22| X0{0f LTt
ONTAP 9.10.15E{ AD HH|IAS 918t SVM 0| E20|(ZH|Q! )7t QL= 22 AD E0II0) A NTLME

Higtdetet H2 ZE[Xt 2150 KerberosE AFEE 4 ASLICE O 2| =0 M= SVM A0 E<|0fof THt 2F2|Xf
5S MESI0] KerberosE XISHX| ASLICE O] 7|52 7I2X 2= AEY = A2M 70| ERSHX| gi& LT

() Kerberos 9152 &4 91X AIZEILICE 57} 26l NTLM 21Z50] AlSELCt,

£
1. 22 AE0)| T3t AD TH|Q ZHESE] HMAES I3 015 E{E2 = SMB X[ |0 SVM 74:

security login domain-tunnel create -vserver svm name
A BE AE22 2 HESHIAQ " TAE"
()  aexstems woels svmol M Folofof giic

CHS ¥ SMB X2 H|0|E SVM "engData™& ¢I& E{EE A4BL|CE.

clusterl::>security login domain-tunnel create -vserver engData

QoM SVM HRE AES Mg ct

HIOJEf SYME2Z SMB AHE 7MSHX| f2 AL 'vserver active-directory create' @2 A28t TH|QI2
SVMO| CHet AFE AEE Mde & JASLICH

Of ZhHofl CHaH

'vserver active-directory create' 3@ 2 UHSIH Mo X[HE Z&| chlof]| ARFHE FIL = U= S
0| A= AD AFEX} Aol chet Xt ZEE MSstat= HIAIX| It EME' LICt AEel & T

O] 2P S +HlstHAH S AH L= SVM 22| XHo{0f L T,

1. AD EH|2I0l M SVME 23t HFE AFS Wt

'vserver active-directory create-vserver SVM_name_-account-name_NetBIOS_account _name_-
domain_domain_-ou_ZZ| unit_'

A B8 AE2 2 HZHHAR "7 2AE"

AMEHSHH SVM "engData™ T=H|21Q! "example.com ""ADSERVER1"0|2t= HEE A/HO|
MMEILICH HES 2ot = AD AFEXH AN X4 3F2 &st2t= HIAX[2F EAIEL|CH
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clusterl::>vserver active-directory create -vserver engData -account
-name ADSERVER] -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"

domain.
Enter the user name: Administrator

Enter the password:

LDAP EE= NIS AH HM|A JHRE AT Tt

LDAP = NIS AEHO| SYMO]| M| ASHAH HA SVMO|| CHSE LDAP EE= NIS AlH HMAE
TMGoF SLICH AQ[X| 7|52 AHESIH LDAP E= NISE CHA| 0|5 A1H|A AAZ AIRE A
U&L|CE.

LDAP At HMAS 2MBIL|CE

LDAP AHZH0| SVMO]| M| ASIHH SVMO]| CHet LDAP A{H HMAE 1 A6HOF BFLICE SVMO|A| 'vserver services
name-service ldap client create' 32 AF2510{ LDAP 22I0|HE 182 MAHE 4 QELICtH O3 OIS "vserver
services name-service Ildap create" &S AH&5I0| LDAP 2210|HE #dS SVMt AZE & JSLICE
0| ZpHofl CHaH
CHE 22| LDAP M= ONTAPOIM HE3sH= 7|2 A7|O0HE AFEY &= USLICE

* MS-AD-BIS(CHE22] Windows 2012 0|4 AD A{H{Of| CHSE 7|2 AZ|O})

* AD-IDMU(Windows 2008, Windows 2016 0|4 AD A{H)

* AD-SFU(Windows 2003 % 0| AD Aft)

* RFC-2307(UNIX LDAP AH)

X gfCH 7|2 A7|0HE AFE5h= 20| 7HY Z&LILE 0] 2R 7= A7|0HE SAISIL SAMES +T510 27t
A7|0tE TS & ASLICE AT L2 LSS EXSIMAIR

* "NFS 34"

* "NetApp 7|& E11M 4835: ONTAPO|A LDAPE FA 5= gt
A|=fst7| Hof

* 2(B) "XIsof BLICH "CA MY MH CIX|E QIS A" SVMO||A].
| S A2 H 2 AH EE= SVM 22| XHofof EfL|Ct.

o

CHA|
1. SVMO{|A| LDAP 20| E M S MMEHL|CT.
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vserver services name-service ldap client create -vserver SVM name -client
-config client configuration -servers LDAP server IPs -schema schema -use
-start-tls true|false

(D AlZf TLS= ClIO|Ef SVMO]| TSt M| A0f 2F XA EILICt. 22| SVMO| Chet A M| A= X2 E[X]

g Lct.

A B 7

ro

S HEGIUAIL "IN E",

O

Ho

CHE 3 s AAsHH SVM "“engData""Oﬂ "corp™'2t= LDAP S2t0|AHE o] YHELICt SEI0|UEE IP

Z2172.160.0.100 % 172.16.0.1012 AFE5I0{ LDAP AHO|| 2IF HiILgtL|Ct Z2t0|H E= RFC-2307
A7|0tS AFE3H0| LDAP #2[E 2HELICH 220U ELb M 2t %*._'S AIZ TLSE AHESHY = SHELICE.

clusterl::> vserver services name-service ldap client create
-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101
-schema RFC-2307 -use-start-tls true

(D ONTAP 9.25F -Idap-servers ZE7} -servers ZEE CHAIELICE O] A ZE== LDAP A{H 9]

SAE Q|2 EE= P FAE ARY £ QBL|CH

2. LDAP 22I0|HE 218 E SVMO| HE&: vserver services name-service ldap create -vserver
SVM name -client-config client configuration -client-enabled true]false

A BE 22 S HZSHAR "?IFAE"

Ct2 ™2 LDA EEfO|O1E T8 AELLICE corp SVME AFEELICt "engData’ X = SVMOIA LDAP
&

clusterl::>vserver services name-service ldap create -vserver engData
-client-config corp -client-enabled true

(D ONTAP 9.25E 'vserver services name-service Idap create' 3H2 At5 1M HSS $3stn
ONTAP7Z} O| & MHO| &Y & gl 2 2F HAIX|E EgL|Ct,

3. vserver services name-service Idap check HES AF25I0{ 0|5 M| AEHE oIt C,

Ct

glo

HAHS MMM SVM vs00l| A LDAP MHE AZetLct,

clusterl::> vserver services name-service ldap check -vserver vsO

Vserver: vs0 |
Client Configuration Name: cl |
LDAP Status: up |
LDAP Status Details: Successfully connected to LDAP server
"10.11.12.13". |
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0| AMH|A

1ot

ol HZ2 ONTAP 9.2 F At8E 4 USLICH

NIS Mt{ HHA S FEetL|Ct

NIS AHO| SVMOf| AN ASHAH HA SVMO]| CHEE NIS M HMA S FASHOF BLICH SVMO|| NIS =0l M S
MMst2{™ 'vserver services name-service nis-domain create' HHS A% 4= USLICE

O =te10i| CHaH
O2{ NIS =[S WHEE 4= ASLICE NIS Tl 2 of Hoj| sttt e oz dFe & ASLIC.
AlZst7| o
* SVMOIA NIS =H|QIE #4317 Tol| EE ZE MHE At
* O] S ST SHAH L= SVM 22| XHo{0F RfL|CY.

00
e
1
30
5
2
=
>
e
1
30
()
L
it
=
n

I

A
1. SVMO|A NIS =0|Ql 714 M-

vserver services name-service nis-domain create -vserver SVM name -domain
client configuration -active true|false -nis-servers NIS server IPs

M B FE2 S HESHIAR "?IZAE"

@ ONTAP 9.25E], Z E 'NIS-SERS’= ZE '-SERVers'Z CHA|ELICt O] A ZE= NIS AHQ|
SAEOEEEIPFAE ANEE £ M'al-ltr

CtS HHEES HAStH SVYM "engData""0fl NIS =@l A0 MAMEILICEH NIS EHIQIILICH nisdomain A4

Al M MELO|H IP A 192.0.2.1802 AF2510] NIS AMHQF SAIEL|C

clusterl::>vserver services name-service nis-domain create

-vserver engData -domain nisdomain -active true -nis-servers 192.0.2.180

I MHIA AQIXIS MasptLiCt

0|5 MH|A AQ|X| 7|52 AM2SIH LDAP EE= NISE CHA| 0|2 MH|A AAZ AT £ UESLICE 'vserver
services name-service ns-switch modify' %'%32 AE3SI0 O|F MH|A &AL X3| =ME X[HE £ JSLILCL.
A|=tst7| Hof|

* LDAP 5! NIS M AMAE FA5HOF ghL|Ct.

* O] 2AS st H SHAE Z2|Xt E= SVM 22| Xto{0F gL Ct,

T
1. 0|8 MH|A 20| Tt X3 =ME X|F e,

G

vserver services name-service ns-switch modify -vserver SVM name -database
name service switch database —-sources name service source order
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A B8 AE2 S HZHHAR "2 AE"

HO

LS EE2 SVM "engData""2| ""passwd"" Cl|O|E{H|O| A0]| CHE LDAP % NIS 0| AMH|A AAQ| X3| =M E
INpSI B S

clusterl::>vserver services name-service ns-switch

modify -vserver engData -database passwd -source files ldap,nis

XE AL 2a0let = ZA| £7| RS HFOF LICE SVM ZE[Ats 'Eet 219l
HZH ' HHS ArE00] H|ZHS S HFY + JASLICEH S2HAH 2e|Xtel F 2ot 219l
A FHS AFEoH 22|Xt Y= E HEY &= UASLICE

* AHEXFOIF

ro
H
oo
et
>
£Q
o>
C
i)

* 8%} 0| &t0]0fOF BfL|Ct
* StLt O|&o| ZXtet XIS ZetsHoF gLt
* OFX9t {41 71O Yoot 22 4= BlgLitt

@ E ME2E £ QELICt security login role config modify A|™El Hetnt HAZE AF 9
ol TS AFSH= WEQIL|CE XMt LHSS = A XSIAIA|Q "2iEd AFxn

© A5 HASHH S2{AH £ SVM Z2|Xtojof gL|ct.
= =
[ =

HESHH S2{AF 22| XHo{of LT

1. 22|X} 45 HE: security login password -vserver svm _name -username user name

t admin®| &5 ( vs1.example.com™ )7t HAEIL|CH Xl ASE
UAS D CRA| et

H=g

= HYS HYSIH svMmof Ciek 22|x
YHSIEHE HAXIZE EAZH M P2 E

vsl.example.com: :>security login password -vserver engData -username
adminl

Please enter your current password:

Please enter a new password:

Please enter it again:
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ZHE|XFAE &3 A 2= oA

'Security login lock' BE0E 0|85t Zt2|X} A|FS &1, 'Security login unlock' 3E0{E
0|8%td A™ =2 shHe 5= UL
NPT

Olz{et 2t S +AstEH S AE] 22| Xtofof BfL|Ct.

EHA|
1. ZEXAY T2

—

'Security login lock - vserver SVM_name - username user_name

Ct

glo

HHZ AHSH SVMO]| st 22| X} AE admin10] ZZLIC} vs1.example.com™:

clusterl::>security login lock -vserver engData -username adminl

2. ME|XFAHE EH2 A

—

'Security login unlock - vserver SVM_name - username user_name'

[}

CtS HHS MdstH sSvMof| cist 22| Xt AHE admin12| 20| SHM|E/LIC}. vs1.example.com:

r

clusterl::>security login unlock -vserver engData -username adminl

EOQNANE = MUK AEE|X| A ARS MM ASHA D A E5H= AS
LIEILHE 3271 ASLICH H 0| HAoHX] =5 o2 BHAE 8 + ASLIC.

OJHIE Ti2| AIAB(EMS) O AIZHOICH 2391 AlTj AP YRILICE ‘auditiog’ TILOIA ATfzt 29 AlE 7122
2 4 st
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* AEXHA 2 E HEEE 27510 7
aro|a2j|o| M gfL|Ct.

22Xt AE 220l SHA-2E HETLICE

ONTAP 9.0 O/F0] 81 22(xt AT 9S8 +502 WK uj7kx| §I1210|E 2 MDs
S5 7% ASBELICH MD5S SHA-25ICH SF3I| A5 LI Wiaki 21T3(0|= & MDS
2 AEHOI] S B M0l 21 SHA B2 Sial SIS ALZEHE 5 o BT

Of ZhHofl CHaH

PN

O oAl JI52 ABSHE TS $3E 4 UBLICE

* XIHE Al B0 URISHS ALSTE A EAIBILICH
I

* XIFE Al 715 (o: MD5)E A8t AIEE U=t AL LS 200 A 2 & HESHES SfLICt.

227t XIFE Al 7|s2 ArEdt= AFE HELICH
2lg
=

* ONTA P 9 OII.j HE|=2 £ o o[
M = E YL

2| Z0[M X[5H= MD5(SHA| 715)2t 2 8te| = 5 S AE 2HE[Xto

ONTAP= NetApp Manageability SDKE A6t SiA|El SHA-2 238t S{ESL|Ct (security-login-create
=
=

% security-login-modify-password)S = gfL|Ct.

CHA|
1. MD5 Zt2|X} AR S SHA-512 &5 8|A| 7| s o2 Oto| 20| MefL|Ct.
a. MD5 Z2|X AN B& OFZ: 'Hot 2701 OtE - S - yserver* - AF2X} 0|2* - 8ljA| - 7|5 MD5'
O|E A 5tH MD5 Al™ ArEXt= CHS 2101 A| S E HASHOF ThL|Ct.
b. MD5 AIE ALXI0|H| 2& £= SSH MM Ed| 20l = QETtL|CT.

AFEo| H=E|ASS ARGt ALEX0|A Y= E HES2t= HAIXIE BAIRLICH SHA-512= HEE
20l 7|22 AHEELC

2. A8X7F 2216HX| 242 MD5 A|HO| 22 LH AlZh Lol =S HASH2H CiZ2t 20| #|1F oto|azo|Me
YR = ALt
a. MD5 Al 7|5(1= et +&F)2 A% MESte A F=: 2ot 212 U= - A - vserver* - AHEXL O|F
*-BliAl - 7|5 md5 f
EO0HZE{(lock-After)2 XIFE & =7t X[LIEH MD5 Aol HAMAE 4 glELICt

b. AtEXt AT E HAY FH|Jt E|H AH &ZE2 SHMELICE security login unlock -vserver
SVm_name -username user name

C. AFEXI7t 2& = SSH M S Sl AIFo| 231510 A AN A2 S HESIEE QFsHs 32 2=E
Zote &8 Qi
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1. System ManagerOl|A| * AE2|X| > AEE|X| VM * & ME{RILICE.
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3.2 2BiLict: 37t EE
4. &% Th ANA + 2 2B
5. At8Xt 0|2 210|2IE 1P FAS e kS £ A% - 2 S2FLCh
% 27} 6|01 20) EAEILICE 01 * T2 TR0 M AL 4 gl 0|RE HBBILIC
6. 2 S2BILICH v THY AM|A ABHS 2oiB 2t o] 2o 1% Hofl YALICH
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ONTAP 9.11.158E{ MAV(Multi-admin verification)S AI235t0] 28 AMH| EE= A

Amet 22 EF XYool X|™E 2elXte] £l =of|th AAE £~ J=X| =eld 4~ JUSLC
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IE2200M AIBE 4 GBLIC K58 3 MAVE S AfSoteiE S5 MAV 20l chét 12IE A2t 0]
ELC 02 SOf, XIS THEIX oS 2B0T 28 AX| MAV FAIS H8otT 53 B HAS Aot

T BES X 4 YBLIC

— 385 NetApp
Supportdll CtZ 7|& Xtz EME ”.ilﬁﬂtlklg "MAV ZEZ|XHE A2 = §l= ER CHE 2E| =l

0, MAV Br2Ixtol 50l 91| THE 22| AF IS S LGSR TS WEBHoF sHe B
Hlssz‘lgl-""-:: I:II'I:H".
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a. 22{AH > 4% * 2 22ELILt

b. S S=IBLICH 5 AFSXt 8 gt Fofl ASLICH
c. £ UL 4 add ALEXL* 0| M

d. Qo 2t e et

2 MAV 591 1E MN = 23
a. Z2iAE > 4%+ g 2B}
b. 2 ZUBHLICE 5 Hok* MMo| * L1 22Xt 1 * Foll A&LICE (0] EAIFILICH gy MAV7H OFE] 245X
o2 22 0fo|R).

o
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|
iZ(
=l
[

* O FA: OH|Y FAE AABILICE
* Default group(Z|&2 1&): IS MEigL|Ct

CLI Hk}
1. '"Mail From' %! 'Mail Server' O§7{f =04 o] A 0] Q=X SolgtL|Ct, @l :
OHIE M &

C|AZ2|0l= T3t H| X3l OoF LT
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2. O3] ZE|X AES 2S BE|XL A

4. 1

cluster0l::> event config show

Mail From: admin@localhost

Mail Server: localhost
Proxy URL: -
Proxy User: -

Publish/Subscribe Messaging Enabled: true

of={et Oi7H & S g5t ™ LSS YA LIC

"OIHIE Y Y- Y- ALE

o= Aret

G| 22[XHE EAILICH

S 2E|Xte| XHH FHS +TYELICH

M ZElX AZE TELICH

- MAV &2l O8 M4:

0

_O|HY_FA -HH-ME_MH_O|E

'Security login modify_<parameters>_'

'Security login create-user-or-group-
name_admin_name_-application ssh-
authentication-method password

security multi-admin-verify approval-group create [ -vserver svm name] -name
group name -approvers approverl[,approverZ.] [[-email addressl], addressl..]

° 'yserver - O|H ZZ| XM=

° '_name' - £|CH 64Xt2] MAV 1

° &OIX} - L} O|Aro| IR}
° email' - RHE FAM, £91, A

* O * CHS TS Aoty

2| svmet X[ & E LT
£ O|ELICt.

=ELN)

i~

FotALE HAlY U SX|=|= StLt o] &2l O|H| Y F4

T 271ef 23 O|H| Y F47t A= MAV 280

| AH

-i
ocood

LT},

=l |C}.

cluster-1::> security multi-admin-verify approval-group create —-name

mav-grpl -approvers pavan,julia -email pavan@myfirm.com, julia@myfirm.com

08 4N 9 P8R R gl

security multi-admin-ver

o of: *

ify approval-group show
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cluster-1::> security multi-admin-verify approval-group show
Vserver Name Approvers Email

svm-1 mav-grpl pavan, julia email
pavan@myfirm.com, julia@myfirm.com

O] HHS A0 X£7| MAV 18§ 74 S +FELIC

* o DE A M| MAV 2E2|Xte] S210] et

O2 EME £HSIHLE 7|= 2AMQ AHE 2H™StL|C}  'Security multi-admin - Verify approval-group
modify[parameters]'

TEUE F7t E= HALCH 'Hot O 22| Xt - 52l 2ol - OF Y[
vserver_svm_namej - name_group_name_[-
approver-to-add_approver1_[,approver2...]] [-
approver-to-remove_approver1_[,approver2...]'

J5S MrIgL '} O multi-admin-verify approval-group deletel-

vserver_svm_name_J]-name_group_name_

S =yet o HlEaskELIC
MAV(Multi-admin verification)2 ZAIMOE gHfstsiof LICE T B2l 2olg ASSIEE
M 20l MAV 521 IZ(MAV B2|xhe| 22Ixit OIS Atw|sHor it

0| Zte1oi| ChaH

MAV7} ZA3HE| B MAVE 2 E017{LE AFBSHR] B2 Stafel MAV Bi2|xte| £910] TRt

MAV BH2|xte] 20l gio| CiE 2| AF 7|52 MSSIR BES U0} S 22 NetApp
(D) Supportoll IS 71= X2 2HE HMSHAIL. WAV BH2ITHE AISE C
H|ZtA S}8H= HheH,

MAVE Aot & AHoHH LhS 07 M2 PHEHOZ X|FY = ASLIC.

=22 52 OF 55 MAV 7|5S AF85ta{H oLt o|&te| I1F0| Rt Tt

ARP(Autonomous 214 %0{Protection)2t E7H MAVE At26H= AL ARP YLA| SX|, H|2ASH 3!

\Y
o|MEl= REE Sldtes M E= 7| 52 A5 FASHAR.

— o —

64


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_disable_Multi-Admin_Verification_if_MAV_admin_is_unavailable

2| =

=

o

L|C}.

I.

=

.
o

1L

—

&ChEofo}

A
T

= ESE N

=x

PSR LIt 712 5

.
o
—_

ol
=

2 X7t 2= 3H0F 3= 7|

E|CH 242 142 (14D)UL|Ct,

7}
o =

2

System Manager Ex}

fola

il
mn
ol

X *
(<]

4

X

a. 28{AH >

.

FLICE.

pakel
(=R=]

2 A
=2 T

I.

C
—

YLICH 5 ALEAF S HE * Fofl ASLICE
H
o

- 2 SEELILE 4 add AFEXE* Of| A

c
d.

KtMISE L8 2 & FZSH AR "2E| X} MM A F|0f."

2o ot

EE RIS

ol

a. 28{AE>M

b. 2 S2IetL|Ct g Hot*
* Default group(?|

L|Ct.

jol

K-
ol
Rrr

7t

of 7

<0

d. &L} o

L|C}

I

=

-
o

+ Medx o
Alof ct

121
i

<[0

65



* O M

oF
<O

ol

HFo| Hollo|EEL|CE OF% Y|

HElEE olm Y

2["ofl A
HIAIX|Z7F EAEILICE

2t

f. MAV £7| 2ME 2

2| ot
| e

L
—

- O[A of2i et
aelet

7| 74 = o MAV AER7t* Multi-Admin Approval * (CHE 2t2|XH £¢l *) EFo| EA|E LT}

O] ZRglL|ct.

od
<0

FHH MAV

Lfct

F

ol
il
mn
ol

4 *

KO0
X

Sa|AE > A

1.

CLI &x}

FE[XF =" 0f(7t) Mg |00k

1
—

fLCH"MAV

—ie
o
=]

Of RA0{o}

=
o

CLIIM MAV 7|58 &-detdt7| THof| St 0|42 7|
L|C}.

St
B
66



MAV 7|5 HIgdsH(MAV 52l 2R)

H
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= xtey DAl Bl
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MAV(Multi-admin verification) 1_11

mjobCh 2S5 &heio] Aete| D

HHESE RBAC 7|50| e EE2[XH7F MAV

Ml

o

YIS YHYLIC
o]

'H OF multi-admin-verify modify-approval-

group1_[,group2...] [-

IA A
=T O

o|x|. nn_] gl-klg|.5| xr[

AMH_atZ [nnh] [nnm] [nns] [- £21-2t& [nnh] [nns] [

nns]]
* ol - L2 3Fs AdstH
nL& A{ﬂxf |7|E§EH§;77

%“é? SHELICE

H:I
oot
i
>
<
N}

cluster-1::> security multi-admin-

verify modify -—-approval-groups

mav-grpl -required-approvers 2

-enabled true

5|2 14 Z7t0t0] 7| TS ABBLICH D 74

'H ot Multi-admin-Verify approval-group modify [-

approval-group1_[,group2...] [[24-5C2IXt nn_J[-&H

-0t = [nnh] [nnm] [nns] [- £21-2t 2 [nnh] [nns]]

'HoF HE|-2h2|-H

—

Ol

e o *

Al
i

cluster-1::> security multi-admin-

verify show

Is Required Execution
Approval Approval

Enabled Approvers Expiry Expiry
Groups

true 2 1h 1h
mav-grpl

N
g
0%
ot
n
rg
=1
ks
12}
o
mjo

67



Aot H MAV £¢l0| ZegL|Ct,
TAoZ HSE HY
ONTAP 9.11.15E{ 2 HHS HEodst= A8

'S AE] IO AR

I

OHIE 74 £H

WAH LS AAH 4
2B A

£ FlexCache 2HH|

ONTAP 9.13.12E| C}g BHS H=d5l= A2

* volume snaplock modify
®* security anti-ransomware volume
®* security anti-ransomware volume

®* security anti-ransomware volume
ONTAP 9.14 18E CI2 HHS HTst= 742

* volume recovery-query modify
®* volume recovery-query purge
* volume recovery-query purge-all

* vserver modify

MAV A|AHR! 7|2 HFO| CHot F2IQl QLICH security multi-admin-verify "&

A" Fol FE 2lo = ZE[ 2HE| AB0]
O it H2 S MAY + AELICH
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attack clear-suspect
disable

pause

==Ll
o

HPY + SLICH

ZyslE 29 O YYL JIRMOE BB EXE, FAIS 2Hst0] ofz{2

) —



" HE!

TAZ oE i MEMOZ 2 X|™Y £ UELICE -query BY 7|52 6t9| LEYCE 2¥S Xﬂ°|'°f._ MeIL|CE
oE %O‘L 7|§ set BHON —query 7t 2 BH™E[N] JYELICH -privilege diag' = SET EHO| CHet QHAO|
CHE A0 MMEZS o0gfLICt -privilege diag O|(7}) X HE[RELICE.

smci-vsim20::> security multi-admin-verify rule show

Required Approval

Vserver Operation Approvers Groups

vs01 set

Query: -privilege diagnostic

Jl2Mo2 FAI2 o S X[HYLICH security multi-admin-verify request create
“protected operation” BEEl Ae0| YUE|H 0| NSO MAELICE, 0] 7|23E ATl0] 2 A
4= QUELICE request create BHS WX Z QTIL|CT.
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A&l o= ct 'Security multi-admin-verify rule create-
operation_"protected_operation"[-
query_operation _subseft][parameters]'

SiXY 22| Xl XA =HE ™ot} security login modify <parameters>
* o *: Ct2 Ao 2t RE 22 AX|SHofF gLt

security multi-admin-verify rule create
-operation "volume delete" -query "-
vserver vsO"

X2 HELICH 'Security multi-admin-verify rule modify
-operation_“protected_operation”[ parameters]'

7S AXEL 'Security multi-admin - verify rule delete -
operation_“protected_operation” '

A EA| 'Hot HE[-2E|-HT A BEAl

T P20l oS XpMISE L2 2ot CHS 22| 2@l #A] man HIO|X| S HZoHHA|IL,

MAV(Multi-admin verification)E At&st=E A E SHAHUHM Ex &Y E= HHS
A|ZHSHH ONTAPZ} AFS 2 2 ZA S QIE M ESIo MAV 291 JE(MAV Z2|XHo| ot o
O|&to| t2|Xt7t £lo0f 5tz KM S MMSIEE QESLIC} = Tt Xt §10] MAV
QFESE S = JASLICH

QH0| £0l=|H 2|0 SEste] @8 otz 7|7t Lol 22 etEsiof S|t HEEZLE @ E= atg 7|Zto|
XE AL QXS ARSI ChA| HZsof it

7 7|Z RBAC 23S U2 AFERILICE &, 22|X} ol MAV 2% 21A|810] 2ol Ztgls e =
U= S22t Hoto| Uo{of BrL|C "RBACO CHSH XiA|S| LOFE M A",

MAV 22|XtQl 22 o El Zgis Adsty| oot ¥ E MAV 2t2|XtQ| S5elS 2Hotof St

System Manager XA}

AMEXIt O =S 2RI5I0] ZYS AZSH 2 Hodh= 22 52 @¥0| MYE|0 Ch3a RAMH 220
AFEXFOIA| EA[ELICE.

Approval request to delete the volume was sent.
Track the request ID 356 from Events & Jobs > Multi-Admin Requests.

70


https://docs.netapp.com/us-en/ontap/authentication/create-svm-user-accounts-task.html
https://docs.netapp.com/us-en/ontap/authentication/create-svm-user-accounts-task.html
https://docs.netapp.com/us-en/ontap/authentication/create-svm-user-accounts-task.html
https://docs.netapp.com/us-en/ontap/authentication/create-svm-user-accounts-task.html
https://docs.netapp.com/us-en/ontap/authentication/create-svm-user-accounts-task.html
https://docs.netapp.com/us-en/ontap/authentication/create-svm-user-accounts-task.html
https://docs.netapp.com/us-en/ontap/authentication/create-svm-user-accounts-task.html
https://docs.netapp.com/us-en/ontap/authentication/create-svm-user-accounts-task.html
https://docs.netapp.com/us-en/ontap/authentication/create-svm-user-accounts-task.html
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L¥O0| £=H QF AFRXH= Bt 7|ZF Lol S CHA| A2 g 4 &L,
AEXI7E &91 910] ZHlS RHA|E5HH CHS 1t QAFSH 22i0] TA|EL|CE

Request to perform delete operation is pending approval.
Retry the operation after request is approved.

CLI Hx}

BS AMHEs{H L2 8 & StLUE Lo *
A

cluster-1::*> volume delete -volume voll -vserver vsO0

Warning: This operation requires multi-admin verification. To
Create a

verification request use "security multi-admin-verify
request

create".

Would you like to create a request for this operation?
{yIn}: vy

Error: command failed: The security multi-admin-verify request
(index 3) is
auto-generated and requires approval.



* Hot Ok
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Jhot
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ro

"EE AMH"E gt

Error: command failed: The security multi-admin-verify request
(index 3)
requires approval.

2. QE9| MENE &elstn MAV SX|of SEFELICE
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cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: approved
Required Approvers: 1
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: admin?2
User Vetoed: -
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Info: Volume "voll" in Vserver "vsO0" will be marked as deleted and
placed in the volume recovery queue. The space used by the volume
will be recovered only after the retention period of 12 hours has
completed. To recover the space immediately, get the volume name
using (privilege:advanced) "volume recovery-queue show voll *" and

then "volume recovery-queue purge -vserver vs0 -volume <volume name>"

command. To recover the volume use the (privilege:advanced) "volume
recovery-queue recover -vserver vs0 -volume <volume name>"
command.

Warning: Are you sure you want to delete volume "voll" in Vserver

"ysO" 2

{yIn}: y

b. 2FO| HEE|7L} 2tz 7[Zt0] X[t AR @F S AN|SID CHA| ®IZSHALE MAV ZH2|XHof|A| oISt AIL.
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cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: vetoed
Required Approvers: 1
Pending Approvers: 1
Approval Expiry: 2/25/2022 14:38:47
Execution Expiry: -
Approvals: -
User Vetoed: admin?
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:38:47
Time Approved: -
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Error: command failed: The security multi-admin-verify request (index 3)
hasbeen vetoed. You must delete it and create a new verification
request.

To delete, run "security multi-admin-verify request delete 3".
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clusterl::> security multi-admin-verify request show-pending

Index Operation

Query State

Pending

Approvers Requestor

3 volume delete

= pendin

gl

cluster-1::> security multi-admin-verify request approve 3

cluster-1::> security multi-admin-verify request show 3

Request Index:
Operation:

Query:

State:

Required Approvers:
Pending Approvers:
Approval Expiry:
Execution Expiry:
Approvals:

User Vetoed:
Vserver:

User Requested:
Time Created:

Time Approved:
Comment:

Users Permitted:

ol:
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3

volume delete
approved

2

0

2/25/2022 14:
2/25/2022 14:
mav-admin?2
cluster-1
julia
2/25/2022 13:
2/25/2022 13:

32:03
35:36

32:03
35:36
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clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 pavan

cluster-1::> security multi-admin-verify request veto 3

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -
State: vetoed
Required Approvers: 2
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: mav-adminl
User Vetoed: mav-admin?2
Vserver: cluster-1
User Requested: pavan
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -
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