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clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh —-authmethod publickey -role vsadmin-volume

Ofl CHSt XEMIBt LIS security login create "ONTAP E&E HZQULICHE FZSHUAIL.
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ONTAP 9.13.1 SSH 274 7| ETP
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No Does this

account need Yes
Cisco Duo
2FA7?
No ’__,.-"""; Does this Yes Configure Cisco Duo using
4 account need —— security login duc create
TOTP MFA? e command
Configure account with
password and SSH v
public key authentication
No Dues this at:t:nunt . Does this account — Yes
' need SSH public Keg.r " need SSH public Key )
as primary as primary
authentl[:ahon’? ~ aumentu:atlnn'?
Configure account with Configure account with Configure account Configure account with
password and SSH public key and with password SSH public key
TOTP authentication TOTP authentication authentication authentication
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Ofl CHSt XEMIBH LIS security login modify "ONTAP E& EZQULICHS RZSHIAIL.
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SSH 27l 7| Y AF2XI A4S 2 MFAZ AISIEE MASIL|C}

ONTAP 9.3%E 22{AH 22|Xt= SSH 371 7] 5L ALEXAF 2 E AFE0I0] MFAZ 20168 22 MEX AESE

Y = JASLICH
1. SSH 371 7| 3 ALEXt LS E ALEste] 22 ALKt AFA MFAE A= S MY BLICE.
security login create -vserver <svm name> -user-or-group-name

<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

CHS HHE S Aot H 0|2] M| El "admin" HEZ 7tEl SVM 2t2|Xt AE "admin2"7t SSH 371 7|2+ AL X}
A5 E AFRSI0] SVM "engData1"0ll 2 21Q18H{0F $HL|Ct,

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':
Please enter it again:
Warning: To use public-key authentication, you must create a public key

for user "admin2".
Ofl CHSt XEMIBt LIS security login create "ONTAP E&E EZQULICHE FZSHUAIL.

TOTPZ MFAE 2-dstetL|Ct
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AHE35H0] admin = data SYMO| 2 1QISHE S 510] 2ot2 23te 4 QUEL|CH TOTPE MFAO thell AH S
st S 2 ngfl— of 2018H0F BHL|CH "2 AS 2t ZSH |},
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security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

password -second-authentication-method totp -role <role> -comment
<comment>

° 7|1E MEXAIF R

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

password -second-authentication-method totp -role <role> -comment
<comment>

2. TOTPE MFAZ} &-d3tE|A=X] helgtL|Ct.,

security login show

SSH 27l 7| % TOTPZ MFAZ &AM slgtL|Ct
1. SSH 37l 7| & TOTPE AME35t0] CIEHA| Q152 29I AL Xt AIY
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security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role>
—comment <comment>

° 7|1E MEXAIFY R

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

publickey -second-authentication-method totp -role <role> -comment
<comment>

+ Of| CHSt XEMSH LHE 2 security login modify "ONTAP E&E FZEQILICHS TESHYUAIL.
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security login show

Ofl CHSt XEMIBt LH22 security login show "ONTAP EE HZQLICH'E TSR,
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* 712 AR AIE 1T Y2 AEA Y2 = 38 SSH 7[0{0F Bt

* TOTP 0| ADIEEN ASEEE 74t TOTP H|Y 7| 2HS0{0F &LCt,

Microsoft Authenticator, Google Authenticator, Authy 2! 7|E} TOTP $%t 915 7|7t X[l ElL|Ct.
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security login totp create -vserver "<svm name>" -username

"<account username >"
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security login totp show -vserver "<svm name>" -username

"<account username>"
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* "Hot 279l totp create”
« "Hot 27921 totp show"
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EXF &= £= SSH 37 7| 8! &4E TOTP H|Z 7|2 AHE5I0] AL} AlIFo| 231t}

Ab

o

E TOTP &= 7|5 |7 &L Ct.

security login totp delete -vserver <svm name> -username

<account username>
3. M TOTP &= 7| MM

security login totp create -vserver <svm name> -username
<account username>

4. TOTP 40| AZOIA ZA2t=|0f U] holstLict,

security login totp show -vserver <svm name> -username

<account username>
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security login totp create -vserver <svm name> -username
<account username >

3. TOTP 740| Ao 2d3te|of A= =St}

security login totp show -vserver <svm name> -username
<account username>
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« "&Hot 2791 totp AHK|"

* "Hot 279l totp show"

ONTAP A2 Xt A[Hof| CHell TOTP HIZ 7|S H|ZASHErL|Ct

ZZ AF2XI9| TOTP(Time-based One-Time Password) H|Z 7|2 EASH A2 HEA
ZE| Xt &M E 7S HIZ M3t oF M TOTP HIE 7|2 MAe & JASLILCE

Of Zteioi| Chat

| =
O P2 SAAE] 22 Xt AFHO M2 Y & ASLICE

|
1. TOTP 2% 7| HEAsk
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<account username> -enabled false
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SSL Q!5 A ONTAP AIE HMAS EdatelL|Ct

HHS ALE5H0] 2t2[X} A 0| SSL 1B ME Sof 22| Xt EE= H|0]E SVMO| AM|ASIER
AHe & JSLICH security login create.

O Zfe4oi| CHH
* AEOol SVMOf| A M| ASHH CA ME MH CIX|E QIS ME 2 X|3H0F LTt

CAME MH QIS M Ao 5l dX]

25


https://docs.netapp.com/us-en/ontap-cli/security-login-totp-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-show.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-totp-modify.html

ro
4>
oA
08
oY
o
>
ol
Ot
2
18
ot
o
I
N

@ S A 22|t AE E2 oM 1S AM e1E0| X[ @ ELICH http, ontapl X rest 8& TEZ
SVM 2|t A-e 22 21EM 2152 S SHMT X[AELICH ontapi X rest 8 T2,

e

Active Directory ONTAP A& HMAE MHTL

1. 22 Balxt AHO| SSL ASAEZ AFESH0 SVMOl| AN|AS & U X|2l:

=

o
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clusterl::>security login create -vserver engData? -user-or-group-name
svmadmin?2 -application ontapi -authmethod cert
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security login create -vserver
<svm_name> -user-or-group-name
<user name> -application ssh
-authentication-method publickey
—-role <role>
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security jit-privilege show -vserver <svm name>
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security jit-privilege modify -vserver <svm name> -default-session
-validity-period <period> -max-jit-validity-period <period>
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security jit-privilege modify -vserver svml -default-session-validity-period
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security jit-privilege create -username <username> -vserver <svm name>
-role <rbac role> -session-validity-period <period> -jit-validity-period
<period> -start-time <date>
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storage aggregate
create

'AERX| FHA =T AF

AgHD]2 A4
snapmirror modify

snapmirror restore

gos policy-group create

gos policy-group modify

HOtZALED &

event notification
create

event notification
modify

security login role
show

ATE I HAHSHALE BAE
2|5t7| 2I3ll ElevateE A2EfL|LCt.

HHJI

SnapMirror ZtA E F&5HALL
S| Qo LAHC = ASetL|Ct,

ds =X siZo|Lt B S 2l
ElevateE ZE3IM|R.

é* E 7“\} soil A RO HE
flo LAHe =

O|HIE ZI0|Lt SNMP EES
TMSHLE EHAESEY| QI8
ElevateE AFEILICY.

ZARIZE BI2HE EO[ElLt 208
HED £ UEE UAHOZ 97|
ME N|A S HoiBtLICE

Lo 1

RISHEL A7t SOt 47| Tgo| et
S7El M2 A2 HofgLIct


https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster
https://docs.netapp.com/us-en/ontap-cli/search.html?q=event+notification
https://docs.netapp.com/us-en/ontap-cli/search.html?q=event+notification
https://docs.netapp.com/us-en/ontap-cli/search.html?q=event+notification
https://docs.netapp.com/us-en/ontap-cli/search.html?q=event+notification
https://docs.netapp.com/us-en/ontap-cli/search.html?q=event+notification
https://docs.netapp.com/us-en/ontap-cli/search.html?q=network
https://docs.netapp.com/us-en/ontap-cli/search.html?q=network
https://docs.netapp.com/us-en/ontap-cli/search.html?q=network
https://docs.netapp.com/us-en/ontap-cli/search.html?q=qos+policy-group
https://docs.netapp.com/us-en/ontap-cli/search.html?q=qos+policy-group
https://docs.netapp.com/us-en/ontap-cli/search.html?q=qos+policy-group
https://docs.netapp.com/us-en/ontap-cli/search.html?q=qos+policy-group
https://docs.netapp.com/us-en/ontap-cli/search.html?q=qos+policy-group
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security

* "SnapMirrorE & ZXSHMAIL"
° ||LH_|?|_||
° "Alﬁ%!"

nEH =2
tEE

. "SVM"
B2|xt AFS pralgiLict

ONTAP Zt2| X} AE 2t2|0f| CHoll XtM|S| Lot L|Ct

AE ANAE Ao dHof wat S0 7|1 2L AFo| HZSHHL, CA ME M CIX|H
2IEME HEX|St7Lt, AD, LDAP = NIS HMAS 8ok S = USLICH AE ANAE
2t dstst7| ol =0f ol2{gt 2= ’“°*° sl = ASLICE

- 1 d=

Sl 7|2 ONTAP 22|Xt A|Zol| HZEfLICE

SSH 371 7] 2152| 2 AEoM svMof| HHAE 4= A2 H HA SIH 7| 22| Xt Al- =t
HZolof ghLCt. %4%"; MEDIH 7| ZE|X AFZo| HEE = security login

publickey create U&LICH

2f> 5 SSH 37l 7|2 SSHE &dll AES 2AEHH HXA S7H 7|2 A|F0| ASE LI

1. 371 715 2a|xt AlFo| A&

'Hot 2701 Z7 7| MM - vserver SVM_name_-username_user_name_-index_index_-
publickey_certificate_-comment_comment '

Ofl CHSt XEMIBt LH2 2 security login publickey create "ONTAP HE HZEQULICH'S HERSIMAIL.
2. 37K 7| & &elsto] HE Atetg &olptLct,
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security login publickey show -vserver SVM name -username user name -index
index
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Ofl CHSt XEMIBt LH22 security login publickey show "ONTAP & EEQULICHE EESHYUAIL.
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clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"
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security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -x509-certificate install

o

Ol CHSt XEMIBt LIS security login publickey create "ONTAP & HZEQILICHE HXRSIMAIL.

2. 37 715 =elsto] HE AlYE =elgfu .

o =

security login publickey show -vserver SVM name -username user name -index
index
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Ol CHSt XEMIBt LIS security login publickey show "ONTAP E& EEQILICHE EESHYAIL.
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Ct2 HHZS AlslistH 282 7|2 X.509 215 M7t SVM 22| Xt AE™A HZELICE svmadmin2 SVME 26l

engData2. -3— H 7|0fl= Qe s 60| SEELICE

clusterl::> security login publickey create -vserver engData? -username
svmadmin? -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>

2| Xt AIF el sSH 37 F[0M B HES MARLIC

3N 7152 RXISHHM AHe SSH 371 710 M Al ISM HES HAY 5= AFLICH

HAS sAotHH S AH £ SVM 2| XHo{OF L T},

- HE X AFoIM X.509 2IEM HES FAHSHLL 7|E SSH 37 7|8 {XIELICEH

security login publickey modify -vserver SVM name -username user name -index
index -x509-certificate delete

mo

ofl CHet XtM|Bt LHE 2 security login publickey modify "ONTAP E&E &HZQILICH

security login publickey show -vserver SVM name -username user name -index

HZoIHAL.

index
o
LIS HES HASHH SVM 22| Xt A-ol|AM X.509 1B A HZAO| MHELICH svmadmin2 SVME ?|8ll engData2
olEiA 3 6
clusterl::> security login publickey modify -vserver engDataZ2 -username
svmadmin? -index 6 -x509-certificate delete
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security login publickey delete -vserver SVM name -username user name -index
index

Ofl CHSt XEMIBt LH2 2 security login publickey delete "ONTAP HE HZEULICH'S HERSIMAIL.

security login publickey show -vserver SVM name -username user name -index
index

SVM Zt2| Xt A-Ho| M 274 7|2 X.509 21Z M7t MAHELICE svmadmin3 SVME 2[sH

clusterl::> security login publickey delete -vserver engData3 -username
svmadmin3 -index 7
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* Cisco DuoE M gtL|Ct

* Cisco Duo M8 HATIL|Ct

* Cisco Duo +82 HMIAHEL|Ct
* Cisco Duo Mg FL|C}

* Duo 2&E MZAELCH

* Duo J1E H7|

>
0o
Pl
i
o
rot
w]
[

o

ro
oM
40
fot

HHZ A5 MM 2HAH E= E™ AEZ|X| VM(ONTAP CLIOA Z7HA M2t 8hof| CHEt Cisco Duo &2
MM £ QELICE security login duo create. O|EA| 6HH O] 22{AH L= AEZX] VM| CH$H SSH
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10f| Cisco DuoZt g-d2tElL|Ct, off CHSE XtM|SE LIE 2 security login duo create "ONTAP E&H
||:|."o xl-x-'-|.AIA|9

Lo rO
r<

1. Cisco Duo Admin Panelof] 2 1QI8tL|C},
2. 0fZ2[7|0]M > UNIX o Z2[A|0|M * O = O|SFLILCE.
3. E% 7], H|Y 7| L API SAE 0|S2 7|=2&LLCt.

4. SSHE AH23t0{ ONTAP A ™o 21¢!

5

- O] AE2|X| VM| CH3H Cisco Duo 2152 AEst & HFst1, &t YEE 2 29l o= TARfLICt.

security login duo create \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME>

Cisco Duo 7t HATL|Ct

Cisco DuoZt AFEXHE QIEst= HH(: 22 A5 TELE = &= AF2E HTTP ZEA|)S HEY £ ASFLICL
A EE2[X] VM(ONTAP CLIOIA Zt&f M2 X|&)0f| CHet Cisco Duo 74 HEMO0f of= 32 BH 8¢ +

UELICH security login duo modify. Ol CHet XEM|SE LHE 2 security login duo modify "ONTAP
HE HEULICHE BESHIA 2.
CHA|

1. Cisco Duo Admin Panelof] 2 1QI8tL|C},

OfZ2[A[0|M > UNIX OHZZ|AH|0| M * 2= O|SgLICt.
Egt 7|, H|Y 7| L API SAE 0|EE 7|E¢L|CY.
SSHE ALE3510{ ONTAP AlHEof| 219

O] AE2[X| VMOl Lt Cisco Duo T+ & HESI0] 2tF2| HO0|EE HEE 2 ¢ro| g2 CHA[RLIC,.

2IgtL|Cf.

a > W DN

security login duo modify \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \
-apihost <API HOSTNAME> \
-pushinfo true|false \
-~http-proxy <HTTP PROXY URL> \
—autopush true|false \
-max-prompts 1[2]3 \
-is—enabled true|false \
-fail-mode safe|secure
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Cisco Duo 7+4 &2 M[AHELICt

Cisco Duo 7+ 2 HM|73}™H SSH ALEXI7F 221 I DuoE AHESHY Q13e Ee7t Si&LICH AEE[X|
VM(ONTAP CLIOIA 7t M2 X|&)0i| CHet Cisco Duo #+4 S 7S ram E'é%i 2 ME%LICt security login
duo delete. Of CHSt XIN|TE LHE 2 security login duo delete "ONTAP EE A ZQILICHE
EXSHAAQ

|
1. SSHE AH23t0{ ONTAP AIHoi| 2 3lgfL|Ct,

2. AE2|X[ VM O|EE = ChH|5Io| o] AE2|X| VMOl CH$t Cisco Duo 74 E MAHELICH <STORAGE VM NAME>:
security login duo delete -vserver <STORAGE VM NAME>
O|EA| StH o] AEZ|X| VMO CH$t Cisco Duo T+A0| MO Z AL ElL|CE.

Cisco Duo 7142 SL|Ct

HHZ A5t AEE|X| VM(ONTAP CLIOIA ZH4 *‘“:HE X|Ehoi| chst 7|& Cisco Duo +8E & & JUSLICH
security login duo show. Of LSl XfAM|BE LIE2 security login duo show "ONTAP EZ&E EZEQIL|CE
"2 HESHIA.

ThA
1. SSHE AtE3t0{ ONTAP A/ ™of| 23Q1FtL|Ct.
2. 0] AE2[X| VMOI| CH$t Cisco Duo A S HEAISLICH ZR%t AL E A8 = USLICH vserver AEZ|X]|
VM O|EE 2 UtiH|St= AER|X| VME XX Sts Of7H HRLICE <STORAGE VM NAME>:

security login duo show -vserver <STORAGE VM NAME>

Ct3 ot fAfet £20] EAIELICH
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Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128
Prompts: 1

Comments: -

Duo 1= MdgfLIct

Cisco Duodl| £3 Active Directory, LDAP EE= 22 A%} &9 Arﬂxrﬂf Duo QIE T2 MA0 ZESIER
XIAlE = JELICH Duo 2 &2 MMSt= H2 +|'|'<_3 JZ°| AFEXI2t Duo 2152 FELICH HHEZ AHESH0 Duo
J58 MMe £ security login duo group create YELICL IES MM f ZQof w2} siek I 9
5’5‘:‘ *f%xfg Duo 21F E2M|ANM Hle 4= ASLICE off Chot XtM[SE LI 2 security login duo group
create "ONTAP E& A ZQILICHE AXSHMA|L.

T

1. SSHE AH835t0{ ONTAP A|Hoj| 2 algfL|LCt,

2. 2tHo| HEHE HSE |2 2= X5t Duo 1§ FHSLICH & WS B -vserver U7 HEE,
50| S2AH M HHE LI

security login duo group create -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -excluded-users <USER1, USER2>

Duo 1&2| 0|2L Active Directory, LDAP EE= 2 151 L K|s{Of SHL|CH MEHX of7H tH4Z X| ™ot
MEXH= -excluded-users Duo 21F T2 M AN EotE|X| eF&L|CE

Duo 12 H7|

HHZ AP 7|E Cisco Duo 18 ¥=2 & & security login duo group show QU&LICE Of CHSE
KEMISE LHEE security login duo group show "ONTAP HE A ZQILICHE BZTSHMAIL.

1. SSHE A+83t0{ ONTAP A|™of| 2aolgfLCt.

-

H2Fsk 7C=>|

o=

2. StFo| HHE =2 |2 U2 E A5t Duo 18 ¥=2 EAYLICL E ~vserver O§7H
=2 1
T —

0| S2{AH =&l EAIELIC.
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security login duo group show -vserver <STORAGE VM NAME> -group-name
<GROUP NAME> -excluded-users <USER1l, USER2>

Duo 1E29| 0|22 Active Directory, LDAP EE= 22 51+ Y X|sljof BL|Ct MEHH o7 H42 X & st
MEXH= -excluded-users EA|E|X| Q&LICE

Duo 1 E& MAHYLIC

HHZ AMESIH Duo 1§ &=2 MAHY & security login duo group delete OIA'—||:|' J8S MAHstH

OH%* F9[ AEXt7t Duo 21F ZZMA0 O ESE|X] gS&LICE off Cist XbMISH LIS

2 security login
duo group delete "ONTAP EZ HZEQILICH'S X ESHIAIL.

chA|

1. SSHE AH23t0] ONTAP A™ol| 2 1gtL|Ct.

2. Duo & =g MHsto] 2tdo| MEE RS oo gtO = HMRLICE & MY AL -vserver M7 HEE,
JF0| S2{AH Eol|l M HAHELICH

security login duo group delete -vserver <STORAGE VM NAME> -group-name
<GROUP_ NAME>

Duo 122| 0|22 Active Directory, LDAP EE= 2Z 121t Ux|sof gfL|Ct.

AF2XIE 2|3t Duo 915 23|

Duo SSH 21Z T2 M|ANAN ZE AEXL E= EX AEXIE Mg 5+ ASLICH
2 E Duo AHSXHE H|QghL(Ch

S E A XI0|| CHal Cisco Duo SSH Q15 & H|=2Mstet 4~ QU&L|C

|
1. SSHE AH235t0{ ONTAP AIHoi| 2 3lgfL|Ct,

2. SSH AHZXtof| Chsl Cisco Duo Q1&52 AHESHA| =& HFStL SVM 0|2 2 HhELICE
<STORAGE_VM NAME>:

security login duo modify -vserver <STORAGE VM NAME> -is-enabled false

Duo & AFEXE H|QIEL|Ct
Duo 150 £t EX AF2X}IE Duo SSH 215 ZZ AM|A0M H2E £ JAELICE

|
1. SSHE AH83t0{ ONTAP AIHoi| 2 algtL|LCt,
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2.1
2t

=2 £F ALEX}0| CH3ll Cisco Duo 215 = HIZG=tetL|Ct. Helg OF 0|F & AI8At S55 &= 2t
o
HA —

2 EHHI%“—I Ct.

security login duo group modify -group-name <GROUP NAME> -excluded-users
<USER1, USER2>

Duo 159| 0|22 Active Directory, LDAP EE= 22 O 51 L X|8{0f BHL|C} {7 H4Z X| - AFEXtE

=
-excluded-users Duo /5 TZ M A ZotE|X| 4&L|CE.

ol CHet XtM|Bt LHE2 security login duo group modify "ONTAP E&E HZQLICHE HZESHIAIL.

ZZ Duo MEXIE HelgfLICt

Cisco Duo Admin Panel2 A5t EX 2Z AFEXIE Duo 2152 MESHK| AEE HQE £ UESLICE XAt
LHE22 £ FESHUA|L "Cisco Duo A EH A",

ONTAPO|A CA M Mt ASME st AX|eL|Ct

28 AAHIOM E2{AH E= SVME SSL MHZ Q1B5H= o] Al8e CA ME C|X|H
ASME EX[5h= 20| E&LICH BHEE MB tof QIZM ME 2F(CSR)E Mdst
security certificate install HHZ AIESIH 215 7|-‘-+o§'='E'| Hr2 °._|7<§k|§
X o security certificate generate-csr A&L|ct A securlty

certificate install Off CHSt XbM[St security certificate generate-csr
LHIE2 S "ONTAP BE HEUL|ICHMEERSHIA 2.

ASM ME 2EsS LTt

'Security certificate generate -csr' HH2 AL25I0{ CSR(QUZM ME 2K)S MM 4 QELICE RHS Me|st =
CA(RIZ 7|2hollM MEE CIX|E QABME HH-ILICH

O 2tHS +HldtHAH S AHE L= SVM 22| Xto{0f LT

1. CSR 44:

security certificate generate-csr -common-name FQDN or common name -size
512110241153612048 -country country -state state -locality locality
-organization organization -unit unit -email-addr email of contact -hash
—-function SHA1l|SHA256|MD5

CHS HE S AeistH 0| Z2|EL|0FF ALK 2X[et 2[AF £ AM2| serverl.companyname.com
JENM 1T MY £ JUEE A 7|S0llA software MAE 2048H|E J7HQ! 7|7t &t CSRO| SHA256
MMELICH SVM EEXt 22| Xl O|H|Y FAE= RLICH webRexample . com. Z20{| CSR2}F 742! 717}
HEA|EL|CH
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CSR MM of

clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California
-locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

NOTE: Keep a copy of your certificate request and private key for

future reference.

2. CSR 2H0|M QIEM QHEE SAIS CHZ TXF AI(0f: TXL HY)QZ Mgk £ A= EFAL CAR ELY
MELCE

2H™E XN2[gt = CA= MEE CIXIE IS ME E-LICE 742! 7[2F CA ME CIX|H 21BN 2| EAHEE FXIsHOf
gt
CA ME MH S ME MX[SLICt
HHZS AHE5H0 SVMO| CA ME M 2IBME HX|E & JELICt security certificate install.
ONTAP= AH QB A Q| QIZ A HQIS A MSH= CARIZ 7|2 RE 9 57t B ME UHSI2t= HAIXIE

HEAIZILICE of cHSE REMITH LHE2 security certificate install "ONTAP EE EEQLICHE
RSN
[ | [=] .

1. CAME MH QIZM HX:

security certificate install -vserver SVM name -type certificate type
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ONTAP AfHf QI A12] QIS H2lS
EAEILICE K212 At
2 4 gLt 2

©

ofy
)
ro
0l
x
rir
>z
=
rO

Ct

gjo

H &
[=]

oS AlISHS
=g At

=

H SVMO| CA M At ¢l

CAME Mt QISM St ASM 2K of

clusterl:
server

Please enter Certificate:

Please enter Private Key:

Do you want to continue entering root

certificates {ylIn}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root
certificates {yln}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root
certificates {yl|n}: n

You should keep a copy of the private

certificate for future reference.

QIEAE Wt CAS| SIZMZ AIRIE|D CAO
=4 Ax|of Amgict.

:>security certificate install

Press <Enter>

Press <Enter>

SUASME Y= 43}3#“ HIA[X[ 7

E QIS MR Hel7t

=
=

SME AX|LLICt engData2.

-vserver engDataz -type

when done

when done

and/or intermediate

<Enter> when done

Press

intermediate

and/or

<Enter> when done

Press

intermediate

and/or

key and the CA-signed digital
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CHA
1. System ManagerOi| Al * 22{AE > MH * 2 MEfBIL|CE

2. HotrJHoZ AISBILCE QIEAM * MMl CtZ M FE7H HAIELICH

3. QIZM H0f et M2 HEE B2 XS Mefol, I Yol oist FE7F ZetE * I5M * H0|X|E
Ze{H *1E”°“-| f = . 0| SF0|= TA S={2E0 Chet "ot BAIELICH S8 AEa|X| VMO| Ch3t HE g

HEA[St2H OHE HAHIE A L.

=]
AEE|X| > AEE|X| VM * S MEHSILICE,

a.
b. AE2|X| VMES MefgtL|C}
c. MF*joz Mghsh|Ct
d. QIZM * MMO| EA|E HSZ MeNStL|C
Ct= T
* OlEA * HOIXI0lA S(8) AHBE 4 UBLICHIEAM M RES AL
* QSN HiEE Al o] YO Z TRELICH ZH HFOICH SHLHY QUALICH 2t ol M Tk Trele SuE &
UFLILH.
Of RHoilA... CtE BAE adg = ASHIC
c ME|S £ QECQIS B+ * [install-trusted-cert]
* ME[E = JA= AT T[S AT
* MEE 2 JA= AT 7S AL
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* [install-cs-cert]
* [gen-cs-cert]

* [delete-cs-cert]
* [renew-cs-cert]
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« 2 B0t 7|ZHLSA)
ONTAP= E9F Netlogon HZE ¢Is Cha MM 7| 212[ES K| 2Lt

ME 7] oSt LSO Z A% ...

HMAC-SHA256, AES(Advanced Encryption Standard) ONTAP 9.10.1
7|

S2{AE{0| A ONTAP 9.9.1 0|31E M35t Zoj|Ql
ZEE2{7} 20t Netlogon MH|AE 2|3 AESE
M= Ao gyedo| AlmstL|Ct 0] Z2 ONTAPSIS]
2243t 7| HIAS 5|RIITE TH QI HEER|E CHA
S OF BT}

Des % HMAC-MD5(Z &8t 7|7t MM =l A 2) 2= ONTAP 9 Z2|A

Netlogon 2ot MdS HHst= S AES MM 7| ALESIE{EH SVMOIM AES7} E-dete|0] QL=X| 2Heldlof
gfLct,

* ONTAP 9.14.12E{ AES= SVMS dHde 1] 72X 2 AMESHE EFE M, Netlogon ot A2 HH S0
AES M[H 7|12 AFE3I= & SVMe| 2ot BHE +Fe 7t glaLitt.

* ONTAP 9.10.1~9.13.10I| M= SVME Mde W AES7} 7|2X 2 AIESIX| 5 AP ELICE CH2 BE2
AHE3I0| AESE AIE3SIF AFElof gL Ct.

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

ONTAP 9.14.1 O|&C 2 A4 T2|0|=2 Ul 0| ONTAP Z 2| =2} 2hH M El 7|Z& SVMO| Cist AES
MEO| }H5 0= HE|X| YALICH SHX|2F 0[2{3t SVMO| M AESE AFRSHES Astai® of Ao
2t2 ol =sHof ghLict,

©

ol
—

ol

EEs et

ClolE SVME ¢lsl SMB AHE 0]0] 2438t AL 'security login domain-tunnel create' EE 2 AtE3t0] SYM2
AIO|EYI0| 2 FAMSIHLE, ADUAM S2{AH| °HA1|A0}E§ _tunnel_2 AI8E & AUSLICH

o= T Md

ONTAP 9.16.1 0|0l = Q15 E{E S AIE5I0]{ ADZ S AE 22|t AHS 2talsof gLt

A|=tst7| Hof|
* Cj|0o]E| SVME Id SMB MHE FLAdsHoF L Ct,
* 22{AE9 admin SVMO| HHASIAH AD TH|Q! AF2 XL AH S E-AStsHoF HL|Ch.
* O] HAZS sAHSHHH S AH Zh2[Xjofof gL|Ct,
ONTAP 9.10.12E| AD HMAE 2[5t SVM AH[O|Ef[o|(=m[Ql E'E)7t U= B2 AD ZO[QI0| M NTLMS

Higtdetet H2 22Xt 2150 KerberosE AFEE &= AELICE 0| 22| =0 M= SVM A0 E<|0foff THt 2F2| X}
25E AE3t0] KerberosE XIASHA| AASLICE 0] 7|52 7I=2HL 2 MEY = AU 0| EROIX| 5L Tt

(=]

() Kerberos 9152 4 Bix{ AIZEILICE 57} SASHE NTLM 21Z50] AlSELICE,
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|
1. 22{AH| T3t AD Z0[Ql HES2] HMAE 2T 215 EH'E 2 SMB XY H0|E SVM 7#4:

security login domain-tunnel create -vserver <svm name>

Ol CHSk XtMIB LHE 2 security login domain-tunnel create "ONTAP & EHZQILICH'S
ExESHIA L.

()  aexvteizs woris svmol M Folofof siict,

CtS M2 SMB X|& H|O|Ef SVM “engData’2 Q15 EHEAZ FMghLct.

clusterl::>security login domain-tunnel create -vserver engData

THQIoA SVM ZHEE AFES MAetL|Ct

HIO|Ef SYME2OE SMB MHE AKX %2 AL 'vserver active-directory create' B2 AtEst0] M2l
SVMO| CHet AFE AES MHe £ ASLICE

Of ZfHofl 3

'vserver active-directory create' BE S HStH TH|Qlo] X[™HE =& Che[of AFEHE FIte = U= S22
#to| U= AD AL X} AI-ol| CHet XtH ZE S M3 stet= HAIX| 7t E*l%! LICH AEe| == H|9E = A&LICH

ONTAP 9.16.12E{ 0| X2 A}R3I0] ADE 22{AE 2|} AHE 2

Zele 4~ ASLIL.
O 2P S sHotHH S AH L= SVM 22| Xt0{0F L L,

1. AD =210l SVME 23t HFE AFES WSt

vserver active-directory create -vserver <SVM name> -account-name

<NetBIOS account name> -domain <domain> -ou <organizational unit>

ONTAP 9.16.158E -vserver Of7H #H |E :'.; 2| VM% At = AUSLICE of cHot XpMITH LHE R vserver
active-directory create "ONTAP & FZEQILICHEZ TESHYUAIL

CHE HE 2 AASHH SVME engbata =20 example.com O|2H= AFE A HO| MM EL|ICH

— OTr

o
ADSERVERL. S U3 = AD ALRK} A|E At SBS istats HAIXI7H EAIELIC
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clusterl::>vserver active-directory create -vserver engData -account
-name ADSERVER] -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"

domain.
Enter the user name: Administrator

Enter the password:

ONTAPO|A LDAP EE= NIS A{H HMAE L MSEHL|CT

LDAP E= NIS AZ0| SVMO| HAM|ASHAH HE SV |v|01| CHSt LDAP = NIS A AMAS
TAISHOF BILICE. AQIX| 7152 AH5IB LDAP fE NISE CHH| O/ AMHA AAZ ASE &
USLILH.

LDAP At HMAS pMBIL|CH

LDAP AHH0| SVMO| M| ASIHH SVMO]| CHet LDAP A{H HMAE L A6H0F BFLICE SVMOI|A| 'vserver services
name-service ldap client create' 32 AF2510{ LDAP 22I0|HE 182 MMHE 4 Q&LICtH O3 CIS "vserver
services name-service Idap create" &S AH&510] LDAP 2210|HE #dE SVMt AZE & JSLICE
0| =pHofl CHaH
CHE 22| LDAP M= ONTAPOIM HE3sH= 7|2 A7|O0HE AFEY &= USLICE

* MS-AD-BIS(CHE22] Windows 2012 0|4 AD A{H{Of| CHSE 7|2 AZF|O})

* AD-IDMU(Windows 2008, Windows 2016 0|4 AD A{H)

* AD-SFU(Windows 2003 % 0| AD Aft)

* RFC-2307(UNIX LDAP AH)

"X 4™ 7|2 A7|0HE AFE5h= 20| 7HY S&LILE 0] 2R 7= A7|0HE SAISIL SAMES +T510 27t
A7|0tE TS & ASLICE AT L2 LSS FXSIMAIR

* "NFS 74"
* "NetApp 7|& 1A 4835: ONTAPO|A LDAPE FASH= Hh"

"CAME M CIXIE IS M "SVMOfIELCt.

Of
* O HUS sASIHH 2HAE E= SVM ZE[X0{0F gLt

CHA|
1. SVMO{|A| LDAP 22I0|HE M S MMEHL|CT.
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vserver services name-service ldap client create -vserver <SVM name> -client
-config <client configuration> -servers <LDAP server IPs> -schema <schema>

-use—-start-tls <true|false>

3. vserver services name-service Idap check HES AI2510{ 0|2 MHO| AEHE 2
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(D AlZf TLS= ClIO|Ef SVMOf| TS M| A0f2F XA EILICt. 22| SVMO]| Chet M| A = X2 E[X]
oraLct.

Lo -d

ol cht xtz
SESELES

Che S A

LHE2 vserver services name-service ldap client create "ONTAP E&

HZSHA2.

%8121 SVMO engData O|2H= LDAP 2210|91E 7180] corp MHELIC S2f0|REE IP

2 172.160.0.100 % 172.16.0.1012 AFE5I0{ LDAP Ao 2IF Hil=gtL|Ct 22t0|H E= RFC-2307
A7|0tS AFE3H0| LDAP #2[E RHELICH 22t0|AELt M 2] 42 AlZ TLSE A8t = sHE LIt

clusterl::

> vserver services name-service ldap client create

-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101

-schema RFC-2307 -use-start-tls true
(D) o5 tdap-servers BEE HSE WIS, cecrvers B2ELI0L SE WS+
QUELICE -1dap-servers LDAP kitHQl SAE O|20|L}IP FTAE X|™HSH= HEQlL|CT

. LDAP 220 E

MEZ SVMO| HZ&: vserver services name-service ldap create -vserver

<SVM name> -client-config <client configuration> -client-enabled <true|false>

0" EH_"’J XtMIBt LHE 2 vserver services name-service ldap create "ONTAP E#

¥ AEAULICIS

Cte E@E2 LDAP 220|¢E 748 AZEYLICt corp SVME AEEILICH "engData’ X = SVMO A LDAP

O OO L

S20|HES

ettt

clusterl::>vserver services name-service ldap create -vserver engData

-client-

®

te Bys

o

gl

4
A
T

config corp -client-enabled true

02 vserver services name-service ldap create HH2 X5 M8 B2
S5t ONTAP O] MHO|| M&e & gl= 22 2@F HAIXIE EngL|C

efolgtL|ot.

AlSHSLH SVM vs00ll Al LDAP AHE ZAZEHLICt
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clusterl::> vserver services name-service ldap check -vserver vsO

Vserver: vsO

I
| Client Configuration Name: cl
| LDAP Status: up

I

LDAP Status Details: Successfully connected to LDAP server

"10.11.12.13".

CHA|
O =

rlo

NIS At HMAE AMTHLICH

NIS AH0| SVMO]| HM|ASHA™ HX SVMO| CHEE NIS M HHAE MG
M MSIE{™ 'vserver services name-service nis-domain create' HHS A2

et s

AlZfoto] Fof
* SVMO{lA NIS E0 2l

EEERSTL

TAel| Hol THE BE MHE ASE £ 2

%
S AE £= SVM 2| XHodof S|t

rd

A
1. SVMOIA NIS ZH|Ql 714 M-

vserver services name-service nis-domain create -vserver <SVM name> -domain

<client configuration> -nis-servers <NIS server IPs>

of
x

|
HZEQULICHSE HZSHAIR,

k-l

o
=
>
e
1
30
2
=)

AMEY £ UELICH name service check® WY AMHS| MEHE HBS= HHQUL|CE

CHSE XM LI vserver services name-service nis-domain create "ONTAP EH#

(D JMZ -nis-servers BEE CHS2 HAIRILICH -servers ZEQIL|CE CISE MY £
/UESLICt -nis-servers NIS AHS| SAE O|EO|L} IP =AE K| ™St= HEQILICE

CtS HHES MlstH SYMO]| CHSE NIS =M@l 2HE engData MAEHLICH NIS =M nisdomain IP
FAE MEBH0 NIS MHQE SAIRL|CEH 192.0.2.180

clusterl::>vserver services name-service nis-domain create

-vserver engData -domain nisdomain -nis-servers 192.0.2.180

HIQ ME[A AQXIE WdfLICt

0|2 MH|A AQ|X| 7|58 A23IH LDAP = NISE CiA| 0|2 MH|A AAZ AIRE
services name-service ns-switch modify' 3&S AL235t0] 0| AMH|A AAQ| X3 =X E X|H

00

g't
1
30
il
r

AlZst7| Fof|
* LDAP 5! NIS M AMNAE L Msljof LIt
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* O HUS +ASIHH SHAE E|X} E= SVM ZE[XH0{0F BHL|Ct

T
1. 0|8 MH|A 20f| Tt =3 =ME X|FeLCt.

vserver services name-service ns-switch modify -vserver <SVM name> -database
<name_ service switch database> -sources <name service source order>

Ofl CHt XEMIBt LH2 2 vserver services name-service ns-switch modify "ONTAP E&
EEQULICHE HXSHMAI.

CHS EY2 SVMO|| A HO|E{H|0| A0f| engData CH2E LDAP 2 NIS O] AMH[A AA9 X3 &ME passwd
X[™gfL|ct.

clusterl::>vserver services name-service ns-switch

modify -vserver engData -database passwd -source files ldap,nis

ONTAP t2|X} 2 E HATHL|Ct

ot & ZA| X7 A E HAOF BHLICH SVM 22| K= 'Eot 29l
OIS Z HASH & l*L||:} S AE BE|XFOI ZL 'Hot 21

* 84t O &40[0fOF BfL|Ct
* StLt Ol &tel 2Atet =AHE Eetslof iL|ct
* OHX|9F o & 7 et ZE o= flELICt

@ HHS A8 X HE At AZE AHe| gz #2lE ™Y &+ security login role
config modify U&LICE.

* Ao E HESHHH S AH L= SVM 22| XHo{0f LTt
* CHE 22|Xtel Y= & s H S2{AE 22| Xto{of RfLICt.

1. 22Xt @5 HE: security login password -vserver svm name -username user name

OIS HH s MdlstH SVMO]| st 22| Xt admin? &% ( vs1.example.com™ )7} HAEIL|Ct ¢ixf A E
UASIEHE HAIX|7F BAIZH M S E 26t ChA| S| Ct,
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vsl.example.com: :>security login password -vserver engData -username
adminl

Please enter your current password:

Please enter a new password:

Please enter it again:

EET
» "ok 2701 ofSt T A
- "ot 20l ot

ONTAP Zt2|X} AE S &0 &3 oA e C

'Security login lock' BE0{E 0|836t0{ Zt2|X} AI™S &1, 'Security login unlock' 3EHE
0|25t AN =2 sime &= AUALL.

AlZtsE7| o

Ol={eh Z¢]

Aot H S AE 22| Ko{of LICt

o

1. HEXAE &=

'Security login lock - vserver SVM_name - username user_name

dlo

LIS HHS HAstH sSvMmof| clist 22| X} AE admin10] ZZIL|C} vs1.example.com™:

clusterl::>security login lock -vserver engData -username adminl

off CHet XpMIBt LI 2 security login lock "ONTAP E&E &HZEL|CH

o

EXSHUAN L.
2. 2| Xt AY = sHA:
'Security login unlock - vserver SVM_name - username user_name'

OIS S MlsHH SVMO]| st 22| Xt A admin12| 20| sHH|E LIC}. vs1.example.com™
clusterl::>security login unlock -vserver engData -username adminl

Ofl CHSt XEMIBt LIS security login unlock "ONTAP E& EZQULICHE FZSHUAIL.
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security login publickey create
security login publickey delete
security login publickey modify
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volume recovery-queue modify ?
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options (GO

'vserver peer delete

vsServer

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vserver

9.14.1
* 22 AE I[0] 4|

O[HIE -
security
security
security
security

security

security file-directory
security file-directory
vscan disable (B0

vscan

vscan

on-access-policy create (

on-access-policy delete (

apply (B0

remove-slag (B0

o
o

vscan on-access-policy disable (B0

vscan on-access-policy modify (B0

vscan scanner-pool create (80

vscan scanner-pool delete(%01

vscan scanner-pool modify(%01

+

anti-ransomware volume
anti-ransomware volume
anti-ransomware volume

anti-ransomware volume

attack clear-suspect '
disable
event-log modify (80

pause '

anti-ransomware vserver event-log modify (BN

'HOF 201 A

'HOF 291 AR

Hot =19l
security
security

security

43
login publickey create
login publickey delete

login publickey modify

AAH e

AAE T AJAR 4

CE2E AW

80



* 8 FlexCache 2|

* volume recovery-queue modify ?

* volume recovery-queue purge ?

* volume recovery-queue purge-all ?

* volume snaplock modify'

* 2B AHM XS AH F

* 2B AN A

* EF AHMEM RO AHE

* =5 2HA M MY

* volume snapshot policy delete*®
* 2B AWK EY Y

CEE AMMNEY 2H AHE

* 2B AUN EMY A ATE
EE A S

vserver create (G0
* vserver modify?
« 'vserver peer delete

9.13.1
‘2 AE |0 AR

* OHIE 7Y 47

* security anti-ransomware volume attack clear-suspect'
* security anti-ransomware volume disable'’

* security anti-ransomware volume pause '

« 'HOFZ QI MA

* 'HOF 201 A

®* security login publickey create
* security login publickey delete
* security login publickey modify
SR S A

¢ AARN L E AARD Al

BE AN

* 25 FlexCache |

* volume snaplock modify'



0
<

=

KO

<<

=

<l

i
Hu

*

®* volume snapshot policy delete

KO
<+
KO

<<

<

i
Hu

KHl

<l
KO
<+
KO

<

<l

flig
Hu

22 AHAF XM HH AHS

oF

* 'vserver peer delete

9.12.1/9.111

« ‘23 AE T0f A

®* security login publickey create

* security login publickey delete

* security login publickey modify

2l
=

© AAH LT AAH

* 25 FlexCache AHA|

* volume snapshot policy delete*

KO
<+
KO

<

<l

i
Hu

Kiu

<
KO
<+
KO

<<

<

i
Hu

22 AHAR XM 1|7 AHS

ot

* 'vserver peer delete

82



1.9.13.101 TSt ME2R 4l B F

2. 91410 LSt MZ2 7Al 2% HHY

3. 9.15.101 Cigt ME2 74 25 HFJL|CH
4. 9.16.10]| CHEH ME2R 72 Hz HHEY

5. 91710 CHSt MER FX B &

o

*0] BH2 CLIGIMEZE A 8E += Ao LR HE| X0 M= System Manager0fl M A& &= GlELICEH

o2 E2|Xtel Sl U4

HoF A0 MAV B3 SH{AE0| Y E miotht 2 Y & 20| X[FE MAV 2E|Xt 5= MEE LD,
LS A4 = ASLIC

>

MAV 152[ 0|F, A=t F& 5 22Xt &

MAV 22|xt= 2 A 22|XF 20| L= RBA

O
12
ok
o
AN
Rl
o
$Q
2
o
oot
C
n

* MAV Z2|Xt7}
* QHF He|Xpot EdS

0|>
ho
0%t
=2
olo
il
o
o
Of
rr
o>
ro
=]
HU
N
)

Mo
H
=t
=
_'_l.
rr
[u>-
o°=*
><
.
~2
'c
19}
=,
o
o
re
~
_IT'_

MAV 22|Xt= B2l 2SS AA5H| /18 AH /R8s sle = ELIth &

© ZE[XL S A= SRAEHNM = MAVE AFESHA| gf0tof BfLICt.

* MAV O350 o HOt = AR MAV 22[XHs ESE X2 A|&e 4 QlELICH M 22|its ESE HAUS
AlZtSljof 5tH MAV E2|Xt= 5910 g 4~ JUEL|CH
* MAV 22Xt ES Al ULZE st2{™H MAV 22|Xt 7t 2ot 521 5Lt 171 0| A 7{0f
SH

AA
eiL|Ct ol E 20 XHAOf| CHOH S ®HO| £010| st MAV Z2|Xt7t 0| E AMStStE 2 St2{H MAV
administrators &0 M| E2| ALEXI7} QLO{OF BrL|C.

i
bal
- I2
mjo

MAV BH2|XHs TR} B QY(EMS AHB)Q2 9l RHS WLl 8% 7|22 H2/T 4+ UBLICL 5 o
CFS Ml 7HR] 59 5 SiLES 288 4 ABLICH
o AO|
o =
* AR )
NS

L2 22 32 WA MY LEl0] MAV &t HZE 2= SR A E&E L



UE[AHLE HRE[R}SLICE
=

)
(=} [S)
2E RF0| 2™EL(Ct

SEXIL A T3l St sl aAF0 A B 20| S2l=H 0

QERHE S91 IZ0| U ZLOIE KIS QHS HOI2 4 PALITHRRAS] Q0| Thzt FX} o
() wusws 2t 2s) 59 180 gl QHANE, MAV BRIt oR)s ol ralg wx]
oFAL|C},

HoFl Ao thal 0| SOl RF AEXE HAIXIZL EAIE o ZHS AISELICE 2YH0] HREH 2F
A= ALSH| Toll @™ E AMM[SHOF LT

0

ZhEiL|CE kM 2 Aol st Z29F RBAC #2H0| gl= AFXt= MAV 24

| ASE|7] Mol WIHELICH &, 22 A|ARIS oixf MEHE 7|0t 2 MEEL|CE | E
Z0| MME|l= B volume modify o E®EO=E -size 5GB, A2t volume
modify 5GB 282 37|E 2GBE ZHsI2{H MAV £210| ZQR5}IX|Tt 2GB 2&2| 7|2 5GBE £Xdt=
Z20|= &¢2l0| HRdtX| gt&L|Ct

i
rI'U
0
HT

. nidopn
* "SnapLock HH ZH Xtz B2t Z="
* AE A"

* "AERX] A

° “Alﬁ%!"

MAVO] Ci{et ONTAP #t2[Xt $¢l OF2 2te|gL|Ct

MAV(Multi-admin verification)E g4 %}5t7| Mof| §¢l EE= HEHE 2o 22[X7} 5Lt
Ol &h EotEl 22|Xt &2l JFS CHS0{0F RL|Ct CHE 22|Xt 2elg Mottt 22 52 I8
TS S-St H 7| =2 ABE #e2X}t & ot Ho| 5010 HEtL|Ct

MAV 7|52 7|Z9| gt J[Ht HM|A HO{(RBAC) HE S JItHZ AFSRILICE ETHE Q! MAV ZtE[XH= MAV 2H2| X}
OE0 716t7| Hof|l B2 XS AT = A= S2et 2eto] A0OF BfLICt "RBACO| CHol AHAIS] ZOFEAA[L."

501 QHO| ER F0|2t= A2 MAV H2|XHo| A LE|=E MAVE 74T £ JELICE 0]
£79|, 'Mail From' %! 'Mail Server' O{7Hf tH)S 71 A5EALE 0|24t Of7H H-E X9 L3
O|HY L2lo| Yo H MAV HE|Xt= S CH7|BE2 52 = 2HQlsl{of gfLCt.

—


https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster
https://docs.netapp.com/us-en/ontap-cli/search.html?q=lun
https://docs.netapp.com/us-en/ontap-cli/search.html?q=lun
https://docs.netapp.com/us-en/ontap-cli/search.html?q=lun
https://docs.netapp.com/us-en/ontap-cli/search.html?q=lun
https://docs.netapp.com/us-en/ontap-cli/search.html?q=lun
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/snaplock-legal-hold-end.html
https://docs.netapp.com/us-en/ontap-cli/search.html?q=storage+aggregate
https://docs.netapp.com/us-en/ontap-cli/search.html?q=storage+aggregate
https://docs.netapp.com/us-en/ontap-cli/search.html?q=storage+aggregate
https://docs.netapp.com/us-en/ontap-cli/search.html?q=storage+aggregate
https://docs.netapp.com/us-en/ontap-cli/search.html?q=storage+aggregate
https://docs.netapp.com/us-en/ontap-cli/search.html?q=storage+encryption
https://docs.netapp.com/us-en/ontap-cli/search.html?q=storage+encryption
https://docs.netapp.com/us-en/ontap-cli/search.html?q=storage+encryption
https://docs.netapp.com/us-en/ontap-cli/search.html?q=storage+encryption
https://docs.netapp.com/us-en/ontap-cli/search.html?q=storage+encryption
https://docs.netapp.com/us-en/ontap-cli/search.html?q=system
https://docs.netapp.com/us-en/ontap-cli/search.html?q=system
https://docs.netapp.com/us-en/ontap-cli/search.html?q=system

ONTAP 9.15.12F Active Directory(AD) AF2XIE MAV ZE|XIZ2 A4S £ JASLICH AD AFEXHE CHS 1k Z0tof
SIL|CL"ONTAP &2|Xt2 M E" .

System Manager 2}

HMECZ MAV &2 OF2 0HS2{™ System Manager 2t - & HZTSHUA|Q "CHE 22| AS S st Ch.

o

AEXL* otz M E SEIFLICE 4 Add

d. 2o w2} e +FEL.

b. Hok* MMHoj| M * CHE 2t2[Xt Sl * Fofl A= 2 UL 5> . (fx MAVZLOHE] FHEX] 42 E2
OO 20| EA|ELICE.

* 0|E: 2 0|2

CLI X}

1. '"Mail From' ¥ 'Mail Server' Oi7H 84201 Zf0| MM E|0] Q=X| 2QITHL|C QIEd:
OlHE 78 &

C|AZ2|0l= ChZ 1t H| X3l OF L T

cluster(0l::> event config show
Mail From: admin@localhost

Mail Server: localhost
Proxy URL: -
Proxy User: -
Publish/Subscribe Messaging Enabled: true
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security multi-admin-verify approval-group create [ -vserver svm name] -name
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mav-grpl -approvers pavan,julia -email pavan@myfirm.com, julia@myfirm.com
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cluster-1::> security multi-admin-verify approval-group show
Vserver Name Approvers Email

svm-1 mav-grpl pavan, julia email
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MAV 7|s& 43tetL|Ct '"H Ot multi-admin-verify modify-approval-

group1_[,group2...] [FE-&QIXt_nn_] - MotEl & [-
A-OLZ [nnh] [nnm] [nns] [- £Y-2F2Z [nnh] [nns] [

nns]]
* ol C2 EES A 1712 Sl OF, 2712
Lo 501} 9 7|2 Bt2 7|7t TEHE MAVIL

%“é? SHELICE

cluster-1::> security multi-admin-
verify modify -—-approval-groups
mav-grpl -required-approvers 2
—enabled true

5|2 148 Z7t6t0] 7| TS SBBLICH L A

MAV 74 £ (MAV 52! Q) "5 O Multi-admin-Verify approval-group modify [-
approval-group1_[,group2...] [[24-52IX} nn_J[-&H
-0t= [nnh] [nnm] [nns] [- £21-2tZ [nnh] [nns]]

MAV 7|5& ehelgfLict 'Hot HE|-HE[-HT &
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cluster-1::> security multi-admin-
verify show

Is Required Execution
Approval Approval
Enabled Approvers Expiry Expiry
Groups
true 2 1h 1h
mav-grpl
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smci-vsim20::> security multi-admin-verify rule show
Required Approval
Vserver Operation Approvers Groups

vs01l volume snapshot delete = =
Query: -snapshot 'hourly*, !daily*, 'weekly*
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[parameters]
Al

"orotected operation' [-
"volume delete"
"orotected operation"
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security multi-admin-verify rule delete

security multi-admin-verify rule create
security multi-admin-verify rule create
security multi-admin-verify rule modify

-operation
security login modify <parameters>

query operation subset]

-operation
vserver vsQO"
-operation
[parameters]
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Approval request to delete the volume was sent.
Track the request ID 356 from Events & Jobs > Multi-Admin Requests.
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Request to perform delete operation is pending approval.
Retry the operation after request is approved.
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cluster-1::*> volume delete -volume voll -vserver vsO0

Warning: This operation requires multi-admin verification. To
Ccreate a

verification request use "security multi-admin-verify
request

create".

Would you like to create a request for this operation?
{yIn}: y

Error: command failed: The security multi-admin-verify request
(index 3) 1is
auto-generated and requires approval.

" security multi-admin-verify request create "volume delete"

Error: command failed: The security multi-admin-verify request
(index 3)
requires approval.
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cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: approved
Required Approvers: 1
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: admin?2
User Vetoed: -
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Info: Volume "voll" in Vserver "vsO0" will be marked as deleted and
placed in the volume recovery queue. The space used by the volume
will be recovered only after the retention period of 12 hours has
completed. To recover the space immediately, get the volume name
using (privilege:advanced) "volume recovery-queue show voll *" and

then "volume recovery-queue purge -vserver vs0 -volume <volume name>"

command. To recover the volume use the (privilege:advanced) "volume
recovery-queue recover -vserver vs0 -volume <volume name>"
command.

Warning: Are you sure you want to delete volume "voll" in Vserver

"ysO" 2

{yIn}: y

b. 2FO| HEE|7L} 2tz 7[Zt0] X[t AR @F S AN|SI CHA| ®IZSHALE MAV ZH2|XHof|A| oISt AIL.
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cluster-1::

Request Index:
Operation:

Query:

State:

Required Approvers:
Pending Approvers:
Approval Expiry:
Execution Expiry:
Approvals:

User Vetoed:
Vserver:

User Requested:
Time Created:

Time Approved:
Comment:

Users Permitted:

cluster-1:

> security multi-admin-verify request show 3

3

volume delete

-vserver vs0 -volume voll
vetoed

1

1

2/25/2022 14:38:47

admin?2

cluster-1

admin

2/25/2022 13:38:47

:*> volume delete -volume voll -vserver vsO

Error: command failed: The security multi-admin-verify request (index 3)
hasbeen vetoed. You must delete it and create a new verification
request.
To delete, run "security multi-admin-verify request delete 3".
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clusterl::> security multi-admin-verify request show-pending

Index Operation

3 volume delete

Query State

= pending 1

Pending
Approvers Requestor

cluster-1::> security multi-admin-verify request approve 3

cluster-1::> security multi-admin-verify request show 3

Request Index:
Operation:

Query:

State:

Required Approvers:
Pending Approvers:
Approval Expiry:
Execution Expiry:
Approvals:

User Vetoed:
Vserver:

User Requested:
Time Created:

Time Approved:
Comment:

Users Permitted:

oll:

CHE AIE A= MAV Z2[Xt7t 0|0] stitel Sl U=

3

volume delete
approved

2

0

2/25/2022 14:
2/25/2022 14:
mav-admin?2
cluster-1
julia
2/25/2022 13:
2/25/2022 13:

32

32:
35:

Mol = 3

:03
35:

36

03
36
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| 28 o|HgS &2 =0 2F

o
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clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 pavan

cluster-1::> security multi-admin-verify request veto 3

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -
State: vetoed
Required Approvers: 2
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: mav-adminl
User Vetoed: mav-admin?2
Vserver: cluster-1
User Requested: pavan
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -
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security dynamic-authorization modify \
<strong>-state visibility</strong> \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \

-vserver <storage VM name>

2. E N850 2nE HIBLIC show HH HEE HEASts HE:
security dynamic-authorization show
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security dynamic-authorization modify \
<strong>-state enforced</strong> \
-vserver <storage VM name>
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2ol M HHELICE 22 (>)2f 2tE &0l SHA| YH0|ERLITE

security dynamic-authorization modify \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \

-vserver <storage VM name>

SN Aot 208 ArEstH MotE 7|2 ¥ EEYo| 7|sol ZEELICL 0| 552 R0 U 3T > JUSLCL 2
EZSHYAIL "MAV(Multi-admin Verification) &A1" M[etEl BE| 7|2 SE0f Cigt XtAst LHE2

Hot XEM|BE LHE 2 security dynamic-authorization rule create "ONTAP EE & ZQILICHE

=

3 O SA| OOl ERLICE E M85 ¢b= B8R -vserver I HEE,
24
o
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o
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security dynamic-authorization rule create \
-query <query> \

<strong>-operation <text></strong> \

-index <integer> \

-vserver <storage VM name>
2. Hgtel EEo| 2t 552 FLIC

security dynamic-authorization rule show
HietEl BYS MAeL T

S [P HOIZ NDHE WY SR0IM BYS MAHE 2 YALICH
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Ol CHSt XEMIBt LH22 security dynamic-authorization rule delete "ONTAP & EZEQILICHE
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1. BHE HAHEYLICH 23(>)2| 2f2 &Z0l| 2| LO|o|EFLICE & AH8SIX| gt BR -vserver U7 HEE,
HEH2 SEAH 2 HoM dHELICH FZE SME EAIE 047] HeTt Bt o}

security dynamic-authorization rule delete \
<strong>-operation <text></strong> \
-vserver <storage VM name>

2. Mgtel HHo 2t S ES FUC

o—l =2

security dynamic-authorization rule show

SH AP B 2FS FUC

J2MoR M Mot o= ZE AMEX U IES 2dalst= ZA| MEELICE 2L 2 AFESI0 OFS MMe
UELICE security dynamic-authorization group create HHZ A6 S& #HHo| EH

MEXAA 2 HEE[E=F BfLICt.
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JES LICH 23(>)2 gf2 SZ0| A UC|0|ESILICt E AL8SHK| Y= HR -vserver Of7H HEZE,
HE2 S2{AH Ho|M AMELICH A2 SMZ EA|E 07 H4IF LRt Ct,

security dynamic-authorization group create \
<strong>-name <group-name></strong> \
-vserver <storage VM name> \

-excluded-usernames <userl,user?2,user3...>
2. 20t X {3t 2ol 2§ SLUCL

—_ =

security dynamic-authorization group show
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ol CHet XtM|Bt LHE 2 security dynamic-authorization group delete "ONTAP EHE HZQILICHE
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1. 388 MNELICH 25(>)2 2i2 20| XA HOl|o|EELICEH & AH86HX| s BR -vserver U7 HEE,
HE2 S AH 2Ho|M AdHELICE 72 SMZE BEA|E 0§74 HE-IF Hesh|ct

security dynamic-authorization group delete \
<strong>-name <group-name></strong> \
-vserver <storage VM name>

2. 21t X ot 20 OFS SLICL

—

security dynamic-authorization group show
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() 71w zewwe = ¥4 15X IH2 S0 R A0t ZHOF SLICH
Ofl CHet XEMIBt LH22 security dynamic-authorization trust-score-component modify "ONTAP
HE HEULICHE BERSHIA 2.
OE2 7|2 Ha A WEE 7IEX[et g +3Y &= U= 74 QAL
7|1&E BE0|IE 712 A " 715K 712 HEE IHEA|
MY £ A= A trusted-device 20 50
AMEXLZOQI B V|E authentication- 20 50
history
CHA|
1. M2 B A8 AE £HTULICL 235(>)Q] 22 &E0f| XA 0| ERLICL E MESHK| %= B -vserver
Oi7H Ha=, HE2 SHAE 2[Hol|M HHELICH F2 SME FAIE O7] H-IF HeetL|oh,

security dynamic-authorization trust-score-component modify \
<strong>-component <component-name></strong> \
<strong>-weight <integer></strong> \

-vserver <storage VM name>
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security dynamic-authorization user-trust-score reset \
<strong>-username <username></strong> \
<strong>-component <component-name></strong> \

-vserver <storage VM name>
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security login whoami
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Ofl CHet XEMIBt LH22 security dynamic-authorization trust-score-component create
"ONTAP EE HZULICH'E EXSHYAIL.

A

1.

2.

MEXL X | e SSAE FItUCE 22(>)9f 22 &do B 87

ERE oS 280l Sl HOIO|ERILICE £ AIESHK| Y= ER
-vserver N7} B2, FH2 SHAH 2| M HHELICH 72 SMZ EAIE {7 H7F 2L}

security dynamic-authorization trust-score-component create \
—-component <text> \

<strong>-provider-uri <text></strong> \

-score-field <text> \

-min-score <integer> \

<strong>-max-score <integer></strong> \

<strong>-weight <integer></strong> \

-secret-access-key "<key text>" \

-provider-http-headers <list<header,header,header>> \
-vserver <storage VM name>

27t Az He

oH

=it 28 S SLC

security dynamic-authorization trust-score-component show

MER XY M2 =+ S5AEHIE FIELICH

EfOE ALY 2|F ME| M 3SXet S4e = JASL|CH o] A otH E25t HEE L &=01X| o810 URLS| EEE
ME| M SEXE B 5+ JASLICH

Ol CHt XEMIBt LH22 security dynamic-authorization trust-score-component create "ONTAP
HE HXULICHE HESHIAR
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ChA|
1. ME| M SR EIDE ystetL|ct 235(>)9f 22 20l XA YU|o|EFLICE S AHZSHX] &E 8%
-vserver U7 M2, HH2 SHAH AN HHELICHL 72 SMZ EAIE Oi7] HaIF 2L Tt

security dynamic-authorization trust-score-component create \
<strong>-component <component_name></strong> \

-weight <initial score weight> \

-max-score <max score for provider> \

<strong>-provider-uri <provider URI></strong> \

-score-field <REST API score field> \
<strong>-secret-access-key "<key text>"</strong>

o

H LiZa 2SI

i
muin

security dynamic-authorization trust-score-component create -component
compl -weight 20 -max-score 100 -provider-uri https://<url>/trust-
scores/users/<user>/<ip>/componentl.html?api-key=<access-key> -score
-field score -access-key "MIIBBJjCBrAIBArgqyTHEvYdWiOpLkLKHGJUYUNSwfzX"
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