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CHS WM M= "cluster01"e| HIE®IZ ZEE HFL|CY.

cluster0l::> network port show

(Mbps)
Node Port

cluster01-01
ela
elb
elc
e0d

cluster01-02
ela
eOb
elc
e0d

2. 22|Xt SVM(7|& IPspace) =

gMg Megict

=1

* ONTAP 9.6 O[ &k *

IPspace

Cluster
Cluster
Default
Default

Cluster
Cluster
Default
Default
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*

24 XFxo

C
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Broadcast Domain Link MTU

Cluster
Cluster
Default
Default

Cluster
Cluster
Default
Default

up
up
up
up

up
up
up

A AE SVM(AFR X K| IPspace)ol| CHEH ©

29

1500
1500
1500
1500

1500
1500
1500
1500

Speed

Admin/Oper

auto/1000
auto/1000
auto/1000
auto/1000

auto/1000
auto/1000
auto/1000
auto/1000
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'network interface create-vserver_system SVM_-
lif_LIF_name_-service-policy default-2/E{22{AE]
-home-node_node_-home-port port-
address_port_ip_-netmask_mask '

'network interface create-vserver_system SVM_-
lif_LIF_name_-role I2/E{22{AE{-home-node_node_
-home-port_port_-address_port_ip_
-netmask_mask '
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cluster0l::> network interface create -vserver cluster0l -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster01-01 -home-port eOc
-—address 192.168.1.201

-netmask 255.255.255.0

cluster0l::> network interface create -vserver cluster0l -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port eOc
-address 192.168.1.202

-netmask 255.255.255.0

QIE{2 2 A LIF7t MEERA=X] eFelgfL|ct.
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* ONTAP 9.6 O| 4k * HES 3 QIEH|0|A show-service-policy default-
QIE{ S AH
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interface show-role QIE{Z22{AE])

Of| CHot XkM|TH LHE 2 network interface show "ONTAP H&E AEQILICHS RZTSHMUA|IL.

cluster0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster0O1l
cluster0l iclOl
up/up 192.168.1.201/24 cluster01-01 eOc
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOc
true

4. QIE{2AHE LIF7t SEE[=X| =HQlgfL|ct.
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* ONTAP 9.6 O|A}: * 'network interface show — service-policy default-
QIE{22{ AE-failover'

* ONTAP 9.5 8! O|™ KT Q| HR: * HER 3 21E{H|0| A show-role IE{ 22 AE-
failoverE & =XSHNAIL

O CHSE XtM|SH LI network interface show "ONTAP Hal EHZEQILICH'S RXSHMAIL.

CtS oflofl M= eOc EEQ| QIE{Z22{AH LIF 'cluster01_icl01'Z} cluster01_icl027t e0d ZEZ MY LH EICH=
A2 E0of ELICL

cluster(0l::> network interface show -service-policy default-intercluster

—failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
cluster(O1l

cluster0l icl01l cluster(01-01l:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-01:e0c,
cluster01-01:e0d
cluster0l icl02 cluster01-02:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-02:e0c,
cluster01-02:e0d
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cluster0l::> network port show

(Mbps)
Node

cluster01-01

cluster01-02

HER 3 QEHo|A E7|
off CHet XfM|Bt LI 2 network interface show "ONTAP H

CHE Old= ZE eOe X eOfoll LIF7t ZHEIX| 2422 HH{FLICE

ela
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elc
e0d
ele
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ela
eOb
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Hu

Cluster
Cluster
Default
Default
Default
Default

Cluster
Cluster
Default
Default
Default
Default

Broadcast Domain Link

Cluster
Cluster
Default
Default
Default
Default

Cluster
Cluster
Default
Default
Default
Default

2 XIxXO

o

up
up
up
up
up
up

up
up
up
up
up
up

[= = |

1500
1500
1500
1500
1500
1500

1500
1500
1500
1500
1500
1500

Speed

Admin/Oper

auto/1000
auto/1000
auto/1000
auto/1000
auto/1000
auto/1000

auto/1000
auto/1000
auto/1000
auto/1000
auto/1000
auto/1000

cluster(0l::> network interface show -fields home-port,curr-port

vserver 1lif

home-port curr-port

Cluster
Cluster
Cluster
Cluster
cluster

cluster

cluster

e

[Mye)

cluster01-01 clusl
cluster01-01 clus2
cluster01-02 clusl
cluster01-02 clus?2

01

cluster mgmt

01

cluster01-01 mgmtl

01

cluster01-02 mgmtl

ZEO chet HYeeH 25 Mgt

ela
e0b
ela
e0b
elc

elc

elc

ela
eOb
ela
e0b
elc

elc

elc
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'network interface failover-groups create-vserver_system_ SVM_-failover-group_failover_group_-
targets_physical_or_logical_ports '

CHS oo M= A|AEI SVM 'cluster01’2] I 2H T2 intercluster010]| ZE e0el} e0fS SHetetL|C}

cluster0l::> network interface failover-groups create -vserver cluster(Ol
-failover—-group

intercluster0l -targets
cluster01-01:e0e,cluster01-01:e0f,cluster01-02:e0e,cluster01-02:e0f

cluster0l::> network interface failover-groups show
Failover

Vserver Group Targets

Cluster
Cluster
cluster01-01:e0a, cluster01-01:e0b,
cluster01-02:e0a, cluster01-02:e0b
cluster0O1l
Default
cluster01-01:e0c, cluster01-01:e0d,
cluster01-02:e0c, cluster01-02:e0d,
cluster01-01:e0e, cluster01-01:e0f
cluster01-02:e0e, cluster01-02:e0f
intercluster01

cluster01-01:e0e, cluster01-01:e0f
cluster01-02:e0e, cluster01-02:e0f

5. A|AHI SVMO|| TSt QIE|22{AE LIFE M43t CHE 0| HY 2t JE0 YLt

SHS MEHSL|CE A9
* ONTAP 9.6 O| Al * "HEY 3 QEHO|A create-vserver_system SVM_-

lif LIF_name_-service-policy default-21E{22{AF
-home-node _node_-home-port_port_
-address_port_ip_-netmask_mask_-failover

-group_group_"
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S42 MeypiL|ct Ay

* ONTAP 9.5 &l O|F HZF9 AR * 'network interface create -vserver_system_SVM_
-lif_LIF_name_-role RIE{Z22{AE] -home
-node_node_-home-port_port_-address_port_ip_
-netmask_mask_-failover -group_failover_group '

ofl CHet XkMIBH LI 2 network interface create "ONTAP E&E EZEQLICH

o

EXSHMAL.

CHS WM = HIYLH 3§ intercluster010i 2IE{22{AH LIF 'cluster01_icl01'2t 'cluster01_icl02'E
A MBILICE

cluster0l::> network interface create -vserver cluster0l -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster01-01 -home-port ele
-—address 192.168.1.201

-netmask 255.255.255.0 -failover-group intercluster0l

cluster0l::> network interface create -vserver cluster0l -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port e0le
-address 192.168.1.202

-netmask 255.255.255.0 -failover—-group intercluster0l

6. QIE|Z2|AE LIF7F A E|=X| 2olgtLCt,

10

AN —

SMg MEfBiL|Ct A
* ONTAP 9.6 0|4} * HIEf3 2IE{H|0| A show-service-policy default-
QI 22 AH
* ONTAP 9.5 % 0| KT 2| BR: * HIER3 2IE{H[0| A show-role 21E{ 22| AE(network

interface show-role QIE{Z22{AE])

ol CHet M3t LHE 2 network interface show "ONTAP E&E EZEQULICHE EESHMAIL.
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cluster0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
clusterO1
cluster0l icl01
up/up 192.168.1.201/24 cluster01-01 eOQe
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOf
true
7. AHEHAH LIF7} Z5&[=X| gelgt|ct

* ONTAP 9.5 5! O|™ Q| HL: *

23

HER 3 2E{H|0| A show-service-policy default-
QIE{22{AE{-failoverS ME4TIL|Ct

failoverE &ZESHAA|IL

HEL 3 21E{H|0| A show-role QIE{=22{ AE-

Of| CHSE XtM|SH LI network interface show "ONTAP Hal EZEQILICH'S EXSHMAIL.

CHS oflol M= SVM eOe ZEQ| QIE{Z22{AH LIF 'cluster01_icl01'Zt cluster01_icl027} e0f ZEZ

HYLHEILH:= AE EH FLIC.

cluster0l::> network interface show -service-policy default-intercluster

—-failover
Logical

Vserver Interface

Failover

Group

cluster01l

cluster0l iclO01l

intercluster01l

cluster0l icl02

intercluster(0l

Home Failover
Node:Port Policy
cluster01-01:e0e local-only

cluster01-01:
cluster01-01:
local-only

Failover Targets:

cluster01-02:e0e

cluster01-02:
cluster01-02:

Failover Targets:

ele,
eOf

ele,
eOf
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A2 Xt X1 IPspacet| Al ONTAP QIE{22{AH LIFE A 8tL|Ct

AEXE X1 IPspacelil A QB2 AE LIFE #8Y = JSLICH HE| HIHE 20N =X

Edims 22lg & AFLIC

A8 X} X IPspaceS MASHE A AAHS AlA SYM(AER|X] 74 D142 i IPspace2] A2 Ko
chst ZiE(O|Lf S{EHS BILICE Af SVMS Af IPspace®| 2E QIE{Z2{AE] LIFQ| ZEHI0|LIZ AFS S 4 QUALICE Al
SVM2 AL8 X} A& IPspacet SUst 0|22 ZHALIC

CHA|
1. 28| A9 ZE L}

HEQ3 ZE &
ol CHSE XtMISH LHE 2 network port show "ONTAP EH& EHZTQILICHS HTSHUAIL.

CHS WM M= "cluster01"e| HIE®IZ ZEE HH{FL|CY.

cluster(0l::> network port show

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
cluster01-01
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
ele Default Default up 1500 auto/1000
eOf Default Default up 1500 auto/1000
cluster01-02
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
ele Default Default up 1500 auto/1000
e0f Default Default up 1500 auto/1000

2. 22{AHO|M HEY IPspace AA:
HER 3 IPspace M4 - IPSpace_|IPSpace

CHS oo = A2 Xt X|E IPspace "IPSpace-IC1"S M AL Ct

cluster(0l::> network ipspace create -ipspace ipspace-IC1l

12
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Ol CHet XtM|Bt LHE 2 network ipspace create "ONTAP EE EZEQULICHE EETSHMAIL.
3. QI 22|AH B4 HEOZ MEY £ U= ZEE =QIBHL|LCE.

—_ =

HEH3 AE{Ho|A HI| HE 5 RE, S5 ZE

Of| CHot XtM|TH LHE 2 network interface show "ONTAP H& AEQILICH'S EZSHMA|IL.

CHe Olldl= ZE ele X eOfoll LIF7F EHEIX| 2422 HOFLICH

cluster0l::> network interface show -fields home-port,curr-port

vserver 1if home-port curr-port
Cluster cluster0l clusl ela ela
Cluster cluster0l clus?2 elb elb
Cluster cluster02 clusl ela ela
Cluster cluster02 clus?2 eOb eOb
cluster0O1l

cluster mgmt elc elc
cluster(O1l

cluster01-01 mgmtl elc elc
cluster(O1l

cluster01-02 mgmtl elc elc

4. 7|2 HREMNAE THQIO|M A THset ZES HMARLICE

HES3 ZE HECEIHAE.-CHOl H|H-EE-HZCI|AECHO J|2 TE TE

TELC 3HHO| S 0|AtS] HEEIWAE ZH|QI0)| RIS 4 GSLICE off CHEE XtM|EH LHR 2 network port
broadcast-domain remove-ports "ONTAP E&E HZQL|CH'S HZSHUAL.

CHe ool M= 712 E2EIHAE Q10 ZE "e0e" A "e0f'E MAHLLICE.
cluster0l::> network port broadcast-domain remove-ports -broadcast
-domain Default -ports
cluster01-01:e0e,cluster01-01:e0f,cluster01-02:e0e,cluster01-02:e0f
5. XEJI 7|2 HEEHHAE THQo| M MAHE[A=X] eeletL|ct.
HEYI ZE &
Ol CHSt XEMIBt LH2 2 network port show "ONTAP EHE EHZEQUL|ICHES HXSHMAIL.

CHS OloM = 7|2 EZEIHAE TH|QI0M ZE "e0e"2} "e0f'7t HAHE|U}SSE 2O SLIC


https://docs.netapp.com/us-en/ontap-cli/network-ipspace-create.html
https://docs.netapp.com/us-en/ontap-cli/network-ipspace-create.html
https://docs.netapp.com/us-en/ontap-cli/network-ipspace-create.html
https://docs.netapp.com/us-en/ontap-cli/network-ipspace-create.html
https://docs.netapp.com/us-en/ontap-cli/network-ipspace-create.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-port-broadcast-domain-remove-ports.html
https://docs.netapp.com/us-en/ontap-cli/network-port-broadcast-domain-remove-ports.html
https://docs.netapp.com/us-en/ontap-cli/network-port-broadcast-domain-remove-ports.html
https://docs.netapp.com/us-en/ontap-cli/network-port-broadcast-domain-remove-ports.html
https://docs.netapp.com/us-en/ontap-cli/network-port-broadcast-domain-remove-ports.html
https://docs.netapp.com/us-en/ontap-cli/network-port-show.html
https://docs.netapp.com/us-en/ontap-cli/network-port-show.html
https://docs.netapp.com/us-en/ontap-cli/network-port-show.html
https://docs.netapp.com/us-en/ontap-cli/network-port-show.html
https://docs.netapp.com/us-en/ontap-cli/network-port-show.html

cluster0l::> network port show
Speed (Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper

cluster01-01

ela Cluster Cluster up 9000 auto/1000
e0lb Cluster Cluster up 9000 auto/1000
elc Default Default up 1500 auto/1000
eld Default Default up 1500 auto/1000
ele Default - up 1500 auto/1000
e0f Default - up 1500 auto/1000
elg Default Default up 1500 auto/1000
cluster01-02
ela Cluster Cluster up 9000 auto/1000
elb Cluster Cluster up 9000 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
ele Default - up 1500 auto/1000
e0f Default - up 1500 auto/1000
elg Default Default up 1500 auto/1000

6. AtEXt X|H IPspacedi| E2EIHAE ZO|Ql MA:

'network port broadcast-domain create-IPSpace |IPSpace_-broadcast-domain_broadcast _domain_-
mtu_mtu_-ports_ports_'

CtS ofloll M= IPspace 'IPSpace-IC1'0l EZEIHAE TH|Q! 'IPSpace-IC1-BD'E MM EHL|CL.
cluster0l::> network port broadcast-domain create -ipspace ipspace-ICl
-broadcast-domain
ipspace-ICl-bd -mtu 1500 -ports cluster01-01:e0e,cluster01-01:e0f,
cluster01-02:e0e,cluster01-02:e0f

7. HEEIHAE TH[QI0| MM E|Q=X| =kQlstL|C},

HE®3 XE HECIHAE EHQ &

Ol CHet XEMIBt LH2 2 network port broadcast-domain show "ONTAP EE &HZRIL|ICH'S
ARSI AIA|L.
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cluster0l::> network port broadcast-domain show

IPspace Broadcast Update
Name Domain Name MTU Port List Status Details
Cluster Cluster 9000
cluster01-01:e0a complete
cluster01-01:e0b complete
cluster01-02:e0a complete
cluster01-02:e0b complete
Default Default 1500
cluster01-01:e0c complete
cluster01-01:e0d complete
cluster01-01:e0f complete
cluster01-01:e0g complete
cluster01-02:e0c complete
cluster01-02:e0d complete
cluster01-02:e0f complete
cluster01-02:e0g complete

ipspace-IC1l
ipspace-ICl-bd

1500
cluster01-01:e0e complete
cluster01-01:e0f complete
cluster01-02:e0e complete
cluster01-02:e0f complete

8. A|AH! SVMO| CHet QIE{ SR AE] LIFS 4ot £ 0|2 HZENAE HQlof ZEetLCt

gug Mefgtct L
* ONTAP 9.6 O|Af: * 'network interface create-vserver_system_SVM_-

lif_ LIF_name_-service-policy default-21E{22{AH
-home-node_node_-home-port_port_
-address_port_ip_-netmask _mask '

* ONTAP 9.5 & O| X HHHXQ| HR: * 'network interface create-vserver_system_SVM_-
lif_LIF_name_-role I21E{Z2{AE{-home-node_node_
-home-port_port_-address_port_ip_
-netmask_mask '

LIFE 8 ZEJI e HEEIHAE EHQoM MM ELICH BEEIHAE EOQlof= BEEINAE E0jQlat
St 0|59 7|2 I|Y K O FO0| YELICE off CHet XpMISH LHE 2 network interface create "ONTAP
HEH ZEQULICHE EESIYAIL.

LIS ool = EREIHAE Q! IPSpace-IC1-BDO| QIE{E2{AE LIF 'cluster01_iclo1' &
'cluster01_icl02'S MM EtL|Ct.
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9.

cluster(0l::> network interface create -vserver ipspace-ICl -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster01-01 -home-port eOe
-—address 192.168.1.201

-netmask 255.255.255.0

cluster0l::> network interface create -vserver ipspace-ICl -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port ele
—address 192.168.1.202

-netmask 255.255.255.0

QE{22{AH LIF7} HEE A=K 2elgfL|nt.

SHS MEHSL|CE A
* ONTAP 9.6 O Ak: * HE3 QIE{H0]A show-service-policy default-
QIE{Z2AH
* ONTAP 9.5 5! O|H H{T o AR: * HEQ|3 QIE{H[O|A show-role QIE{22{AE{(network

interface show-role QIE{22{AE)

O CHSE XtM|SH LI network interface show "ONTAP Hal EZEQILICH'S RXSIHMAIL.

cluster0l::> network interface show -service-policy default-intercluster
Logical Status Network Current

Current Is

Vserver Interface Admin/Oper Address/Mask Node Port

Home

ipspace-ICl1l
cluster0l icl01

up/up 192.168.1.201/24 cluster01-01 eOe
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOf
true

10. QIE{Z2{AH LIF7I 355 |=X] &elgtL|ct.
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S42 MeypiL|ct Ay

* ONTAP 9.6 O|4}: * HE23 2E{H|0]|A show-service-policy default-
QIE{22{AE{-failoverS ME{TIL|CE

* ONTAP 9.5 8! O|™ KT Q| HL: * HEL 3 2IE{H|0| A show-role QIE{=22{ AE-
failoverg & ESHMAIL

of| CHot XtMITH LHE 2 network interface show "ONTAP HE AEQILICHS EZSHUAL.

CHS ool M= SVM eOe EZEQ| QIE{22{AH LIF 'cluster01_icl01' X 'cluster01_icl02' 7t eOf ZE Z HYQH =
A2 B ELICL

cluster0l::> network interface show -service-policy default-intercluster
—failover
Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
ipspace-ICl1l
cluster0l icl0l cluster01-01:e0e local-only
intercluster0l
Failover Targets: cluster01-01:e0e,
cluster01-01:e0f
cluster0l icl02 cluster01-02:e0e local-only
intercluster0O1
Failover Targets: cluster01-02:e0e,
cluster01-02:e0f

0o ZAE AMeL|Ct
ONTAP 22{AH I|0] A E MMEtL|Ct

CiloE] B S X3l =+ fldH Hlo|EHE A E 2 AH| =X|5H0] H|O|EHE E=ole{H 2&
U ;A SHAH 7H0l| S22 AE T[0] 2HAE d-dsiof ghL|Ct.

0| Ztedof| chaH

O] EXH= FAS, AFF, ASA A|AHEI0| MEEILICEH ASA r2 A|AEI(ASAATK, ASAA90, ASAA70, ASAA50, ASA
A30, ASAA20 EE= ASA C30)0| U= ER LSS MEMK. "sHE & ASLICH AHM SXE dHst2{H. ASA
R2 A|ARIZ2 SAN & 1S CHAOZ ChaotEl ONTAP &E S H|3gL|Ct,

HIK| 7|2 E= HMS ALY & USLICH ALEXL K™ MM S AEst2{H Hz MM g THS0{0f gL Ct.

INES TS o]

ONTAP CLIE At83t= 22 LIS U'H & otLtE AF85HH mo{Ed S AHO BE =20 QI ZHAH LIFS
A-goHOF BfLICt.
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HAE LIFE FEgLC

HAE LIFE gL

* "S#& OIoJH ZEO it QIE 2
* "ME H|o|E ZEO CHet QIE 2
* "AEXE XIE IPspacedf| A QIE{22{AE LIFE gL CH

EHA|
ONTAP A|AE! 22| X} EE= ONTAP CLIZE A2610] 0] X2 LalshL|C}

O

18



UNE= I 1PN
1. 24 SAHM * 22 A > 4™ * 2 S

2. Intercluster Settings * MM0{| A * Add Network Interfaces * £ 22I5t11 IP ALt AEUl OIATE
=I5t S AHO| Chet S2HAE 2 HES{3 AEI|0|AE FItEILICE

=

[0

2 S AE|A O] THAIE BtEetL|Ct.

3. 4 S AEM * 22{AH > W * 2 SIYLICL

4. :Cluster Peers * MM 2 Z2I6l11 * Generate Passphrase * & ME{EILIC}.

5. Y ONTAP S2AE HTS MEiBILICE

6. MMEl S E SALEtL|C

7. 22 S AES| * 22AH T|0] * oM * |0 SHAE * E 2261 ; * I|0] SHAE * & MEiSL|CL
8. mo| S AH * &M = E 20 @10 * SHAH IO X£7|3t * E SEIYLICL

CLIE HZstHAIR
1. OHY SHAHOIM AA S AESEO| |0 2HAE HdBtL|Ct
cluster peer create -generate-passphrase -offer-expiration
<MM/DD/YYYY HH:MM:SS|1...7days|1l...168hours> -peer-addrs

<peer LIF IPs> -initial-allowed-vserver-peers <svm name|*> -ipspace
<ipspace>

'-generate- passphraseSEf' peer-addrs'E 25 X|H5}H '-peer-addrs’™l| X|™HEl QIE{ZHAH LIF7t Y=
SR AEDH MME| OS2 AIRE 4 QA L|CE

-

AL Xt X IPspaceE AFESHA| b= 220|= 0| 282 RAIY -ipspace 3= USLICE Ol CHEH XhA[E
LH2E cluster peer create "ONTAP E&E HZQULICHE HZSIYAIL.

ONTAP 9.6 O| &0l A Io{ 2HAIE WHstD S AH 7t I|0{E E4I2 L=3}6HX| oM, A= E
H| 2t A 3}5H2{™ "-encryption-protocol-proposed none' SMS AF23|{0f EL|CL.

CH2 ool M= XIFEX] &2 #F 2

[

2{AE{QF S2{AH OO HAE M5t 22 S22 M SVM
"v81" 8l "v82"et I|0] ZAIE A S

L|C}.
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cluster02::> cluster peer create —-generate-passphrase -offer

-expiration 2days -initial-allowed-vserver-peers vsl,vs2

Passphrase:
Expiration Time:

UCa+61RVICXeL/gglWrK7ShR
6/7/2017 08:16:10 EST

Initial Allowed Vserver Peers: vsl,vs2
Intercluster LIF IP: 192.140.112.101
Peer Cluster Name: Clus 7ShR (temporary generated)
Warning: make a note of the passphrase - it cannot be displayed

again.

CH= olol[A= B Z2{AE LIF IP 34 192.140.112.103 3! 192.140.112.1040{| M & S AE 2}
S2{AE O|0] 2AE Mdstn 22 S2{AEQ| sSVMIe| mo| A E AKX SlgfL|Ct

cluster02::> cluster peer create —-generate-passphrase -peer-addrs
192.140.112.103,192.140.112.104 -offer-expiration 2days -initial

-allowed-vserver-peers *

Passphrase:

Expiration Time:

Initial Allowed Vserver Peers:
Intercluster LIF IP:

Peer Cluster Name:

UCa+61RVICXeL/gglWrK7ShR
6/7/2017 08:16:10 EST

vsl,vs2
192.140.112.101,192.140.112.102
Clus 7ShR (temporary generated)

Warning: make a note of the passphrase - it cannot be displayed

again.

CHS GlolM = XIEEIX g2 BE Se{AEQ S AE I|o] 2A| S W&ot 22 SHAEHHAM SVM vs1/

2|
2 vS27et m|of EAE A SelgtLLt.

cluster02::> cluster peer create —-generate-passphrase -offer

—expiration 2days -initial-allowed-vserver-peers vsl,vs2

Passphrase:

Expiration Time:

UCa+61RVICXeL/gqlWrK7ShR
6/7/2017 08:16:10 EST

Initial Allowed Vserver Peers: vsl,vs2
Intercluster LIF IP: 192.140.112.101
Peer Cluster Name: Clus 7ShR (temporary generated)
Warning: make a note of the passphrase - it cannot be displayed

again.



2. AA SHAHOM AA SHAHE Y S A ASFLICH
cluster peer create -peer-addrs <peer LIF IPs> -ipspace <ipspace>

Ofl CHSt XEMIBt LIS cluster peer create "ONTAP EE HZQILICH'S HZTSHAUAIL.

CI2 ool M= QIE{Z22{AE LIF IP A 192.140.112.101 & 192.140.112.1020{| A 21H S2{ AE{0f| CHst
2Z EHAHE AUSELICE,

cluster0l::> cluster peer create -peer-addrs
192.140.112.101,192.140.112.102

Notice: Use a generated passphrase or choose a passphrase of 8 or
more characters.

To ensure the authenticity of the peering relationship, use
a phrase or sequence of characters that would be hard to guess.

Enter the passphrase:
Confirm the passphrase:

Clusters cluster02 and cluster0l are peered.

HIAIX|ZF LEERLEEH I Oof ZEA|Of TS Y= S RI=IRLIC).

3. 2T AE] m|0] 2tA7} M E = R=X] =HelgfLict.

cluster peer show -instance
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cluster(0l::> cluster peer show -instance

Peer Cluster Name: cluster02
Remote Intercluster Addresses: 192.140.112.101,
192.140.112.102
Availability of the Remote Cluster: Available
Remote Cluster Name: cluster?
Active IP Addresses: 192.140.112.101,
192.140.112.102
Cluster Serial Number: 1-80-123456
Address Family of Relationship: ipv4
Authentication Status Administrative: no-authentication
Authentication Status Operational: absent
Last Update Time: 02/05 21:05:41
IPspace for the Relationship: Default

4. o] AN =0 H& MEfQt HEIE QIS C)

cluster peer health show



cluster02 cluster02-
Data: interface reachable
ICMP: interface reachable true
true
cluster02-
Data: interface reachable
ICMP: interface reachable true
true
cluster01-02
cluster02 cluster02-
Data: interface reachable
ICMP: interface reachable true
true
cluster02-
Data: interface reachable
ICMP: interface reachable true
true
ONTAPO| A O] Y E +=A5t= CIE UH
Ol A Ol2{st A S Aot H... o] 2HIx H7|

cluster0l::> cluster peer health show
Node cluster-Name
Ping-Status

cluster01-01

Node-Name

RDB-Health Cluster-Health

01

true

02

true

01

true

02

true

System Manager Classic(ONTAP 9.7 O[S0l A "= & Al 5+ &H| 7"
7ts)

ONTAP QIE{22{AE SVM I|0] A ZE MMstL|C}

'vserver peer create' BEHZ AIE5t 22 5l 24
= AUSLICL.

AlZtst7| o

of &

A

|.

2

—

ol

r

A SLERZ S2{AE S LHCHENOF BiL|CE

A 22 AH2| SVMO| Chal "AFE Sl El" m[of 2EA| 7t RLo{oF

KtMISt 82 S EZSHYAIR "S2{AH T|o] 2t 44",

I.

2 of| CHH

SHAES| SVM 7H0]| IO 2HA| S 4

Mt
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424 SVMO]| CHet I|0o A E "APH £Q1"sH ™ SVME LIESHMR. -initial-allowed-vserver S2{AH
oo #AE Mo o] SMULICH KpMSH LHE2 S "2 AH I 2tA MA"EESHYUAIL.

T
1. CIOJE| 2= CHat 2HAE0M T|0EE 2l AHH S2UE SVME EAILCE

'vserver peer permission show'

cluster02::> vserver peer permission show

Peer Cluster Vserver Applications
cluster02 vsl,vs2 snapmirror
2. HIO|E Bz AA SHAEO0|AM H0|E B3 thd S2{AEQ| AP SQIE SVMt I|0f 2HA|S ddetLct.

'vserver peer create-vserver_local_SVM_-peer-vserver_remote_SVM '
Ol CHSt XEMIBt LIS vserver peer create "ONTAP EE HZQILICH'S HZTSHMUAIL.

CHS OldM= 22 SVM 'pyvs 1’2t AFH 521 &l #Z SVM 'VS1' ZHof| I|of 2AIE Mgt

cluster0l::> vserver peer create -vserver pvsl -peer-vserver vsl

3. SVM I[0f 27| &l

'vserver peer show'

cluster(0l::> vserver peer show

Peer Peer Peering
Remote
Vserver Vserver State Peer Cluster Applications
Vserver
pvsl vsl peered cluster02 snapmirror
vsl

ONTAP QIE{22{AE SVM I|0] 2tAIE F71etL|Ct

S AH 0] 2AHE ATt E SYMS MAHS AL SVMO]| LSt I|| A E £52 2
Z=75HOF BELICE. 'vserver peer create' BHS AFESI{ SVM ZH0f| IO 2HA|E MM
UESLICE I|of AT MMHEl = 214 SHAEO| A 'vserver peer accept'S A& SH0] |0
THZ 2018 A OIAL|L}

= o=

AlZtst7| o
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2 SLERN S2{AE S LHCHEOF BiL(CE.

Of ZfHofl CHaH

2Z Oo|H A S o SLTt S AE0|A SVM 7Ho]| T[0] 2tAIE M & USLICE off CHEE XhAM|et LHE2
vserver peer create "ONTAP E& ZZEQULICHE AESIHYAIL.

22Xt BH S AFESHH H[QHEl SVM I[0] 2HA|E HESH= BR7t vserver peer reject J}SLICE SVM 7H
ZATE MENQl B rejected HAIE AHSHOF Mf 2HAE Mg & USLICE o CHEE XhM|St LHE 2 vserver

peer reject "ONTAP E& & ZQIL|CHES HZSHYAIL.

|
1. CIo|H 2= A S2AEO0|M H0|E 2% BRI S{AE S| SYMIH I 0] 2A|E M EL|Ct.

'vserver peer create -vserver_local_SVM_-peer-vserver_remote_SVM_-applications SnapMirror|file-
copy|lun-copy -peer -cluster_remote_cluster_'

CH2 ool M= 22 SVM pvs1/ /3 A svM vs1” ZH0f| T|Of 2HA| S Mgt Ct

cluster0l::> vserver peer create -vserver pvsl -peer-vserver vsl

-applications snapmirror -peer-cluster cluster02
22 9 A syMe| 0|50| St AL _ local name _ 2(E) AH23t0{ SVM I|0f A E MHsHof rLCt.

cluster0l::> vserver peer create -vserver vsl -peer-vserver
vsl -applications snapmirror -peer-cluster cluster0l
-local-name clusterlvslLocallyUniqueName

2. 0| Bz AA SHAHO||A I|0] 2HA|7F A|ZE[J=X| ZhelptLCt.
'vserver peer show-all'
Ofl CHt XEMIBt LI 2 vserver peer show-all "ONTAP E&E HZQILICHE EZSHUAIL.

CHe oo M= SVM pvs1’ 73t sy vs1” ZFQ] T|Of A7} A&l S 20 FLICL

cluster0l::> vserver peer show-all

Peer Peer Peering
Vserver Vserver State Peer Cluster Applications
pvsl vsl initiated Cluster02 snapmirror

3. HlO|E] E= & S AEOM EF S SVM |0 2AIE HEAIFLICE
'vserver peer show'

Ol CHet XtM|Bt LHE 2 vserver peer show "ONTAP E&E & ZEQ

In
n
mjo
o2t
>
Of
=
>
o
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CtS Oflof| A= 'cluster02’0f| CH3H 22 QI I|0f A E LIZEL|Ct.

cluster02::> vserver peer show

Peer Peer
Vserver Vserver State
vsl pvsl pending

4. H|0|H E= Cf& AN EF 521 I|o] 2AE SelgfL|Ct,
'vserver peer accept -vserver_local_SVM_-peer-vserver_remote SVM '
Ol CHet XtM|Bt LHE 2 vserver peer accept "ONTAP EE HZEQILICH'S BESHMAL.

CtE oloA= 22 SVYM 'vS1'2t /1A SVYM 'pvs1' 2H9| T[] ZHAE SQlgtL|Ct.

cluster(02::> vserver peer accept -vserver vsl -peer-vserver pvsl

5. SVM I|0f 2tA| &2l

'vserver peer show'

cluster0l::> vserver peer show

Peer Peer Peering
Remote
Vserver Vserver State Peer Cluster Applications
Vserver
pvsl vsl peered cluster02 snapmirror
vsl

I|0f 2+A|0| Al ONTAP 22| AE I|0{2 oSstE st st C}

ONTAP 9.6 E 22{AH L[0T Yzot= M2 HYe ZE S AH I|o{E 2HAH0A
I.

JlEHoR gdstELItt. 22| AH Do doeh= 0|2 S/E 7|(PSK) K HE 2ot
AB(TLS)S AE58IH 22{AH 2t I|ojd] S4S 2oL d2{H Djo{> &l 22{AF AHO[of|

Hot AIE0| =t LICt.

O =te1oi| CHaH

o2 el 22{AEHE ONTAP 9.6 0|42 2 & 12{[0| =5t ONTAP 9.5 0| HFO| M m|o{2 2HA|7F WEE 32
Y 0|E = SHAH D0 L2oE 52 = 2dstsljof eiL|Ct. S2{AH D02 AootE Stz H m o2
ZHAe| = 2 AE 7 ONTAP 9.6 0| A2 MaHsof ShL|LCt.
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ChA|
1. Oy SHAEM 24 22 AE Q| SHoj| thsh 2t=stE gLt

'cluster peer modify_source_cluster_-auth-status-admin use-authentication-encryption-protocol-proposed
TLS-PSK

2. HIAIX|Z} LIEHLIH o S 2Bt

3. O|E E= AA SEAE|M CI0JE 2= et 22AEA| S4IS 23l =S HFelLCt.

'cluster peer modify_data_protection_destination_cluster_-auth-status-admin use-authentication-
encryption-protocol-proposed TLS-PSK

4. HIAIX|7F EAIE|H Cie SSAE Y2s A0 St =S AASLICE

off cHst XtMISt LIE 2 cluster peer modify "ONTAP E& A ZQILICHS HESHIAIL.

IO 2tA|0A ONTAP S22{AE m|0{2 Y=etS MAHELICE

J12MoE SAH I|0{ 2=2H= ONTAP 9.6 O 40| A MAE ZE I 0] A0 A
2ottt S AH ZHI|oE SL0| =etE AME0HA| §ioe{H Higdsete = AUSLICE

1. ERZU 2 AEM 24 SHAEQI| SIS £F610] 22{AH O[02 Y=ot AHBES SX|ELICH

© QTS HASD UES RXISIH LSS YRBILIC,

cluster peer modify <source cluster> -auth-status-admin use-
authentication -encryption-protocol-proposed none

° Yot 8 E HAHHI:

I QIBE|X| 42 HNAS 51T 22AE I|0{Y FHMS +FelLICh

cluster peer modify <source cluster> -auth-status no-
authentication

2. HAIKIZt EAE|H A S AT )
3. Y= 5 ChAl sto] gfeletLct.
a4 SHAHM Y S ARt SHof tet o otS SHAMELICE

© AotE Mot 2B S RXISHAH LSS YHYLICH
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cluster peer modify <destination cluster> -auth-status-admin use-
authentication -encryption-protocol-proposed none

° Yot 8 F XA

- ABE|X| 2 AMAE SIESHEE SE{AH T0{ YMS +FRILIC

cluster peer policy modify -is-unauthenticated-access-permitted
true

ii. 2ol 3l 2UF MAA £

cluster peer modify <destination cluster> -auth-status no-
authentication

O MIAIX|Z} EAI=|H Che S AE0M AFETH At ST P2 FES LSt THAl YPILICEH

=Z AHAEE HefgL ot

ZZ ONTAP AHAF 2h2[0f CHOH XRMIS| ZOPE M AL

ARAE 2(2) =282 87| M& A[F o|0|X|L|Ct. o|0|X|= OfX|2h AHAF O] mfU o HA
Attt 712517 | 20 2| Aot ME S7H2 A8t d5 QHHEE He| YoT|X
orLict

AHARE ARSI SEC| MM 188 SRSHALE 78 I = LUNE S7Y = J}SLICHL ARMS 28C
ClelE2|off XM&ELICE . snapshot

ONTAP 9.4 0| &0j| A= FlexVol volume Z|CH 10237H2| A4S Hetet 4 ASL|CH ONTAP 9.3 O[5t H{EO M=
220| 2|cH 255702 AHAFS TS 4 QUALICE

@ ONTAP 9.85E{ FlexGroup 2&0il= 1023702 AHAFO| LEHE! 4~ JESLICEH XASH LHES 2
"AHAFS AF25I0] FlexGroup 252 ESELICHAITSIMAIL.

ONTAP E7| HZ AUHARO| CHo LOFENM|R

M 20| "vault" EE= "mirror-vault"@! SnapMirror 24| AF23SHH SnapMirror A2 E X
220 E™ ALAIS AASE A OIAL|C}H O|2{SF ALHAFS CHAF O|X|0f| QIO 2 HALEIL|C}.

—H A= oco=2 T M H AT
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SiE 2ol 2% 9l o it 22 25 X|H5H g2 SEHQZ ZIFEL(CE o
130| &=l cron Y™ SR YU0| ofL|2t DHEr 13 0f| 242t

of 1. EHA|

NESE RPN

—_

. Protection > Overview * £ 0|53} * Local policy settings * £ & gtL|LCL,
Schedules * &0|X & 3 S&leL|Ct
Schedules * Z0|M & 4 add S=ILICE

U x7h+ Mol M YA 0|2 2fstn AHAE U UH

o P w N

job schedule cron create -name <job name> -month <month> -dayofweek
<day of week> -day <day of month> -hour <hour> -minute <minute>

{0

ol_ol_=x 7}o

2-U-A-F-AlAZE AR E, &, A 202 B RS HHMSIEE X|-Y 5= AUSLICL

ONTAP 9.10.1.182H = ¢ X0 SvMS Zatet &~ QELICE

job schedule cron create -name <job name> -vserver <Vserver name>
-month <month> -dayofweek <day of week> -day <day of month> -hour
<hour> -minute <minute>

OIS oloflM = EQY 2T 3A|0f| MEE|= 'myweekly'2te 2] L™ S MABHL|CE,

clusterl::> job schedule cron create -name myweekly -dayofweek
"Saturday" -hour 3 -minute O

CHZ oM = o= &, AlZt 8 22 XZ0t= mywelymultizt= 282 2HELICH

job schedule cron create -name myweeklymulti -dayofweek
"Monday, Wednesday, Sunday" -hour 3,9,12 -minute 0,20,50
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ONTAP AWHAF &S AHMBH |C}
ALHAF M2 A
X|™HeL|Ct o2
EMEEHEE
X|CH 57H9| =t ™S Teks & QUELICE

AGYAFS MABE A7|, BES HHE 4 U AP0

|AEI2 O @F 12A] 1020 A
i

2T

1
el
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I
1
oz
0x
T ot

of XpHofl CHaf

O] BXH= FAS, AFF, ASA A|AHI0| MEEIL|CtH ASA 2 A|AEI(ASAATK, ASAA90, ASAAT70, ASAA50, ASA
A30,ASAA20 EE= ASA C30)0| Y= R LSS MEMR. "+ = ASLICH AHAE HMS MMBL|CH ASA
R2 A|AEI2 SAN M2 DZHE (A O thASIEl ONTAP &S M2 EtLct.

712X Q2 ONTAPE MY 2 0| 50i EtAARM IS 150 A A9 0| ES FH-LICE

i

daily.2017-05-14 0013/ hourly.2017-05-15 1106/
daily.2017-05-15 0012/ hourly.2017-05-15 1206/
hourly.2017-05-15 1006/ hourly.2017-05-15 1306/

Ste 22 &Y AHE 0|52 MFALE e &= ASLIC
'AHAE20]S' FH2 SnapMirror SHIE SMQULICE XpAISE LIS 2 S FZSHYAIR "EH 2] Hol",
T

System Manager E== ONTAP CLIE AF26I0] AMHAF HMS MMt 4
ALHAF MRS MASH|C}
—HEH 3 A o112 ood .

$0

SLICE o] ZXoM= 22 Se{AEo2t
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Al AR 22| X}

—_

. Protection > Overview * 2 0|53} 11 * Local policy settings * S 2H&gtL|Ct.

. Snapshot policies * &0|A & 322/gfL|C]

® N O O A W N
fjo
fju
L
11
r
n
-
=
=

volume snapshot policy create -vserver <SVM> -policy <policy name>
—enabled true|false -schedulel <schedulel name> -countl
<copies to retain> -prefixl <snapshot prefix> -snapmirror-labell
<snapshot label> ... -schedule5 <schedule5 name> -countb
<copies to retain> -prefix5 <snapshot prefix> -snapmirror-label5
<snapshot label>

CIS ool M= LEof| M2l HAlE[= daily Ehs A BME snap policy daily MAdgiL|Ct
Mol = Z|CH 5742 AHAFO| JOH 2t AMAFO|= daily. timestamp OS2 SnapMirror 20| =0]
“daily” J&LICH

clusterl::> volume snapshot policy create -vserver vsO0 -policy
snap policy daily -schedulel daily -countl 5 -snapmirror-labell
daily

G2l ARAbO] AT IIEX] 7ICHE 4 QI D ALAS £SO MY 4 oM T
0|4 TS| B FL A AHE & QUALICH

Of ZfHofl 3

O EAH= FAS, AFF, ASA A|AEI0| HEEILICE ASAr2 A|AEI(ASAA1TK, ASAA90, ASAA70, ASAA50, ASA
A30, ASAA20 = ASA C30)0| U= B2 THES MEMK. ¢3S = ASLICH F2Y AHMS YHBILITH ASA
R2 A|AHI2 SAN M8 DS tHAOZ ChastEl ONTAP &S M3 ELICt.
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System Manager &= ONTAP CLI
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3. Add a snapshot * Z0j|A 7|2 A
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volume snapshot create -vserver <SVM> -volume <volume> -snapshot

<snapshot name>

PRI Ch

=
=

System Manager &== ONTAP CLI
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A5 volume snapshot show &H[e AMARS SHQISHL|CE,

volume snapshot show -vserver <SVM> -volume <volume>

O| ool M HE 2 SVM vs32| =& vol30f| CHet AHALS HAISLICE

cluster::> volume snapshot show -vserver vs3 -volume vol3

---Blocks—---
Vserver Volume Snapshot Size Total% Used$%
vs3 vol3
snapl.2013-05-01 0015 100KB 0% 38%
snapl.2013-05-08 0015 76KB 0% 32%
snap2.2013-05-09 0010 76KB 0% 32%
snap2.2013-05-10 0010 76KB 0% 32%
snap3.2013-05-10 1005 72KB 0% 31%
snap3.2013-05-10 1105 7T2KB 0% 31%
snap3.2013-05-10 1205 T2KB 0% 31%
snap3.2013-05-10 1305 72KB 0% 31%
snap3.2013-05-10 1405 72KB 0% 31%
snap3.2013-05-10 1505 T2KB 0% 31%

10 entries were displayed.

o

Hot= 2y O] HEHE AU 2...

A
volume snapshot delete -vserver
_svm name  -volume vol name
-snapshot snapshot name



mo

Hote &Y O] BHS YA RL...
A

volume snapshot delete -vserver

_svm name -volume vol name
—-snapshot
_snapshot namel [, snapshot nam
@2 poool

volume snapshot delete -vserver
_svm name  -volume vol name
-snapshot *

ARHAFS AHISH| Hofl MR Thset S2HS ALt

ONTAP 9.10.18E{ System ManagerE AFE5I0{ AR|g AHAS MENSI D APH|SHZ| HOf
Hete JHsot S7HE ALk 2~ USLICH

=

1. AE2|X| > 28 * 2 22IshCt

2. AHAES MY 2B S MEfBLIC
3. *AiAS SRBIMR

4. AHARS BILE 0|4} MEHBHLICH

5. 3|3 7t 7 AN+ 2 2t

ONTAP AH2e Of|H] St 2h2|0f| CH3 XhA[S| 2oL Tt

snhapshot reserve_E AHAE Qo CIAS 37| HIEE 7|2AUCE 5% = B ELILCL.
A2 Of|H] S 70| AXIE 3R AMHL2 2t T A|ARIQ| Z7HE AMESIEE HRo| w2}
A‘-”* o] 37t2 58 = JUSLICH = 0|0 2 XHH AHAS XSO E XY
USLICE

A H

A2 OfH| S2tE SIHEX| GRS 2T Y 1 A2 OHX|9 A 20| BES0{T O|= mho| HE LIt
7I§3JEFE HE 7[fsHioF gLict. 2d o A|ARS| S50| £FE(ALE AN E WP C|A3 SZHE AFERLI
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0= S0{ lO|E{H|0|A ERMM 2= TEBH= FlexVol volume2] 29 M2 455 0(7] 9I8 20%2| A2
ofl8] 2710] 1S  UBLICH C x1% AEO|E 5] CIO[EMIO|AE BAfst7| 9o Of BHe AUAS Mz
0t OfL|2h Apisto] AIZSIE 37} LA B2S HaIT 4 UES O 2 A4z Of| 2210 BRELIC
ARAr2 B2 =7|20| Okl 220 gt ZOIEZ TYEILICE TOIES 220 "S2[Yr0j2tD
W2keh 4 QIBLICH ONTAPE A4 AN E WIkx| E22 "= 3iLct,

Fle1 | A | B | C A HB [»C A B |C
n Fle2| D | E | F D >E | »F D E|F
File system initially Snapshot 1 Blocks on disk
Fiei1 A | B |C A »B »C A B
T2| Fie2 | D | E | F D | >E | >F D E | F
Fie3 | G| H | I »G >H | »l G H| I
File 3 is added Snapshot 2 Blocks on disk
Fie1| A | B |C1 A B pC1 A B
T3 Fle3 | G | H| I »G [>H | >l cC1/ D E
File 1 is modified, Snapshot 3 F| G H
File 2 is deleted .

Blocks on disk

A Snapshot copy consumes disk space only when
blocks in the active file system are modified or deleted.

ARM2 HY S ES AT TS AFe 20 diY S 2S 7t2|ZLIC T2t AR ofjH] SZ2H0] ATIE|H A
OHY A ARLS AHSHE AFE B2 It A[ARIECH AL 7Hset S210] E0{=& HEEQl 2upyt e = JASLICH
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Filesystem kbytes used avail capacity
/vol/vol0/ 3000000 3000000 O 100%
/vol/vol0/.snapshot 1000000 500000 500000 50%

HA oY A|ARS AXStn EC| A-ME MdSt 2 ar B2 L2 82 MdgLnt
Filesystem kbytes used avail capacity
/vol/vol0/ 3000000 2500000 500000 83%
/vol/vol0/.snapshot 1000000 3500000 O 350%

SN & 2 2UXO0], OJHof| 2 Th AILEOl M ALERUE 3GBS| TH| 0] A|=7] Tol| AHE-E 0.5GB%t

SN0 NBSIE L3 370) st ol 3U 246171 W20l 84 TUSOR olotel 3210l 25688, "4
el 4 Qe B0 R 05689 019 B7H0| HALICH

-

Of ZxtoilM HFst= O thet XiMlet I8 2 & "ONTAP B EZLICHEZSHUAIL.

S AFSOHO| ARAF |2
A ARIO| NG THs Bt 27

clusterl::> df

Filesystem kbytes used avail capacity
/vol/vol0/ 3000000 3000000 O 100%
/vol/vol0/.snapshot 1000000 500000 500000 50%

Of Extofl M HEst= A TS XM|EE LHE2 & "ONTAP B8 EEULICHHZSHYA

fo

E50IM A8 7t5T ONTAP A% OflH| Z7HS =olgtL|Ct

Of7H H-E HHI S volume show AMESHH SEUM AL 7tsoh AR o|H] 32t
UZ 2holIgt £~ snapshot-reserve-available USLICH O CHEE XEMISE LHE 2 volume

show "ONTAP & HFZQULICHE EXRSIMAL.

|

ZE0IM A8 7h58h A% ofH| S22 it
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'vol show -vserver SVM_-volume_volume_-fields snapshot-reserve-available'

CHS Ofl= off CH3l ArE 7hs et ARk OfH| S voll EAIRLICE

:

clusterl::> vol show -vserver vs0 -volume voll -fields snapshot-reserve-
available

vserver volume snapshot-reserve-available

vsO0 voll 4.84GB

ONTAP A== ofH| 32t A gfL|ct

ARHARO] 2 IR A AEN0f OOl 72 AFEOIA| BHESE O 2 A% o] 7S PHY
4 QIBLICH ALAFS 913t B740| O O[AF LRBHX| QOB Awi% ofH| B7H2 FY 4
QleLict

THA|

'volume modify -vserver_SVM_-volume_volume_- percent-snapshot-space_snap_reserve_
ofl CHet XtMIBE LHE 2 volume modify "ONTAP & HZEQULICHS HXSHMAIL.

CHZ oflofl M= of Tt &

%

olH] 322 voll 10%=E A™EL|CE.

clusterl::> volume modify -vserver vsO -volume voll -percent-snapshot
-space 10

XHE AtK| ONTAP A4

HHS AFE5I0] A= of|H] S7H0] XE[/US I Ao Xt5 AH|E EE|AHY = volume
snapshot autodelete modify USLICE 7|2HOE J1E QeffEl ARAFO| HX

APK[EILICE off CHSE XEM[SH LHE 2 volume snapshot autodelete modify "ONTAP
FE AEQULICHS FZSHA 2.

x|
LUN & o SE2 AHg A4E0| o 0|4 §lo™ AN ElL|Ct

25 AYA XS AH £ - vserver SVM_-volume_volume_-enabled true|false-trigger
volume|snap_reserve'
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CHS ool M= A% o] SZH0] 2 TIE H2 AHAS S22 voll ARILICEH

clusterl::> volume snapshot autodelete modify -vserver vs0 -volume voll
-enabled true -trigger snap reserve

AL A DY S SRELCH
NFS = SMB Z:2}0|HEC| ONTAP AHAF|AM IMU S 2 EtL|CH

NFS = SMB S2H0|HES| AFBAHS AE2|X| AlAT EH2|xte] HY glo] ALAtol M &%
TUS =7 4 YBLICH

ot A|ARISl B E CIAMEZ|0= NFS 5 SMB AFEXI7F AMAS o~ Q= 6t CIAMEZ|7F ZRE|K | snapshot
USLICE “.snapshot'ste| CIHE2|0= E&2 AH A0 diTst= ote| CIAER| 7} TEE[0] JSLICE

$ 1ls .snapshot

daily.2017-05-14 0013/ hourly.2017-05-15 1106/
daily.2017-05-15 0012/ hourly.2017-05-15 1206/
hourly.2017-05-15 1006/ hourly.2017-05-15 1306/

2t otel LI EE|ofl= ARAF0| Fxdhs iAo ZeHELICH ALEAE M2 IS AHISHALE HolE 32 ot
ARHAE S| DI EE|Of| A 817|-27| LM ER|Z SAISHO] 49| 817|-47| CIHER| 2 S/AY - ASLICH

== T M-d

mo

$ 1s my.txt
ls: my.txt: No such file or directory
$ 1ls .snapshot

daily.2017-05-14 0013/ hourly.2017-05-15 1106/
daily.2017-05-15 0012/ hourly.2017-05-15 1206/
hourly.2017-05-15 1006/ hourly.2017-05-15 1306/
$ ls .snapshot/hourly.2017-05-15 1306/my.txt

my.txt

$ cp .snapshot/hourly.2017-05-15 1306/my.txt
$ 1s my.txt
my.txt

ONTAP A4k CIZ E2[0f| CHOt NFS 3! SMB 22I0|HE HMAE A7 5! SHREISLICH

HZHO| ONTAP CLI M2 volume modify AFHESHH ARHAF C|2I E2|0f CHSE HMAE
MESIHLE AI2SHX| A= E MHT & —snapdir-access U 2MH, ONTAP 9.10.15H
System ManagerE AF&50] 220|E A|AHIO| S &S| ARAF CIHER|0 HMASIES

BESHAL AT~ JASLICH BMAS S-dototH AAE LI EE| 7} 220|AEN EAIEL

Windows SE20|HE7 AHAF CIAEZ|0f] E2}0[2 5 Of I s HUXE En HM|AS

— =

== QASLICE J2{H NFS 3! SMB S210|AETF AHA|M I EE= LUNS =78 =
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E 2YS HUSL 282 3f EFS HESIH =282 AU CI2E 2|of CHet HMAS 2EolStALE
Highgete 4= JAELICH
ZES WS AR DA E2(0f TSt S2I0|UE HMAS HF = SHEELICH

ONTAP System Manager 2= ONTAP CLIE A3t 22[0|E AL CIHER| HNAE AFESHAHLE ALESHK|
UACE H¥EY = JASLICH 28 AU CHMEL = 7|2Xo = S2I0|UETL ANAY = JEL|CE

—_ 11—
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A| A 22| R}
1. AE2|X| >

3.2 :2etn MY+ S Mgt
4. AEIRHE ) M MMO|A ~Z2H0|E 0 AL CIHE(2] EAIS MESIALE M SRt
5. Xz 2 22yptct

A DI E2] AM A HEHE ZelgfL(Ct.

=

volume show -vserver <SVM name> -volume <vol name> -fields snapdir-
access

oll:

clusl::> volume show -vserver vsO -volume voll -fields snapdir-
access

vserver volume snapdir-access

vsO0 voll false

ofl CHSt XEM|3t LIS volume show "ONTAP H& £EQILICH'E EXRSIAMAIL.

2. AHAFCIRER] MY AS HHESHHLE SHHELICH

volume modify -vserver <SVM name> -volume <vol name> -snapdir-access
<true| false>

Lt OOl M= vol10f A ARHAF DI ER] M AS FHBILIC

clusl::> volume modify -vserver vs0O -volume voll -snapdir-access
true
Volume modify successful on volume voll of Vserver vsO.

mo

off cHst XtAIS LHE 2 volume modify "ONTAP HE A ZXQILICHS HESHIAIL.

FE HUSHO] AHAE LI EZ|0f CHet S20|HE HMAS HYSHAHLE SHAMBLIC

ol ARHAFCEER|E 72X = S20[AETL AM AT = ASLICE

—_ 11—
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|
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Hm
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\Y

AR CIMER| DL TS E 25 S MERILC]

Share Properties * 4M0f| A * Allow clients to access snapshots directory * £ MEHSI{L} MEH | ABtL|CT,

o &~ © DN

X% * g 2ELC

ONTAP ARHAFOIA Bt MRS S3fL(Ct

HIS A|-5c2,'c'>'fO:| ARHAFON B I EE= LUNE S3E 4 volume snapshot
|Z oS HHX| gteei= B2 &9 7|-M7]| 2L CHE

Z LUNS S575t= 82 LUN 2 20| ddE[1 AR el = HAEL|CH 52 2 S0l LUNOIA 1ALt LUNO|
A
e

'volume snapshot show -vserver_ SVM_-volume_volume '
Ol CHSt XEMIBt LH2 2 volume snapshot show "ONTAP E&E EZQULICHS RZSHUAIL.

CHE Oll= 2 AHAFE vol1 B0 FLICL

clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl voll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.

2. ARARO A THY BT

25 AHAF S8 - I - vserver SVM_-volume_volume_-snapshot_snapshot_-path_file_path_-restore-
path_destination_path_"'
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Ol CHet M3t LHE 2 volume snapshot restore-file "ONTAP HE EZQLICHE RZTSHMAIL.

CHE ool M= myfile.txt TS SFEL(CH

clusterl::> volume snapshot restore-file -vserver vsO -volume voll
-snapshot daily.2013-01-25 0010 -path /myfile.txt

ONTAP ARHAFO|M I Q| UHE 2 2|BHL|C

ClO|E{2| A[Z} HIO|E @I Mlu} HIO|E 8 Y1 QUCt 7HESHH HHS AFESH0] ARAF0]| A
LUNS Z H|0|E HP[E S;E = UELIC volume snapshot partial-restore-
file. O] 3HE ALE5I0] 0{2] H|O|EH|O|AE SLTt LUNO| XZ&dH= S AEN|A
ClO|E{H[O|A & SHLIE S/E = JUSLICH

[0

ONTAP 9.12.15E E AI8%t= 280 tidl £ 2 S/S ALY 4 SnapMirror 24 S7[2tASLILCE

'volume snapshot show -vserver SVM_-volume_volume '
ofl CHet XtMIBt LHE 2 volume snapshot show "ONTAP EE EZEQULICH'S EESHIAL.

Ct2 odle o AYMAS vo11 E0 FL|CH

clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl voll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.

2. 2RO M mHYUo| USRS SRBILICE

25 AUHAM EE 53 04 - vserver SVM_-volume_volume_-snapshot_snapshot_-path_file_path_-start-
byte_starting_byte -byte-count_byte count '

A|Zf HFO|E QI Ml I HIO|E === 4,0962] Bi{<=0{0f BfL|C}.
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CHS Oloil M= myfile.txt THE 2| X 4,096HI0|ES S AL

clusterl::> volume snapshot partial-restore-file -vserver vsO -volume
voll -snapshot daily.2013-01-25 0010 -path /myfile.txt -start-byte 0
-byte-count 4096

AL A SSHH 25 0|F AIHOR B8 4 QUELICL System Manager £= ZES
AMESHH AHAFM 282 LHE2 ST £ volume snapshot restore USLICE Of

CHot XEM[SH LHE 2 volume snapshot restore "ONTAP E&E HZEILICH'E

O =fe40i| CHH

ZE0ll SnapMirror A7t A= B2 20N St 22 28O ZE 0|2 SAE2S +522 SHEL L 2|
EOH O FA FEe &= QU E|22 SAIZ S AN[St ChA| E-g8HOoF BiLICt.

T

System Manager S.= ONTAP CLIE AtE3t0] O™ AAO|A SRS 4 AUESLICH
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1. Storage * € 2&lst1 E&2 ME{LICEL

2. Snapshot SAHE * Of| M SIT AMHAF Ho| E Zalst 1 5S¢l * 2 MEHpHL|C}
CLIZ & XA
1. 289 AHARS LIZEHL|Ct

volume snapshot show -vserver <SVM> -volume <volume>

CHE OloM = of A4S vol1l 20 LI,

clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used$%

vsl voll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.
2. AL EEC LI =

ol.
=

volume snapshot restore -vserver <SVM> -volume <volume> -snapshot
<snapshot>

CHS OloIM = vol12| LHES SR ELIC

clusterl::> volume snapshot restore -vserver vs0O -volume voll
-snapshot daily.2013-01-25 0010

SnapMirror =25 =X
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Source volume Destination volume

A SnhapMirror data protection relationship typically
mirrors the Snapshot copies available on the source volume.
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SGEl CHE snapmirror
policy show AP0 MirrorAallSnapshots R2SHIAIL.

* Create Snapshot &= SnapMirror0i|A ZAHE HHO|EYY of AHAS HMSHS LIEHLH= ""true™
*MirrorAllSnapshots' & L|C}.
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cluster dst::> snapmirror policy show -policy MirrorAllSnapshots -instance

Vserver: vs0
SnapMirror Policy Name: MirrorAllSnapshots
SnapMirror Policy Type: async-mirror
Policy Owner: cluster-admin
Tries Limit: 8
Transfer Priority: normal
Ignore accesstime Enabled: false
Transfer Restartability: always
Network Compression Enabled: false
Create Snapshot: true
Comment: SnapMirror asynchronous policy for mirroring
all snapshots
and the latest active file system.
Total Number of Rules: 2
Total Keep: 2

Rules: SnapMirror Label Keep Preserve Warn
Schedule Prefix
sm created 1 false 0 -
all source snapshots 1 false 0 -
CHA) = AL
A A El MirrorLatest M2 SnapMirrorOfl A &l ARATE T[S} 8 HO|O|E Al S EICH= HE

M2lst of SLUSHA| MirrorAllSnapshots 75!'%?:.”4':}.

Rules: SnapMirror Label Keep Preserve Warn
Schedule Prefix

sm created 1 false 0 -

2 A

o
JESTUIER R

i

ONTAP SnapMirror 7|24 Xsf 57 off CHslf LOotEMAIR

ONTAP 9.582E{, SnapMirror &7|(SM-S) 7|=2 %2 16GB2| H|E2[7} Y= 2= FAS &
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cluster dst::> snapmirror policy show -policy XDPDefault -instance

Vserver: vs0
SnapMirror Policy Name: XDPDefault
SnapMirror Policy Type: vault
Policy Owner: cluster-admin
Tries Limit: 8
Transfer Priority: normal
Ignore accesstime Enabled: false
Transfer Restartability: always
Network Compression Enabled: false
Create Snapshot: false
Comment: Default policy for XDP relationships with
daily and weekly
rules.
Total Number of Rules: 2
Total Keep: 59

Rules: SnapMirror Label Keep Preserve Warn
Schedule Prefix
daily 7 false 0 -
weekly 52 false 0 -

LHo|2| ™*H d o)

-
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cluster dst::> snapmirror policy show -policy MirrorAndVault -instance

Vserver:

SnapMirror Policy Name:
SnapMirror Policy Type:
Policy Owner:

Tries Limit:

Transfer Priority:

Ignore accesstime Enabled:
Transfer Restartability:
Network Compression Enabled:
Create Snapshot:

Comment :

SnapVault policy for

and weekly snapshots.

Total Number of Rules:
Total Keep:
Rules:

Schedule Prefix

Unified7'd HAQIL|C}

vs0
MirrorAndVault
mirror-vault
cluster-admin
8

normal

false

always

false

true

A unified SnapMirror synchronous and

mirroring the latest file system and daily

3
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SnapMirror Label Keep Preserve Warn
sm_ created 1 false 0 -
daily 7 false 0 -
weekly 52 false 0 -
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Rules: SnapMirror Label Keep Preserve Warn
Schedule Prefix
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) daily 7 false 0 -
_ weekly 52 false 0 -
) monthly 84 false 0 -
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|IDPII 0040| Snalerror J__|.7:” a| X o-| XH '(g nquEjl Dla_lunol

@ Dp 7 0/2{= ONTAP 9.11.12E ZX7|ste = g1 ONTAP 9.12.101 A 2tX 35| ALEE(X]|
USLICH XtMITE LHE2 S &St A|R "H|O|Ef £ SnapMirror 2HA|9| A2 S,

@ CHE HOIM 21%0]| = E2 22 22| ONTAP HES LIEHU D, H 9| A2 Ty 20| US =
A= ONTAP H{T S LIEFHLCE,

6 23K
9.11.1 9.10.1 9.91 9.8 9.7 9.6 9.5 9.4 9.3
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ONTAP SnapMirror X2t AFHo]| CHaH OLE M A2

HO|e HZ &AE MAMSH7| HMof| 7|2X Q] SnapMirror |22 = X|[sHOF fL|Ct.

« AEZ|X| 2o maf T AA S FO0|A E|CH 870 EE= 16712 CHY S &S MOIRE =+ JASLICHE E
RS AR "Hardware Universe" £ &XRSHMA| L.
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A = CHA SnapVault 252 32HEQY 4 gl&LICH

* SnapVault 2t74|2] AA 2FL FlexClone 250| OtL|0{0f BfL|C},

SnapMirror 28 SHE 7 MefLICt

e

A

rr

ZtSSHX| 2t FlexClone 2B0IM HMSdts 2242 /X=X S&LIC

ONTAP SnapMirror SX| YIAEZL

SnapMirror= SnapMirror DR, OF7}0|E(0]H 2| SnapVault) X S8 SH[2h= M| 7HX] A<
ClOJE E= 2tAHIE MSELICH SYst 7|2 YISEE U2t 2 2HA| fRdE Adg 5

OIAL_||:|-

ONTAP 9.9.12E = GAE & JSLICL "SnapMirror €4 S7[21" HM[Z RTO(Zero Recovery Time Objective) EE&=
TAF(Transparent Application Failover)E H|33t0] SAN 2tZ0j|A L2 A SRt 0 E2|H|0|M9| X5 111|°'9H1E
X|2ISHL|C}.

SnapMirror Ci|O|Ef 23 4|9 2t R0 tio AIE=2= SLYLILL e =& 44, 2y 28 44, 3 XF
oA 4 8 x7[3t

ONTAP 9.3RE{= AWM Ho' HHS AHE510] oF B0 C|O|E Hz 2AH|E 7Y = JAFLICH AU B 7|52
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Create a destination volume.

v

Create a job schedule.

reate a custom

‘ Yes policy? "‘01

Choose the policy type of the
custom policy.

Choose a default policy.

SnapMirror SnapMirror Unified SnapMirror SnapMirror Unified
Synchronous DR SnapVault  replication  Synchronous DR SnapVault  replication
(ONTAP 9.5 and later) (ONTAP 9.5 and later) l l
h 4 l ¢ h 4

strict-sync-mirror | | async-mirror vault Strictsync MirrorAllSnapshots | | XDPDefault | | MirrorAndVault
] Or Sync
T ]

syne-mirror

Define rules for the
custom policy.

Y

v Create a replication v v
> relationship. <

v

Initialize the replication
relationship.

rH

MY
* "SnapMirror 22"
¢t tH0ll ONTAP SnapMirror 2X| A& P BtLICt

ONTAP 9.35E CI22 A% £~ Q&LICH snapmirror protect BFY EHA|E2 C|O|E

Ho HAE #45t= SEYULILL EME 28 =5, e 22 AE2 svMm, ZHY €F 2

SnapMirror MM Z X[HEILICt. snapmirror protect LHHX|= Cf SHELICE.

AlZtst7| o
© A SLER 22{AEQF SVME |08l of iL|Ct.

"SAE 9 SVM Ijo{&l"
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'ﬁ‘r..ﬁﬁf Ho' FHE2 XEE svmat AZE ol J2|AH0|ES MEMBILICH sSVMat HZE 02| AH|[0|ET} GloH
S A HE OHJEIHIOIE S0l M MEHSILICE Aggregate= K 43—.7_ o| &t OiIZ|AHO|ES| EE 7
6.:. L|C}.

& CHS 'napmirror protect' HE 2 CHS THAIE S TiLICL.

CH& 289| 0|22 'source_volume _name_dst GAIRILICEH 7|Z 0|21t EE6H= 22 HHO| 28 0|20 HSE
ZItetL|Ch HE MO BEAL SY/EE HOJAIS XM = JASLICH HO[AH= A|AE NS st MO|AHS CHA|EHL|C

ONTAP 9.4 O| 80| M= CHA 2E0H Z[cH 1019742 AHAFS Tatet &~ USLICH ONTAP 9.3 & O™ HEO|A =
CHA 2 20i| 2|CH 251712 AHAFS TEhst 4 Q&L Ef

A= M H

o

Z71%t0l= AlZto] @2 AE + JASLICH A-D|E ES 7|52 &Y
m77kX| 7|CH2|X| b&LICH M2t X7|317t 2R El= AlHE
sapmirror show &S AFE8H0F gLICE.

0| gt=k[7| Mof| 7|37} etz &
ZH52{™ job show H& CHAl

ONTAP 9.582EF] snapmirror protect BHZ ALE3I0{ SnapMirror &7|4] 2AH E ot

A 2t S = ASLIC.

o d

XEMIS| YOE MR snapmirror protect O|A "ONTAP E& &rZEQILICH .

O] BHS MAsHY| ol 24| 2 oo A5 T L 2 HHLO{OF LT},

snapmirror protect -path-list <SVM:volume> -destination-vserver
<destination SVM> -policy <policy> -schedule <schedule> -auto-initialize

<true|false> -destination-volume-prefix <prefix> -destination-volume
-suffix <suffix>

@ O] B2 EtZ SVM = Bt S2{AE0f| M AAH5HOF BHLIL. -auto-initialize' S 2
nutruelmg AE-'gIEIdILl EI_

o
N
I
A
|0
Hu

CtS ool M= 7|2 'MirorAllSnapshots' XS AHE510] SnapMirror DR ZHAIE A5t X£7|3tetL|CE

cluster dst::> snapmirror protect -path-list svml:volA, svml:volB

-destination-vserver svm backup -policy MirrorAllSnapshots -schedule
replication daily
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(D) e F? AT AlE HuS ABY & UL TAR LSS & HESYNS NET Ak
= RS

CtZ ool M= 712 "XDPDefault" Y S AHE35t0] SnapVault 2#AE S & 7|otgfL|Ct.

cluster dst::> snapmirror protect -path-list svml:volA, svml:volB
—destination-vserver svm backup -policy XDPDefault -schedule
replication daily

Ct2 oMol M= 7|2 MirorAndVault HA S AR5t S8 2X|

e

A

i

S X7|shetct,

cluster dst::> snapmirror protect -path-list svml:volA, svml:volB
—destination-vserver svm backup -policy MirrorAndVault

CHE ool M= 712 sync BHE AHE3H0] SnapMirror 7|4 2H4|E BFE 1 & 7|=efL|C},

cluster dst::> snapmirror protect -path-list svml:volA, svml:volB
—destination-vserver svm sync -policy Sync

-

gMo| 2 oM Oix[ate = MEE ARAES| SXH2S M5
20| K8 =+ UASLICE XtMISt 182 S "tHeol 22 =H=S ddst|
A

O e +°'x+;x*9|6r
o

zoig okl &
2 AFSEILIC} snapmirror show BYS ALE0t0] SnapMirror 2H4|7h AR Shelgtict

off CHSE XtM|8H LI snapmirror show "ONTAP & £xQIL|CHS EXSHAIL.

EIZINA HHZ AE6HH A 252 MM £~ volume create JUSLICE CHA =9
37| AA SEELCH IHLE Zotof StL|Ct of| CHst XEM|eE LHE 2 volume create
"ONTAP E&E HZQLICHE EXRSIMA2.

EHA|
1. o BB 44

'volume create-vserver_SVM_-volume volume-aggregate _aggregate -type DP-size_size '
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CtE oflofl A= 0| 0] "VolA_DST"Q! 2GB L& 255 W gLt

cluster dst::> volume create -vserver SVM backup -volume volA dst

-aggregate node0l aggr -type DP -size 2GB

ONTAP SnapMirror SA| ¢! YN S MMEL|CH

Xt U™ SnapMirror0f| A LA 0| %
Z2HTIL IEf System Manager EE=
schedule cron create °'—|-—||:|'

C
o

24
O

create "ONTAP & RtXQIL|CH'E &

Of ZfHofl 3

HIOJE Ho HAS Mde uf Zig 2HS gL

gLct,

|

System Manager == ONTAP CLIZ AtE35t0] 2| %

2l Bl0|E} B2 BAS ISR YH|0|E K| 0fF

=
o

AESHY =R A 2HE Hd"” + job

CHoE XEM[SE LHE2 job schedule cron

FRSHM AL

=

T =

ICh 2t LES LYK S 2AE +522 H|0| E8H{OF

o ARS WA & YBLICH
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Al AR 22| X}

1. Protection > Overview * 2 0|S%t = * Local policy settings * & & gIL|CL.
2. Schedules * #0A & 32=I8tL|Ct

3. Schedules * H0|M & + add S=ILICH

4. U™ FIH* &M LN 0|ES Y=dstn HHAE 5l AW S MEBILICE
S NME * 2 SYLIC

CLIE H¥XSIMAIR
1. Shef U Y

job schedule cron create -name <job name> -month <month> -dayofweek
<day of week> -day <day of month> -hour <hour> -minute <minute>
2-U-AU-F AN AR €, Y, A 202 B QS MMGIEE X[FE £ UASLIC
ONTAP 9.10.1.12E= & 2F0o| SVME Zete = UELIC
job schedule cron create -name <job name> -vserver <Vserver name>

-month <month> -dayofweek <day of week> -day <day of month> -hour
<hour> -minute <minute>

(D =& SnapMirror ZA|0f| A FlexVol 2&2| £|& X[ LH(RPO)2 52¢LICt. 25
SnapMirror £tA[0f| A FlexGroup 2&2| %|4 X|@ L (RPO)2 302 LILCE.

CHE OloIM = EQY 27T A0 H¥== my weekly2t= 2 LES HHSLIC

cluster dst::> job schedule cron create -name my weekly -dayofweek
"Saturday" -hour 3 -minute O

SnapMirror =8| MM S AMSXE X| "Lt
A2 Xt X|H ONTAP SnapMirror S8 xS MAMSHL|C}

272 7|2 FMo| MEHX Q42 2 NS XIH ZX WHES WY & LI oS Sof
LIES|S H0M HOIEIZ 2t58l7{LE SnapMirrordll A AHIAS HAsHE AL 2148 458
A OLAL L}

T™ M4 .

= 2AE M9 o 7|2 L= AEA XY FHE MEY = ASLICE ALEXL X[F 0F7H0[E (0] SnapVault) £
S SH FHo| F2 x7|3t 5l UH|0|E B0 &= AMES 2= _rules_E Lt 014 HO[dHOF gHLLH.
L

xH
CHeboll 22 ARAES WHsH| fIgt AAES FAY =5 ASLICH
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=X M| policy type_2 O YMO| X|{dt= 2| RdS ZFLICL of2l H0i|= AME Jtseh HM |HO| Lot

M gyALItt oA 7Y

H|S7|Al - O] SnapMirror DR

EE SnapVault
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3. B3 FH + HoM & 4 add 2RELICH

4. M EH 0SS aistn B welS Meeict

5. T QuS MefBiL|Ct 2E M8 L 0|2 M8 HMES XI5t H * Asynchronous * £ MEfetn * 7| =
M Q¥ AL * g 2Lt

6. W4 Weof| L8S Yect

7. ME g 22

8. CH2 S AE{0|M 0] EA|S wr=gh|ct

CLIE HXZSHHAIR
1. AFXF K| 28| HxH AA-
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snapmirror policy create -vserver <SVM> -policy policy -type
<async-mirror|vault|mirror-vault|strict-sync-mirror|sync-mirror>
—-comment <comment> -tries <transfer tries> -transfer-priority
<low|normal> -is-network-compression-enabled <true|false>

ONTAP 9.52E 0f7f H+E AHESH0] SnapMirror 7|41 ZHA|0]| CHEE et ARMAF AHE S MsH7| 2ot
AHAEE ™YY £ -common-snapshot-schedule YELICE. 7|E7£.9§ SnapMirror S7|2| 2t4|0f|

gt QubEol AuiA UES 1AIZIQILIC SnapMirror 7141 22| Atk AZZ0 chel 30204 2412¢
Afole] 22 xIFe 4 ULIC

CHZ oflofl M= Cllo[E H& T3l HERX S &=2 &-detot= SnapMirror DRO| CHEE ALE AL X S|
HMS Yoot

cluster dst::> snapmirror policy create -vserver svml -policy
DR compressed -type async-mirror -comment "DR with network
compression enabled" -is-network-compression-enabled true

Ct= G0l M= SnapVaultoil CHet AFE X X =4 HMS WL,

cluster dst::> snapmirror policy create -vserver svml -policy
my snapvault -type vault

CHS ololl M= S S0l et AFEXE X[E =X HME Mgt

cluster dst::> snapmirror policy create -vserver svml -policy
my unified -type mirror-vault
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= ocood

cluster dst::> snapmirror policy create -vserver svml -policy
my strictsync -type strict-sync-mirror -common-snapshot-schedule
my sync_schedule

Ol CHSt XEMIBt LH2 2 snapmirror policy create "ONTAP &

o
o2t
M
o
~
o
mjo
o2t
[
Of
=
>
o

SR

"ZE gl 0|2 BE" A 30| Z2 7|5 U A0|E B0 MAES AYsS ZHtE 7AS Foldol
St ||:_|-

= .
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=S £0{ 0] #%/2 bi-monthly SnapMirror 2{|0|S0| &&=l AHAFI SX|6HO0F B2 bi-monthly LIEFHL|CE
AANNM AYAF HM S LM I SnapMirror 20|22 X| ™ EfLIC.
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ALL_SOURCE_SNAPSHOTS & H|S7[A-0|Y Z7|3 5 AH|O|E Al AAL[ M
MEHSHLIC} AHAFO] MESELICH
Of e ZE, 0|3 EE A71%t % AO|0|E Al SnapMirror
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o2 CHE EAL- 2E 7|3}t % YHIO|E Al SnapMirror
0| Z0] Y= AAL| A AHAFO|
monthly HM&E LI

app_consistent S71%}, StrictSync A A0 SnapMirror 2[0|20] U=
ARMAR2 app consistent
S7|AC 2 Aol SX|ELICE.
ONTAP 9.75F X[ EL|Ct,

"H|S7| 02" M RS Hestn Lo w2t 7|2 E= AFEXL X[H MAof| ciet 71 722 X™-E 4 JSLC

o€ =Tttt 25U Ct

* 7|2 MHMO| AR MirrorAndvault 2AQ| AMHAKS SnapMirror 20|21t L X|AI7]|7] fI8H bi-monthly
Olgte #&lE MM £ bi-monthly Y&LICE.
s MM 30| X|HE ALK} x| HHMO| AR mirror-vault 249 AH%ES SnapMirror 2{|0|E1F L X|A|7]7]
Q8| bi-weekly O|2t= F&IS ':.'_f% bi-weekly U&ELICE
cH
1. ZMol & Hof:

'ALHAF HA X1 71X _vserver SVM_-policy_policy_for_rule_-snapmirror-label_snapmirror-label
-keep_retention_count '

CH2 oIF0| M= 7|2 MirorAndVault Z*H0f| SnapMirror 2|02 'ZA 0| Q= F&IS ZTItEHL|CH

cluster dst::> snapmirror policy add-rule -vserver svml -policy
MirrorAndVault -snapmirror-label bi-monthly -keep 6

Ct2 oo M= AF2XE XIA my SnapVault H*H0f| SnapMirror 2[0S "2 "7t TEtEl RAIS FItetL|Ct,

cluster dst::> snapmirror policy add-rule -vserver svml -policy
my snapvault -snapmirror-label bi-weekly -keep 26

CtS Wlo[A = A Xt X|E 'Sync' HXH0]| SnapMirror 20|12 'app_consistent’ 7t Z&HEl FXIS FIbetLCL,

cluster dst::> snapmirror policy add-rule -vserver svml -policy Sync

-snapmirror-label app consistent -keep 1

Ofl CHSt XEMISt LIS snapmirror policy add-rule "ONTAP E& R EQILICHE EESHYAIL.

& CHS 0| SnapMirror 20|21} Y X[St= AA SHAEHM AMAS EXE & USLICEH
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cluster src::> snapshot create -vserver vsl -volume voll -snapshot
snapshotl -snapmirror-label app consistent

ONTAP SnapMirror 2| E&2 F2|5t0] iAo 24 Sx22 W-deLICt

SnapVault ¥ E8 2H| 249 A< Otx|2t
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24 SAMES M= U™ S X|™HLLICH -schedule &M snapmirror policy add-rule E3.
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'ALHAE HA X Tt Elvserver SVM_-policy _policy for_rule_-snapmirror-label_snapmirror-label
-schedule_schedule '

I-?d-l Igl
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cluster dst::> snapmirror policy add-rule -vserver svml -policy
MirrorAndvVault -snapmirror-label my monthly -schedule my monthly

CtE Olloil M= AFEXE X1 my_unified” EM0| 22 SAM2 S THE7| 918 €EE 7L CH

cluster dst::> snapmirror policy add-rule -vserver svml -policy
my unified -snapmirror-label my monthly -schedule my monthly

Ol CHSt XEMIBt LIS snapmirror policy add-rule "ONTAP E& R EQILICHE EESHYAIL.
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ONTAP 9.8P12 0|Af ONTAP 9.8 T X| 22| X2 AFR3I T A|AE] H2|XIE AFR3L0] SnapMirrorS
@ ?g&* 32, ONTAP 9.9.1 £ ONTAP 9.10.1 E'EIIE 2 J2f0|=% A|2l0|H ONTAP 9.9.1.1P13
04 5 ONTAP 9.10.1P10 0|4 TfX| Z2| XS ALSeHOF BHLICY.
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| A
* AA LERI 23 AE{QF SVMS T|0{2!8}{0f THL|Ct.

"SE{AEH % SVM Ijo{El"

Of ZhHofl CHaH

ONTAP 9.37tX| SnapMirror= DP 2 E0|A SZE|1 SnapMirror= XDP 2E0|AM SEE WX M2 CHE 25|
ANTIS AFEHH, HA o|Z M0 Chet M2H T CHELIC

* DP ZE0|M ==& SnapMirror= ONTAP HEO0| 2 AE2|X|2t 2XF AE2|X|0|M S0} St= version-
dependent_replication 7S At etL|LCT.

cluster dst::> snapmirror create -type DP -source-path -destination

-path

* XDP 2E0f|A =&E SnapMirror= 22

3 AEZ|X[2F HE AEE[X|0|AM MZ CHE ONTAP HE S X|)5H=
_version-flexible_replication A2 A 2HE

L|Ct.

A
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cluster dst::> snapmirror create -type XDP -source-path

-destination-path

Ms0| SAEof w2t HHEof| Aatglo] fHE SnapMirrore| =2 0|™O| M| w2t ZetX|= 25| H2|ZFe| okzt
O|FMELCHEM FLIC} ol2{et O|R 2 ONTAP 9.35E{ XDP ZE7I M2 7|27}0| E|oH HHEO|L} M7 F=
7|E ASEENXM DP ZEE &5t 22 XDP EEIH XAHS2E XDP ZEE HEtE LT

7|1E A= S LR AELICE 2A 7t 0|0| DP el Z2 DP R0l ELICt. ok o= ol &&= SE0| Lot
ASLICH.

XM= AR [ 7|2 H(EMS XIFoR| g2 E3R)2

DP XDP MirrorAllSnapshots(SnapMirror DR)

OIRAHE G&L|CH XDP MirrorAllSnapshots(SnapMirror DR)

XDP XDP XDPDefault(SnapVault)
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Otz Zxto| of| & EESHHAIL.

* SVMHO|H 2= #7A|= DP 2EZ A& 7| 20| ELICt
XDPE BA|H2E X|H5t 7|2 MirorAllSnapshots MOz XDP REE 7tMZLC}.

* EE SR OO|IH Ez 2= 7|2XQ=E DP EEE RX|ELICH
* SnaplLock HIO|E 2% 2HA|l= 7|2 Q2 DP 2E2 |X|ELCH

* DP2| BA|X 2 £2 2 S2{AH M| 84S 230 32 A& DP EE2 AFEL|Ct
options replication.create data protection rels.enable on

DPE HA|MOZ XX UOH 0| SME ZA|EIL|Ct

M

ONTAP 9.14.18E], -backoff-level ¥ BHOH ZMO0| F7I=|0| snapmirror create snapmirror
modify snapmirror restore ZtA|'H WM I 2jAlZ X[HS £ JYSLICE O] M2 FlexVol SnapMirror

L— —1d

high, medium &= none® = J&ELICH 7| 222 high ¥LICE

A M X2 E LT MEE HE2 2210|UE ZH0]| [HE SnapMirror #f @I 2| #S X|YelL|L}. Backoff 4f2

ONTAP 9.52E{ SnapMirror S7|A! 2tA|7} X[ 2 EIL|CE.

ONTAP 9.4 0| &0j M= Cii&t 2&0 X[ 1019712 ARHAES Zetet = AELICH ONTAP 9.3 3 0| HE| M=

CHe &0l £IoH 251712 A4S Eote = ASLIT.

ChA|
System Manager E.= ONTAP CLIE AtE3t0] SH| #AE MM 4 ELICH
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1. g 28 = LUNS MEEILICH * AE2|X| > 28 * E= * AE2|X| > LUN * 2 22/ O3 ddt=
28 = LUN O|ES S=iELtt
2. g2 ] Protect == 2 LICH
3. CH4 2 AESt AER|X| VME MESRILICE
4. H[S7|A HM0| 7|2X o= MEfELICH S7|4 Mg MefsizH * =7t gM * & SYLICL
S. B3 * & ZE=IghCt.
6. MEiSH =& S£= LUNS| * SnapMirror(2Z L= 212) * S 22I6t0 257t SHIEA| A™EUJ =X
gtolgfL|Ct.
CLIZ HZEHIAIQ
1. CHA S2{AHOAM SH 2AE gLt

O] BHS MAstY| Hofl 24| 22 oo HE e 222 HHO0{OF BHLCE,

snapmirror create -source-path <SVM:volume> -destination-path
<SVM:volume> -type <DP|XDP> -schedule <schedule> -policy <policy>

(D “schedule’O{7l t44~= SnapMirror 57|41 ZHA|E MMt

i)l

f

& =+ laHch

LIS ool A= 7|2 'MirorLatest' DS AHE350] SnapMirror DR A E A& gtL|Ct.

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst -type XDP -schedule my daily -policy
MirrorLatest

LIS Ofloll A= 7|2 "XDPDefault" MM Z AH235H0] SnapVault 2AE M-dgL|Ct

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst -type XDP -schedule my daily -policy
XDPDefault

CIS ool M= 7|2 MirorAndVault S AE5t0] £ S|

i

AE dgeint.

cluster dst:> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst -type XDP -schedule my daily -policy
MirrorAndVault

CtZ oflofl A= AL XL X my_unified” HMZ AFESHH S2 SH| 2AIE MMeL|ct



cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst -type XDP -schedule my daily -policy

my unified

CHE oM = 712 sync BME AH5H0] SnapMirror S7[2] 24| S ‘H-d Lt

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst -type XDP -policy Sync

CtE Oflofl M= 7|2 strictSync MEZ ALESI0] SnapMirror 57|41 ZHAE M-ABtLICT.

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst -type XDP -policy StrictSync

CtS of|loll = SnapMirror DR ZHA|1E MMBtL|CE DP 30| XIS Z XDPZ HEt:| 1 HAH0| X|HE|X|
ol A M2 712X O Z 'MirorAllSnapshots' Mo Z MHEIL|C}.

LS —

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst -type DP -schedule my daily

CHS Oiloll A= SnapMirror DR 24IS A BILICH 0ILE H&o| XIYE|R| o2 B FHe Jl=xoz

'MirorAllSnapshots' O Z MHEIL|C},

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst -schedule my daily

CtZ Oflofl A= SnapMirror DR A1 E MMetL|CH HMo| XM K| gf2 2 HM2 J|2Xo=
"XDPDefault' MO = MAEIL|CH

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst -type XDP -schedule my daily

CHS WM = AP H 2l El HX 0t SnapMirror S7|A ZtAIE snapCenterSync A BL|CH

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst -type XDP -policy SnapCenterSync

@ O|2| Ho|El MMO| snapCentersync 0| sync ¥LICH. O] MM
"app consistent"E WHE BE AWMAE snapmirror-label SH[ELICE
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O CHSE XtM|8H LI snapmirror show "ONTAP H& X QIL|CHES AZXSHAIL.
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snapmirror initialize -source-path <SVM:volume>|<cluster://SVM/volume>,
-destination-path <SVM:volume>|<cluster://SVM/volume>,
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cluster dst::> snapmirror initialize -source-path svml:volA -destination
-path svm backup:volA dst

Ofl CHSt XEMIBt LH22 snapmirror initialize "ONTAP E&E EZQLICHE FZSHUAIL.

ONTAP 0|2{ ZE HIZO|M & AHAS SEPLICH

EIME2 AE2Y = JUELICH snapmirror snapshot-owner create O/2{-2E H{XE
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Al

SnapMirror= GHI0|EE +&s7| Ho| ot 22 2§ AME WYSIEZ 0|3 EE MOtR = IHAH0|=
HYZOl A= O[2f 2tAI0fl X7t | K] QA& LT

J2{Lt SnapMirror= 2E 2H|E YO0|ES M B2 282 2HMS WHSHR| ¢47| MZE0 2E 2AS| ENY &
UAFLICH 2E 2A|2] 21t tie BF0f| S8 AHAE0] St o] & UA=X| 2f1sHH S AHE3HOF snapmirror

-
i

snapshot-owner create L|C} "H|0O|Ef = OS2 Sl FfAH|O|= Ofl CHal XEM|S| YOtE A",

|

1. 24 2E0IM EE3I2= 2|0|20] X|FE A0 ARXE LEetLict

snapmirror snapshot-owner create -vserver <SVM> -volume <volume> -snapshot
<snapshot> -owner <owner>

CHS oA = AapplicationA AHAFC| ARQXIE snapl SEEILICEH
clustl::> snapmirror snapshot-owner create -vserver vsl -volume voll
-snapshot snapl -owner ApplicationA
XtM|S] LOIE MR snapmirror snapshot-owner create O|Al "ONTAP && & ZQIL|CH .
2. off 4EE 2 0/2] 2AE GOIO|ERLICE "SH| 2#AE 522 A0 ERL(CH"
= 02 2tA|Q of|ofEl FOI0|EE 7|CH = AELICEH

3. Z0|20] X|FE AHME EE HYRE

o —

r
OF

snapmirror update -source-path <SVM:volume>|<cluster://SVM/volume>,
-destination-path <SVM:volume>|<cluster://SVM/volume>, .. -source-snapshot
snapshot
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CHS WM = snapl ARAFS MESHLICH

clustl::> snapmirror update -vserver vsl -volume voll
-source-snapshot snapl

ZE A7t golo|EE wj 20| 20| X|HE AHAk0| HEELICE
ofl CHet XtMIoE LHE 2 snapmirror update "ONTAP E&E EHZEQILICH'S HXRSHMUAIL.
4. 22 ZEO|A 20|50 XI™E AWM LARKHE MAELICE
'AHAE A QXL MK - vserver SVM_-volume_volume_-snapshot_snapshot_-owner_owner '
CHS W M= AHAF ARXZEN snapl E HHYLICH ApplicationA.

clustl::> snapmirror snapshot-owner delete -vserver vsl -volume voll
-snapshot snapl -owner ApplicationA

Ol CHet XEMIBt LHE2 2 snapmirror snapshot-owner delete "ONTAP EHE EHZEQULICHS HZSIHMAIL.

0ll: ONTAP SnapMirror ZE-ZE F{AF|0|=E T MBILICE

ot Hoj| o AN S | ‘_'.:71| 75t YEHE AHEHeE i —’F—'.Z of[7} Ltet JA&L|CE. O]
O[xloll M ot EE-SE FHAH|O|E HiEE AFESI0 2HEO0| E2 25171 O| & AHAS
HES & my-weekly USLIC.

P

|=Fst7] ol
A SLERI 22{AE2F SVME T|0{~sH{0F SfL|Ct

>

O =fe40i| CHH
O f®Iof M= ttEE 7HE LIt

o AA SHAEO| SnapMirror 2|0|F, my-weekly ¥ my-monthly & AFESIH ARMARES ALMESLICH my-
daily

* 2K} S 3k CHek 2 A0 O2t= e =25&
* 2X+ 81 3t CHek 2 AE0|M 0|50| X|ZE =

O OloilM= & 7He| ALEXt X|H HME J|HIoR SX| 24AE MMst= 2HE 20| FLCh

* 0| snapvault secondary @ME 2X} LA S| AR 0§ 774, H 5274 2 2EH 18072 ARAS
HESILICEH

* £ snapvault tertiary policy 3Kt CH&F SE{AEO]| 0§ 250702 ARAS HESL|CE

THA|
1. BX oi& S2{AHM S MHBLICE snapvault secondary.
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cluster secondary::> snapmirror policy create -policy snapvault secondary

-type vault -comment "Policy on secondary for vault to vault cascade" -vserver

svm_secondary
- B iy SHAE0M ZHof| et #AS HARLICt my-daily.

'cluster_secondary::> snapmirror policy add-rule-policy snapvault_secondary-snapmirror-label my-daily-
keep 7-vserver svm_secondary'

- B oY 2 AE|M FMof| et 72S FOlELC my-weekly.

'cluster_secondary::> snapmirror policy add-rule-policy snapvault_secondary-snapmirror-label my-weekly-

keep 52-vserver svm_secondary'

- B O S AE|M FMof et 72 S FolgLCt my-monthly.

'cluster_secondary::> SnapMirror & add-rule-policy snapvault_secondary-snapmirror-label my-monthly-

keep 180-vserver svm_secondary'

- Bx O SHAHM YMS =elpfL|ct.

- -

'cluster_secondary:::> snapmirror policy show snapvault_secondary-instance'

Vserver: svm secondary
SnapMirror Policy Name: snapvault secondary
SnapMirror Policy Type: vault
Policy Owner: cluster-admin
Tries Limit: 8
Transfer Priority: normal
Ignore accesstime Enabled: false
Transfer Restartability: always
Network Compression Enabled: false
Create Snapshot: false
Comment: Policy on secondary for vault to vault
cascade
Total Number of Rules: 3
Total Keep: 239

Rules: SnapMirror Label Keep Preserve Warn
Schedule Prefix
my-daily 7 false 0
my-weekly 52 false 0
my-monthly 180 false 0
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6. HX CAr

SHAHOM A4 SHAEIO] A E Y ETLIC

'cluster_secondary::> snapmirror create-source-path svm_primary: VolA-destination-path svm_secondary:
VolA-type XDP - schedule my_SnapVault-policy SnapVault_secondary'

7. HX CHA

S AEO|A AA S2{AEQIO| HAZE x7|8EtL|C

'cluster_secondary::> snapmirror initialize-source-path svm_primary: VolA-destination-path

svm_secondary: VolA'

8. 3Kt CHA EHAEO|M snapvault tertiary MMS MMBILICH

cluster tertiary:

:> snapmirror policy create -policy snapvault tertiary -type

vault -comment "Policy on tertiary for vault to vault cascade" -vserver

svm_tertiary

9. 3xt et 22 AE 0| M Fxof Cist 7Al2 2

O|SLICt my-weekly.

'cluster_tertiary::> SnapMirror & add-rule-policy snapvault_tertiary-snapmirror-label my-weekly-keep

250-vserver svm_tertiary'

10. 3%} CHat SHAEOM FHMS 2t

-

2l ghL|C}.

'cluster_tertiary:::> snapmirror policy show snapvault_tertiary-instance'

Vserver:

SnapMirror Policy Name:
SnapMirror Policy Type:
Policy Owner:

Tries Limit:

Transfer Priority:

Ignore accesstime Enabled:
Transfer Restartability:
Network Compression Enabled:
Create Snapshot:

Comment:

cascade

Total Number of Rules:
Total Keep:
Rules:

Schedule Prefix

svm tertiary
snapvault tertiary
vault
cluster-admin

8

normal

false

always

false

false

Policy on tertiary for vault to vault

1

250

SnapMirror Label Keep Preserve Warn
my-weekly 250 false 0 -

1. 3t CHed 2HAEO|M 2K 22 AE{QtS] 2AIS M4etL|Cth

'cluster_tertiary::> snapmirror create-source-path svm_secondary: VolA-destination-path svm_tertiary:
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VolA-type XDP - schedule my_SnapVault-policy SnapVault_tertiary'

12. 3%t CHat 2HAE M 2K} 22 AE 2| 2HAIS X7|oFEfL .

'cluster_tertiary::> snapmirror initialize-source-path svm_secondary: VolA-destination-path svm_tertertiary:
VolA'

e

HYAE
* "SnapMirror A4A"

"SnapMirror Z£7|2}"
» ARl FRY 0t A

L

+ AHT|R] FAY A

s rAgl2] HA B

SnapMirror 28 SH|E 2t2[L|Ct

7|2 ONTAP SnapMirror DP R 27| E XDP=Z HetgtL|Ct

ONTAP 9.12.1 O| MO 2 Y 18|0|ESt= &
EHSHSHOF BfLICH. ONTAP 9.12.1 0|A2 DP
A E XDPE ¢l Al HEtso] HE | AF2Hgio|

20| =817| XMool DP R8 #AHIE XDPZ
K8 HAE XK ‘E’J%'—IEF 7|=DP &%
QS SnapMirrors 2% 4= U&LIC.

ONTAP 9.12.12 & 12|0|=3}7| 0|l 7|= DP Q3 2

Pa0|=g 4= JAEFLICH

1]

XDPE H230F ONTAP 9.12.1 O|AF 22| X2

Of Zriof Chat

* SnapMirror= 7| & DP R& #AE XDPE Ats HESHK| ASLICH 2A E HetsleH 7| & 2A E 22 2
AHISHD ME22 XDP #HAE Mot CHS 2AE CHA| S7|2tsHof gfL|Ct.

4

* HetE Al=E = XDP SnapMirror 2H7|2| #1212 E ZH| 8l C|O[E A0St E A0 AlZto] 22 ZE =
o

L

UXELICE SnapMirror A7t 2EI S0 "&H| F" ME|E E1dt= AS EH 29| =

@ SnapMirror 27| RS DPO|A| XDPZ Hest 20||l= Ats 37| =™ 5 372t B3 22 37t &
MHO| O O] A CHAN| 2 H||X| Rt&LICE.

[k =]

|

1. CH&k 22{AE0[A SnapMirror 247t DP f&0|11, O|2f AEi7} SnapMired AEHO| 11, 2tA| AEH7L Idle
AEHO| 10, 2tA|7F ™A AEfQIX| &holstL|Ct.

snapmirror show -destination-path <SVM:volume>

CtS OlMl= 'napmirror show' EH 2| Z2H S E0{FLICL.
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2. 22 2EN Y EBUM F 2800 25

94

cluster dst::>snapmirror show -destination-path svm backup:volA dst

Source Path: svml:volA

Destination Path: svm backup:volA dst

Relationship Type: DP

SnapMirror Schedule: -

Tries Limit: -

Throttle (KB/sec): unlimited

Mirror State: Snapmirrored

Relationship Status: Idle

Transfer Snapshot: -

Snapshot Progress: -

Total Progress: -

Snapshot Checkpoint: -

Newest Snapshot: snapmirror.l0af643c-32dl1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Newest Snapshot Timestamp: 06/27 10:00:55

Exported Snapshot: snapmirror.l10af643c-32d1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Exported Snapshot Timestamp: 06/27 10:00:55

Healthy: true

@ HE £ SAEE RSt 7|E A M™EE FH= AO| REY = UYESLICH snapmirror
show. Ol CHS XtM|St LHE 2 snapmirror show "ONTAP Z&E HZQULICH'S RZSHUAIL.

Ok

S 2HAF0| JAEX| efelgfLCt.

volume snapshot show -vserver <SVM> -volume <volume>

CHE WM = & B ELICH volume snapshot show &4 Sl A E&9| £:
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cluster src:> volume snapshot show -vserver vsml -volume volA
-—--Blocks---

Vserver Volume Snapshot State Size Total$% Used$%

svml volA

weekly.2014-06-09 0736 valid 76KB 0% 28%
weekly.2014-06-16 1305 valid 80KB 0% 29%
daily.2014-06-26 0842 valid 76KB 0% 28%
hourly.2014-06-26_ 1205 valid 72KB 0% 27%

hourly.2014-06-26 1305 valid 72KB 0% 27%
hourly.2014-06-26_ 1405 valid 76KB 0% 28%
hourly.2014-06-26_ 1505 valid 72KB 0% 27%
hourly.2014-06-26 1605 valid 72KB 0% 27%

daily.2014-06-27 0921 valid 60KB 0% 24%

hourly.2014-06-27 0921 valid 76KB 0% 28%
snapmirror.10af643c-32d1-11e3-954b-123478563412 2147484682.2014-06-
27 100026

valid 44KB 0% 19%

11 entries were displayed.

cluster dest:> volume snapshot show -vserver svm backup -volume volA dst
-—-Blocks—---
Vserver Volume Snapshot State Size Total% Used%

svm backup volA dst
weekly.2014-06-09 0736 valid 76KB 0% 30%
weekly.2014-06-16 1305 valid 80KB 0% 31%
daily.2014-06-26 0842 valid 76KB 0% 30%
hourly.2014-06-26_ 1205 valid 72KB 0% 29%
hourly.2014-06-26_ 1305 valid 72KB 29%
hourly.2014-06-26 1405 valid 76KB 30%
hourly.2014-06-26_ 1505 valid 72KB 29%
hourly.2014-06-26_ 1605 valid 72KB 29%
daily.2014-06-27 0921 valid 60KB 0% 25%
hourly.2014-06-27 0921 valid 76KB 0% 30%
snapmirror.l0af643c-32d1-11e3-954b-123478563412 2147484682.2014-06—
27 100026
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snapmirror gquiesce -source-path <SVM:volume> -destination-path
<SVM:volume>

@O ole

CIS ool M= svm12] 2A 28 VolA2 sm_backup?| LA 28 VolA_dst 2+ 2HA|1E A etL|Ct.

rlo
m

F2

A

VM E= B S2{AE{0f| A AH3HOF BiLICE.

(@)

cluster dst::> snapmirror quiesce -destination-path svm backup:volA dst

Ol CHSt XEMIBt LIS snapmirror quiesce "ONTAP ZE&E HZQULICH'S HZSHUAIL.

- 7|1Z DP 7Y 2| &I

snapmirror break -destination-path <SVM:volume>

@O ole

CIS ool = svm12] 2A 28 VolA2 sm_backup®| LA 28 VolA_dste| 2A|1E LHsLICL.

ro

VM E= Bt 22 AE0M AsHOf LTt

R
wn

Et

cluster dst::> snapmirror break -destination-path svm backup:volA dst

ol CHSH XtMIBH LHE 2 snapmirror break "ONTAP E& EZXQILICHS HZTSHYAIL.

e &0 AR5 XbS AH|7F 2850 l= B2 HIZ-geteLct

volume snapshot autodelete modify -vserver SVM -volume volume
-enabled false

CH= ool M= Ty E2B0IM 2ME XS ARIE vola dst HIZHISHRLICE

cluster dst::> volume snapshot autodelete modify -vserver svm backup
-volume volA dst -enabled false

7|1Z DP /Y 2HA| A

snapmirror delete -destination-path <SVM:volume>

Ofl CHet XEMIBt LH2 2 snapmirror-delete "ONTAP HE HZEQULICHS HXSIHMAIL.
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() ol mye Ebl SVM = Ep S2{ Aol Agsiof sLict,
LIS Ololl A = svm12] & VolA2} sm_backup2| CH& 25 VolA_dst 7t2| A E AFK|ELICE.

cluster dst::> snapmirror delete -destination-path svm backup:volA dst
- AA0M AR SVM sl S 2HA| S A

snapmirror release -destination-path <SVM:volume> -relationship-info
-only true

CHEZ ool M= SVM Mal| =+ 2HA|Z SHA LT,

cluster src::> snapmirror release -destination-path svm backup:volA dst
-relationship-info-only true

Ol CHet XtM|Bt LHE 2 snapmirror release "ONTAP @& HZEQULICH'S HESIMAIL.

'napmirror show' AN EEot £ 2 A5 ME2 XDP Y A E dde & ASLICHL

snapmirror create -source-path <SVM:volume> -destination-path
<SVM:volume> -type XDP -schedule <schedule> -policy <policy>

M A= St 22 S50 B2l 2§ ALESH0F RLICE. of xtol M 2Fst= o chet XiMjet LiE2
"ONTAP B3 HZYULICIHZSYAIL.

i

() ol @ae etz svM = B2 Zai ARl Asshof BhLiC

CHS olo[N = A4 28 7ol SnapMirror ZHsH S+ 2AIE YELICH vola AT svm1 U EFZI SERLICEH
volA dst HE svm backup 7|22 AF& MirrorAllSnapshots HM:

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst
-type XDP -schedule my daily -policy MirrorAllSnapshots

snapmirror resync -source-path <SVM:volume> -destination-path
<SVM:volume>
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MS7|=k AZtE M52 H TS S AFEY = USLICE —quick-resync 82 UAXU MY 28 H2 2 2lst
2 27t ARt 5 QUCh= HE Zotot

@ O] BH2 Ef2 SVM = BRI S2{AE0|M HASHOF LT S|S0l 7|2 HE0| 2RDHK|
X2k AlZto| 22 ZE £ '%LIEF MEZO| M2 AlZHof| 1S 7|etE &dE +~ JASLICH

CIS ool M= svm12] 2A 28 VolA2 sm_backup?| CHAN 22 VolA_dst 2H2| ZHAI1E 1H S 7|shstrt.

cluster dst::> snapmirror resync -source-path svml:volA -destination
-path svm backup:volA dst

KEMIS| YOHE MR snapmirror resync OA "ONTAP E& A Z=QIL|CH" .

10. AARS| XHS ARIS SHRISH 29 ChAl MEELICE

volume snapshot autodelete modify -vserver <SVM> -volume <volume>
—enabled true

HAS 0 =
1. £ MEELICt snapmirror show BHS AME3H0] SnapMirror 27|17t MM E[A=X| ErlstLC},

Ol CHSt XEMIBt LH2 2 snapmirror show "ONTAP HE HEQILICHS HXSIHMAIL.

2. SnapMirror XDP CHAF £&0| SnapMirror ZH0j| Mol El CHZE AHAF AH|0|EE A|ZSHH AA SAEC| HH
£3 2 ME8}0 snapmirror list-destinations Al SnapMirror XDP A& HEA|L|CH

DP S& 2tA|of CHt =7 FE

ONTAP 9.32E{ XDP 2E7} 7|22t0[0] HHZO|LL Mf ATRIE Ei= 7|Z ATZE|MN DP RES SE3HT
AISO2 XDP BEZ HEHEL|C.

7|E A= EEE
MirrorAndVault= C
Otz H= oA

1 Ho DETF XFHEIX AL XDP ZE7} 2| R 2 X[FE 22 7= MLt

FX| gt&LICE 24|17t o|0] DP Rl 22 DP {¥0| ELICE. ONTAP 9.55E
|
S 20 ELICL

=13
=
4|0
=
=k

HF

X|E5h= 32 FH2. 712 SH(EMS XIHYSHK| 2 2
2.

DP XDP MirrorAllSnapshots(SnapMirror DR)

OFR AL gl&LICH XDP MirrorAndVault(E& £|)

XDP XDP MirrorAndVault(£8 2 )

HO|M 2 &= AXO0| CHE 2ol M XDPo| 22El 7|2 A2 Heto] o|H fut St 7|52 |AISIEE gLt

=& Q0| et S =60l ciet WM S IR Cret HME ArEe = ASLICH
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XYt E2... e az4t.

DP MirrorAllSnapshotsS AMEfgtL|Ct  SnapMirror DR

XDPDefault SnapVault MirrorAndVaultS MEistL|Ct
E3t 25| XDP MirrorAllSnapshotsS MEHgtL|Ct
SnapMirror DR XDPDefault SnapVault
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ONTAP 9.55F Snaplock HIO|E| 2% ZHHl= XDP 2EZ 7|2 MM E/L|CT,

* DPO| BAIN S [1S S2IAE WA 42 4W 2L A40iM DP RES MHELICL,
options replication.create data protection rels.enable on
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ONTAP SnapMirror £t4|2| RS HetefL|Ct

ONTAP 9.52F SnapMirror Synchronous?t X| ¥ ElL|Ct 7|2 MES SASHA| (T E
SnapMirror H|&S 7|4l 2tA|E SnapMirror 7|41 2HA| = H2ESHALE T HICHE Meteh
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CHA|
* * SnapMirror H| &S 7| ZtAHE SnapMirror 7| A = Het

a. tf& 22 AEO|M SnapMirror H| S 7|4 2HAIZ AFK|EHLICE,

snapmirror delete -destination-path <SVM:volume>

cluster2::>snapmirror delete -destination-path vsl dr:voll

b. AA SHAEO|M L AMAES AHSHK] 2411 SnapMirror 2HA|S SHAIELICE

snapmirror release -relationship-info-only true -destination-path
<destination SVM>:<destination volume>

clusterl::>snapmirror release -relationship-info-only true

—destination-path vsl dr:voll

c. CH& S AE0M SnapMirror 37|14 2AIE HMeL|CE

snapmirror create -source-path src SVM:src volume -destination-path
<destination SVM>:<destination volume> -policy sync-mirror

cluster2::>snapmirror create -source-path vsl:voll -destination-path

vsl dr:voll -policy sync

d. SnapMirror S7|2] 27| S 7|3t

snapmirror resync -destination-path <destination SVM:destination volume>

cluster2::>snapmirror resync -destination-path vsl dr:voll

* * SnapMirror S7|4 ZtAHE SnapMirror H|S 7|4 2
a. CiAr 2{AEA|M 7|1Z SnapMirror S7|4A] 2tA4|1E SX| gL CH

snapmirror quiesce -destination-path <destination SVM>:<destination volume>

cluster2::> snapmirror quiesce -destination-path vsl dr:voll

b. CH& Z2{AE{0|A SnapMirror HIS7[4] A E AFR|gfL|Ct,

snapmirror delete -destination-path <SVM:volume>
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cluster2::>snapmirror delete -destination-path vsl dr:voll

C. AA SHAEOA Ldt AMHAS AX[SHK| E10 SnapMirror 2HAE SHA|LICE.

snapmirror release -relationship-info-only true -destination-path
<destination SVM:destination volume>

clusterl::>snapmirror release -relationship-info-only true
—-destination-path vsl dr:voll

d. C& 22{AE{0|A SnapMirror HIS7| A 2tA|1Z AMMEtL|CH

snapmirror create -source-path src SVM:src volume -destination-path
<destination SVM:destination volume> -policy MirrorAllSnapshots

cluster2::>snapmirror create -source-path vsl:voll -destination-path

vsl dr:voll -policy sync

€. SnapMirror 7|4 2tA 1S 7|2t:

snapmirror resync -destination-path <destination SVM:destination volume>

cluster2::>snapmirror resync -destination-path vsl dr:voll
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snapmirror quiesce -destination-path <destination SVM>:<destination volume>

cluster2::> snapmirror quiesce -destination-path vsl dr:voll

2. Ak 22{AEO|M 7|E SnapMirror S7|41 2AHE Ab|gfL(Ct.

snapmirror delete -destination-path <destination SVM>:<destination volume>

cluster2::> snapmirror delete -destination-path vsl dr:voll

3. AA STAE{O|M L AHLES AH|SHA| 21 SnapMirror 2HA|S S| LICE

snapmirror release -relationship-info-only true -destination-path
<destination SVM>:<destination volume>

clusterl::> snapmirror release -relationship-info-only true -destination
-path vsl dr:voll

4. tha 2 AE{OA SnapMirror 7|4 ZHA|E Hetet R EE X|™8H0 SnapMirror 57|41 ZHAIE MAMBHL|CH

snapmirror create -source-path vsl:voll -destination-path
<destination SVM>:<destination volume> -policy Sync|StrictSync

cluster2::> snapmirror create -source-path vsl:voll -destination-path
vsl dr:voll -policy Sync

5. LA 22{AE{0|M SnapMirror #4|S CHA| S7|8}betL|Ct.

snapmirror resync -destination-path <destination SVM>:<destination volume>

cluster2::> snapmirror resync -destination-path vsl dr:voll

B M
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rH

* "SnapMirror A4A"
* "SnapMirror AH|"
* "SnapMirror ZX|"
* "SnapMirror &z|="

* "AH0E ST =
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oHA|
1. CHA 22 AHOM * B > 2| * § MEigL|Ct.
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oto] w7 YEE SLICL

= 2 He
1. SMB/CIFS HM|A * Ol A SR CHEE HMA FZE SASHALE 7| Z8H SLICHO
\\123.456.7.890\failover test:).

12. SMB HM|A HZE AIESH0] 220|HENM SRE SUHAE S0 27| & 47| 7|50| A=K IS Lt

Zoll =x| Clo|EE Felstu HAE 288 AFELCH
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2. 2| AA Hojl = £ ¢ MEHSED * Clean Up Test Failover * £ ME{SL|C.
3. Clean Up Test Failover * &0l M * Clean Up * & ME{StLICY.

4. AE2[X| > 2 * 2 UL HIAE E280| AM|E[U=X] ZelgfL(Ct,

SnapMirror DR CH& E&2| HIO|HE M3 ELICt

ONTAP SnapMirror CiAt E§8 M7| 7Hs6}A| BHELICH

ZEB0lM S20[HERZ HIO|E{E HSote{H HA thie 282 47| 7hs5HA| 2H=0{0F L|C}.
2AE ALEY = g 2 o 0|2 tidol|M HIO[HE MSote™ tHaofl tht ofjefEl &S

SIIPJ CtE SnapMirror ZHAIE {#0] CHAE M| 7SO 2 BhEL|CE

ErAofl
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ﬁl— /| d
2.2 zgaauu
3. OfloEl T FXI:* YA BX * 8 BLIC,
4. THALZ M| b MEHE BHELICH * Break * (B )2 S2BILIT
5. 712 * 27 * HO|X|2 O|Sotof BHA| AER7L "N SHHI'2 EAIS|SA olptiict.

o

=

Y EES M| 75t 2BERZE tHE 20| 0| "5 2AIE YL E MST|etLCE 2 S A Oof
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HIZHEotEl 22 EES CHAl AFSE &= QA E[H 2AIS CHA| 9S71915H0 oIt HI0|E & #l2l 24 =&
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SX|:

snapmirror quiesce -source-path <SVM:volume|cluster://SVM/volume>
-destination-path <SVM:volume|cluster://SVM/volume>

CIS ool M= svm12] 2A 28 VolA2t sm_backup?| CHAN 28 VolA dst ZH2| Of|2F el M& S SX[E

cluster dst::> snapmirror quiesce -source-path svml:volA
—-destination-path svm backup:volA dst

Ol CHSt XEMIBt LI 2 snapmirror quiesce "ONTAP ZE&E HZQULICH'S HZSHIAIL.

2. M2 1Y Fl &S SR

snapmirror abort -source-path <SVM:volume|cluster://SVM/volume>
-destination-path <SVM:volume|cluster://SVM/volume>

() snapMirror $7I4 220l 0] £7|7 BRBHX| RALICKONTAP 9.52E| XIUE).

CHS ool M= svm12l £2A 28 VolA2t sm_backup?| CHA 28 VolA_dst 2| X|&X Q1 M4
SX|gLct
SN BE .

cluster dst::> snapmirror abort -source-path svml:volA -destination
-path svm backup:volA dst

Ol CHSt XEMIBt LHE2 2 snapmirror abort "ONTAP EHE EHZEQL|ICHS HZTSHMAIL.
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3. SnapMirror DR 27| &7

snapmirror break -source-path <SVM:volume|cluster://SVM/volume>
—destination-path <SVM:volume|cluster://SVM/volume>

CHS HoA = svm12] 2AA =& VolA2t sm_backupl| CHA 25 VolA_dste| A E LhgL|Ct.

cluster dst::> snapmirror break -source-path svml:volA -destination
-path svm backup:volA dst

Ol CHSt XEMIBt LH2 2 snapmirror break "ONTAP EE EHZEQL|ICHS HZTSHMAIL.

ONTAPO|[A O] X HS +SH= LIE WY

Ol Ol2{gt RS &St H. .. o] ZElx H7|...

System Manager Classic(ONTAP 9.7 O[S0l A8 "=E& el S5+ 7"
7ts)

C|O|E| HMAZ 2|5t ONTAP SnapMirror CHA 288 AL}
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1. AA 280 2A SVYMO|| OIREE Zint st Met HZE A2 NAS 258 U AH0|A OIRESL|LCE,
2. ti4 =82l SMB 3 R0 MAETt ACLE HEEL|Ct

3. A =80 NFS LHELH 7| MA S erebati|ct

4. Cia EEO 2EF FAI2 HaYL|Ct

S. LY SEECE Z20|HEE 2|C|AMetL|Ct

6. 22I0|HEN A NFS & SMB &R & CHA| OFRERHLICE

SAN 2t&:

1. 282 LUNS Z{ZE%t o[L|Al0fl0]E| I F0j| DHZISfL|Ct.
2. iSCSI2| B2 SAN ZAE O|L|A|0||O|E{0]A| SAN LIFZ iSCSI M8 S MLt
3. SAN 22[0[HEM AE2|X| HAMS At HEE LUNS HMSL|Ct,
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XDP SnapMirror 2tA[2| 8O 2t2E Z=H| 3l H|0|E 0{5tRA tHA[= AlZto] 22 AZ £ JASLICE SnapMirror
A7t 2EiEot "FH| B MEHE Est= A2 EH 29| 2 & JSLICHL

1. @42}l Cjo|E| 2= #A|E gioi2 MetetL|ct

- et

snapmirror resync -source-path SVM:volume -destination-path SVM:volume

Ol CHSt XEMIBt LH2 2 snapmirror resync "ONTAP H&E EHZEQULICHE HXSHMAIL.

0| HE2 el AA SYM = e AA SEAEO|A HEsof SLICE MS7|Stol= 72
S0| HR5IX| X2t A|Zto] @2 AZ &~ JUSLICEH AFSE0| M2 Azt TS (2t E A &
@ 9;13'—-|E|'. AAQ A 3& ARAO| 9l 32 BH0| HIYLICH snapmirror
initialize ZAE CIA| X7|3tst= O AFEEILICH. off CHSE XtAISH LHE=2
‘snapmirror initialize "ONTAP E&E EHZXQULICH'S HISIHMAIL.

CHE ool M= svm12 |2 2A E& VolAF SVM_BACKUPS| H|O|E| H[Z Z& VolA_DST At0|2] ZHAE
HEEA[ZLICE.

cluster src::> snapmirror resync -source-path svm backup:volA dst
-destination-path svml:volA

220 ot C|O|E HMAES CHA| 28 ZH[7t = el EF2 = F0i chet M2
UH2 Y2 iy SVMSE SX[sh= AL

M

SX[SHHAI2. ot 71|

'vserver stop-vserver_ SVM '

O] BH2 el et SVM = 2l2h tha S AE0f| A HAlslof fLICt. o] BHS AHEsHH
@ AR FA| 2l CHed SVMO]| M2 2= QIELICE CHE WS AFEsI0] 22l T =2 &0

Chet HMA S SXE = ASLICE

CHE ool M= 22l CHet SVME SX| gLt

cluster dst::> vserver stop svm backup

Ofl CHSt XEMIBt LI 2 vserver stop "ONTAP E&E A EQULICHE EESHYAIL.
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dich 2HA| Yol E:

—

snapmirror update -source-path SVM:volume -destination-path SVM:volume
() ol mye fzh A VM I Bz A& SZ2{AE{) A Aot BhLick

CtS ool A= CIIO|E € MBSt U= =5, VM_BACKUPL| VolA_DST, Svm12| }E AA Z& VolAS| ZHAE
YO0 E-LICE,

cluster src::> snapmirror update -source-path svm backup:volA dst
-destination-path svml:volA

of| CHSE XtM|SH LI snapmirror update "ONTAP H2! A ZEQILICHS RXSHMAIL.

el 24 SVM E= e 24 SHAEM Se 2o Chet of kel &S SAISLIC.

snapmirror quiesce -source-path SVM:volume -destination-path SVM:volume

© ole

CH2 ool M= 22l e 28 2te| of|2fEl MES SX|YLIC vola dst HE svm backup X #HE AA
=5, 'volA HH svmil:

rlo
[0

2 &4 SVM = #ef &4 S2{AE0A AHHOF BiLICE

—

cluster src::> snapmirror quiesce -source-path svm backup:volA dst
—-destination-path svml:volA

Ol CHSt XEMIBt LIS snapmirror quiesce "ONTAP E&E HZQULICHS HZSHUAIL.

515 YEI0IE7} §REID BT} 2 HEfol "SXL"OR BAIEH A2 A SVM EE 22l A& S2HAE{A
Che HYS Mgelel oy 278 Balgict

snapmirror break -source-path SVM:volume -destination-path SVM:volume
(D) ol mae Ae 22 syM EE 22 S AE{M Ao} Shuick

CHE ool M= 2 Chat 28 2He| 2HAIE 8= 425 20 BLICL vola dst A svm backup ¥ #E2
2A B8, ‘vola HE svml:

cluster scr::> snapmirror break -source-path svm backup:volA dst
-destination-path svml:volA
Ol CHet XtM|Bt LHE 2 snapmirror break "ONTAP & EHZEQILICHE HXSIYUAIL.

6. 22 2A SVM E= e AA S2AHM FYet Mo B 2A|S AfA||Ct.

—
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snapmirror delete -source-path SVM:volume -destination-path SVM:volume
() ol mye feh A SVM I fief A& Z{AE{) A Aot BhLICk

LIS Olloll M= svm12] §l2f A2A & VolAt SVM_BACKUP2| VolA_DSTO[A| L0 E HS5t U= EE
2o e 2AIE AMELIC

cluster src::> snapmirror delete -source-path svm backup:volA dst
-destination-path svml:volA

Ofl CHet XEMIBt LH2 2 snapmirror delete "ONTAP EE EHZEQULICHS HESHMAIL.

- e thed SVM E= el Y S AN e 2AIE SimELIC

(D) ol e Ae iy svM EE 22 o4 S{AE oA AseoF gLc

—

CH2 ool M= 22 Rl 28 2| e 2HAE HH[SHH vola dst HE svm backup X #HE AA E2E,

“volA AE svml:

cluster dst::> snapmirror release -source-path svm backup:volA dst
-destination-path svml:volA

Ol CHSt XEMIBt LIS snapmirror release "ONTAP ZEE HZQULICH'S HZSHUAIL.

- i cHedoll M 2 CIOo|E 2= 2HAIS ChA| - ELICE

snapmirror resync -source-path SVM:volume -destination-path SVM:volume

CHS HUA = svm19] HE2 A A =5 VolA2L sm_backup?| &2l CHA 25 VolA_dst 2H2| ZHA|E CHA|
MEBHL|C}
=2od .

cluster dst::> snapmirror resync -source-path svml:volA -destination
-path svm backup:volA dst

Ofl CHSt XEMIBt LH2 2 snapmirror resync "ONTAP H&E EHZEQULICHE HXSHMAIL.

- HRtt A2 Ao e SVME A|ZFetL|C,

'vserver start-vserver SVM '

CH= ool M= 22H thie SYME AIEFRLICE

109


https://docs.netapp.com/us-en/ontap-cli/snapmirror-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-release.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-release.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-release.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-release.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-release.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html

cluster dst::> vserver start svm backup

Ofl CHet XEMIBt LH2 2 vserver start "ONTAP HE & E¢

ﬁ
o
mjo
o2t
B
Ot
1k
>
1)

AgS ol =
£ MEBYLICt snapmirror show BHE ALE3SH0| SnapMirror 2tA| 7t M=} =X] =elgtL|Ct.

o CHSE XEMISH LHE snapmirror show "ONTAP & £ xQIL|CHES EZXSHIAIL.

SnapMirror Cii&f EE0i|A Tt S SeL|CH

ONTAP SnapMirror CHAN| A THY, LUN 2= NVMe W AHO|AS 2i5tL|Ct

CHQI M LUN, ARAFOIA IHY EE= LUN MIEE SI6t7Lt SnapMirror CHA 250]| A
NVMe HAAHO[AE Se = JASLICH. ONTAP 9.72E{= SnapMirror 7|4 CHAHO]| A
NVMe UAAHO[AE S/ £ USLICEH THYS el 2A SEOILICIE SECE S/Y
= USLICH

II|

AlZtst7| o

SnapMirror 7| CH&(ONTAP 9.58E X[ &)0M IHY E= LUNS S5 H MK
Lot
=

[

tAIE APH[SEL ol X5t oF

r

Of ZhHofl CHaH
O = LUN(CHY =28)

A
o

SHsts 282 A7I-47] 2F0[0{0F FLICt.

ne

* SnapMirror= &4 Sl A SE0 S5 AHAO| = 82 B7E 57 _ E oUSLICHYEENOE Jef A4
EECE 541¢ [[HQP OpEEEX| 2).

* J&X| 9t ™ SnapMirror?} _baseline restore_E ot X| & &l ARAFD} st AAFO| £ X5H= 2=
ElVIS Z ol i 2502 MEELICH

-

1. CHa 289 AHAS LIE ST

volume snapshot show -vserver <SVM> -volume volume

O

Ol CHSt XEMIBt LI 2 volume snapshot show "ONTAP EE & ZQIL|CH'S EZSHUAL.

CtS Ofl= CHAMS| ARMAFS HO| vserverB:secondaryl &LICE
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2. SnapMirror CHAH 2E2| ARMAFO A THY mbY £

cluster dst::> volume snapshot show -vserver vserverB -volume secondaryl

Vserver Volume Snapshot State Size Total%
Used$%
vserverB secondaryl hourly.2013-01-25 0005 wvalid 224KB 0%
0%

daily.2013-01-25 0010 valid 92KB 0%
0%

hourly.2013-01-25 0105 wvalid 228KB 0%
0%

hourly.2013-01-25 0205 wvalid 236KB 0%
0%

hourly.2013-01-25 0305 wvalid 244KB 0%
0%

hourly.2013-01-25 0405 wvalid 244KB 0%
0%

hourly.2013-01-25 0505 wvalid 244KB 0%

(@)
o\

7 entries were displayed.

LUN EE LUN &g £

Th o

rr
rr
rr

snapmirror restore -source-path <SVM:volume>|<cluster://SVM/volume>,
-destination-path <SVM:volume>|<cluster://SVM/volume>, .. —source-snapshot
snapshot -file-list <source file path,@destination file path>

() ol mye Epl SVM = Eb S2{A ol Agsiof sLict,

Che BEE AASHH daily.2013-01-25 0010 A2l CHA S AHAN fi1e2 TIAUO| 2 AA SES
secondaryl E4 M A|AEIO| SUt QX2 primaryl 5'?'._1 ILICE filel

cluster dst::> snapmirror restore -source-path vserverB:secondaryl
—-destination-path vserverA:primaryl -source-snapshot daily.2013-01-
25 0010 -file-1list /dirl/filel,/dir2/file2

[Job 3479] Job is queued: snapmirror restore for the relationship with
destination vserverA:primaryl

Cte HEE HA:6IH daily.2013-01-25 0010 Y2l CHat 2&2| secondaryl A& £i1e2 THUO|
Hef 24 SEC| 2 o A|ARIQ| CHE 2[X|2 primaryl '°.: LICE filel
A oY 22 @ 7|22 B2 A4 SEC RENA ot Z2 2 A[ZEL|CE 0 0|0l A = file1 O] /dir1/file12

1M



211 file2 7t 7| £ y19| /dir2.new/file2 2 S EIL|C

cluster dst::> snapmirror restore -source-path vserverB:secondaryl
—-destination-path vserverA:primaryl -source-snapshot daily.2013-01-
25 0010 -file-list

/dir/filel,Q/dirl/filel.new, /dir2/file2,@/dir2.new/file2

[Job 3479] Job is queued: snapmirror restore for the relationship with
destination vserverA:primaryl

CHS HHES AHStH rile3 e Y 282 secondaryl 240} daily.2013-01-25 0010 IO
e AA 250| 2HM MY A|AHIO| CHE QX2 2)IE| D filel O|M snapl o A o A|AHIQ
1S

primaryl €% YIXI2 primaryl SRIELICH file2

Ol of|of| A= It *file1’0] '/dir1/file1’' 2 S =10 M T30 '/dir3.new/file3' = S& ElL|CH

cluster dst::> snapmirror restore -source-path vserverB:secondaryl
-destination-path vserverA:primaryl -source-snapshot daily.2013-01-
25 0010 -file-list
/dir/filel,@/dirl/filel.new,/dir2/file2,/dir3/file3,@/dir3.new/file3

[Job 3479] Job is queued: snapmirror restore for the relationship with
destination vserverA:primaryl

rH

e

* "SnapMirror S&I"

ONTAP SnapMirror CHAO| A 2& LHES S|ITLICH

SnapMirror Li&f 282 2HR0|M FH| =& LHES SAE = JASLICE =282 LHES
Hill 22 E5 L= LE SBRE S#E &= AsLIL

Of ZhHofl CHaH

O] FXt= FAS, AFF, ASA A|AEI0 MEELICH ASA r2 A|AEI(ASAATK, ASAA90, ASAAT0, ASAAS50, ASA
A30, ASAA20 = ASA C30)0| = R LSS MEMR. "+ 5= ASLICH H|0|EE =73I2{H. ASAR2
AMAE2 SAN TE A4S Q2 ThaotEl ONTAP 23S MSeLICt

=8 Aol e =82 L2 S StLIo{ofF LICt

(D & AHM0| gl 3% 0| HmgiLc 282 S Bl ¢7|- 47| 2ERZ S3g =
AALIC
HA K

>~
oz
rin
|>
Ic
e
¥
o
on
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LHA
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HAHOM * B2 > 2 * & 2250 57

volume snapshot show -vserver <SVM> -volume <volume>

CtS ofl= CHA S| AHHAFS HO| vserverB:secondaryl &LICH

cluster dst::> volume snapshot show -vserver vserverB -volume
secondaryl

Vserver Volume Snapshot State Size
Total% Used%

vserverB secondaryl hourly.2013-01-25 0005 wvalid 224KB
0%
daily.2013-01-25 0010 valid 92KB

(@)
o\°

hourly.2013-01-25 0105 wvalid 228KB

(@]
o°

hourly.2013-01-25 0205 wvalid 236KB

(@)
oe

hourly.2013-01-25 0305 wvalid 244KB

(@)
o\°

hourly.2013-01-25 0405 wvalid 244KB

(@]
o°

hourly.2013-01-25 0505 wvalid 244KB

(@]
o°

7 entries were displayed.

2. SnapMirror CH& 2E0]| !

rir
|>

WALl A 280 LIS S

ol.
[

snapmirror restore -source-path <SVM:volume>|<cluster://SVM/volume>

(@)
o\°

(@]
o\°

(@)
oe

(@)
o\°

(@]
o°

(@]
oe

(@]
o\°



-destination-path <SVM:volume>|<cluster://SVM/volume> -source-snapshot
<snapshot>

() ol Zy2 sz A4 SYM =L laf Ax Z2{AE{0|A Aot LIC

CHS HHE S AdiotH 22 tid 250 A= secondaryl 2AHAFM daily.2013-01-25 0010 Y&
A= 1 =& .=.|-—||:|'. primaryl

cluster src::> snapmirror restore -source-path vserverB:secondaryl
—-destination-path vserverA:primaryl -source-snapshot daily.2013-01-
25 0010

Warning: All data newer than snapshot daily.2013-01-25 0010 on
volume vserverA:primaryl will be deleted.

Do you want to continue? {yln}: vy

[Job 34] Job is queued: snapmirror restore from source
vserverB:secondaryl for the snapshot daily.2013-01-25 0010.

—

3. ZRlEl 252 CHA OIRESIL 28 AM83t= ZE OiEE|70[ S THA| AIZFEL LY.

ONTAPO|[A O] 2 AHS +lSH= LHE LY

OlA Ol2{St &S Aot H... o] 2EIX E7...
System Manager Classic(ONTAP 9.7 O[S0l AL "SnapVaultE ALE% 28 S# 72"
7ts)
HE ye

* "SnapMirror S&"
* "SE AHM EA"
ONTAP SnapMirror SH| 2tAHE =32 = YH|0|EgL|Ct

A2 2F0| O|SEIY| 20| ool Eo| HulistH =H| 2AHE +=52= HO|o|EdHoF & ==
oIAL|C}
M H .

0| =teioi| CHaf

SnapMirror= SX| ZAHE 82 HOU0|EY W7IX| O| SE 2A S EUM MES STHELICL

ONTAP 9.55E SnapMirror 57|24 2|7} X|YELICL 2A &3t EFZ 250| &4 o] AN 7|2t K¢t X
Z2{AHS R (A2t 7|FC=E 2F E2{AHS S7|otELICt tHAtolAM A|™ OB & E2{H snapmirror

update S G =5 LH0|ES &K Of LIt

A
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1. S 2AE +S22 Uol0|ERLICE

snapmirror update -source-path <SVM:volume>|<cluster://SVM/volume>,
-destination-path <SVM:volume>|<cluster://SVM/volume>,

O BH2 EZl SVM E= EH2I S2{AE 0| A A>SHOF SL|C AAQ LA 38 AHAO| 8l=
@ 22 BHO| AML|Ct. snapmirror initialize #AIE CHA| X7|6t= O

AEEL|CH. o CHeE XEMIBE LHES “snapmirror initialize "ONTAP EEH
AZQULICHE HERSHIA2.

—

CtS HOA = svm12] 2AA =& VolA2t sm_backupl| CHA 25 VolA_dst 2t2] ZHA|1E HH|0|EEL|LCE,

cluster src::> snapmirror update -source-path svml:volA -destination
-path svm backup:volA dst

O CHSE XtM|8H LI snapmirror update "ONTAP H2 & ZEQILICHS ARSI,

ONTAP SnapMirror S| ZtA|E CtA| S7|2tetL|CH

e 2852 M7] 7tsot 2HE =, 24 Sty 250 38 2H4F0] gl7| W =20]| [0| =5t
AIlish £ L= 2 of thet =X YMS HEFoe = 32 A 2AIE ChAl S7[=ttof ghuct.

ONTAP 9.85E{ System ManagerZ At23sI0{ Jutsk xS
EEN A =28 7|s2 HITHE =& &LICt 2
A ARIO] §l2f LS CHA| MHSt= S0t A E8S AHESH0] H|O|E

@ System Manager= S2{AE L 2A|2te| Hutsk i S 7|2t E X|JSHK| & LICH ONTAP CLIE

AHESHo SR AH L 2ot Jie MS|=t Y S

10 o

* MS7|etof= 7|2 TE0| EROHA| GX|T A|ZH0| 22 ZE + ASLICH ALE™0| H2 Azt [ S7|=tE
Alslish 2~ QI&L|CH
=2o=2 T Md .

* TOHR = JHAHAO|E o] LR M S7|2tof AjZto| 22 ZE 4= ASLICE SnapMirror 287t
QEiFet " " JEE 1ok

* ONTAP 9.13.15E|{ ONTAP 7| 2X O & HtE MS7|2tE AHE5t0] TS 7|3t AlZtE £0[2{ 1 gLICL 7|2XMo =
k= 7(HE7|2fE AH85HH CHE X710 ZFE[0{0f gfL|Ct.
° FlexVol 2&0ll= &0l Sxl20| gi&LICt
° MirrorAllSnapshots M &
A& & -quick-resync MSE H0|E 252 M& 2E40| HHEO MS7|2 CHA
SF A

ZE0M A7t B2t A2 & UBLICH 0f2{3t X7} 7H 26| WSS chatolA 212t
EE =X 3 AER|K 284 Mo YRR SR

©

J8tE -quick-resync Of7H= MEE ALRRILICH CHE S AHESHY] HIE THST|SHE & tstA Lt
HiZtdateh & JELICE —~quick-resync true|false O7HHPL SHl snapmirror resync EH.
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O 2 MEE A}SIAH —quick-resync, & "ONTAP E&E &= QIL|Ch",
CHA|
System Manager f2= ONTAP CLIE AFE3t0] 0| S S 4~ USLICH ONTAP CLIE A&5H= Z2 Y
=2ES M| JtsstH ':'f'z X, SH HAE .:.E1|0|EOPEI|01| ZHAIglo| A= SLELICE
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System Manager &23f x5 7|5t
"EAE BELICHIHYE AT 7tSOHA THEHEH 2HAE A= CHA| S7|StetL(C

= Lo d [

.

1. A E22{AHUAM * 25 > 2 « £ 22lE

o
=2 22|E 2A 9|2 0IRAE 7147t E 2261 i * Reverse Resync * £ ME{ghL|CH

—_ =
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L|C
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ruI

2. g
3. Reverse resync relationship * Z0f| A * Reverse resync * & 22IgfL|LCt.
4

=
- A Ol M ZEAOf TSt TE e * £ 2hQlsto] et ST (st Y ES ZLIE-ELC.

-

M

CtS
el AES CHAL AR 4= QUA| E|H el 2HAIS oiFst e CHE U MS7|st HUS +35He] el 2AIE
ChAl 28 = ASLICH LT MSI|et T2 M A= CIO[EE HMSdts MOIES| BE HE Alts 22 242

%AWH’_ JEH LAE EMI %' |-27] 7ks5H| 2hs I-I Ct.

System Manager”| CtA| S7|stEIL|Ct

1. B3 > 25| * E S=IgLCt
HS7|2te 24 /12 OIRAE 7HNZt = E 225t & * Break * £ METIL|CE,
ZHA| HEfZt SN2 BEAEH E S0t OIS * MS7|2 * § MEfgL|CL

S7|=t7t A= =H el 02

A w0 D

i
o
Hd
i
m

u

o
i
iul
=

A * ol A 2A JEHE =I5t IS 7=k T
"oz HFELIC

—

snapmirror resync —-source-path <SVM:volume|cluster://SVM/volume>
-destination-path <SVM:volume|cluster://SVM/volume> -type DP|XDP
-policy <policy>

() ol wae etz svM = B2 ZaiAE{ol M Astshof ghLic

CHS OloM= of 22 BT o Ty 2 2t2| 2AHIE THAl vola svml volA dst
‘svm_backup'&7|2HerL|Ct.

cluster dst::> snapmirror resync -source-path svml:volA -destination

-path svm backup:volA dst

ﬁ
Iul
mjo
o2t
B
Ot
=
>
0]

Ofl CHet XEMIBt LHE22 snapmirror resync "ONTAP E&E &=

i

HHe
* "ONTAP SnapMirror LA SVMO]|A Ci|O|E{E CtA| S7|stetL|Ct

118


https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html

ONTAP SnapMirror 28 £H| 2t4|E AN|ELICt
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snapmirror quiesce -destination-path <SVM:volume>|<cluster://SVM/volume>

cluster dst::> snapmirror quiesce -destination-path svm backup:volA dst

Ol CHSt XEMIBt LHE2 2 snapmirror quiesce "ONTAP EE HZQULICHS HZSHUAL.
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snapmirror break -source-path <SVM:volume>|<cluster://SVM/volume>,
-destination-path <SVM:volume>|<cluster://SVM/volume>,

cluster dst::> snapmirror break -source-path svml:volA -destination-path
svm_backup:volA dst
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snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>,
-destination-path <SVM:volume>|<cluster://SVM/volume>,
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CIS HUA = svm12] 2AA =& VolA2t sm_backupl| CHA 25 VolA_dst Zt2] ZHAIE AFF|giL|Ct.

cluster dst::> snapmirror delete -source-path svml:volA -destination
-path svm backup:volA dst
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snapmirror release -source-path <SVM:volume>|<cluster://SVM/volume>,
-destination-path <SVM:volume>|<cluster://SVM/volume>,
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cluster src::> snapmirror release -source-path svml:volA -destination
-path svm backup:volA dst
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df35632c73al Group=none Operation-Cookie=0 action=End source=<sourcepath>
destination=<destpath> status=Success bytes transferred=117080571

network compression ratio=1.0:1 transfer desc=Logical Transfer - Optimized
Directory Mode
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snapmirror update —-source-path <SVM:volume>|<cluster://SVM/volume>,
-destination-path <SVM:volume>|<cluster://SVM/volume>, ... -enable
-storage-efficiency true

0| BH2 EF SVM K= ERI S2{AEO|M HaHsHoF 2L AAL CHA0 3 S AA0| gl=
@ 2R HHO| AmBL|Ct snapmirror initialize ZAHIE CHA| jcj|-‘2|‘°|'L el
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cluster dst::> snapmirror update -source-path svml:volA -destination
-path svm backup:volA dst -enable-storage-efficiency true
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'options-option-name replication.throttle.enable on|off'

CtE oflofl M= "cluster_dst"0|A| SnapMirror 222 |2 & Aslste WHES Hof FL|CH
cluster dst::> options -option-name replication.throttle.enable on

2. et 2 AEM S0{2= S0 AHEE= 2O & LY =S X|F L.
options -option-name replication.throttle.incoming.max kbs <KBps>
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cluster dst::> options -option-name
replication.throttle.incoming.max kbs 12500
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cluster src::> options -option-name
replication.throttle.outgoing.max kbs 12500
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cluster dst::> job schedule cron create -name my weekly -dayofweek
saturday -hour 3 -minute 0

Ol CHt XEMIBt LH22 job schedule cron create "ONTAP E& EZQILICHE RZSHUAIL.

4. EPU SVM E= EFZI 2HAEOM SH| 2AS Ydetct.

snapmirror create -source-path <SVM name>: -destination-path
<SVM name>: -type <DP|XDP> -schedule <schedule> -policy <policy>
-identity-preserve true

(D '-source-path' % '-destination-path' &40{|Af SVM 0| & 5[0 S 2(:)2 Y =sHof gL Ct.
CtS ool M= 7|2 'MirorAllSnapshots' M-S ALE3H0] SnapMirror DR ZHAIE MM eHLICE

cluster dst::> snapmirror create -source-path svml: -destination
-path svm backup: -type XDP -schedule my daily -policy
MirrorAllSnapshots -identity-preserve true

CtS oo M= 712 MirorAndVault XS AL2st0] £ 2|
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cluster dst:> snapmirror create -source-path svml: -destination-path

svm _backup: -type XDP -schedule my daily -policy MirrorAndVault
-identity-preserve true
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DR tf74|7f*o”’<§5.=.'|—llif.

cluster dst::> snapmirror create -source-path svml: -destination
-path svm backup: -type XDP -schedule my daily -policy my mirrored
-identity-preserve true

Y FY 'Mirror-vault 2 AFEX} X FH S YGUCtD 7FYSHH CHg oo M= S =X 2AE
S8 .
cluster dst::> snapmirror create -source-path svml: -destination

-path svm backup: -type XDP -schedule my daily -policy my unified
-identity-preserve true

Ol CHet XtM|Bt LHE 2 snapmirror create "ONTAP & EHZEQILICH'ES HXSIYUAIL.
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vserver stop -vserver <SVM name>
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cluster dst::> vserver stop -vserver svm backup
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cluster dst::> snapmirror initialize -source-path svml: -destination

-path svm backup:
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cluster dst:> vserver create -vserver svm backup -subtype dp-destination
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Ofl CHSt XEMIBt LI 2 vserver peer create "ONTAP EE HZQULICH'S HZTSHUAIL.
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cluster dst::> job schedule cron create -name my weekly -dayofweek
"Saturday" -hour 3 -minute O
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transfer_rs-priority low|normal-is-network-compression-enabled true|false-discard-configs network’
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cluster dst::> snapmirror policy create -vserver svml -policy
DR exclude LIFs -type async-mirror -discard-configs network
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cluster dst::> snapmirror policy create -vserver svml -policy
unified exclude LIFs -type mirror-vault -discard-configs network
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snapmirror create -source-path SVM: -destination-path SVM: -type DP|XDP

-schedule schedule -policy policy -identity-preserve true|false -discard
-configs truel|false

(D '-source-path' % "-destination-path' &40{|A] SVM 0|& Flof| E2(:)2 L=H0F 2fL|Ct. ofzH
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CHS oMo M= LIFE H2|$t SnapMirror DR ZHA|1E MM stL|CH

cluster dst::> snapmirror create -source-path svml: -destination-path
svm _backup: -type XDP -schedule my weekly -policy DR exclude LIFs
-identity-preserve true

CHe ollx[oll A= LIFE H|2let SnapMirror 82 S| 2A S HMeL(Ct.

cluster dst::> snapmirror create -source-path svml: -destination-path
svm backup: -type XDP -schedule my weekly -policy unified exclude LIFs
-identity-preserve true -discard-configs true

Ol CHet XtM|Bt LHE 2 snapmirror create "ONTAP & EHZEQULICHES HXSIYUAIL.
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'vserver stop'

' SVMO|E

CtS o0 = svm_backupO|2t= CHA SVME SXIEfLICE.
cluster dst::> vserver stop -vserver svm backup
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Sh-AA-FZE SVM -CHA-AZ SVM

CtS ool M= AA 'sym1'ZF CHA 'svm_backup' Z+e| BAIE X 7|ShetL|Ct.

cluster dst::> snapmirror initialize -source-path svml: -destination
-path svm backup:

Ofl CHet XEMIBt LH2 2 snapmirror initialize "ONTAP E&E HZQLICHE EZSHUAIL.
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Molizt -l B HO|E HMAZ I tie SVMOIM LIERIZ S Z2ES

o
4
ox
OF
=
o
ot
-
Il

* "SnapMirror A4

* "SnapMirror £7|3}"

» ATHD|R] FRY A

R0 UEYZ, U MH|A 2 J7|Et A S H|QlEtL|Ct

T4 X0|E YXISH| fl3fl SVM =H| 2A0M HIERX 3, HIY AMH[A
ol A
[=]

9| -identity-preserve false' M2 AL5I0{ SVM2| 28 X Hot 24T Exg = JASLICH L2

BEF ZZEZ S 0[E MH|A B2 SE2 E FXSHAIL "SVM DR 20 =H|E 4"

k>
|>
=
m
L
T
I
>
il
o
%
<
<
T
=
2
m
St
2
o
=
Inl

KiMIEE LHE2 S HZSHUAIR "22{AE H|0] 2AE dEeiL|Ct 8l "sVM QIE S AF T[] 24| S ddefL|Tf

'vserver create-vserver_SVM_-subtype DP-destination’
SVM 0|§2 AA 8 ER SAH HA|0|l M R3Ok SFL|CE

CtE Oflofl M= sm_backupO|2t= CHA SYMS MM BtLICE

cluster dst:> vserver create -vserver svm backup -subtype dp-destination

2. thAt 22{AEOf|A 'vserver peer create' BEHS AF2310{ SVM L|0] A E MAMEHL|CH
TtMIet LHE 2 2 BESHMAIR "SVM QIE{ 22 AE I|0f 2| S MMt ",
Ofl CHSt XEMISH LI 2 vserver peer create "ONTAP ZEE HZQILICH'S HZTSHUAIL.

3. =X =g A7E

0=
0x

"t 2 cron create-name_job_name_-month_month_-DayOfWeek_day of week -day day of month_-
hour_hour_-minute_minute "

8- F ALAIZS F2 E, Y, A

Y, Al 202 B THey

mjo

MY ES KW 4 YBLICH

H>
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(D SVM SnapMirror ZtAH 0| FlexVol 2&2| |2 X[ L™ (RPO)2 152 LICH SVM
SnapMirror £tA[0f| A FlexGroup 2&2| %|4 X|@ Y (RPO)2 302 LILCE.

CHE OloiIM = EQY 2T 3A|0f| H== my weekly2h= 21 LE S HASLIC.

cluster dst::> job schedule cron create -name my weekly -dayofweek
"Saturday" -hour 3 -minute O

HE®XZ, O|F MH|A 3 J[Et 74 BHE WSt SH| 2AIS H-dect

'sapmirror create-source-path_SVM_:-destination-path_SVM_:-type DP|XDP-schedule schedule -policy
-identity -preserve false'

@ '-source-path' %! '-destination-path' &40{|A] SVM 0| F{0| 22(:)2 Y=o 2rL|Ct. of2H
o2 E=SHMAIR. O] HHEL EtZll SVM EE= EFZI 22{AE0f| A AtsHof sfL|Ct.

CtE oflofl M= 7|2 'MirorAllSnapshots' MA S A2 SnapMirror DR #AIE MMTL|CH HER 3, 4
MH|A 81 7| 2 ™2 SVM SXI0|A XLl ElLICt.

cluster dst::> snapmirror create -source-path svml: -destination-path
svm _backup: -type XDP -schedule my daily -policy MirrorAllSnapshots
-identity-preserve false

CHS oMol M= 7|2 MirorAndVault HAHS ALE5I0] 8 2|
T HE2 BATL A QIELICE

e

AE LELICE HESHZ, 0| MH|A 8L J[E

cluster dst:> snapmirror create svml: -destination-path svm backup:
-type XDP -schedule my daily -policy MirrorAndVault -identity-preserve
false

M Rl HISI| DI2{'E MESHH AEAt X|F M2 YLD 7HF05HH CHZ of|of| A= SnapMirror DR
A7 S-S ELC HERZ, WY M| 8 7|EF 714 22 SVM SH0A |2 &l LT},

cluster dst::> snapmirror create -source-path svml: -destination-path
svm backup: -type XDP -schedule my daily -policy my mirrored -identity
-preserve false

A R 'Mirror-vault 2 AHEXL X[ FH S MEYCt D JFYSHAE CHS ool M= ST S| 241 E =Lt
HE®Z, UY ME|A S I[EF 4 2E2 SVM SH|of| A A 2| ElLICt.



cluster dst::> snapmirror create -source-path svml: -destination-path
svm_backup: -type XDP -schedule my daily -policy my unified -identity
-preserve false

Ofl CHSt XEMIBt LH2 2 snapmirror create "ONTAP EE EHZEQL|ICHE HXSHMAIL.
5. L& SVM X
'vserver stop'
FYER

CHg ol dv10j2He Chat SVME BXIBtct,

destination cluster::> vserver stop -vserver dvsl

6. SMBE AI23t= A2 SMB M T FAstof gt Ct.
g HZESHYAIR "SMB M E: SMB AH 44",

7. T4 SVM E= Tet SHAHOM SVM =H| 2HAIE £7(9keLCt
'AHAF XT|SH-AA-ZE SVM_O|E_-CHA-EZE SVM_O|E

Ofl CHet XEMIBt LH2 2 snapmirror initialize "ONTAP EE EZQL|CHE EZSHUAIL.

zeig ol &
A7} LA e 22 HlO[E] HMAE 9I8h A SVMOIN HIESS U Z2E2S A of BhLIC

ONTAP SnapMirror SVM DR ZH7|0f| A2E 22 A|S X|E

Mol &+ SVMO| MM El = HHD} S M2 vserver modify AHESHH SVM DR E}2
ZES 2AHS= O AL E= 22 ASS Mote & aggr-1ist J}SLICH

O|'

CHA|
1. CHAF SVM A A

'vserver create-vserver_SVM_-subtype DP-destination’
2. Xl 57 SVMe| A SE2 M6t Mol 57 SVM 2ES SARSH= O AL2El= 22 ASE FMStELICH

'cluster_dest::> vserver modify -vserver_SVM_-aggr-list <comma-separated-list>'

DR ZtA[0{|AX] ONTAP SnapMirror Cii 4 SVMO]| CHSE SMB AHHE M A BtLICt

AA SVMO|| SMB 7140| QIOH 2 £ false HHSIEE MEASH AL identity-
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preserve, L& SVMO| Cliiet SMB MHE M- dslioF &L|CE SnapMirror A E £7|steh mf
392 Z2 U5 SMB FH0f|= SMB A|H7t ZLBfL|CE.

1. HHE AI2SH EtZ2ll SVMS vserver start A|ZHEHL|CEH

destination cluster::> vserver start
[Job 30] Job succeeded: DONE

-vserver dvsl

[

Ofl CHSE XtM|St LI vserver start "ONTAP E& A XQIL|CHES AXSHMAIL.

2. vserver show HHS AE310] LA SVMO| "Running” AEH0| 11 89| S8 0| dp-destination®IX| EtQISHAA| 2.

destination cluster::> vserver show

Admin Operational Root
Vserver Type Subtype State State Volume
Aggregate
dvsl data dp-destination running running = =

o CHst XpMISE LHE 2 vserver show "ONTAP & EHZEQULICHS RXRSHUAIL.

[= =

3. HIEY 3 QlEH0|A ¥ HHS ALESI0 LIFS d-dgLict

destination cluster::>network interface create -vserver dvsl -1if NASI1

-role data -data-protocol cifs -home-node destination cluster-01 -home
-port ala-101 -address 192.0.2.128 -netmask 255.255.255.128

ol CHet XtMIB LHE 2 network interface create "ONTAP B & ZQILICH

o

EZSIMAL.

4. network route create HHE AF25610] routeS AL}

O O =

destination_cluster::>network route create -vserver dvsl
0.0.0.0/0

-gateway 192.0.2.1

-destination

"YEST B

Ol CHSt XEMIBt LI 2 network route create "ONTAP E& EZQILICH'E

5. 'vserver services dns create' HHE AL25I0] DNSE M EHL|CT.
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destination cluster::>vserver services dns create -domains
mydomain.example.com -vserver

dvsl —-name-servers 192.0.2.128 -state enabled

Ofl CHSE XtM|BH LHE 2 vserver services dns create "ONTAP EHE EEQILICH'S EZTSHMA|IL.

6. ‘vserver cifs domain preferred-dc add' @& AFEst0] 7|2 TH[Ql HEEZE F7HetL|Ct,

destination cluster::>vserver cifs domain preferred-dc add -vserver dvsl
-preferred-dc

192.0.2.128 -domain mydomain.example.com

Ol CHet XEMIBt LHE2 vserver cifs domain preferred-dc add "ONTAP E&E & ZQILICHE
EXTHAA L.

7. ‘vserver cifs create' BHES AFE5I0 SMB MHE Mg etL|C},
destination cluster::>vserver cifs create -vserver dvsl

mydomain.example.com
-cifs-server CIFS1

—-domain

Ol CHet XtM|St LHE 2 vserver cifs create "ONTAP & HEQILICH'S EXSHMUAIL.
8. 'vserver stop' HES AtEst0] CH4 SVME SX|gfLICE.

destination cluster::> vserver stop -vserver dvsl
[Job 46] Job succeeded: DONE

Ol CHSt XEMIBt LI 2 vserver stop "ONTAP E&E EZEQULICHE EESHYAIL.

[ S|

ONTAP SnapMirror SVM DR Z A0 A 2&S H|QlEtL|Ct

Jl2Ho 2 AA SVYMe 2E RW H|0|H 2&0| SH|ELICEH A4 SVMe| 2=

=

=

HSSIX| o= 2 28 &' EHQ| -vserver-dr-protection protected' &M
SVM SH[0f|A S ES MY + ﬂQLl C}.

=o
5=
o

S A

+&5H0]

THA|
1. SVM =H0lM E& H2l:
'volume modify -vserver_SVM_-volume_volume_-vserver-dr-protection protected'

ol CHSk XtMITt LHE 2 volume modify "ONTAP EE HZEQULICHS EESHAIL.
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CHE ool M= SVM =H[0[M =& 'VolA_src'E H|2I LT

cluster src::> volume modify -vserver SVMl -volume volA src -vserver-dr
-protection unprotected
LESoll 2 ®elE SYM X0 25 Zedt{H O3 HE S Ad et
'SE 74 - vserver_SVM_-volume_volume_-vserver-dr-protection protected
CHE ool A= SVM =XIQ| 28 VolA_srcE ZetetL|Ct.

cluster src::> volume modify -vserver SVMl -volume volA src -vserver-dr
-protection protected

2. of ©HE CHZ SVM =X 2HAE H5t0 E7|sHetL|Ch "EA| svm 4 =H".

SnapMirror SVM DR CHAO|A H|O|E K=
ONTAP SnapMirror SVM X{s| 27 IEZL
Mo E =76k1 EfZI SYMOIA HIO|EHE HMZote™ EtZ SVME 2hdetsifof hL|Ct. Ef2l

SVM= 2tdetst{™ o 2FEl SnapMirror &2 SX[6t1, X[£XQl SnapMirror M&2
SChotn, B 2AE SHsta, AA SVMES £X[6t1, Ef2 SVME A|Zfslof B},
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From the destination cluster, quiesce
scheduled SnapMirror transfers.

Abort any ongoing transfers.

Break the SVM DR relationship.

|dentity-preserve=true?

Stop the source SVM.

h 4

— Start the destination SVM.

ONTAP SnapMirror SVM CH& 288 MJ| 7tsC =2 #ESLICE

S2I0|HE0] HIO|EHE HZstHH SVM il et 282 M7| 7Hs5HA| 8l{of LTt

O| Xtz 28 SH| EXtet I A SLSHKIEE ot 7LX| of| |7t AELICE SVM SH| 2HAE dad o £ d-ot
-identity-preserve true 4%, LHA SVMS &435t7| M| AA SVYME SX[6HOF gfL|Ct
O] =i CHsH

Of ZXoilM HEst= O Chet XiMet LIE2 S "ONTAP BE EZULICHEZSHIAIR.

[}
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@ Mol 7 AlLE| 20| M= A SVMI} S HIO[E{o]] HAM|ATh 2= @131 OFX| 2 ZHS 7|2} 0|= 2

AUC|O|ETt E2FSIHLE 2AE|HES £ QOO 2 AA SYMO|M K8l 7 CHA SYM2Z SnapMirror

YOOI EE A = YUELIT.

ONTAP 9.8 E{ System ManagerE ArE5t0] Roh ¥ = L et AE2|X| VME Zdstet = ASLICE the

=

AER[XVME Edo5tH SVM e 282 & &+ AD HO|HE S0 EN HSE 5= ASLICH

m

A

| kX2 System Manager S== ONTAP CLIOIA| 8E

o

SLIC}.

3}
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Al AR 22| X}
1. 24 A HHAY = U= R SYMO| SXI= A=K QIS T * AEE|X| > AEE|X| VM * =
0|S3t2 SVME ¢let * &Ef * 25 =felgtL|C}
2. A SVM HENT "M I R FXISHIAIR. £ MEHSIL @ * FX| * & MEISHIAIR.
3. CHA 2HAEOM ots B #AIS HELICH * B > 2| * 2 0|}
4. Yotz AA ARR[X| VM OIS 92 OrRAE JH7L & 22/6t0 :* e AE2[X| VM 243+ £
HS

M [0

A AEZ|X| VM ZAI3}* RHOf| A * CHAF AEZ|X] VM S5} 9 2HA| SHE| * E MEdSHL|CE

1. T4 SVM EE= Cet 22{AE0M SVME SX|510] CHE Q2 of el &2 EXIELICH

snapmirror quiesce -source-path <SVM>: -destination-path <SVM>:

@ '-source-path' %! '-destination-path' &40{|A] SVM 0| F[0| S 2(:)2 Y =sHof 2L|Ct.
Of2l ol E EZSHMAI2.

CtS ool M= A2 SVME| vm1 1} CHA SVM2| vm_backup 7+2| Of|2FEl M&S SX[ELICE.

cluster dst::> snapmirror quiesce -source-path svml: -destination
-path svm backup:

Ol CHSt XEM|Bt LHE2 2 snapmirror quiesce "ONTAP & HZQULICH'S HZSHUAIL.

2. et SVM = Oy SAEM SHX29 T Sl M&S X[,

snapmirror abort -source-path <SVM>: -destination-path <SVM>:

@ '-source-path' %! '-destination-path' &40{|A] SVM 0| F[0| 2 2(:)2 Y =sHof rL|C}.
Ol2l Ol 2 & Z=SIMAI.

CHE ool M= AA SVYME| vm12t CA SVYME| vm_backup Zte| X|&H Q1 ME&E SXIELICH

cluster dst::> snapmirror abort -source-path svml: -destination-path
svm backup:

Ol CHSt XEMIBt LH2 2 snapmirror abort "ONTAP EE EHZEQL|ICHS HZTSHMAIL.

3. EFZI SVM = BRI 2HAE M S5 2HA1S STHYAIR.
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snapmirror break -source-path <SVM>: -destination-path <SVM>:

@ '-source-path' % '-destination-path' &40{|A SVM 0| 50| S 2(:)2 Y =sHof 2L|Ct.

Otz ol E=SIMAIL.

CtS oA = AA SVME| vm12t CHA SYMS| vm_backup 72| ZA|E LisLCL.

cluster dst::> snapmirror break -source-path svml: -destination-path

svm_backup:

Ol CHet XEMIBt LH2 2 snapmirror break "ONTAP EH&E & x ¢

4. SVM 28| 2tA|1E MME iff -identity-preserve true’S A™StH A A

vserver stop -vserver <SVM>

CI2 oo M= AA SVMQ| vm1'E EX|EhL|Ct

cluster src::> vserver stop svml

5. CHAF SVM AJE:

vserver start -vserver <SVM>

CHE of|oi M= CHa SVM2| VM_BACKUPS AlZHetL|CE.

cluster dst::> vserver start svm backup
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H—| Ct.

g
x

0x
|IOI-

SnapMirror 22 SVME Mgt stetL|ct

ONTAP SnapMirror 24 SVM M&AHst I EZ

40

Tl Al = AA SYMO| QIO SVYM RHF
U&L|CE.
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-
e
X
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Create 3 5napMirror relationship.

h 4

Resynchmonize the source 5VM
fromthedestination VM.

Y

Stop the destination WM.

b

Updatethe SnapMirror
relationship.

!

Break the 5WM DR relationship.

h 4

Start the source SWM.

k4

Resynchronize the destination 5WM
fromthe source SWM.

#2i ONTAP SnapMirror 22 SVMS CHA| 2dolotL|Ct

CHefOl A CIIOIE S T O] AtEE ER7I S 82 44 A EfZ SVM ZHof| #el HIOoJH E=
A S CHA| 238 = AIGLICE o] BXt= 28 =X EXPQP A SLSHX| 2 et ZEX] of| 2] 7F
UASLICH a2 SVM% CrA| gfdetstr| ol Bt SVME SX[6HOF 2 L|Ct.

AlZfotz] FHof

* HO|HE MSote Setthd 282 37|12 52 89 22 £8S ChA| 2dststy| Hof @2 22 =52 2|
37| XE 37| 2FE +322 =8 SE| T = UA=F ofjof Lt

"B} =&O| At

ofn

Hu
ol

oz 57t 29

@ S2{AH 22Xt HlojE &4 S US| fl6h #a2l 22 SVME THA| &43t5t7| Tof| 22t0[AEQ)
MI] 2GS LAl SXIsHOF BfLICt.

Of ZFHofl CHaH

ONTAP 9.11.1%E| ~quick-resync true snapmirror resync SvM DR ZtAHQ| HAMS7|AE FH:dH=
S FHO crr SUS A5 s =7 o HE Fol S|t *l’% EY = A{LICH. HHE
MS7|=tE Sl ClolE fofsteAa M7= 3 =S¥ 2HS Hio|mfASI 2F &

ANzZtg &Y = JUSLICEH. o Chgh XtMIgH LHEE “snapmirror resync "ONTAP
XS L.

e
Ei=2 b= ol 22l

soty
=
¥y HxeLcg
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A| A 22Xt ONTAP 9.17.1 O| &
1. CHA 22{AHUM Yote ES HAE MESIHH *ES > SX*E S22,
2. AA 0| fl0l OIRA HME SHE1D S2/tH|R. : O2|10 *H4s 57| 22/5tH K.
3. Reverse resync relationship * &0l A * Reverse resync * & 22|2tL|C}.
S 2A= =H| O[S0l A AL2tX| D Of | 2 AA SAEO|AM 22| F Lt
4. Y& AA ZEAHM *ES > SX*E S5t MEfT 0|2 YEOE HA|E|=X| 2Qlsto] urst
HS7|2t7t 22 E|J=X] 2elgtL|Ct.
S. el chd S AHM *22{AH > AEZ|X| VM*QE O|SELCt.

6. AEZ|X| VME &1, AEE[X| VM 0| & 2[0] OtRA AHME S8l Ot SaleLct. : J2(0 *FX|*E
SE5HMIR.

7. MEA VM EX| &M *SX|*E S2IgtL|Ct.

8. 12 2AAE(O|M B > BRI 0|Sof0] CHA| BABHE AE2IX| VM BT, AE2IX| VM OIS /0]
0t A 7NE S22 CHg S2UBLICH : 131 T2 “Th AE2IX| VM SHsE S2siich

=2"1-
9. et AE2[X| VM 243t &ollM *TiY AE2|X| VME &3t HAS siM[*E MEist O3 *&doE

SEgL.

10. =X H|0|X|2 SO0t7HH AE2|X| VM O|F 9/0fl OtRA HME CHA| 2251 S2/SHAR. : O2] 10 A
7|2 2E5HH K.

o]

A|AE 22| X ONTAP 9.16.1 & O] HA
1. CHAY 22 AE A ots B 2HA S MEfsHH *HS > ZA*E S22,

r

2|
2. 22 0|5 2l0l| OFRA AME 2250 2SR, : 2|0 *AQHe 7|35 S2I6HM|K.

I}

3. Reverse resync relationship * 20| * Reverse resync * & 22I3iL

SfiE 2= OlM| &l 24 SAH|M 22|=[22 2A| O[S0l A AlZHELICE

T

4. YUZ AA SEHAEOM *E > #A*S 226t YEf7F O0|IHYE O = HA|E=X| 2RIt S
MS7|2t7t f=E|[=K] 2ARfL(Ct.

o. el e FHAEOM *AEE|X| > AEE|X] VM*L 2 0| SEL|Ct.

6. AE2[X| VME ¥11, AE2|X| VM 0| 20l OtRA HME 22l Ct3 SIYLICt : J2|0 *FX|*E
2E5HMR
=" .

7. MEA VM X Ho|lM *SX*E S

|

8. & 2 AHM AEZ|X| VM(O|H| F2tA2l »E SVM)E R 11, SVM 0| § /0]l OFRA HME 2252
= SigLch : 22 oS e 2AE2(X| VM EdshE 228l T}

—

m

9. et AER[X| VM 243t &ollM *Tiy AE2|X| VM 23t Y AZ Si*E MEfStn S MsHE

Saigct
10. 27| H|O|X|2 S0F7tM AE2|X| VM O|F 2/0fl OtRA HME CHA| 2251 S2SHAR. : J2] 10 A

%7I§P*E 2E/5HMR.
HE AL SVM EE BE 22 SHAHM SYet 71y, @M 3 ID 2ZE 4HE ¥2 SYMDR 242
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AH83H0 S SVM DR 2A|IE M gfLct.

snapmirror create -source-path <SVM>: -destination-path <SVM>:
(D '-source-path' %! '-destination-path' &40{|Af SVM 0| & F[0| E2(:)2 Y =sHof gL Ct.

Of2f ol E FZSHIAI2.

C+S ool M= H|0|E{ 2 X Z2dt= SVMTH SVM_BACKUP, 2|11 2l AA SVM, Svm1 Zte| 22
MMerL|Ct

cluster src::> snapmirror create -source-path svm backup:
—-destination-path svml:
Ol CHet M3t LHE 2 snapmirror create "ONTAP & EHZEQILICH'S HXSIMUAIL.

2. Y AA SVM = i A4 S2HAEM LIS BYES HASI0] C|o|E 2= 2HA|E B2 MetgfL|ct

—

snapmirror resync -source-path <SVM>: -destination-path <SVM>:
(D '-source-path' % '-destination-path' &40{|A] SVM 0| & F[0| E2(:)2 Y ={sHof gL Ct.
Of2H Ol & EZSHHAIR.

MS7|=toll= 712 HE0| HROHA| §4X|2 A[Zto] 221 ZE 4= ASLICE ALEF0| H2 A2t M S7|<HE

Mast & QgL

(D 2ALL CHAO & AHAO| §l= 22 HHO0| MIBILICE “snapmirror initialize’ A1 E
CEAl Z=7|2tst= HI AHEEHLICE

CtS ool M= 2 2 A SVM, svm1, HIO|E{E |3 8t= SVM, svm_backupl| ZtAE BHHA[ZIL|CE.

cluster src::> snapmirror resync -source-path svm backup:
—-destination-path svml:

AE Off - BHE TS 7|t ZM:

cluster src::> snapmirror resync -source-path svm backup:
—-destination-path svml: -quick-resync true

3. e &2 SVMOj| CHEt ClOJE] MM AS CrA| et ZH|Jt =|[H el B2 sSVME SXIst ¥
SVMOf| oixlf ABE 2= —Z*EPOI?JEQI HES BELCH

LS

-

150


https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html

vserver stop -vserver <SVM>

CHZ ool M= X HIOIHE MS3tal A= 22 thie SVME SXIELICE

cluster dst::> vserver stop svm backup

4. 'vserver show' HH 2 ALt 22l CHA SVMO| SX| & AEHRIX| &tlBtLC,

cluster dst::> vserver show

Admin Operational Root
Vserver Type Subtype State State Volume
Aggregate
svm_backup data default stopped stopped rv
aggrl
S. e AA SVM = 2 24 S2AEO|M CH2 BHS HASH AU 27|19 2T YH0|EE ™5t
2z CHAF SVMOl| A Rlaf 2A SYMOZE BE HA AbstE MATLICH

snapmirror update -source-path <SVM>: -destination-path <SVM>:

(D '-source-path' % '-destination-path' &40{|A] SVM 0| & F[0| S 2(:)2 Y =sHof gL Ct.
Otz ol E E=SIHHAI2.

CHE ool A= CIOIE & H|S5th= |2 CHat SVM, 'sVM_backup' & &2l 24 SVM, 'svm1' 2k 2HA|
YO0 EgLC,

i

cluster src::> snapmirror update -source-path svm backup:
—-destination-path svml:

Ofl CHSt XEMIBt LH2 2 snapmirror update "ONTAP HE EHZEQULICH'S HXSHMAIL.

6. 32 24 SVM Ei= | AA SHAEM g Y S AASto] S 2t 0f Chet of el T

A
T o=
SR

snapmirror quiesce -source-path <SVM>: -destination-path <SVM>:

(D '-source-path' %! '-destination-path' &40{|A] SVM 0| & F[0| S 2(:)2 Y =sHof &L Ct.
Otz ol E EZ=SHMAIL.
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CHE ool A= CIOIE & M| S3h= SVM, 'sVM_backup’2t &2 SVM, svm1 2t2| of|2fEl &S SXIELICt.

cluster src::> snapmirror quiesce -source-path svm backup:
-destination-path svml:

7. X|Z HOIO|ETL 2t =1 2HAIT} 2HA| MEHof| "SX|E"CE HAIEH 2} AA SYM E= e A4
S AEO|A CIS DS AlsHs} 2

snapmirror break -source-path <SVM>: -destination-path <SVM>:

(D '-source-path' %! '-destination-path' &40{|A SVM 0| F[0| S 2(:)2 Y =sHof gL|Ct.
Of2l ol £ EZSIHMAI2.

CHe oloi M= CIOIE{E MIS3ta U= 22l thiah SVM, 'sVM_backup' ! &2l 24 SVM, 'svm1' ZH2)
HAE LhsLId.

cluster src::> snapmirror break -source-path svm backup:
—-destination-path svml:

Ol CHSt XEMIBt LH2 2 snapmirror break "ONTAP EE & ZEQLICHES HZSHMAIL.

vserver start -vserver <SVM>
CtS oo = | AA SVMS A|ZFEL|CE
cluster src::> vserver start svml

9. 2l & SVM = 2l2h thed S2AE M 22l CIO|E 2= 2HA|S ChA| 2™ S

=od

snapmirror resync -source-path <SVM>: -destination-path <SVM>:
(D '-source-path' %! '-destination-path' &40{|A SVM 0| F[0| S 2(:)2 Y =sHof 2L|Ct.

Otz of|E E=BIUAIRL.

CHS oo M= |2 AA SVM, svm1, &2l CHAF SVM, svm_backup 7+ ZHAH|S CHA| AAEHL|CE
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cluster dst::> snapmirror resync -source-path svml: -destination
-path svm backup:

10. 2 2A SVM E= el A2 AR CHE HHES HAsto] FUe H|o[E 2= 2AS AMMEL .

snapmirror delete -source-path <SVM>: -destination-path <SVM>:

@ '-source-path' %! '-destination-path' &40{|Af SVM 0| & F[0| E2(:)2 Y =sHof gL Ct.
Otz ol £ EZ=SHMAIL.

CtS ool M= el CHAF SVM, sVM_backupzt &2l AA SVM, svm1 2tQ| Hutsk oA S Abw|gtL|CL.

cluster src::> snapmirror delete -source-path svm backup:
-destination-path svml:

1. el ched SVM K= el Ty S22 A0l M Fe G|o|E 2= 2A|1S SiHEL Ct.

snapmirror release -source-path <SVM>: -destination-path <SVM>:

@ '-source-path' % '-destination-path' £40{|Af SVM 0| & F[0| E2(:)2 Y ={sHof gL Ct.
Otz ol 2 EZ=SIHHAI2.

CtS ofloll M= @2l CHAF SVM, svm_backup & 212§ 2A SVM, svm1 2t2| Heksk 2| S sliA| &L Ct

cluster dst::> snapmirror release -source-path svm backup:
-destination-path svml:

o
oo
i

A

AMEELIC snapmirror show S ArE3t0 SnapMirror 24|17 Y- E[R=X| 2helgtL|Ct.

i

Ol CHSt XEMIBt LH2 2 snapmirror show "ONTAP & HZEQLICHE HXSIMAIL.

* S20|EO|M Y AA SYMOE MT| ZrA S RY7HEtL|C}.

rH

H L

* "SnapMirror A4A"

* "SnapMirror AHH|"

* "SnapMirror Z£7|2}"

* "SnapMirror ZX|"
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* "SnapMirror &2|="

* "AHOIE ST

FlexGroup =50i CHsll /22| ONTAP SnapMirror 24 SVMS CA| Mgt Ct

CHAMOI[A] HIOJE{E O O| A ALET ERTI QIS B AA 9l EFZI SVM ZH0]| |2 HIO|H B
A E CHA| A-e = J}SLICE FlexGroup %EZ A2 of 212 AA SVMS CHA|
%“éﬁfﬁfﬂ#”:‘ 2 SVM DR ZHA|E AfX|Str 2HAIE B2 MA™sty| Mol |2 2AE
SHAISt= & R 74Kl =7} THAIE s3o{ofF StL|Ct Lot o 2FEl MES SXSH7| Mof| kst
A E siHs PE el 2AE CHA] M-dsliof ghLCt,

A
1. 2l2H thed SVM = el Ty S AE0|M 22l SVM DR 2HAH|IS ARSIt

'ALHAE AFH| - AA AZ SVM: - CHA 22 SVM:

@ '-source-path' %! '-destination-path' &40{|A] SVM 0| F{0| 22(:)2 Y=o 2rL|Ct. of2H
OlE HXSHAI2.

CHS olo[A = |2 AA SVM, svm1, 22H CHA SVM, svm_backup Z+2| Hzff 2tAHE AtA|EtL|Ct

cluster dst::> snapmirror delete -source-path svml: -destination-path
svm backup:

2. A AASYMEE /R AA ZEAEOM AHAS OHE FX|SHHA 212 A S siHIEL|Ct
'Hol2 HH-AA-HE SYM-LHA-ZE SVM:-2A-HE-H & true'
@ '-source-path' %! '-destination-path' &40{|A] SVM 0| T 0| 22(:)2 Y=o 2rL|Ct. of2H
o€ EZSIMA2.

CtS oloM = 2 AA SVM, svm1, 22f CHA SVM, svm_backup Z+2| 2l2ff A S siA| &L Ct.

cluster src::> snapmirror release -source-path svml: -destination-path
svm _backup: -relationship-info-only true
3. Y2 AASYM EE Y2 22 SHAHM St 74, M 5l D HE HHES {2 SVM DR 242 AH85Ho
A5k SVM DR A E MM gL Ct.
"napMirror create-source-path SVM:-destination-path SVM:
@ '-source-path' 2 "-destination-path’' &40{|A] SVM 0|& Fl0of| E2Z(:)2 Y= H0F 2fL|Ct. ofzH
Ol HESHHAIR.

CS ol0|A = HIO|E{E A|Z3dh= SVMIF SVM_BACKUP, 12|10 {2 AA SVM, Svm1 Zte| A E
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o

dggLct.

cluster src::> snapmirror create -source-path svm backup: -destination
-path svml:

— -

4. 2 AA SVM E= Rl 24 SHAEO|M O B S HAsI0] G|0|E 2= 2A|S Bt = MetefL|ct

AAEO|2] WS 7|3} - AA HE SUM_: - CHALZZ SVM_
(D '-source-path' % "-destination-path’' &40{|A| SVM 0|& Fl0of| E22(:)2 L= H0F 2fLICt. ofzH
O|E EZSHAI.
HS7|2tofl= 7|2 M&0| BRoHK| X2 AlZto] 22 A2 £ JYSLICEH AFEEO0| M2 AZto|| TS 7|2HE
AlsHst A 1AL |C}
=2o=2 T M-
@ AAQL LA 3 AHAO| §l= A2 EHO| MIHRLICE “snapmirror initialize’ 2tA| S CHA|
x7|3tst= O AFEELICE

CtS oflofl M= 2 2 A SVM, svm1, HIO|E{E H|33t= SVM, svm_backupl| ZtAE 2™ A|ZIL|CE.

cluster src::> snapmirror resync -source-path svm backup: -destination
-path svml:

o. 2l &4 SVMO]| chet HIO|E| MMAS CHA| HFe ZH| 7t =|H Jaf Ef2l SVME SX|5t3 f2h Btz sSvMmol|
M AAE 2= Sct0|UES HES BELICE

=2 kg

'vserver stop-vserver_SVM_'

P L

Lt ool M= A CIOIHE ®MSstl A= 22 the SVME SXIEL(Ct.

cluster dst::> vserver stop svm backup

6. ‘vserver show' BHE ALE5I0] Yzl T4 SVMO| SX| & AEfQIX| &oleti|Ct.

cluster dst::> vserver show

Admin Operational Root
Vserver Type Subtype State State Volume
Aggregate
svm_backup data default stopped stopped rv
aggrl

7. e A4 SVM EE RlEl &4 SAHM TS S HYSHe] Fuet 29 2|F UI0|ES &5t ey
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CH& SVMO[A @2 AA SVMOE EE HE ALY

AH0|2] AH[O|E - source-path_SVM _: - destination-path_ SVM_:'
@ '-source-path' 2 "-destination-path’' S40{|A] SVM 0| Fl0of| E22(:)2 Y= H0F 2fL|Ct. ofzH
Ol E EZSHAIRL.

‘2ol HAIE

CtS olo[A = HIO|EE H|Z3h= 22l CHA SVM, 'sVM_backup' & &2 AA SVM, 'svm1

Yoo EgLC,

cluster src::> snapmirror update -source-path svm backup: -destination

-path svml:

O CHSE XtM|8t LI snapmirror update "ONTAP H2 A ZEQILICHS £XSHAIL.
8. gl AA SVM E= el AA S2{AEO|M OIS HHES Mlsto] Hutsk 2HA|of st o=l &S SXIBL|CL.

'sapmirror quiesce-source-path_SVM_:-destination-path_SVM _:

@ '-source-path' % "-destination-path' &40{|A| SVM 0|& Fl0of| E22(:)2 YL=HO0F 2fLICt. OfzH

oS HESHAL.

= O

CtS Wl0[A = HIO|E{E A|Z3SH= SVM, 'sVM_backup’zt &2 SVM, svm1 Zt2] of| 2=l M& S SX|ghL|Ct

cluster src::> snapmirror quiesce -source-path svm backup: -destination

-path svml:

Ol CHSt XEMIBt LIS snapmirror quiesce "ONTAP E&E HZQULICH'S HZSHUAIL.
g AA SB{AE A

9. 2|Z AH|O|ETt 2t [0 2HA|Jt 2HA| LEfOf "BX|E"QZ HAIEH e A2 SVM E= EEay =,
CHE BES HASH e 2 S LisLIt

A'H0|2{ break-source-path_SVM_:-destination-path_ SVM_:'
E(:)2 L=sHof gfL|ct. oty

@ '-source-path' %! '-destination-path’' SM0{|A] SVM 0|Z F[0f| 2 =

ol EHESHAL.

U= 2lzf tHAF SVM, 'sVM_backup' & &2 2 A SVM, 'svm1' 2t

CHZ oflofl M= HIOo[EE ®Sst

LHsLICE.
cluster src::> snapmirror break -source-path svm backup: -destination
-path svml:
Ol CHet XtM|Bt LHE 2 snapmirror break "ONTAP & EHZEQILICHES HXSIYUAIL.
INESEHEE S

10. 2l2f AA SYMO| O|F0f| SX|=l AL el AA S2{AEOM |2 AA SVMS
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1.

12.

13.

14.

'vserver start-vserver SVM '

CHS ool = }E AA SVMS A|RFELICE
cluster_src::> vserver start svml

e AA SVM EE |2 A A S2{AHA e SVM DR A E AA[EL|CH

'ARSE AT - AA A2 SVM: - T B2 SVM:

(D '-source-path' % "-destination-path' &40{|A| SVM 0| Fl0of| E2(:)2 YL=H0F 2fLICt. ofzH
0|2 HZIMAR.

CHS ool M= 22l CHAF SVM, svm_backup & &2 £2A SVM, svm1 2t2| etk 2tA|E AbR|EHL|CE.

cluster src::> snapmirror delete -source-path svm backup: -destination
-path svml:

Haof e sVM = 2l the S AE0IM ARAES OtZ |XISHAAM HiTH 24| S SHA[ELICE.

"Hol2q SH-AA-HE SYM-THA-EE SVM-EA-HE-HE true'

@ '-source-path' %! '-destination-path' &40{|A] SVM 0| F{0| 22(:)2 Y=o 2rL|Ct. of2H
O|E BZSIHMAIRL.

CtS ofloll M= 22l CHAF SVM, svm_backup & 212 AA SVM, svm1 2] BHE 2l 2HA|1E shiH| st Ct.

cluster dst::> snapmirror release -source-path svm backup: -destination
-path svml: -relationship-info-only true

el tie SVM = el et S AE0M el A4S ThAl ddellnh. Seet 714

4 =

22l SVM DR ZHA|2F SL5HA| ALE:

"napMirror create-source-path SVM:-destination-path SVM:

(D '-source-path' % "-destination-path' &40{|A] SVM 0|& Fl0of| E22(:)2 L= 0F 2fLICt. OfzH
O|E EZSHAIL.

CtS oo M= e AA SVM, svm1, 22H CHA SVM, svm_backup ZH0i| 2tAH|S MM et Ct,

cluster dst::> snapmirror create -source-path svml: -destination-path
svm_backup:

el e sVM = #el thid S2{AH0M 22 0l 2% 2H4|S ChAl 2F L ct

4 =
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AHAR DI ST|SE- AA HZE SYM ;- CHA-FAZE SVM !

@ '-source-path' % '-destination-path' &40{|A] SVM 0| F{0| 22(:)2 Y=o 2rL|Ct. of2H
O|E BZSIHMAIL.

CIS ool M= |2 24 SVM, svm1, 22f CHAF SVM, svm_backup Z+2| ZHA|S CHA| A& stL|Ct.

cluster dst::> snapmirror resync -source-path svml: -destination-path
svm backup:

i

HEE

* "SnapMirror A"

* "SnapMirror AF&||"

* "SnapMirror £7|3}"
* "SnapMirror ZX["

* "SnapMirror 22|X"

* "AHOIE ST

ONTAP SnapMirror CHAH SVMO|| A H|O|E{E CHA| S7|StHEHL|Ct

ONTAP 9.11.10(= M3ll S+ A5S AL mf TA| HIO[H {05t MA=XS 22|ot=
SMO| = UE|0f MLt THAZ #2H S0k & ASLICE

ONTAP 9.852E{= System Managers AF26t0] 2A AEZ|X| VM| H|OJE & A ME MEE 2ME 25 24|
A= i AEZX| VMR E MS7|2stal #AIE ChA| d8g 4= JASLIC

el 2AQ| CHro| M TS 7|5 RS JBILICE SIS +AsHH A4 AE2|X| VM| H|O|E 2Tt &4 CH et
AE2|X[ VME| T|O|E{ 7 AM|ElLICt.

£k
System Manager &= ONTAP CLIE At83t0] O] 22 3 ~ JUSLICE.
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WNES='RE EIbS;
1. EFAO|M @lots B 2HA1E MEgtL|C * 25 > =

2. MO 2 * WHE MS7|ot +H * S MESI] {3l =5 2514 Soil T Clo[E ojsteA MTRS
slgfLct.

>
*
i
mju
n
_0'_|-
-
Il

40

Z2/etn § * WS7I3t* & 2YptLCt,

fjo

=
=
4. 2HA| * of M 2tA|0f CHet * M & el * £ =elsto] [S 7|2 WSS ZLE>ZELICE

CLIE &ZSIHAIR
1. A 22{AEM ZHAE CHA| 57|35t Ct.

snapmirror resync -source-path <svm>: -destination-path <svm>:

-quick-resync truel|false

12

* "AH0IE ST

B
HI

r
r

ONTAP SnapMirror 2& DR #7|E SVM DR &2 HetotL|C}

AAO 4 ER(RE ZE M 2)0| SXE1 /}s B2, EEE 2 /0t= SVMAEE|X| T4
Al ZHe] 2X| ZHAHIE SVM(AEZ|X]| 7+ A AGLICH A
=
=

[
=2
J
=
Ik
.-
HU
rH
riot
ot
-I>

(—?—E =2 Eol’)ol 2t EE9| 0|E 2 CjAt9]

Of ZfHofl 3

‘volume rename ER?%t HAL snapMirror AL fF AEHY of HHZ A5t CHA
=52 0|52 HtELICE. of cHgt XiMIgt LHE2 “volume rename

link:https://docs.netapp.com/us-en/ontap-cli/volume-rename.html ["ONTAP HH

HZQLIC 12 HZOHHAR.

1. EPU SVM = EFZI 2HAEO|M 24 SEDHEPI 28 CHA| S7|3512{H Ch2 BE S dASL C)

snapmirror resync -source-path <SVM:volume> -destination-path <SVM:volume>
-type DP|XDP -policy <policy>

Ol CHSt XEMIBt LH2 2 snapmirror resync "ONTAP EH&E EHZEQLICHE HXSHMAIL.

@ MS7|=toll= 7= HE0| HROHK| §EXI2 A|Zto] 221 ZE 4= ASLICH ALEF0[ H2 AlZto]
MS7|=tE e = ASLIC.

AN

CHE HoME svm129] 2AA =8 VolA2t sm_backupl| CHA 25 VolAQ| A E S 7|t &L|Ct.

159


https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-resync.html

cluster dst::> snapmirror resync -source-path svml:volA -destination
-path s;m_backup :volA
2. 0| HEEI 2 AA Y ERZ SYM ZHofl SVM SH| 2AIE MAELICH 'svM 74 SH|".
SN A E MEE M 'napmirror create' 2| -identity-preserve true' M2 AHE6H{0fF EFL|Ct
Ofl CHet XEMIBt LH2 2 snapmirror create "ONTAP HE EHZEQULICHE HXSHMAIL.
3. & sSVM X
'vserver stop-vserver SVM '
Ofl CHSt XEMIBt LI 2 vserver stop "ONTAP E&E EZEQULICHE EESHYAIL.

CHE ool M= CH& SVMe| VM_BACKUPZS SX| &L Ct.
cluster dst::> vserver stop svm backup

4. EPU SVM = EFZI 2HAE0|M LS BHES HASI] 24 3L EFI SVME CHA| 7|25t AIL.

snapmirror resync -source-path <SVM>: -destination-path <SVM>: -type DP|XDP
-policy <policy>

'-source-path' 2 "-destination-path’' &40{|A] SVM 0| Fl0of| E22(:)2 Y= H0F 2fLICt. OfzH
O|E E=SIMAIL.

®

MS7[=tol= 712 HE0| 2RSHK| X2 A|ZH0| 221 ZE = ASLICH ALEZ0| H2 AlZto|
MS7|stE HAle & ASLICEH

CIS ool = A A SVM2| vm1 3} LA SVME| vm_backup 2He| ZHAIE 1S 7|SHi &Lt

cluster dst::> snapmirror resync -source-path svml: -destination-path
svm backup:

i

HEE

* "SnapMirror 4"

* "AHOIE ST

ONTAP SnapMirror SVM SX| A E AtH|ghL|Ct

% snapmirror release BHE ALESIH SVM SH| HAE Axg = JASLICH
Sk A O

S
iy 2ES +502 AR 4

snapmirror delete. 1 C}Z SR IM S&E2 ob = USLIC. O
HXIo| M HdESH= HHO|| CHet XM[SE LIE2 E "ONTAP B & EELICHEXSHAIR
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O 2ol ChaH
ol snapmirror release BHE SnapMirrorOl| A M- El AHAS AA0M AFSLICEH SMS ALESHY
olA

AMAS HESH £ _relationship-info-only UELICH

EHA|
1. B2 SVM EE= ERZ2I 22{AE0M LIS BYHE HASIH =X 2AE SHIUAIL.

A 0|2 break-source-path_SVM_:-destination-path_SVM_'

@ '-source-path' 2 "-destination-path' S40{|A] SVM 0| Fl0of| E2=(:)2 Y= H0F 2fLICt. ofzH
o€ E=SIMAI2L.

CtS dloA = AA SVYME| vm12t CHA SYMS| vm_backup Zt2] ZHAIE LisLCL.

cluster dst::> snapmirror break -source-path svml: -destination-path

svm backup:

ol CHSH XtMISH LHE 2 snapmirror break "ONTAP E& EHZQILICHS HZTSHMUAIL.
2. EF SYM = ER 22{AHOA CFS HHES st SH| 2HAE AFIELICE.

IALHAR AR AAAZ SVM_-IHALZZ SVM

@ '-source-path' ¥ "-destination-path' &40{|A| SVM 0| & Fl0of| E22(:)2 L= HoF 2fLICt. ofzH
O|E EZSHAIL.

CtS o= AA SYM2| vm121t CHA SYMQ| vm_backup 22| ZAIE AFF|EHL|CY.

cluster dst::> snapmirror delete -source-path svml: -destination-path

svm_backup:

Ofl CHSt XEMIBt LH2 2 snapmirror delete "ONTAP E&E EHZEQLICHE HXSHMAIL.

w
>
>

Z2{AH E= AA SYMO|A CHS B S AAGI0] 2A SYMUA SH| 2A HEE sHmIgLICE.
AH0|2] A - source-path_SVM_: - destination-path_SVM_:'

@ '-source-path' %! '-destination-path' &40{|A] SVM 0| T 0| 22(:)2 Y=o 2rL|Ct. of2H
O|E BZSIMAR.

CHES ool M= 22 SVME| vm 10| M X|FE SH| 2tAof tist YEE s ELIC.

cluster src::> snapmirror release -source-path svml: -destination-path

svm backup:
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Ofl CHSt XEM|Bt LHE22 snapmirror release "ONTAP E&E HZQLICH'S HZSHIAIL.

SnapMirror FE =& SX|E 2t2[L|Ct

ONTAP SnapMirror £E S& =X|0]| CHsf YOtEHAIL

NAS 232l 2= sSVMO= /et HIYAHO| AL JASLICH 2F MA S 23 Y27 ZE
SVM_root E&2 UIYALO|A AE £2x9| Jc|°"H°"—I|1f LE SOE' STHEE IYH 2
Al 22t0|AHETL C|O|E{Of A& UMAE = JEE SVM FE S8Q 2E SR 03 SAES
d-dotiof ghLct.

SVM 2E 282 93t 2E 2R 0[2{9] £ S E Of 0|4 2E BRE I3t 20| ofLI2}, Xl STE I3t
ZelL|ct
A Hd .

BES MO AEY + gl= 22 25 3/ 0|2{0M RE £& CIOIE{of Tt 17| THE HMAE

FE =258 STHCE MEE = Bl= 3R EE S/ =5 T otLiE SH0IH RE =& H|O|E{0f Chet 47|
OH o |__|
=

ONTAP 2= 3§ O|2] A E MMsta x7|sterL|Ct

22 AE0|A NAS HI0|EE XME|5H= 2f SVM RE E&01 ol 2= 3R 0[2{(LSM)E
Adoljof gtLICt & 7 o[ 4o HA Y= & S2{AHQ B2, HA YL & L= 2o
o7t EUSIEEtE 22H0[AE T LA O] A0 Al °”H|*%F = AEE SVM RE 29

C Z&/ 0|2E 2q5l{Of &LICL 2E 3R O2{= T HA YL =Z fdE SEAE=
Hefotx| gLt

AlZtst7| o

ONTAP 9.16.1%E 2= 37 0[2] 2AE MY uf the SVMOIM ME 2 Hiots gdstet = glELIT.

of mteiol che

SUB SO LSMS MAI5HD of LES A E 4 9l FP, T Toj XIFO| oD, 2210|217} Hlo|E(o
A% AN|AT & QUEE 6| 93t & vy SR|0| gLt 2Lt 25 250| ERE LS 0[9]9 LE EE T2
HA WOIA LSME 443t 22, BT AIOIT GIO[E{o| ANAZ 4 QUBLICH

OE =0, 37| =0 RFE E80| J=4E E2{AEQ E2
*HA1LE 19 ZE E89| Z2 HA2 L5 1 EE= HA 2 LC 20| LSMS A ASHC}
*HA1LE 20 ZE 289| Z2 HA2 E 1 IE= HA 2 L E 20{ LSMS AMAISHCt
*HA2 LE 19| 2E E89| Z2 HA1 E 1 EE= HA 1 =C 20| LSMS A AISHC}

EHA|

1. LSMme| Ch&t 2 &S o stct,
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volume create -vserver <SVM> -volume <volume> -aggregate <aggregate>
-type DP -size <size>

[HAN 220 37|= 2E 22 HCE 3L} Z0}o} stL|C}.
FE gl iz 280 HO|AE X|Fst= 20| 7Ha E5LICH o E ,'_root' X' m1' S0| JYELICE.

ol CHet M3t LHE 2 volume create "ONTAP E&E AHZTQULICHS HXSHYUAIL.

CHS ofloll M= "cluster_src"0fl 2E £& svm1_root0| L3t 2E 28 0|2 252 MMTLICH

cluster src:> volume create -vserver svml -volume svml ml -aggregate

aggr 1 -size lgb -state online -type DP

=R el AMS MLl
. SVM 2E 25T} LSMO| tHA 25 710 2 2 02 BAIS HABHLICH

snapmirror create -source-path <SVM:volume> -destination-path
<SVM:volume> -type LS -schedule <schedule>

CHE OloiM= FE 28 'vm1_root'2t 2E SR 0|21 28 'svm1_m1' M0l 2E 37/ 0[2] 2A S ddSL|ot.

cluster src::> snapmirror create -source-path svml:svml root

—destination-path svml:svml ml -type LS -schedule hourly

0/249] RE £40| DPOIAN LSE HAELICE,

of
=)

85

Ol CHet XtM|Bt LHE 2 snapmirror create "ONTAP & EHZEQILICH'S HXSIMUAIL.

d

- EE SR 0|3 x7|9}:

snapmirror initialize-ls-set -source-path <SVM:volume>

CHE oloflA= R E & 'svm1_root'ofl CHet 2E 3/ 0|HE X7|3tetLCt.

cluster src::> snapmirror initialize-ls-set -source-path svml:svml root

Ofl CHet XEMIBt LH22 snapmirror initialize "ONTAP E&E EZQULICHE FZSHUAIL.
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ONTAP EE & 0|2] A E HH|0|EStL|Ct

SvMof £80| DI E i DI2E Sfxgl 0/, 2210 SHS TS 2 Sunction-
path 30| SVM 2E 250| izt 2E 29 0]2{(LSM) 27} AHEO2 YH[0[E LTt

volume create. LIS H of|2FEl RIH[O|E MO HO|O|ESl2{= AL LSM A E S22
HOO|ET &~ AEL|CE.

L2 22 32 25 3/ 0|2 2A AS22 HH0|EEL|CE

0
E
-
C
=t
Q
&
’_l
(@]
:s
"O
)
o
:r
IE

O| BHS HAsY| Tof| 22| 2= Qto| HE Ha IO 2 HEO{OF RL|Ct
snapmirror update-ls-set -source-path <SVM:volume>
CIS oAM= 2 £ 'svm1_root'l| CHSH 2EE 37 0|2 A E YC|o|ELIC.

—

cluster src::> snapmirror update-ls-set -source-path svml:svml root

Ol CHSt XEMIBt LH2 2 snapmirror update "ONTAP H&E EHZEQULICHE HXSHMAIL.

E 252 YTHOR AIBY 4 9l B9
£ 28 HOoE(of Chet 47| ANAS H2E & UALICH

set -privilege advanced

2. LSME8 &4:
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O BHS M| Tof| 22| 2= Qto| HE Ha IO 2 HHO{OF ZL|CE
snapmirror promote -destination-path <SVM:volume>
CHe oo M= 282 vm1_m2E M SVM RE EECE 4% 0|SELICEL

cluster src::*> snapmirror promote -destination-path svml:svml m2

Warning: Promote will delete the offline read-write volume
cluster src://svml/svml root and replace it with
cluster src://svml/svml m2. Because the volume is offline,
it is not possible to determine whether this promote will
affect other relationships associated with this source.

Do you want to continue? {yln}: vy

yE QEILICH ONTAPS LSM 252 97|/47] 2502 otsT, dMA 753t 29 el 2E 282
APR|BHCH

@ opx|at Joo|E7 £[2 | THEX] 2 3¢ e o|5E FE =50 Hefl FE =50 A
CIO[E{ 7t 25 §iE &= U

off CHSE XtMISH LH2 snapmirror promote "ONTAP & AZxQILICHS HXSHUAIL.

- BE|AH AT HEZ SO0t

| WL

set -privilege admin

FE B0 A8t Y #Alof w2t SHE =252 0|2 HHELCE
O] BHS MAstY| Hof|l 24| 22 otof & = 22 HHO{OF BHLCE,

volume rename -vserver <SVM> -volume <volume> -newname <new name>

LIS ool M= 2% 289 0|22 vm1_m2Z Ht3 1 0|22 svm1_rootZ HHELILCE,

cluster src::> volume rename -vserver svmll -volume svml m2 -newname
svml root

S. 9| BCHAIO M 4THA|O| @EE = 0| E0| HAFE RE EES HeILL "2E S5 012 2t 44 2 £7[eh
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Zeteco el

ONTAP SnapMirror 222 E 2I0|MIAE MAX[ghL|Ct

SnapMirror 22t E A= A ZSEl EfAL 2] O E2|A|0| M S A -
UELICH. ONTAP 9.9.12E System ManagerE A3t SnapMirror 22t2E SXIE
QAAEYO|ME £ JUELICEH System Managers AF23st0] 2I8|0/A ONTAPS
QEHME AER|X| HHO = THSH= E SnapMirror 5! SnapMirror 22I2E 8

2lo| AT B = HeBrL|Ct EEBF SnapMirror 22t E API 20| A S @ M5 A X|sHOof
rL{C

Of ZhHofl CHaH

SnapMirror 222 E 3! SnapMirror S3 2t0|MIA = L = 2t0|MIA 7} OFL|2} 22{AE] 2t0|MIA0|2 2 ONTAP One
2t A HED SHH _ MISEX| 4&LICH 0|E1°* 2to|MAE= HE O] ONTAP One 22y HEO| ZEE[0 JELICE
SnapMirror 22t ES 2H31sl2{H 0| HES QEsHoF B,

st QHHE AER|X|0]| CHSt SnapMirror 222 E WA
SnapMirror Cloud API 7|7t 2RL|Ct. O] API 20| dlA
DELCO AXg 2RIt giELIch

S System Manager0f| A 27| A E2{|0]Md5}2{H
= CHY QIARA S AE FA| 2to|dMlA0|EE S2AEQ

oA
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Warning: You are about to initialize the secure ComplianceClock of
the node "nodel" to the current value of the node's system clock.
This procedure can be performed only once on a given node, so you
should ensure that the system time is set correctly before
proceeding.

The current node's system clock is: Mon Apr 25 06:04:10 GMT 2016

Do you want to continue? (y|n): y
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clusterl::> storage aggregate create -aggregate aggrl -node nodel
—-diskcount 3 -snaplock-type compliance
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clusterl::> volume snaplock modify -vserver vsl -volume voll -minimum
-retention-period 10days

clusterl::> volume snaplock modify -vserver vsl -volume voll -default
-retention-period min
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clusterl::> volume snaplock modify -vserver vsl -volume voll -default

-retention-period infinite -maximum-retention-period infinite
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snaplock log create -vserver SVM name -volume snaplock volume name -max-log
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svml::> volume file fingerprint start -vserver svml -file

/vol/sle/vol/fl

File fingerprint operation is queued. Run "volume file fingerprint show
-session-id 16842791" to view the fingerprint session status
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volume file fingerprint dump -session-id <session ID>
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GMT 2016

svml::> volume file fingerprint dump -session-id 33619976

Vserver:svml
Session-ID:33619976
Volume:slc vol
Path:/vol/slc vol/fl
Data

Fingerprint :MOFJVevxNSJm3C/4Bn50oEEYH51CrudOzZYK4r5Cfylg=Metadata

Fingerprint:8iMjqJdXiNcqgXT5XuRhLiEwIrJEihDmwSOhrexnjgmc=Fingerprint
Algorithm:SHA256

Fingerprint Scope:data-and-metadata

Fingerprint Start Time:1460612586

Formatted Fingerprint Start Time:Thu Apr 14 05:43:06 GMT 2016
Fingerprint Version:3

**SnapLock License:available**

Vserver UUID:acf7ae64-00d6-11e6-a027-0050569c55ae

Volume MSID:2152884007

Volume DSID:1028

Hostname:my host

Filer ID:5f18eda2-00b0-11e6-914e-6fb45e537b8d

Volume Containing Aggregate:slc aggrl

Aggregate ID:c84634aa-c757-4b98-8f07-eefe32565f67

**SnapLock System ComplianceClock:1460610635

Formatted SnaplLock System ComplianceClock:Thu Apr 14 05:10:35

Volume SnapLock Type:compliance
Volume ComplianceClock:1460610635
Formatted Volume ComplianceClock:Thu Apr 14 05:10:35 GMT 2016
Volume Expiry Date:1465880998**
Is Volume Expiry Date Wraparound:false
Formatted Volume Expiry Date:Tue Jun 14 05:09:58 GMT 2016
Filesystem ID:1028
File ID:96
File Type:worm
File Size:1048576
Creation Time:1460612515
Formatted Creation Time:Thu Apr 14 05:41:55 GMT 2016
Modification Time:1460612515
Formatted Modification Time:Thu Apr 14 05:41:55 GMT 2016
Changed Time:1460610598
Is Changed Time Wraparound:false
Formatted Changed Time:Thu Apr 14 05:09:58 GMT 2016
Retention Time:1465880998
Is Retention Time Wraparound:false
Formatted Retention Time:Tue Jun 14 05:09:58 GMT 2016
Access Time:-
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Formatted Access Time:-

Owner ID:0

Group ID:0

Owner SID:-

Fingerprint End Time:1460612586

Formatted Fingerprint End Time:Thu Apr 14 05:43:06 GMT 2016
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4. Add rules to the policy
(snapmirror policy add-rule)

5. Create a SnapVault relationship
between the volumes and assign
the policy to the relationship

SVM 2 l {snapmirror create)
3. Create a policy
(snapmirror policy create) SVM 1
SnapVault policy
N ¥
2. Create a destination L .
volume |
(volume create) Destination Source
volume volume

1. Identify the
destination cluster

Destination cluster

|
ONTAP CLIZ

2E S 95 £ ABLICH

198

Source cluster

6. Initialize the relationship
to start a baseline transfer
(snapmirror initialize)
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volume create -vserver <SVM name> -volume <volume name> -aggregate
<aggregate name> -snaplock-type <compliance|enterprise> -type DP
-size <size>

LIS HHS HAlsHH 0/S0] 2GB SnapLock Compliance =2&0| MM E/LIC dstvolB 21X| svM2
O 22[|O|E node01 aggr:

cluster2::> volume create -vserver SVM2 -volume dstvolB -aggregate
node0l aggr -snaplock-type compliance -type DP -size 2GB

2. thd S AHWM 7|2 E& 7|2h2 AFEEL ot
3. "M 2H| 2AZ MATH|CH" H SnapLock AAQF AFR X7t MM S M SnapLock CHAF 2t

O oflofl M= o B! o= 2|0[=0] X[FE ARAS AIZHE LHE| w2t 285= YHMS AHE5HH

— —-d —

o
XDPDefault CH& SnapLock 2822 MZ& SnapMirror ZH|1E dstvolB MABtL|CH

cluster2::> snapmirror create -source-path SVMl:srcvolA -destination
-path SVM2:dstvolB -vserver SVM2 -policy XDPDefault -schedule hourly
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4. A SVMOlIN A=l SnapVault 2HAIE Zx7|atgfL|Ct.
snapmirror initialize -destination-path <destination path>
CHS ™S HASHH VM1 £2A 25 'revolA2'VM2'Q| LA =8 'dstvolB’e| 27|17} £ 7|SHEILICE.
cluster2::> snapmirror initialize -destination-path SVM2:dstvolB

S. BAIZE X731 7 MEiTt E|H CHMO|M BEES AF8SH0 snapshot show SHE AL MEE =
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0| ol = SnapMirror 2i[0]=2t SnapLock 2t& M7t U= 2859 AYLS dstvolB LIEEL|CE

cluster2::> snapshot show -vserver SVM2 -volume dstvolB -fields

snapmirror-label, snaplock-expiry-time
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A0 B = MS7|2E XA gL Ct.

MS7|stof| M 2t AAES Hoj &4 ZHof H|O[E] 20| ZX| = T A M AEAFO] & Of={et &MtS
HAELICH A 250 S& AHAR2 2F LSO Z0] BE AZIe 2 FZLICH

© CHAfO| 28 Bt AlZhelLic

© 28 BHZ AJZH0| XLt AIZHO|ALE MREIX| 942 AP AtAr0| 302 Sot HYLCt

* CHAO #X 287}l 3L ARl 28 BHE 7|210] OIAZE D "RRISOR EAIFLICH (Lt MK
OHE 7|2h Sot AtAre LT

E ¢H &f 7t SIEE|X| GSLICH MS7ISHE AlEst7| Fof| 249
EH**OHH SUSH Y £ A2 B EE RE t.':.”i*. JUX|E sliHsof LTt

o =&

CieFet CIO|EE X SHY| 2l MAE CHa SF2| 2l A2 CLIE AHE0I0] AA00 A &= AUEL|CH
snapmirror update -s snapshot. SK|E AHAS AA0AM A& EZL|CH

* SVM H|O|E| ES A= X|HE|X| ek&L|Ct

* 2C SR OO E= 2= X=X &L Lt

Ct2 aZl0|M= SnapMirror #AHIE x7|3tst= BXHE 20| FL|C}

3. Create a SnapMirror relationship
between the volumes

(snapmirror create)
SVM 2 SVYM 1

2. Create a destination

! ’ ' F '
volume

(volume create) Destmatmn \ Source
volume

/ volume

1. Identify the
destination cluster

Destination cluster Source cluster
4. Initialize the relationship

to start a baseline transfer
(snapmirror initialize)
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8.

Destination Configuration details * M| A| * Override transfer schedule * 2 MEHSI * hourly * £
MEHSHLIC,

9. X%+ g Salgtt
10. AA ZE 0|5 2Zo| SHMEE 2250 25 ME BEE o&sti Ho|X| 2EZ2| ¥ Z SnapMirror 2%
ME HEE AERL|C
1. 17 SAEM * 25 27| * 2 o|s8tL|ct
12. BAE &0 iy 2E 0|5 22/st0] A NE HEE FLit
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CLIE #HZESHUAIR
1. CHA 22 AHE AlHghL|ct.
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ONTAP Z2|XE AI238H= AR ,"Snaplock i 12| H|0|EE AdshL|Ct
3. ti4 S2{AEM AA SET 37|17 ZHL E 2 dP K89 SnapLock CHA S8 MABL|CH

* =& ¥4 - vserver_SVM_name_-volume_volume_name_-aggregate_aggregate_name_-snaplock-
type compliance|enterprise-type dp-size_size ™

ONTAP 9.10.15E{ SnapLock &2} SnapLock Ot 2&0| SLst ZA o ZxHE

UELICE M2t ONTAP 9.10.12 AH83h= B2 B2 SnapLock EAE 2= ER7t
@ SI&LICH =& -snaplock-type M2 ALESIH 8 &4 £= AEZ210|= SnapLock

=5 982 XIHEL|CE. ONTAP 9.10.1 0| M2 ONTAP Z2|A0|AM = SnapLock ZE(#H

cluster2::> volume create -vserver SVM2 -volume dstvolB -aggregate
node0l aggr -snaplock-type compliance -type DP -size 2GB
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4. A SVMOIM SnapMirror M S MM EHL|C}
snapmirror policy create -vserver SVM name -policy policy name

e

Ct

glo
mjo

AldHstH SVYM A2 ™A 'VVM1-mirror’ 7t A4M ElL|C}.

SVM2::> snapmirror policy create -vserver SVM2 -policy SVMl-mirror

5. CHAF SVMOIIA SnapMirror @S MM stL|Ct.

* & A cron create-name_schedule_name_-DayOfWeek _day_of week -hour_hour_-
minute_minute_*

=

Ct

dlo
mjo

A3stH "weekendcron"O|2H= SnapMirror AH|E0| MM EIL|CE

SVM2::> job schedule cron create -name weekendcron -dayofweek
"Saturday, Sunday" -hour 3 -minute 0

6. CHA SYMOIA SnapMirror ZHA| M-A:

snapmirror create -source-path source path -destination-path
destination path -type XDP|DP -policy policy name -schedule schedule name

S HHS AASHH 'VM1'el £AA =2F 'revolA? 'VM2'2| CHA 28 'dstvolB’2| SnapMirror 24| 7t
MM T H™ VM1-mirror'?t AH|E 'weekendcron’0| SHEHEIL|CE

SVM2::> snapmirror create -source-path SVMl:srcvolA -destination
-path SVM2:dstvolB -type XDP -policy SVMl-mirror -schedule

weekendcron

@ XDP S8 2 ONTAP 9.5 O| A0 M AtEE 4= ASLICEH ONTAP 9.4 O|™ H{T A DP
[UE AtEslof ThLICE,

7. LA SVMOIAM SnapMirror 2AHE X 7|3}t Ct.
snapmirror initialize -destination-path destination path

X7|ot T2 M|AE & 2F0H CHel _baseline T
OLE CHS SARED} O] 2AHZO| EPY 280 &E
DE AHARS A 2202 MavtL|C},
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Ct
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AMSH VM1'2 2A 28 'revolA%t 'VM2'2| CHA £ 8 'dstvolB’2| 2HAH| 7t X 7|SHEIL|C,

SVM2::> snapmirror initialize -destination-path SVM2:dstvolB
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snaplock legal-hold begin -litigation-name <litigation name> -volume
<volume name> -path <path name>

ChE B2 'vol1'2] 2= Dt Chs A Ch7| S ARt

clusterl::>snaplock legal-hold begin -litigation-name litigationl
-volume voll -path /

2. M = X2 23 =8

snaplock legal-hold end -litigation-name <litigation name> -volume
<volume name> -path <path name>

CHE 82 'vol1'2| & THY0]| s HA ER/RE S=LIC
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clusterl::>snaplock legal-hold end -litigation-name litigationl -volume
voll -path /
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* Hot 279l create-vserver SVM_name_-user-or-group-name_user_or_group_name_-
application_application_-AuthMethod _authentication_method_-role role -comment _comment_*'
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clusterl::> security login create -vserver SVMl -user-or-group-name
SnapLockAdmin -application ssh -authmethod password -role vsadmin-
snaplock

Ofl CHSt XEMIBt LH22 security login create "ONTAP EE HZQL|CH'E EZSHUAL.
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SVMl::> volume snaplock modify -vserver SVMl -volume dataVol -privileged
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|
1. AE{Z2to|= EF0IM WORM IHY AFH:

=25 OHY AHsto| l=-AKl-vserver SVM_name_-file_file_path_*'
L2 HES HASHH SVM 'sVM1T0ll A It '/vol/dataVol/F1°0| APA|EILICE.

SVMl::> volume file privileged-delete -file /vol/dataVol/fl
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" Hot 27901 create-vserver_SVM_name_-user-or-group-name_user_or_group_name_-
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clusterl::> security login create -vserver clusterl -user-or-group-name
SnapLockAdmin -application ssh -authmethod password -role snaplock
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volume create -vserver <vserver name> -volume <volume name> -snapshot
-locking-enabled true
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> volume create -volume voll -aggregate aggrl -size 100m -snapshot
-locking-enabled true

Warning: snapshot locking is being enabled on volume "voll" in
Vserver "vsl". It cannot be disabled until all locked snapshots are
past their expiry time. A volume with unexpired locked snapshots
cannot be deleted.

Do you want to continue: {yes|no}: y

[Job 32] Job succeeded: Successful
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volume modify -vserver <vserver name> -volume <volume name> -snapshot
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volume snapshot policy create -policy <policy name> -enabled true
-schedulel <schedulel name> -countl <maximum snapshots> -retention-periodl
<retention period>
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clusterl> volume snapshot policy create -policy lock policy -enabled
true -schedulel hourly -countl 24 -retention-periodl "1 days"
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clusterl> volume snapshot create -vserver vsl -volume voll -snapshot

snapl -snaplock-expiry-time "11/10/2022 09:00:00"
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volume snapshot modify-snaplock-expiry-time -volume <volume name> -snapshot
<snapshot name> -snaplock-expiry-time <expiration date time>
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clusterl> volume snapshot modify-snaplock-expiry-time -volume voll
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7|E ME TG0 Y| EES HEYUILE
SnapMirror ZHA|0f| M 0|2 2E XM RAlof HE 7|2tS AHE + A2 Uiy S50 24 30| 2detE 32
CHe ol SRIEl A-sko| 2Z& 7|2H0] MEE LT 2Z 7(2H0] | X 2L} LUEILICE HE S0 2= 7|ZH0] 25X

U2 AYME2 || =5 XIS EE |RX[ELICH
ONTAP 9.14.151E{ AiAbo| &7| HES MHsts F1I2 X716t 7| = SnapMirror HHS
T2 SnaplLock A2t LA 8l H| SnapLock SnapMirror CHAN 2F0|M 7|2 28 EZ 7|2t
AL ELICh
1. 7|Z SnapMirror E™0j| 71! 7}
snapmirror policy add-rule -vserver <SVM name> -policy <policy name>
-snapmirror-label <label name> -keep <number of snapshots> -retention-period
[<integer> days|months|years]
CHe oloi M= "LockVault"2h= 7| & Mol 671 E 2| HE 7[2hE2 X Edt= &S thEL Lt

snapmirror policy add-rule -vserver vsl -policy lockvault -snapmirror
-label testl -keep 10 -retention-period "6 months"

Ol CHSt XEMIBt LH2 2 snapmirror policy add-rule "ONTAP E& R EQILICHE EESHYAIL.

214


https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-add-rule.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-add-rule.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-add-rule.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-add-rule.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-add-rule.html

Hofd B 52 HE /AL R He|k= =282 Z3YLILE. ONTAPOIM 22d O8S
FE5tH ol2] 280l ZM A= HE2IAH01M Y Z=2EE LA 2elst EoE 4 JASLICEH

2d IS MEotH AEZ|X| &2 S 2tAastE = AFLICE 20702 LUNS OtR2= 270t H|0[E{H|0] A7}
UACHD Mo EHAL. LUNS HEHQZ HE|otALt B FEfd 22 2§22 7d510] LUNS T H0|H

Hetd B OE2 ol 22|70l /2 =E 22| S 0[5k 5to], 2| e 22 o 214 B YHMu EFY AFH
=5 2 Mof cHsl o 2 Al Hetdol 2FE|FL oS 2A0| M Yol 2EHEE SA AHAS HSTLIC
2od OFO AHME AESHH TH| OHZE|H 0| HIREE S7E 5 ASLICH

22td JF0f ool LokELIct

Yo IE2 TEEZ(NAS, SAN EE= NVMe)d| 24|10 2 E FlexVol &2 K& 5tH, ONTAP REST APIE
Sl EE= System Manager?| * AE2[X| > Y2t OF * 07 &=0l|M 22| = ASLICHL ONTAP 9.14.18E=
ONTAP CLIE AIE%I0 Latd O8S 22| & JELICH

HI}OE27
Ct7HE 282
USLCt Lz

SnapMirror HA40| StLIE QU

oz
oz Kl
|o 90

40 1jo mf> mot
1

Ok £0 £0 o4

CHS CHO|{Oof M= 7HE et O 8 S HOo| FLICEH A = AR = 88 T2 O H|O|EH =
svMl U o = EE0| 2N vo1l YSLICE vol12 WM EX 08 1520tCt H|O|E{e] ARMAFS
FupS el

SVM1

SVM1_app | SVM1_app_dst

\ S | SVM1lappDataCG
SVM1appDataCG | R - pc;)st
4 Policy: “CG-granular-snapshot” 0
SVM1appData ->
7 ~. SVM1appDatasnap###
SVM1appDataCG j Schedule: 15minutes

_vol1
i i

SVM1appDataCG
_vol1_dst

s

Vi _ N
SVM1appDataCG |
_vol2 /

SVM1appDataCG
_vol2_dst

J80 ot9| FHRAT} E|E ABH YBY IES M £ JBLIC g
DE0| B 4 YL i e B 153 ORI R 22 SnapMiror 24 57|13t B HHS

215



B 3Z(&e 2 otel)el Al Fdoil HESHH oiEE[AH01M AIZEE S7E & ASLICH

CIS WAH0IAM S8 T2 M2 of| A SAEIEILICEH svM1 22X 22 d2td JES MMMoH o7|d=
svM1_app OIO|E{2} svMlapp logcG 20 CHEH & 1ol 8¢ Lty
L

5h9l Hetd HE DS0s DR AHMAF HMo| QELICL o 25 A
O AHMA2 svMlapp logCG OHA|ZH MHEELICH 22 Hetd H& OF0= svMl app Mol 28 A| MH|AZE
X&E 2 A2 H0|EHE EH|SH= SnapMirror 24 S7|st HX0| QI&LICH
SVM1 _
o
/[ Y *
' | SVM1_app_dst
. SVMi_app J SM-BC policy for | —4PP_
N 4 application workload
\ 15T ' SVM1appDataCG
SVM1appDataCG | — > N
4 Policy: “CG-granular-snapshot” i
SVM1appData ->
: ~.  SVM1appDatasnap###
( SVM1appDataCG Schedule: 15minutes SVM1appDataCG
vol1 : _vol1_dst

N o 4

a o ' SVMfappDataCG

' SVM1lappDataCG | oL ik

vol2 J \ _vol2_dst

p ' Poiicy: “CG-granui m*'—h
; olicy: -granular-snapsho

SVM1app_logCG ) SVM1app_logCG->

Schedule: hourly

SVM1app_logCG
_dst

( svMiapp_logcG. )
vol1 /

-

i

- SVM1app_logCG
- _vol1_dst

ONTAP 9.12.12E Hed E& JF0| X[JELCt 2E =X E Ar8st Fed 28 74 s 8L =8
=7t == M| System Manager % ONTAP REST API 25 0{|A] ONTAP 9.12.15E ONTAP REST API= Ct2 2
X|ghct.

& = NVMe HIJAHO|AZ AHE0t] 22ty OF dd

N B S
* 7|E g2t OE0| M NFS EE= SMB 28 = NVMe HIQJAHO[A 7}

ONTAP REST APIO|| CHSt XfAM[SH LHE 2 E HERSHMAIL "ONTAP REST API & & AEH A",

SLER HO|E = 5200t YOOI ER| 1 2|t 11 S¢F | XIELICH CHSol et HIERIS FHT 4= JASLICE

=

* &5 I0PS, XA AlZh XMz 2

216


https://docs.netapp.com/us-en/ontap-automation/reference/api_reference.html#access-a-copy-of-the-ontap-rest-api-reference-documentation
https://docs.netapp.com/us-en/ontap-automation/reference/api_reference.html#access-a-copy-of-the-ontap-rest-api-reference-documentation
https://docs.netapp.com/us-en/ontap-automation/reference/api_reference.html#access-a-copy-of-the-ontap-rest-api-reference-documentation
https://docs.netapp.com/us-en/ontap-automation/reference/api_reference.html#access-a-copy-of-the-ontap-rest-api-reference-documentation
https://docs.netapp.com/us-en/ontap-automation/reference/api_reference.html#access-a-copy-of-the-ontap-rest-api-reference-documentation

System Manager2| et 2XF 15 o 70f Q= L oA ZLE{R! H0|EHE 2Lt REST API0| &35t
DL|E{Z HO|EE & 4 UAELICE ONTAP 9.14.18E & HHE A3t CLIOHH LAY IEHEES E S
consistency-group metrics show UELICE Off CHSE XtA[SE LIE 2 consistency-group metrics
show "ONTAP E& FZEQIL|CHE XA,

IH

@ ONTAP 9.13.10{|A|= REST APIE At25t 7|ZHE M| E2Int ZAMSh £ QIEL|CH ONTAP
9.14.152E{ System Managerdi| A 7|7t HIEEIE Af%%* T USFLICL.

7t X] =20
HAL O obE] ALt HHO|Lf System ManagerS AFROI0] AWA MAT} 22 AWAF WA 28 S0 YAHO=
X AlZto| 25 4 ASLICH RESTAPI % CLI A A E0f CHoh XbA[eH LIRS 3 S "ONTAP REST API ZEA
“"ONTAP D:|E=| j( oI:IL'l E_I'"*I-_$_-6-|-AI:IAI9

Ay I EHS
2o 22 oiE2AH 0|8 Hetd EF B3 7|58 MBSt o2 28 = LIF TH0A ColH Fegtds
HESLICH Letd 25 *'.':'.“}&% ddg o g 250 "fence"7t AEELICE HIA = AHAFXA0| 2tE E
=30i| chet Ci7[ 22 AlZsto] Hetd 28 259 2= AE[E[0A CI0[E{2] AJH @%HJ; et
L|

* SnapMirror 24 7|3t

* [mcc] (ONTAP 9.11.18H)

* SnapMirror H|S7| (ONTAP 9.13.152E)
* "SVM A =5 (ONTAP 9.14.12H)

1
fujo
=
>
H'I
HL
o
N
bl

O ALK 5L Fgd BY 085S YEotHLt et =0 22 8l

"KMt R

MetroCluster 7H2| &M O F

ONTAP 9.11.15E| MetroCluster 74 L{Ofl A 22{AE Q| M| 250 My BT 182 ZT2H|X e 4 AFLICH
o|2{st 282 0|2{2l & Aggregatedi] T2 H| X' ElL|C},

217


https://docs.netapp.com/us-en/ontap-cli/vserver-consistency-group-metrics-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-consistency-group-metrics-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-consistency-group-metrics-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-consistency-group-metrics-show.html
https://docs.netapp.com/us-en/ontap-cli/vserver-consistency-group-metrics-show.html
https://kb.netapp.com/on-prem/ontap/DM/REST-API
https://kb.netapp.com/on-prem/ontap/DM/REST-API
https://kb.netapp.com/on-prem/ontap/DM/REST-API
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html

=50| T2H|XN'J=|™ 0|2{2 &l Aggregate2t 0|22 £ X| 2 OfTI2|AH|0|E Ztof| & O HEE 282
O|5E & JUELICH mM2tA L2t O Z0 HEE 282 U|E1E'5| Of 2| A|O|E, O HE[X| 42 OfO2[AHO|E E=
= Cofl /X1 =~ EL|CH Yatd 50 HZ=l =§0| ZatEl 0|22l = oja2|AH0|EE ¢’é*0f01 O Y= X| =2
AMEE OFS 4 JESLICH ORI 2, Moty B2 OO0t HZE 280| ZatEl 022X 42 o 22|AH0|EE
£Msto] O2{2 S gMetet 4+ JASL|CH

i IJ1

D|2{24 =l o 22|70 Eoi| BiX|= YR 2E2

- =20

Bo| 22 I X MM HX I'J_E_ |

X

FHBE =28 X AHA2 #F AO|E(AO|E B)oll SHIEILICH AOIE
et M7 &M EE5E MBStEZ Ml L Al ALO|E BOIM S48 &

2{AE0|AM REST API 2! System Manager?| 224 152 AR50
LICt. ONTAP 9.14.15E{ ONTAP CLIZ AIE26I0] AHARO| OHA‘”ﬁ"E" T+

ne s
e o
0x
.J
o
>
I
"
=2
2
E
>
1ot 02 0
N ﬂJ|0
o 2
o>

= DM EX| g2 oiI2|AH[0|E| = E2,
ON 12| HI0|EZF @Iatol AFEfOI ZAk| 2] =xFSH|C}.

AtO|E BO{lM ONTAP 9.10.1 O|5} HHA dHot= A 0|2~ El Aggregatelf| Y= L2td OF0t HZE 280
AIO|E BO|| SX|ELICH ¥t B2 08 FE2 F f0|E7f T5 ONTAP 9.11.1 O|AtS AlSHd]

ﬂIIO
>
i

= 42 ALO|E BOf|2H
EX|ELICt AFO|E BE ONTAP 9.11.12 ¥I2|0|=E5t = AO|E AQ| Metd Hat O E0f ciet 2 E &t S80|

O0|2{& &l AggregateO| HiX| =l G|O|E{7} AtO|E BO| SH|&lL|Ct

o] AE2ix| 4531 71848 olof j2ABE Aol 512 20%0) ofg. 228 RS 2ol
SHLICH DIBEIX| 22 TS| 2 A AL 10%0IX/et, 2718l 10%°] Se The]
(D) N2HoN B B2 ASS B4t o ARE & UALICH ONTAPS| 27| A| |Cj2 AtAt 7|t
O |EX| 2 ol ZEH WHOZ ols nl2iE Ao B2 HREJ} FOHILICE Ol2fet 2 AelS

Z4ox| 08 Mol HHNOl Y2 0" 4 9

mH‘I

Ag|0|= 12q Argt

ONTAP 9 ONTAP 9 .8 ¥ 9.9.10i| A SnapMirror &4 S7|3}(0|2| SnapMirror HlILI é M2 MAE Aty
JBE NHEOR YIHO|SE|D AL PR & ONTAP RESTAPIS| * AE2I%| > A2k 25 « ol 2r2/g 2
UESLICH ONTAP 9 .8 = 9.9.10{| A %*JF-HOIEOP: SOl CHet XihM[eh LHE 2 2 EZSHYA|R."SnapMirror 24
702t fagolE gl EI%EUI 2 AR

RESTAPIO|A MM El Hetd HEF 15 AHAF2 System Manager?| Hetd EEF 15 QIE{H|0| ALt Mot HXE
15 RESTAPI °.i|':E.°_E% Eoff 22| £ USLICEH ONTAP 9.14 18 E = ONTAP CLIE AHESIH L2t O F
AHARS g & QIEL|CE

ONTAPI BHZ AL25t] WHE ARMM2 cg-start cg-commit 2 IF AHMOZE QA X
oto O 2 System Manager®| 2zHd 12 QIE{H|0|A = ONTAP RESTAPI°I UM O

()  dl=zol=s Sof 2|2 & i&LITH ONTAP 9.14.15Ef SnapMirror HIS7| EA2 A8t 29
oj2{st AHAFS thY 2 &0 0|2 E = USLICE XHM[e LI 2 & SnapMirror HIS 7|
TEHZSHUAR.

FEET R
ONTAP ONTAP ONTAP ONTAP ONTAP ONTAP ONTAP
9.16.1 9.15.1 9.14.1 9.13.1 9.121 9.11.1 9.10.1
ASH Letd OF v v v v v v v
AHANE SO 2H H v v v v v v v

218


../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html
../snapmirror-active-sync/upgrade-revert-task.html

SnapMirror 24 =7|%t
MetroCluster X| &l

2CHA| HSN(REST APIZH 8{ 2

S8 2O I 4 EQ
SETEYY EH OE

=5 &7 L HA

M NAS EE2= CGE
ddgtct

MEZ2 NVMe HAADO|AE
AH23t CGE H-defLIct

ofel e OF 2ol 2ES
O|SgLIct

Hod 2 OE XQHEEIE
Lot

2HEE

CHs 22| 45

SnapMirror H| S 7| A|(Eted 2ty

JE0t o)

CLI X|&

ONTAP
9.16.1

S ENIENIENIENIEN

v

2 2F0] T3l XhMIS] LOtE AL

ONTAP
9.15.1

v

NIESENENIENEN

ONTAP
9.14.1

v

N N N NN

ONTAP
9.13.1

v

S ENIENIRNIENIEN

ONTAP
9.121

ONTAP
9.11.1

v
v
v

ONTAP

9.10.1

v

219



Consistency Groups
for Application Management

& Protection T

L) .
with NetApp ONTAP 9.10.1 + System Manager N

£ 2022 NetApp, Inc. All rights reserved

rk

b He

* "ONTAP XS&t AE A"
==t
* SnapMirror H|S 7|4 THs 57 7|2 Ate

o

\J
tot

* SnapMirror &4 =

* "MetroCluster M A"

L CHE B2 AT

* "ONTAP ™ #t=xolL|Ct

2detd I52 A= L 22 e S2AES BH E= XA Y2td 08 25| HloA

A ®gtE aef Lt

M Mgt

ChS Hol= U4 TE9| H$to| Liot ABLICH SnapMirror HE|E S7|5HS AFB3HE LB TS0 Chaf M

HEo| M3t ALgto] MBEILICE KASH LIS S BESHIAIR "SnapMirror 24 57|13} H|3t

Rt 9] EIES )i

e B3 08 U S2iAH 0 Z2|AE o Htf 28
Sof sUBtLICt

Ar9| Azt D80 22| A 0 22| AEo| At} 28 40t

AolLict S|

220


https://www.youtube.com/watch?v=j0jfXDcdyzE
https://docs.netapp.com/us-en/ontap-automation/
https://docs.netapp.com/us-en/ontap-automation/
https://docs.netapp.com/us-en/ontap-automation/
https://docs.netapp.com/us-en/ontap-automation/
https://docs.netapp.com/us-en/ontap-automation/
https://docs.netapp.com/us-en/ontap-metrocluster/
https://docs.netapp.com/us-en/ontap-metrocluster/
https://docs.netapp.com/us-en/ontap-metrocluster/
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/ko-kr/ontap/multi-admin-verify/index.html
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/

Se{2H9 AU 28 2

SELICt
807 =&

=8 1M

* ONTAP 9.15.1 0| &}

=& 1M

e

=
=

9.14.1:16 28

8071 =&
* ONTAP 9.13.1 &

807 =&

=8 1

H|S 7|4l SnapMirror
At2st= gatd 280

= 28 2oLt

807 =&

=8 1M

11

i <

Uk

X0
=

A

b

5749 &

M
i
=0
77
on
H
I+

J]

o3

S ol
1D i

r

20 20
i A o
ol ol =
| oF ol
I+ 30 <F

221

L|C}.

A

TAP 9.13.15H
St AS

.

KtMISt g2 2

b

—

.
o

32

FlexGroup

Lo

&LICE o] T2 M| A0 CH

AN

ol

A

AE2 302 ULICt. 0O

AtESH &

2
=

NVMe 4| AHO|
ONTAP REST APIOf| A

A LUN

[
o
.

—

Mz

—

HEHOf

—
—

—_

-
o

o

ONTAP H{ZHof| a2} 7[&

o

UN

2

=

L
HEAIL

S
CC -
[
xS

S
DHZst7| 2lsh NVMe Z2EZS MEfgt & EL|CH

(ONTAP 9.14.15E Atg
ONTAP 9.12.

Xt
=1

¥

[
=
=

In}
* ONTAP 9.17.182E{ SnapMirror Active Sync & 0|A VMware {3 Z2E0]| LSt S AEE NVMe 19 A|AEOf

* ONTAP 9.10.1 ~9.11.10|M &= 2t

=
=
=
(ONTAP 9.12.12E{ A|Ztg]

ONTAP 9.10.1 ~ 9.12.10{| A
System ManagerOf| A{

Of ZFHofl 3

o


https://www.netapp.com/media/12385-tr4571.pdf
https://www.netapp.com/media/12385-tr4571.pdf
https://www.netapp.com/media/12385-tr4571.pdf
https://www.netapp.com/media/12385-tr4571.pdf
https://www.netapp.com/media/12385-tr4571.pdf

Al A 22| XHONTAP 9.16.1 & O[T )
THA|
1. ﬁEEle > gzl'g HXt aE*2 A._-IE;I'!EI'thl'_
2. Add * E MEeHst CH2
ONTAP 9.10.1 ~ 9.12.10| A \f AE2|X| ZHK[of| CHSE FYTH FMHE2 Af LUN Arﬂ IL|CE. ONTAP

9.13.15E{ System Manager= ME& NVMe HIQAH0|AQL MZ2 NAS 50| Y= Loty I8
NS & Iz 2 x|YBHLICH

X
m
_0,_F
A
O
o
re 5
i
rr
ikl
I6)
Hu
0 «
g
I-II
>
J
1ru

INRIE] °*OFE*'A|9 09 327%' e 8 Hl %_7—.4 Ho M AE5H Fed 2EF 1ES
deote{H * J|EL* B Af%OHOF LT

o

M LUN*: 2 AE 2E H|HeF LUN HAS MEIRLICH S AE O[LIA|00]E HEE =etLCt.

o
rx

M NAS 25&: SVM2| NAS A0 2t MAsH LHELH 7| SM(NFS EE= SMB/CIFS)S MEHBHLCY,

d. M NVMe HIJAHO|A: SAE 2% HEI2H NVMe 59| AIAHS MegiL|ct,
4. 23 HMS AHOILL 519 AT IS ATISPIILE AN|A HEHS RofotEB * 7t 24 - 2
MEfILICE

o

6. ZtJo| 2tE &M HA|E = 7|2 g BE 08 tRE Sot HYgd
o
—

x} SIPY M B 50| MAE AR
stolghL|Ch B3 HMS MHsIE et MM, 217w 221 ofzlol A why 7t EAIE o) i Huol
HgEles o & YL

A|AE| 22| XHONTAP 9.17.1 0|4}
CHA|

r

2. Add * £ MEHo C}Z AEE|X| A0l TSt T2ESS MESIL|CY,
3

HELICL 28 E= LUN 28 28 £= LUNY S22 XIMEL|CH ofE2|AH0|M
HES MEHSILICH gt MESHR| fo™ 72X o2 At O F0]| 7|EF RO

FAO|| CHBH XEM|S| oty 22 T2 9l 1M @A BT, 12 HS Mmooz
2|0|2}H *7|EPE AL 3H{OF gL|Ct

E=2
O
x
O
SEFEEETE

el — R —

a. M LUN**: =A

Im
M0

HIH2 LUN SAlS MEHSILICEH SAE O|L|A|0||0O|E| MEE aigtL|Ct,
b. Al NAS E&: SVM2| NAS 7 40j 2t M LHELHT7| SM(NFS EE= SMB/CIFS)S ME{RIL|C

C. Al NVMe HIFATO|A*: ZAE 2 HIH|2t NVMe 59| A|ARS MEABHL|CE

——1d

k=3
[=3=]
S RooE Ft M 2

4. B HMS AHBIILE Ok9l AT TBS ATISPALL A HBH
MEfILICE

5. X%+ 2 MeBiLict

6. 20| A=EH FA = 7|2 Fed EX 05 w2 SO0t ety B8 OF80| WMEJU=X|
gioletL|ct B HMS MHSIH ol ZM, 12 L= 22 of2iof| s 2l 7 HAIE o s FH0|
MRLHeg o & QLT
1o Ma=2 =2 T M-

222



CLIE

HZSIYAIL

ONT P 9.14.15E{ ONTAP CLIE A28l M| E50Z MZ2 2ad 128 MM £~ Q&L|ICH EX o7y

B A

H4E= 280| SAN, NVMe E£= NFS 280 a2t CHELICE,

O] Y +HstHH admin #Pt ~F0|0{0F FL|CH.

ONTAP 9.15.158E #2|X #ot £+Z2| D E AFEXI7t 0| ZHAUS £3ME £ QUESLICH ONTAP 9.14.10|X =
SHAE E&= SVM Z2|XHEH o] XA S AT 4+ JUSL|CE

consistency-group create -vserver <SVM name> -consistency-group
<consistency-group-name> -volume-prefix <prefix for new volume names>
-volume-count <number> -size <size> -export-policy <policy name>

consistency-group create -vserver <SVM name> -consistency-group
<consistency-group-name> -lun <lun name> -size <size> -lun-count <number>
-lun-os-type <LUN operating system format> -igroup <igroup name>
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consistency-group snapshot start -vserver svm name -consistency-group
consistency group name -snapshot snapshot name [-timeout time in seconds
-write-fence {true|false}]
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consistency-group snapshot show

consistency-group snapshot commit svm name -consistency-group
consistency group name -snapshot snapshot name
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curl -k -X POST 'https://<IP address>/application/consistency-
groups/<cg-uuid>/snapshots?action=start&action timeout=7' -H
"accept: application/hal+json" -H "content-type: application/json"
_d'
{

"name": "<snapshot name>",

"consistency type": "crash",

"comment": "<comment>",

"snapmirror label": "<SnapMirror label>"

} |
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curl -k -X PATCH 'https://<IP address>/application/consistency-
groups/<cg uuid>/snapshots/<snapshot id>?action=commit' -H "accept:
application/hal+json" -H "content-type: application/json"

For more information about the ONTAP REST API, see
link:https://docs.netapp.com/us—-en/ontap-
automation/reference/api_reference.html[API reference”] or the
link:https://devnet.netapp.com/restapi.php [ONTAP REST API page”] at
the NetApp Developer Network for a complete list of API endpoints.
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1.11 * Red Hat Enterprise Linux
° e IH5:95"
> #%:10.1,10.0,9.7, 9.6, 9.4, 8.10
* Rocky Linux 10.1, 9.7 % 8.10
* Oracle Linux 10.0 % 9.6

1.10 * Red Hat Enterprise Linux
° 22t 7}5:95"
> #%:10.0,9.6,9.4 % 8.10
* Rocky Linux 10.0, 9.6 % 8.10

1.9.1 * Red Hat Enterprise Linux
° Z8 b5 HH:9.3,9.1,8.9,8.7,86,85,84 "
> #%:9.5,94,92,9.0,8.10,8.8
* Rocky Linux 9.5 % 8.10

1.9 * Red Hat Enterprise Linux
° 22t 7t HM:9.3,9.1,8.9,8.7,86,85,84"
° M%&:95,94,9.2,9.0,8.10, 8.8
* Rocky Linux 9.5 %! 8.10

1.8 * Red Hat Enterprise Linux:
° 22t 7t5:8.7,8.6,85,84"
° #%:9.4,93,9.2,9.1,9.0,8.10, 8.9, 8.8
* Rocky Linux 9.4 2! 8.10

1.7 * Red Hat Enterprise Linux:
° 2% 745:8.7,8.6,85,84"
° #%:9.3,9.2,9.1,90,8.9,68.8
* Rocky Linux 9.3 & 8.9

1.6 * Red Hat Enterprise Linux:
° 22 75:8.7,8.6,85,84"
o #%E:9.2,9.1,9.0% 88
* Rocky Linux 9.2 5! 8.8
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1.5 * Red Hat Enterprise Linux: 8.5, 8.4, 8.3,8.2,8.1,8.0,7.9,78, 7.7 %4 7.6
* Cent0S:79,78, 773476

1.4 * Red Hat Enterprise Linux: 8.5, 8.4, 8.3,8.2,8.1,8.0,7.9,78, 7.7 %4 7.6
* Cent0S:79,78, 773476

1.3 * Red Hat Enterprise Linux: 8.3, 8.2,8.1,8.0,7.9,7.8, 774 7.6
* Cent0S:7.9,78, 77476

1.2 * Red Hat Enterprise Linux: 8.1, 8.0,7.9,7.8,7.7 % 7.6
* Cent0S:7.9,7.8,77% 76
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° * option (a) *: * Import * & ME{SI0] intermediate.crt OFYS EMSID 7L SL|CE,

° *option (b) *: IFYQ| LIES intermediate.crt SAISIY * Certificate * ZE0| 20 E&LICE.

SE NS HE27) SHEA YHEH MSE ASMIE 2= T[]0 SSHAE 0| X|E LT

Configure mediator

Certificate
~-=--BEGIN CERTIFICATE----

MIIGOTCCBCGgAWIBAgIUCA
sKmEzb+aawrTrURpJemid5b
B4wDQYJKoZIhveNAQEL
BQAwgaMxCzAJBgNVBAYTAI
VTMRMWEQYDVQQIDAPDY

OIZ M £7}7} &2 E|H ONTAP Mediator?}t ONTAP 22{AE{0f| Z=7}ElL|C}.
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Cluster peers

PEERED CLUSTER MAME

(-3 PeerClsterName -

Mediator &)

~ Medaor
(-} PeerClsterName
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1. B3 > 74Q > XX > A * OF 0|S¢ehL|C}.
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° * option (a) *: * Import * & MEHSIY ca.crt THYS EHMSID JHZLICEH

° *option (b) *: IUL| LHES ca.crt FAISIH * Certificate * HE0| 20 H&LICH
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Configure mediator

Certificate

~-=--BEGIN CERTIFICATE----

MIIGOTCCBCGgAWIBAgIUCA

sKmEzb+aawrTrURpJemidsb
B4wDQYJKoZIhveNAQEL
BQAWgaMxCzAJBgNVBAYTAI
VTMRMWEQYDVQQIDApDY

OI=Z M 717} &2 =|H ONTAP Mediator?t ONTAP Z22{AE{0f| Z=7}ElL|C}.
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Cluster peers :

PEERED CLUSTER NAME
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Mediator (@) %

CLIE H=3IHAI2

mufn

ONTAP CLIE A26t0] 7|2 = EX Z2{AE0| A ONTAP MediatorE £7|3tet 4= JUESLICH . mediator add
ot 22{AHON BHES MASHH CHE 22 AE0| ONTAP Mediator?t XtS2 2 FIHEILICE

ONTAP MediatorS AFE23t0{ SnapMirror &4 57|35t A E 2LIEHASHE 2 7ot XM ME QIEM E= QF
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ONTAP XXt 1.9 0|4

1. ONTAP ZMX} Linux VM/ZAE AT EQ0] HX| /X0l A ONTAP St CA JIBME HELICHcd
/opt/netapp/lib/ontap mediator/ontap mediator/server config.

I_

2. TO{YE FHAEQ AEM MELA00 |z S 7|2E FIHELLC

ol:

[rootl@ontap-mediator config]# cat intermediate.crt

3. ONTAP EXXt CA 21 ZME ONTAP SZ{AE{0f| =7FEfLICt HIAIX| 7} HA|=|H ONTAP Mediator0il A
U2 CAQUSME HstMlR. EE T|of SS{AEUM HAE S5t

security certificate install -type server-ca -vserver <vserver name>

ol

[root@ontap-mediator ~]# cd

/opt/netapp/lib/ontap mediator/ontap mediator/server config

[rootl@ontap-mediator configl# cat intermediate.crt
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Cl test cluster::*> security certificate install -type server-ca

-vserver Cl test cluster

Please enter Certificate: Press when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: D86D8E4E87142XXX

The certificate's generated name for reference: ONTAPMediatorCA

Cl test cluster::*>

4. BHEE 2AEM 0|ES A HX|E Xt MEE CA JEME ELICH

security certificate show -common-name <common name>

ol:
Cl test cluster::*> security certificate show -common-name
ONTAPMediatorCA
Vserver Serial Number Certificate Name
Type

Cl test cluster
6BFD17DXXXXX7AT71BB1F44D0326D2DEEXXXXX
ONTAPMediatorCA
server-ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Thu Feb 15 14:35:25 2029

5. 22 AH F StLIOA| ONTAP Mediatorg Z7|3}efL|Ct. CHE 22| AE0|= ONTAP Mediator/t AHS22
;!:7|.5I |__| [:|-_
T [=]

snapmirror mediator add -mediator-address <ip address> -peer-cluster
<peer cluster name> -username user name

ol
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Cl test cluster::*> snapmirror mediator add -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -username mediatoradmin
Notice: Enter the mediator password.

Enter the password: ****x*
Enter the password again: ****x*x*

OS2 XY ID MEHE job show -id &It SnapMirror mediator add 0| 43X QIX
L|Ct.

281



282

Cl test cluster::*> snapmirror mediator show
This table is currently empty.

Cl test cluster::*> snapmirror mediator add -peer-cluster
C2 test cluster -type on-prem -mediator-address 1.2.3.4 -username
mediatoradmin

Notice: Enter the mediator password.

Enter the password:

Enter the password again:

Info: [Job: 87] 'mediator add' job queued

Cl test cluster::*> job show -id 87

Owning
Job ID Name Vserver Node State
87 mediator add Cl test cluster C2 test Running

Description: Creating a mediator entry

Cl test cluster::*> job show -id 87

Owning
Job ID Name Vserver Node State
87 mediator add Cl test cluster C2_ test Success

Description: Creating a mediator entry

Cl test cluster::*> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
Type

1,2,3.4 C2_test cluster connected true

on-prem

Cl test cluster::*>

7. ONTAP SMAt F-d2| HEfE AL



AD02] SR} &

Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

Quorum Status SnapMirror ¥2tM OF 277t ONTAP Mediator?t &7|2tE|=X| O£ E LIEFRLICE,

true S7|27t §SUSS LIEHRLICE

ONTAP ZXXt 1.8 0|5}

1. ONTAP ZMX} Linux VM/ZAE AZEQ[0] HX| /X0l A ONTAP ZMXt CA JIBME HHELICH cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config.

2. TO{YE 2HAEQ AEM MELA0 |z S 7|2E FIHEHLC

I_

oll:

[rootl@ontap-mediator configl# cat ca.crt

3. ONTAP ZxiXt CA 2IZEME ONTAP 22{AE | Z=7}t8tL|Ct HIAIX| 7t EAIZ|™ ONTAP SXXIZEH
HES CAQISAME AstL|ct 2= T|0f 22 AE{O|A THAH E gHE 8| Ct

=2 - -d
security certificate install -type server-ca -vserver <vserver name>

oll:

[root@ontap-mediator ~]# cd

/opt/netapp/lib/ontap mediator/ontap mediator/server config

[rootl@ontap-mediator configl# cat ca.crt
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Cl test cluster::*> security certificate install -type server-ca

-vserver Cl test cluster

Please enter Certificate: Press when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: D86D8E4E87142XXX

The certificate's generated name for reference: ONTAPMediatorCA

Cl test cluster::*>

4. BHEE 2AEM 0|ES A HX|E Xt MEE CA JEME ELICH

security certificate show -common-name <common name>

ol:
Cl test cluster::*> security certificate show -common-name
ONTAPMediatorCA
Vserver Serial Number Certificate Name
Type

Cl test cluster
6BFD17DXXXXX7AT71BB1F44D0326D2DEEXXXXX
ONTAPMediatorCA
server-ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Thu Feb 15 14:35:25 2029

5. 22 AH F StLIOA| ONTAP Mediatorg Z7|3}efL|Ct. CHE 22| AE0|= ONTAP Mediator/t AHS22
;!:7|.5I |__| [:|-_
T [=]

snapmirror mediator add -mediator-address <ip address> -peer-cluster
<peer cluster name> -username user name

ol
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Cl test cluster::*> snapmirror mediator add -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -username mediatoradmin
Notice: Enter the mediator password.

Enter the password: ****x*
Enter the password again: ****x*x*

OS2 XY ID MEHE job show -id &It SnapMirror mediator add 0| 43X QIX
L|Ct.

285



286

Cl test cluster::*> snapmirror mediator show
This table is currently empty.

Cl test cluster::*> snapmirror mediator add -peer-cluster
C2 test cluster -type on-prem -mediator-address 1.2.3.4 -username
mediatoradmin

Notice: Enter the mediator password.

Enter the password:

Enter the password again:

Info: [Job: 87] 'mediator add' job queued

Cl test cluster::*> job show -id 87

Owning
Job ID Name Vserver Node State
87 mediator add Cl test cluster C2 test Running

Description: Creating a mediator entry

Cl test cluster::*> job show -id 87

Owning
Job ID Name Vserver Node State
87 mediator add Cl test cluster C2_ test Success

Description: Creating a mediator entry

Cl test cluster::*> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
Type

1,2,3.4 C2_test cluster connected true

on-prem

Cl test cluster::*>

7. ONTAP SMAt F-d2| HEfE AL



AD02] SR} &

Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

Quorum Status SnapMirror @24 & A7 ONTAP Mediator2l &7|tE|=X| 6{ £ E LIEFHL|C.
true S7[2t7t 43} SS LIEFHLICY.

EtAL 215 M Z ONTAP SXHXIS CHA| £ 7|8HefL|Ct

ONTAP MediatorE CHA| Z£7|Stsl{0F & =~ AUESLICE. ONTAP Mediator IP & HE, 215M Bt S ONTAP

MediatorE CA| £7[2t5l0F 5H= &20] ZdE - ASLICE

CHS BXtoM = XM MEE S ME ERAL IS M2 CHA[SHOF St
X7|stst= HHEE 20 FLICH

EX Z20|| s ONTAP SXHXIS CHA|

rr

Of ZhHofl ChaH

SnapMirror Active Sync 22{AE 2| XA MH QIZME EfAF QIS ME WK|SF 1 ONTAPOA| ONTAP Mediator
TME 7St CH2 ONTAP MediatorS Z7t8f{0f EHL|C.

NESE R,

System ManagerE AFE3t0] ONTAP S2{AE{0f|A O XA MH 2IEMZ F1dE ONTAP Mediator HE S
M7 st MZS EtAF QIS M E ONTAP 2 AEE CHA| AJsof BFL|CH

|

1. ol 4 Oto| 22 MEYSH D *H|H*E MEHSI0] ONTAP MediatorS M|{SHMIR.

Ik

of S0 M= XM MBE server-caZ ONTAP S2{AE0lA] H748HA| 24&LITH NetAppOil A
(D) EHMQIBME F7161] 9IsH Tk EAIE £3017| Hoj * Certficate * ¥ 0|S3t0] 4502
REPERT )

Configure mediator
IP address User name Password Port Cluster peers Certificate
Madiator IP . 31784 Peer Cluster Name
Remaove
—+ Add
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2. 2HIZ 215 MZ ONTAP MediatorS CHA| Z=7FEHL|CH,

ONTAP Mediator= O|X| MZ2 EAL XMl ME IS 2 LY ERASLICE

Configure mediator

Certificate
-----BEGIN CERTIFICATE--—-

MIIGOTCCBCGgAwIBAgIUc4
sKmEzb+aawrTrURpJemidSb
B4wDQYJKoZIhveNAQEL
BQAwgaMxCzAJBgNVBAYTAI
VTMRMwWEQYDVQQIDApDY

ONTAP CLIE AFE35t0] XMl MEE ASME EtAL ABMZ CHA|SIHH 7|2 = HXE SHAEOA ONTAP
MediatorZ CIA| x7|stet & QU &LICE
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ONTAP Xt 1.9 0|4

1. 2=

2.

S2{2E0f| CHal XA MBE 2

SME M mff o|H™of| EX|ot XtH| HEl intermediate.crt
CIZME M|HELIC. otz KM= & 7

el 22 2E7t JASLILE

oll:

Cl test cluster::*> security certificate delete -vserver
Cl test cluster -common-name ONTAPMediatorCA
2 entries were deleted.

C2 test cluster::*> security certificate delete -vserver
C2 test cluster -common-name ONTAPMediatorCA *
2 entries were deleted.

CHS S AESH0] 0|0l 4 El ONTAP SXHAHE SnapMirror 24 7|2t S2{AE{0|AM MIHAZLICE
-force true
off:
Cl test cluster::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status
1.2.3.4 C2 test cluster connected true
Cl test cluster::*> snapmirror mediator remove -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -force true
Warning: You are trying to remove the ONTAP Mediator configuration
with force. If this configuration exists on the peer cluster, it
could lead to failure of a SnapMirror failover operation. Check if
this configuration
exists on the peer cluster C2Z2 test cluster and remove it as
well.
Do you want to continue? {yln}: vy
Info: [Job 136] 'mediator remove' job queued
Cl test cluster::*> snapmirror mediator show
This table is currently empty.
St CAOIM 2IF ‘|§ 7t = 2ol Chet X|&2 intermediate.crt Offl BE HHAE "XH| MEE
USME LE[E = = EfAf QIS ME HIEL|ICHEZSHYAL. XHH| M E ‘&".f ME =g = = EfA
S M= HHEL[CH
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Ol= intermediate.crt IO HO|El PKI HotCE MEE|0{0f St= RMO|A DML =
EX™ £M0| Q&LICH

@ —_ 1 O M-
/opt/netapp/lib/ontap mediator/ontap mediator/server config/open
ssl ca.cnf

4. ONTAP SHXt Linux VM/SAE AT EQ0| AX| 2/X[0f|A] A EFAF ONTAP XX} CAQISME
intermediate.crt =7}teL|CT

oll:

[root@Rontap-mediator ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[rootl@ontap-mediator config]# cat intermediate.crt

3. “intermediate.crt I O{& &l 22 A TtAS F7tetL|Ct 2 E T|of 22{AEHO| Cidl O] THAIE Bt=8L|Ct

ol:

Cl test cluster::*> security certificate install -type server-ca

-vserver Cl test cluster

Please enter Certificate: Press when done

You should keep a copy of the CA-signed digital certificate for

future reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA

serial: D86D8E4E87142XXX

The certificate's generated name for reference: ONTAPMediatorCA

Cl test cluster::*>

6. SnapMirror 2'd S7|3t 22| AE{0l| A 0|0l 74Tt ONTAP SXHAIE HIAHRfLICE

ol:
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Cl test cluster::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2_test cluster connected true

Cl test cluster::*> snapmirror mediator remove -mediator-address
1.2.3.4 -peer-cluster C2 test cluster

Info: [Job 86] 'mediator remove' job queued

Cl test cluster::*> snapmirror mediator show
This table is currently empty.

7. ONTAP MediatorS CIA| Z=7}8tL|Ct,

o:
Cl test cluster::*> snapmirror mediator add -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -username mediatoradmin
Notice: Enter the mediator password.
Enter the password:
Enter the password again:
Info: [Job: 87] 'mediator add' job queued
Cl test cluster::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

4

Quorum Status SnapMirror €24 OF 2tA7} SIHXLe| S7(%F o
37|27t 43U =SS LIEFHLICH

, & AEHE LIEPAHLICE true

ONTAP ZXiXt 1.8 0|5}

1. 2= SAEO| Cish XtA| MEE ASME A8 mff o|Tof| HX|ot XM MBEl ca.crt ABME
HMZAfLICE of2f ool M= & il SR AE I ASLICE.

oll:
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Cl test cluster::*> security certificate delete -vserver
Cl test cluster -common-name ONTAPMediatorCA
2 entries were deleted.

C2 test cluster::*> security certificate delete -vserver
C2 test cluster -common-name ONTAPMediatorCA *
2 entries were deleted.

2. Ct2 2 AFE3to] o|Hof| 14 El ONTAP SXXHE SnapMirror 24 7|3t 22 AE{O| A | AHRLICE
-force true

oll:

Cl test cluster::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

Cl test cluster::*> snapmirror mediator remove -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -force true

Warning: You are trying to remove the ONTAP Mediator configuration
with force. If this configuration exists on the peer cluster, it
could lead to failure of a SnapMirror failover operation. Check if
this configuration

exists on the peer cluster C2 test cluster and remove it as
well.

Do you want to continue? {y|n}: vy

Info: [Job 136] 'mediator remove' job queued

Cl test cluster::*> snapmirror mediator show
This table is currently empty.

3. 52l CAOIM ABEME 7N = HHHO|| CHEE XB2 ca.crt Of ABE CHAIE "X MEE QISME
ME[S = A= EFAF S M Z HHEL|CHEZESHY A I9. KAl MEE QISME M=lE £ A= Bt IS M2
Hp& L[ Ct

= ca.crt DhHO| FolEl PKI Aot 2 MEE[0{0F 5t= RE|M Tt = £ £40|

O
/opt/netapp/lib/ontap mediator/ontap mediator/server config/open
ssl ca.cnf

4. ONTAP ZX{X} Linux VM/ZAE A EQ)0f AX| /X[0l|A A EFAF ONTAP EA CAIBME ca.crt
% 7}SH|C}
T =

292



ol:

[root@ontap-mediator ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@ontap-mediator configl# cat ca.crt

o. intermediate.crt 0| &l S2{AE0f| Tt S FIteiL|Ch 2= T|0] F2{AE{0]| CH3l 0] THAIE =Lt

ol:

Cl test cluster::*> security certificate install -type server-ca
-vserver Cl test cluster

Please enter Certificate: Press when done

You should keep a copy of the CA-signed digital certificate for

future reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA

serial: D86D8E4E87142XXX

The certificate's generated name for reference: ONTAPMediatorCA

Cl test cluster::*>

6. SnapMirror 2 7|2t 22{AE{0l|A 0|0l 74Tt ONTAP SMAIE HIAZLIC

oll:
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Cl test cluster::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2_test cluster connected true

Cl test cluster::*> snapmirror mediator remove -mediator-address
1.2.3.4 -peer-cluster C2 test cluster

Info: [Job 86] 'mediator remove' job queued
Cl test cluster::*> snapmirror mediator show
This table is currently empty.

7. ONTAP MediatorS CIA| Z=7}8tL|Ct,

oll:

Cl test cluster::*> snapmirror mediator add -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:

Enter the password again:
Info: [Job: 87] 'mediator add' job queued

Cl test cluster::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

Quorum Status SnapMirror &2td 5 2HAT} STXIRe] S7(|2t 8, & HENE LIEFHLICE true
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ONTAP Cloud Mediator 742 &H|SIN R
=H4 M0f| "ONTAP Cloud Mediator 74", MH| Z2710] ZFE[/}=X| =2relsof ehL|Ct,

I-H=| R‘_rl' Al-ol'

OII

THQl HEER Q| YaotH MM 2 HTTPS E2f{T S 5{&3l0F &L|C}. api.bluexp.netapp.com & 2 AH
SO0 A.

TEAN MH 25 Aret

SnapMirror Active SyncOll ZEA| MHE A2z 32 TEA| MH7H HEE|QD CHE TEA NH ZEIF J}=X]
2ol K.

* HTTPS ZEA| IP
*ZE
* AEXOIF

NetApp 2& 22tRE M2t SnapMirror Active Sync 22{AE] I|0{ Zto| HE ping XIS A|ZH2 200ms
O L

2ECAYE

x

S2HM ASME =HUSHAR

ONTAP 0f|= & 2e{Zl RE CA S A7t 02| X = ALEZ LHREE | 2 NetApp 2& AHO| FE CA
ABME LA BRIt ¢ELICH ONTAP Cloud Mediator 42 A|ZSH7| Mol 2RAEE =I5t QIS A7t

QU] sfoler 4 gLt

-

ol:

Cl cluster% openssl s client -showcerts -connect
api.bluexp.netapp.com:443|egrep "s:|i:"

depth=2 C = US, O = DigiCert Inc, OU = www.digicert.com, CN = DigiCert
Global Root G2
verify return:1
depth=1 C = US, O
Issuing CA 04
verify return:1
depth=0 C = US, ST = WA, L = Redmond, O = Microsoft Corporation, CN =
*.azureedge.net

Microsoft Corporation, CN = Microsoft Azure RSA TLS

verify return:1
0 s:/C=US/ST=WA/L=Redmond/O=Microsoft Corporation/CN=*.azureedge.net
i:/C=US/0O=Microsoft Corporation/CN=Microsoft Azure RSA TLS Issuing CA
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04

1 s:/C=US/0O=Microsoft Corporation/CN=Microsoft Azure RSA TLS Issuing CA
04

i:/C=US/0=DigiCert Inc/OU=www.digicert.com/CN=DigiCert Global Root G2
s:/C=US/0=DigiCert Inc/OU=www.digicert.com/CN=DigiCert Global Root G2
:/C=US/0O=DigiCert Inc/OU=www.digicert.com/CN=DigiCert Global Root G2
<====

-

Cl cluster::> security certificate show -common-name DigiCert*
Vserver Serial Number Certificate Name Type

Cl cluster OCETEOEXXXXX46FES8FES560FCIBFXXXXX DigiCertAssuredIDRootCA
server-ca
Certificate Authority: DigiCert Assured ID Root CA
Expiration Date: Mon Nov 10 05:30:00 2031

Cl cluster OB931C3XXXXX6T7EA6723BFC3AFIXXXXX DigiCertAssuredIDRootG2
server-ca
Certificate Authority: DigiCert Assured ID Root G2
Expiration Date: Fri Jan 15 17:30:00 2038

Cl cluster OBAlSAFXXXXXA0B54944AFCD24AXXXXX DigiCertAssuredIDRootG3
server-ca
Certificate Authority: DigiCert Assured ID Root G3
Expiration Date: Fri Jan 15 17:30:00 2038

Cl cluster 083BEOSXXXXX46B1A1756AC9599XXXXX DigiCertGlobalRootCA server-ca
Certificate Authority: DigiCert Global Root CA
Expiration Date: Mon Nov 10 05:30:00 2031

Cl_cluster 033AF1EXXXXXA9A0BB2864B11D0XXXXX DigiCertGlobalRootG2 server-ca
Certificate Authority: DigiCert Global Root G2
Expiration Date: Fri Jan 15 17:30:00 2038

Cl cluster 055556BXXXXXA43535C3A40FDSAXXXXX DigiCertGlobalRootG3 server-ca
Certificate Authority: DigiCert Global Root G3
Expiration Date: Fri Jan 15 17:30:00 2038

Cl cluster 02AC5C2XXXXX409B8FOB79F2AE4XXXXX DigiCertHighAssuranceEVRootCA
server-ca
Certificate Authority: DigiCert High Assurance EV Root CA
Expiration Date: Mon Nov 10 05:30:00 2031

Cl cluster 059BIBSXXXXX2132E23907BDA7T7XXXXX DigiCertTrustedRootG4 server-
ca
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Certificate Authority: DigiCert Trusted Root G4
Expiration Date: Fri Jan 15 17:30:00 2038

HX[E ASMOf| Tigt TEA| MHE 2HQISHHIR

NetApp 220X ONTAP Cloud Medlator MH|AO| HESH| fIS] TEAIE AFHESE
RAB M7t ONTAP o AXI=|0] A=X| 2HQISHAH 2.

B2 IEA MHQ| RE CA

HF

oll:

Cl cluster% openssl s client -showcerts -proxy <ip:port> -connect
api.bluexp.netapp.com:443 |egrep "s:|i:"

|2 ZAIO|E0|M R E CARISME CI2ZE5H0 2 AH| EX|E 5= ASLICH

Cl cluster::> security certificate install -type server-ca -vserver
Cl cluster

C2 cluster::> security certificate install -type server-ca -vserver
C2 cluster

SnapMirror Active SyncE ¢/t ONTAP Cloud Mediator &

ONTAP 9.17.15.E{ ONTAP Cloud MediatorE At25t0{ 2t S2{AEQ| MEHE ZL|E 2SI
HIRL|A A& M S StHSH 4 QIEL|ICH ONTAP Cloud Mediator= 22t E 7|tk
MH|ARIL|C} SnapMirror 24 S7|312t &7 ONTAP Cloud MediatorE At2st= 2L HA
NetApp 2& AMH|ALQL S2I0|HE HEIF L ME|0 J=X| 2elstn MAES S2{AH D0 S
HZEslof °.=H-I Ct.

ONTAP Mediator®t OF&t7HX|2 ONTAP Cloud Mediator= SnapMirror 24 57|35t ZHAH 0l A ONTAP 22{AE 7}

AtSH= 17HE8M(HA) HIEHH|O[EE fot A0 HAE MEAE MSELICH ONTAP Cloud Mediators &
HYE Xst= S7|4 L ME| 2| 7|52 Mast, ZAEEZ g Mei| 24X E I3t ping ZEA| &2 gLt

ONTAP 9.17.12} 2H SnapMirror Active Sync %! ONTAP Mediator &== ONTAP Cloud
(D) MediatorS AFg3t= 22 CHSOIA 227l 27 & A3t Ae 2 ZEB10F BILICL'ONTAP 22| =
E" O[3 20 CHet 3Rt ME = L3S HXSH|R.

Al Ztst7| FHof|
ONTAP Cloud MediatorE 7tAst7| Hof| CHS MEE &HQlsHof gL Ct.

* SHAET FYE[J}SLICE

"SnapMirror 24 S7|3tE 9Tt ONTAP S2{AE 74"
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Ot%| 7 MSHX| i2 22 22 U HZ S AE0 Ciet HTTP ZEA| FHE

2} 22| AE| D|ofofl i3 CHE TEA| MHE AR

ot= Ao| F5LILH.
e AR S5l EEM kll:l-lE Agsts 22 ONTAP Of =
E

. *H3 > I Q*2 0| S50 SnapMirror Active Sync 22{AE{2t ONTAP Cloud Mediator 7+2| 2tA| AEHE

efolgtLct.

CLIE HXZSHHAIR

1.

ONTAP Cloud Mediator 7+4:

snapmirror mediator add -peer-cluster <peerClusterName> -type cloud -bluexp
-org-id <NetApp Console Organization ID> -service-account-client-id
<Service Account Client ID> -use-http-proxy-local <true|false> -use-http

-proxy-remote <truel|false>

2. ONTAP Cloud Mediator Af

snapmirror mediator show

EH 2fel:

o:
Cl cluster::> snapmirror mediator show
Mediator Address Peer Cluster
Type
0.0.0.0 C2 cluster connected
cloud

ONTAP SnapMirror Active SyncE 23S 5IAR

SnapMirror 2{E|E
HSgLCt.

=7|3t=

Connection Status Quorum Status

true

ONTAP 9.15.15E{ LAl HE|H/MHE|H HSTIX| HICHA HS 2
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HIOHE B2 F4eict

SnapMirror 24 7|25 AE6H0] H|CHA HS E 714d5t2{H ONTAP AA S AE{0|A LUNS ME{SHD 2ty
JF0f Z=7tshof gfL|Ct.
A|=stz| o

* SnapMirror &7|&! 2t0|MIA T} A0{OF gHL|Ct,

« S3AE E= AEa[X| VM B2|Xt0{of LIt

i

e 28 2E 7Y 282 HY AEEIX| VM(SVM)O|| QLO{OF HLC}
° LUN2 MZ CHE S50 4FE = JASLICE
% (o2

© oA SeAES Y SAHE 2

ne

* ASA 22{AH 5l H| ASA 22{AHO0| ZX SnapMirror &M S7|3} Lzt 05 A E AHE 4 ISLICH
* 22AH O 2AE 2/t SnapMirror AE|E S7|3}0]| 7|2 IPspace?t ERELICE AHEXL X[H IPspaces=

X #E|X] gf&LICt.

oA
ONTAP CLI E£&= System Managers AE5t0] L&t IS A8E & JASLICH
ONTAP 9.10.12E{ ONTAP System Manager0i|A &2td O F AEZQIEL} K7 E HISt &7t 22| FEEZ|EIE

=21 o
HISELICH. ONTAP 9.10.1 0| S AtE3H=E FR LS8 FXSHUAR. "2t JFs FELC 2 U3 "2
" SnapMirror &4 S7|3t 2A S dH LT,

>
re
1
0x
@
=

@ ONTAP 9.14.15E 9.87X| SnapMirror 2{E|E2 S7|3}= SnapMirror H| XL|
BC)o[2t1 &LC}.
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1. 2F 22{AHUM * ES > 7R > 2FCH AR 28 B > LUN ES * 2 0|SELICL

2. 233 | UNS MEHSID B OE0)| F7}etLCt.

3. CHAM S2{AE{Qt SVME MEfgtL|Ct

4. 7|2MOE » BA x7|3} > 7t MEHEILICH ESE ARSI H * X& * g S2/RL|ct.

5. LHA|EE > M5 * O = 0|55t0] LUNS| IOPS &5& &elgtLct.

6. CHAF 22{AEO|AM System ManagerS AFESHO] HIZL|A A4 2HA|of| et HZ 7t 7|3t AERQIX]|

gholgtL|ct * B > A

CLIE HZoIHAIR

1. BRI 2HAHM L2t OF 2HAISE Hdetct
destination::> snapmirror create -source-path source-path -destination-path
destination-path -cg-item-mappings volume-paths -policy policy-name

E Mol 1M 22 It 12747HK| S & J}ELICE cg-item-mappings 2| Of7H H4QULICH

snapmirror create HH.
Ci= ool = & 7S] Y2t O88 MMHBLICE cg src on the source with “voll ¥ vol2
o2& = etz o""ég HE &, cg dst

destination::> snapmirror create -source-path vsl src:/cg/cg src
-destination-path vsl dst:/cg/cg dst -cg-item-mappings
vol srcl:@vol dstl,vol src2:@vol dstZ2 -policy AutomatedFailOverDuplex

2. oY SSHAEOIM L2ty OFS X7|oFEL .

destination::>snapmirror initialize -destination-path destination-
consistency-group

3. £7[2t 20| HZHOZ AZE[U=X| ISR, &Ell= InSync7} &|0{0F BhL|Ct.
A0 &
4. 2} 2 AE{0l|M igroupS M45t0 0iZ2|A|0| 4 = AEQ| O|L|A|0l|O|E{0l| LUNS OHEE & A&LICH.

lun igroup create -igroup name -protocol fcpliscsi -ostype os -initiator
initiator name

Ofl CHSt XEMIB LH22 1un igroup create "ONTAP HE EHZEQULICHE HZXSIHMAIL.
5. 2t 22{AEOf|A LUNZ igroupOfl OHZErL|CE,
lun map -path path name -igroup igroup name
6. Ol M LUN DHZ0| M3XO 2 2AZE[U}=X| HIBL|Ct 1un map BH. I CHS 0 EZ|AH|0|M SAEA

M LUNS ZAg = ASLIC.
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CHA HE|=/HE|E B 1Y
System Manager E.= ONTAP CLIE At85t0] CHA H 5 dA™e £ USLICH 5 QIEH|0]A Z50i|A of Ciet
CHA| 7t CHELICH 2 ':" HlZd A8,
AZESE2| Fof|
* &= 2 AEHO|A 25 ONTAP 9.15.1 O| A2 A3Hs{of ST,
* CHA HE|H/HEIE 2 M0f|= O] HREL|CH AutomatedFailoverDuplex 23 HM L= JHSEILICH AMZ XL

X SnapMirror HM S MMHSILICE MSE -type UELICE automated-failover-duplex.

* ONTAP 9.15.101| A CHE HE|H/HE|E = 2 E S2{AE{0| A TH X2 EL|CE

* ONTAP 9.16.1 GASE{ SnapMirror 2E|E S7|s}= 4= S AE{0|M A HE|Z/HE|E RS X|TtL|Ct
° 4 E S AE{0|M SnapMirror HE[E S7|2HE AHESHT ONTAP 9.16.1 GA 0| &2 Asof SfL|Ct.
° 4L FME HiISY| Mof| HA sof S2{AE I[0f 2AH S MAMSL|CHELICE

© 4 2AEIS F2 8 HHYELICE

o 2L C 2HAHZ £E2|E LR HE2|7] Mo 22{AE WM SnapMirror HE|E S7|3t ZHAHIE H|7{sHoF
SfL|Ct,

° 4T LM A0 AEE|X|Q ZHEERE YO 0|EE 4 UELICE O] ZZMAE EECHAQOZ,
EE2 M LEZ 0|SotE S0 22{AEHE &F E. LICt. XtM|3t LHE2 8 "22{AEE MZ DFL[C}

"EESHUAIL.
* ONTAP 9.17.158E £ Z2{AE 25 ONTAP 9.17.1 0| A2 Alstist= AL20)2F NVMe WL ADO] A0 A CHAIX
OHE|EH/MHE|E B E T £ UESLICH

SCSI SnapMirror 24 S7]3t 742 AI2310] i SN BS 24

CHA|
A|AE! DHE| XL} ONTAP CLIZ AI2310] SCSI Z2EZ SAE LS ARSI CHAIXN SM/Et HSE JTAMSH A
UL
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Hl
1.

- 2F AO[EO|M "Af LUNS AFESH Yt O F

2 AFoj| chet ThA|

=
o =
- Y2 OES MEY W A E O[LIA00|E & X[F3I0] igroupS & efLICt.
£ t

a o =
b. gtolztg MEHSIO] SnapMirror 283t £ MEND CHS 2 MEHBILICE AutomatedFailoverDuplex

g
o

C. HA|Z|= st AMXto| M Replicate initiator groups 2Q12tS MEHSIO] igroupS EMIELICH 27X
MY HE> N SAEQ 27X SVMS EH™ Lt

d. M&ES MEfgL|Ct

o A0l chzt 17
S AOEOIA "M LUNS A8 3t0] LBt 18

2 MdgLct
a Yty IS MM mf TAE O|LIA|0O|E & X|E3HY igroupS A etL|Ct
b. gtolztg MEHSIO] SnapMirror 283t £ MEND CHS 2 MEHBILICE AutomatedFailoverDuplex
X xH
o

[

C. LUN, ¢2td &, igroup, SnapMirror 7| 5! igroup DHE S MM2{™ XMES MEBLICE.

2. 2Kt AtO|EOf| M igroup= MMt LUNS OHZBtL|CL.

a. Hosts> SAN Initiator Groups £ O|S&fL|C}.

b. M igroup2 MMM + F7t E MEHSIAAIL.
X

C. O|E MZ, =AE 2F HMA| & MEiSHCHS O|LIA|OO|E OF & @ S MEHSILICE
d. #AE E£7|3tst2{H ME 2 MEfSL|CE

3. MZ2 igroup= CHAN LUNO]| DR/ BFL|C},
a. AEZ|X| > LUN** Q& 0|StL|C}.
b. igroupdl| BHEE 2 E LUNS MEfSL|C
c. &It E MEiT LIS O[L|Al0f|0|E O Fof ojE* S MEfStL|CE.

CLIE XA

Y AFof cHek THA|

1. ofZ2|AH0|Me B E 2&E2 O East= ME2 SnapMirror ZHA4IE MABILICEH E XYM E=X] gL ct
AutomatedFailOverDuplex XS S7|3t SHE HHSt= HAMUL|CE

snapmirror create -source-path <source path> -destination-path
<destination path> -cg-item-mappings <source volume:@destination volume>
-policy AutomatedFailOverDuplex

o: CS ool M= & 7He YN OFS BHEL|CH 2 A0 vol1 2 vol27t Q= cg_srcet CHAM| O|2{& &l
[e]]
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destination::> snapmirror create -source-path vsl src:/cg/cg_src
-destination-path vsl dst:/cg/cg dst -cg-item-mappings

vol srcl:@vol dstl,vol src2:@vol dst2 -policy
AutomatedFailOverDuplex

SnapMirror 24| X£7|3}:
snapmirror initialize -destination-path <destination-consistency-group>

2(2) 7ICke| A2i0] BHOEZ £WE|YL| HUBIIT Mirrored State S =2 2 EAIBLIC
SR 1

SnapMirrored % Relationship Status Insync.

snapmirror show -destination-path <destination path>

SAENAM 2RO et 2f 2 AE0| tigh HMNAS S =2AE T4t

2

==
igroup 7S SEYLICH 2Z S2{AE{0A O[LIA[0f0|E{0]| Chet 7= B=E AFYLILE M =S Il
ojof S2AHZ 4 S SH6lE SM4S XIFLIL

M

SiteA::> igroup create -vserver <svm name> -ostype <os type> -igroup
<igroup name> -replication-peer <peer svm name> -initiator <host>

@ ONTAP 9.16.12E -proximal-vserver local O] | Oi7lf HE AFETILICE

SiteA::> igroup add -vserver <svm name> -igroup <igroup name> -ostype
<os_type> -initiator <host>

@ ONTAP 9.16.12E -proximal-vserver peer O] HHO| Oi7}f HE AFETILICE

SAENM ZE2E AMOtD SAEM 7|2 SHAHM AE2|X| LUNQZ HZE|= Sd/AHstel F=7t
U=X| eIt

7. OZ2|AH0| M S HIESI D VM Y22 EE S2{AE TAH|0f| 24510 Rt 2E WHHS AT,

Hl

2 2Foj et Bt

1. o Z2|AH0|Me B E 2&ES I E2st= MER SnapMirror ZHAIE MAEILICH E X HM=X] elgfL|ct
AutomatedFailOverDuplex WS 7|3t SHE HYst= YMLICE,

304

snapmirror create -source-path <source path> -destination-path
<destination path> -cg-item-mappings <source volume:@destination volume>
-policy AutomatedFailOverDuplex

of: Ct= ool M= = 7 2t 2= BHELICEH 220 vol1 B vol27} QU= cg_src2t T of| O|2{Z
Ql

destination::> snapmirror create -source-path vsl src:/cg/cg_src
-destination-path vsl dst:/cg/cg dst -cg-item-mappings

vol srcl:@vol dstl,vol src2:@vol dst2 -policy
AutomatedFailOverDuplex



2. SnapMirror 2t4| 7|3}
snapmirror initialize -destination-path <destination-consistency-group>

3. 2(B) 7Ict2|H 0| HSHOE +UME|U=X| HRIYLICt Mirrored state & =2 2 HAIYLICH
M 1

SnapMirrored % Relationship Status Insync.

snapmirror show -destination-path <destination path>

4. SAENAN ZR0 et 2t S{AE| CHE HMAE S| SAE HZE S HeL|Ct
2 G4 E2{AE 250)|A igroup 1S AETILICE
# primary site

SiteA::> igroup create -vserver <svm name> -igroup <igroup name> -initiator
<host_1 name >

# secondary site
SiteB::> igroup create -vserver <svm name> -igroup <igroup name> -initiator
<host 2 name>

6. TAENM Z2E AUt SAE 7|2 2HAHM AEZ|X| LUNQE HEE = g4/EMetEl 227t
UE=X| 2letLCt.

7. OiE2|AH|0[MS HIESI L VM RIZEE S AR TN 24610 2ot & ALY S fAHBfLICH

NVMe SnapMirror 24 7[5} 742 AL310] LA EHl/EM B 14

AZESE2| Hof|
XX OHE|H/OHE|H

CHA A SE AMoH= O Rt @F ALS 2I0|E NVMe Z2EZS AR ff X|&|= AT}
XA K| b= M8 S 20 Qo{0F LY.

* Yetd O F0||= oLt O|Ae| 51| A|ARIO| JAS = JUSLICE

. omM 0= HelA L|C.

A

ONTAP 9.17.12E{ System ManagerLt ONTAP CLIE AF23%t0] g2t 1F2 THE1 NVMe E2EEE S AE
DHE S A8 A SM/2M HSE 2MY o USLICH
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Al AR 22| X}
1. 712 AMOIEOIM "MZR Z2FO|LE NVMe HIJAHO|AS AHESI 2ty 1ES CHELICE”

2. *+FIPE MERSED *AH NVMe HIZATHO|A AHE*S MERSILICE,
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1. O Z2|AH0| MM A2SH=E ZE NVMe HIJAHO|AE ZEst= ZE 282 IESSt= M SnapMirror
HAE MHSLICt. AutomatedFailOverDuplex XSl 7|5t SXE MHS= HHMQL|CE

snapmirror create -source-path <source path> -destination-path
<destination path> -cg-item-mappings <source volume:@destination volume>
-policy AutomatedFailOverDuplex

ol:

DST::> snapmirror create -source-path vs src:/cg/cg src 1
-destination-path vs dst:/cg/cg dst 1 -cg-item-mappings
vs _src voll:@vs dst voll,vs src vol2:@vs dst vol2 -policy
AutomatedFailOverDuplex

2. SnapMirror 2t4| £7|3}:
snapmirror initialize -destination-path <destination-consistency-group>

ofl:
DST::> snapmirror initialize -destination-path vsl:/cg/cg dst 1

3. 2(8)7Ict2|H 75."?:]'0| HEHoE HEU=X| QIRLICt Mirrored State & 2 E EAIZLICH
SnapMirrored % Relationship Status X

=
Insync.
snapmirror show -destination-path <destination path>

712 282 NVMe HYAHO|ALL AZHEI NVMe 69| A|AHIR XSO 2 HE S2{AH0| SHIEL|CE

4. SAEO|M TRO| T2t 2t SR AL et HYAS Sof SAE HES PABLICH

5. 2t ZAE0| QS SVME XIHSHMR. O|HA| 8tH ZAETL 7|2 S AES| F=2E A NVMe
L1I.:._ T O] 201 MM AZ 2= AFLICE 0= 7[2 S2{AE 2| SVM E= DR S2{AE{2] SVME = JAELICEH
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CE BB 2 SVM VS_AZt =AE H10j| 288l {11 VS_AS 28 SVMe = dE¥eS LIEHLICh

SiteA::> vserver nvme subsystem host add -subsystem ssl -host-ngn <H1 NQN>
-proximal-vservers <VS A>

CtS H™ES SYVM VS B} SAE H20|| 28 JAS2 LIEtLHH VS_BE 28 SVMLZ S|t

SiteB::> vserver nvme subsystem host add -subsystem ssl -host-ngn <H2 NQN>
-proximal-vservers <VS B>

[¢]

6. SAEU|M FRE ZMotT SAE 7|2 Z2AE|S| AEE|X|R Tt BA/AHSE B2 L YK
sto

* "SnapMirror 444"

* "SnapMirror £7|3}"

. uﬁ[_‘:}I{DlE_I _ﬁ_"

7|Z ONTAP SnapMirror 2t7|Z SnapMirror Active Sync 27| 2 tH3t

SnapMirror ES £ 7143t AL #AE SnapMirror HEIE S7|3t2 Heteh 4 Q!
ONTAP 9.15.15E{ CHA! HE|EH/ME|E HSE AIRSIEE A S HEtE 4 QIAL|CE

7|Z iSCSI EE= FC SnapMirror 27| £ H|CHE SnapMirror Active Sync ZHA|= HEt

AA SYAEQ} LA 22{AH 2H0]| 7|1& iSCSI EE= FC SnapMirror 57| 2417t =

2 S7|3} 2|2 sk 4 RUELIL OIS S3 Djzielel 28 Ay JFat A3 ro:i [Hs 25 Y3 ==0A
RPOS 092 RX|2 4 &LICH 3t SnapMirror £ S7|ot 2| M8 0|H MM & E2{0f sh= 2R 7|E
SnapMirror AAE HES LI,

>F“

?9“'

O =i CHaH
* Primary 3! Secondary 22{AE0|AM 22{AE 5! SVM 22| Xto{0F ghL|Ct,
* SnapMirror 3 HZSI0] X2 RPOE NMZ RTO 7|22 Hete & glEL|Ct,
« £ a5ty Mofl LUNO| oHE sHA| | =X| 2tlsOF BFL|Ct snapmirror create E3.

2Xt 282| 7|& LUNO| OHHE|N = HR AutomatedFailover MOl TME[N JELICH snapmirror
create HO| LT E E2|AHEL|CE

AlZtst7| o
* 7|2 222t EX 22{AH AO|0fl= 0 RPO SnapMirror 7| 2147 ZXHsH0f tL|Ct.
* ®Z RTO SnapMirror 24| E 4-8517| Toj| the 282 2= LUNS 0§ sfix|stjof LTt

* SnapMirror HE|H &7|2t= SAN Z2E STt X[ALICHNFS/CIFS M2]). NAS HMAE 2[s Mt HE
J59 74 Q4 71 OIREE|X| f}=X| gelgtL|Ct.

* "ONTAP Z X" SnapMirror Active SyncOil StA| F1A48HoF tL|Ct.

Z<2, 0| £ H|CHE SnapMirror
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EHA|
1. BX S AEO|A 7|= 2tA[0f| st SnapMirror ZH|0|EE 3 BtL|C.

SiteB::>snapmirror update -destination-path vsl dst:voll
- SnapMirror &H[0|EJt 43O R &=E[U=X| elefL|Ct,
SiteB::>snapmirror show
Zt M2 RPO 57| 2HAIE LAl SX|ELICE
SiteB::>snapmirror quiesce -destination-path vsl dst:voll
SiteB::>snapmirror quiesce -destination-path vsl dst:vol2
2} ®Z2 RPO &7 2t AH|:
SiteB::>snapmirror delete -destination-path vsl dst:voll
SiteB::>snapmirror delete -destination-path vsl dst:vol2
2A SnapMirror A E SiA|SHX| T S8 ARARS HESL|CH

SiteA::>snapmirror release -relationship-info-only true -destination-path
vsl dst:voll

SiteA::>snapmirror release -relationship-info-only true -destination-path
vsl dst:vol2

6. M2 RTO SnapMirror S7|4] 2tA| MA:

SiteB::> snapmirror create -source-path vsl src:/cg/cg src -destination-path
vsl dst:/cg/cg dst -cg-item-mappings voll:@voll,vol2:@vol2 -policy
AutomatedFailover

7. Hgd B OES CHAl S7[=tgfL

SiteB::> snapmirror resync -destination-path vsl dst:/cg/cg dst

8. TAE LUN YE3 ZZE MPMSHo] LUNOI| CHt 2= F2E S7gLCt

7|E

iSCSI == FC SnapMirror ZH7|E CHE ZM/EHOZ #HEt

ONTAP 9.15.18E 7|Z iSCSI = FC SnapMirror 24| SnapMirror &M S7|s} CHA! 2hd/2H 2|2 HEtst
2 USLICH

AlZst7| o

* ONTAP 9.15.1 0| AHS Alsl Z0|0{of EHL|L}.
* 2 SHAEQL 2Xt 22{AH AHO|0f| M| RPO SnapMirror S712F 24|27} Q0{0F BhL|C}.
* HZ RTO SnapMirror A E M Hst7| HMof| CiA S2E2| ZE LUNS 0HE dlix|sHoF ghL|Ct.
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* SnapMirror 2E|E2 S7|3t= SAN Z2EZ0t X|2IEHL|ICHNFS/CIFS H2l). NAS HMAZ Q[ Hets Bt
J89 714 @4 7t OIREE|X| $A=X] 2oletL|Ct.

* "ONTAP ZXA}" SnapMirror Active Synci| 2| 481 0F EhL|Ch.

EHA|
1. 2 2 AEOOA 7|Z 2tA0f| CHEt SnapMirror YHI0|EE &l BtLICL.

SiteB::>snapmirror update -destination-path vsl dst:voll
2. SnapMirror YHO|E7t M2 X O Z AR E|J =X EholgtL|Ct.
SiteB::>snapmirror show
3. 2 H|Z RPO S7|4] BAIZ LA| SX|etLICH
SiteB::>snapmirror quiesce -destination-path vsl dst:voll
SiteB::>snapmirror quiesce -destination-path vsl dst:vol2
4. 2t M2 RPO 57|14 A ALH:
SiteB::>snapmirror delete -destination-path vsl dst:voll
SiteB::>snapmirror delete -destination-path vsl dst:vol2
5. &A SnapMirror ZHA|E SHA|SHX| Tt 3 & AHA2 HESILICEH

SiteA::>snapmirror release -relationship-info-only true -destination-path
vsl dst:voll

SiteA::>snapmirror release -relationship-info-only true -destination-path
vsl dst:vol2

6. AutomatedFailoverDuplex HHZ AL3t0{ X2 RTO SnapMirror S7|4] HAHE M&EL|CH
SiteB::> snapmirror create -source-path vsl src:/cg/cg src -destination-path

vsl dst:/cg/cg dst -cg-item-mappings voll:@voll,vol2:@vol2 -policy
AutomatedFailoverDuplex

7. 7|E ZAETI 2 2Y SHAHQ R EX S AH| SAEE FII6t 2f S2{AEO| CHEE 2f WA
oS A8t &S T LI

8. 2K} AIO|EO|M 21 SAEQI HZE igroupt|Al LUN DHZ S Atm|EL|CE.
(D) igroupoll SRIEIX| 242 LUNOY chgt Bo] matslof Ix| 22X relgtLict.

SiteB::> lun mapping delete -vserver <svm name> -igroup <igroup> -path <>

i

9. 29 *fOIEOHM 7|1E ZAEQ[ O|LIAOf|O[H 74 S +HotH 2Z 22 AE 9| O|L|AM|O|E{of CHEE 29 B2
M*E
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SiteA::> igroup initiator add-proximal-vserver -vserver <svm name> -initiator
<host> -proximal-vserver <server>

10. MER SAEO| Chst M2 igroup X O|LIA[OO|HE F7t5t0 SAE MSEE sie 22 ALO|Eo| 2-SHA|
MABILICE Ennable igroup replication@ £ 782 SH|stn &4 SHAE A SAE QXM S BHEBIL|CE.

SiteA::> igroup modify -vserver vsA -igroup igl -replication-peer vsB
SiteA::> igroup initiator add-proximal-vserver -vserver vsA —-initiator host2
-proximal-vserver vsB

. SAENM Z2E ZMstD TAE 7|2 2 AHM AEZ|X| LUNOI CHet 2 4/2| X3t 27} =X
grolgtL|ct

12. OZ2|H|0|MS HH XSt VM 2 ZEE S2AE TH|of 2AttL(Ch

13. Hetd 2% &S ChA| S7|eteLict.
SiteB::> snapmirror resync -destination-path vsl dst:/cg/cg dst

14. SAE LUN YE3 22 MPMSHo] LUNOY TSt 2= F2E S7gL(Ch

Kl

12 H

[

r

* "SnapMirror A"
* "SnapMirror AHH|"
* "SnapMirror ZX|"
* "SnapMirror &2| ="
» "ARO[2] ZHS 7|2

. "ill-zll-lnla-l ﬁ"

Xl HE|H/HEIEZ, = T HICHE SnapMirror HE[E

CHA HE|E/HE|E 2HA| 2 tHEHSL| Tt
HICHE 2 7|50| A= iSCSI E= FC SnapMirror 24 573t 2A|E thE gM/gdo= Hete o JUELICH

Al ZHst7| FHof|
¢ & 2HAEOM 25 ONTAP 9.15.1 O|AHS AlsHs|of StC}.

* CH% HE|E/HE|E L M0f= O] ZREL|CH AutomatedFailoverDuplex 23 B = JHSTILICH AFZ AL
X|E SnapMirror A E MASILICH MBS -type UESLICH automated-failover-duplex.
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a. 2% AMO|EO|AM Hosts > SAN Initiator Groups Z O|S&tL|C}.

b. SnapMirror ZHA|7t Q= igroup= MEHSH OIS AMK| & MEHSHL|CE

C. CHot Mol HZAE LUN OHE SHA| MRS MEHSH LI AMK| £ MEfRIL|CH
2. M2 igroup X4:

a. L4 AFO|EQ| SAN Initiator Groups H|'&0lA Add S MEHEHL|Ct.

b. O|Z M3, ZAE 2 H[H| £ MES CHZ O|LIA|0|E OF 782 S MESL|C}
C. XM&hs MEfelL|C)

3. MZ& igroup= CHA LUNOI| oHEghL|Ct,
a. AE2|X| > LUN** & 0|5 8tL|ct,
b. igroup0il BHEE ZE LUNS MEfBiL|CE.
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c. 25 XS AutomatedFailoverDuplex2 =& EHL|CL.
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. B3 M50 2AZ 2 BAIE of 20| M2ME=X| EIStL|CH 1nSync.

CLIZ EX3HA2
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2. ¥Mg +H5HH HS7|27t E2|AELICE CHA| S7(2H0t &t2F mi7Hx| 7|Chgl Chg 2HAI7t IX| ZhelgtL|ct
Insync:
snapmirror show -destination-path <destination path>

3. 7J|Z ZAETV 2 RF 2PAHQ FR SAEE F HN S| A K6t 2 22{AE0| CHet 2t
UM A HTHE AFESI HZE S 2FHLICH

4. 2K} AIO|EOf|M R1H SAEQF HAE igroupOllAl LUN DHE S AMH|EFL|Ct

() igroupoll ERIIX] ek LUNOY Chgt o] Z3te|of K| oS X Brolgtict.

SiteB::> lun mapping delete -vserver <svm name> -igroup <igroup> -path <>

5. 2F AO|E0fM Aot £+Z2 CHa 2t 20| MEELICH advanced.
SiteA::> set -privilege advanced

6. 7|& SAEQ| O|L|A|0|[0|E] #ME £T5I0 2Z S2{AEQ| O|L|A|0][0|E{0] CHEH 2| Z2E AFfL|Ct.
SiteA::*> igroup initiator add-proximal-vserver -vserver <svm name>
-initiator <host> -proximal-vserver <server>

() ooz ¢=st = Het £5S adminQE CH SHY 4 YALICH

7. 22 SAE0 gt AHZ22 igroup X O|L|A|GO|EE #7151 ZAE M EE Y 2Z ALO|E0
Z2HSHH A StL|Ct. Ennable igroup replication Q2 A S 2X|6tD 212 SSAEWM SAE Q™M S
HESrL|CE.
SiteA::> igroup modify -vserver vsA -igroup igl -replication-peer vsB
SiteA::> igroup initiator add-proximal-vserver -vserver vsA -initiator
host2 -proximal-vserver vsB

8. SAEO|M ZZE HMOtD SAEN 7|2 ZHAEOA AE2|X LUNO Chat /513t Z27} Y]
grolgtL|ct

9. OZ2|AH0|MS St VM YIZEE S2{AE Ao 2AELICH

HIZ HHE0l| CHek THA|

312

1.

ol A SnapMirror M E £+HeILICH AutomatedFailover S ME{ILICE
AutomatedFailoverDuplex:

snapmirror modify -destination-path <destination path> -policy
AutomatedFailoverDuplex



1. 0lM SnapMirror 88 S £+™BL|Ct AutomatedFailover S MEHEIL|CE
AutomatedFailoverDuplex:

snapmirror modify -destination-path <destination path> -policy
AutomatedFailoverDuplex

2. Mg +HoHH M S 7|27t E2|AHELICE CHA| S718t7t tE 8 Wi7tx| 7|ChHel CFS 2EA| 7} IX| gtelgtL|ct

3. 7| SAETH 2% SPAE| 2HQ AP SAEES £ | 22 AE0 271511 2 22 AR Cfst 2
A HEHS APZOHO] HBZ MHLICE

4. 2X} AO|EO|M MER ZAE| it MER igroup X O|LIA|OO|HE F7I5t0 TAE QAEE 2
AtO|E0f 2 SfLIC LUNS igroupOf DHERLICY.

SiteB::> igroup create -vserver <svm name> -igroup <igroup>
SiteB::> igroup add -vserver <svm name> -igroup <igroup> -initiator
<host name>

SiteB::> lun mapping create -igroup <igroup> -path <path name>

5. TAEOM Z2E HMstn TAE0 7|2 SHAE|M AE2[X] LUNO| CHet /%Mt Z27F A=K

stolgfL|Ch

6. OHZ2|F|0|MS HiZSID VM YIAZES S AE FKH|of| EAHEHL|C

CHE HE|E/ME|E 2A|Of| M HICHE Y iSCSI EE= FC 2| =2 Het
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M5l igroup SENE

igroup modify -vserver <svm name> -igroup <igroup> -replication-peer -
3. EHZX AFO|EOf|A LUN OHE S s A|EtL|Ct,

SiteB::> lun mapping delete -vserver <svm name> -igroup <igroup> -path <>
4. G AO|EO|A CHA HE|2/HE|E ZAH S AKIHLICH

SiteB::> snapmirror delete -destination-path <destination path>
5. 2% AO|EOf| M CHE HE|H/HE|E 2HA S SHAM[RILICE.

SiteA::> snapmirror release -destination-path <destination path> -relationship
-info-only true
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6. HX AO|EO|AN HHS ALEsI0] SUSH =25 M EO| CHSH A E MAMt0 AutomatedFailover ZHAE CHA|

S7|stetct.

SiteB::> snapmirror create -source-path <source path> -destination-path
<destination path> -cg-item-mappings <source:@destination> -policy
AutomatedFailover

SiteB::> snapmirror resync -destination-path vsl:/cg/cgl dst -policy
<policy type>

HAE CHAl 48517 ol 2= MO|ES| HEtd 2& 50| "AHe = AsLILEQELCH

= T MHd
@ CHA 2&'DP RO = Helofof gfL|CH 252 DPE H2tst2{™, MirrorAllSnapshots
= sync 7t Ol A SHH| H&E 2-AutomatedFailover £BLICE snapmirror

resync. MirrorAndvVault

7. 0|2 Aef A7t QIX| =RIBILICt Snapmirrored 22| AE = LICH Insync.
snapmirror show -destination-path destination path

8. TAE0|AM ZZE CHA| ZAMELCE
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* "SnapMirror AHH|"

* "SnapMirror 8"

* "SnapMirror &2| X"
+ "AHDE THS 7|2
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AZSE2| Fof|
* SnapMirror 21§ A7t S7|3t=|0f QL0{OF BHL|C.
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CH& 22 VS1_DST:/CG/CG_DST’2| Z2, 'SAX|
> SnapMirror update-destination-path VS1_DST:./CG/CG_DST'
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destination::>snapmirror show -fields newest-snapshot
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@ ONTAP 9.14.18E 9.87X| SnapMirror 2E|E F7|3}= SnapMirror H|ZL|A HEZM(SM-
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1. System ManagerOllM 2% > 7HQ > 27| & MEfstL|Ct,

2. HY2HE SnapMirror 4 7|3t 2AHE &QlgtL|Ct 0|5 Foll Y= 2 MEHSL|CE .. 2tA|29| 0|8 Ho
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CHAb::> SnapMirror failover show'
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@ ONTAP 9.14.15E 9.87}X| SnapMirror E|E S7|2}t= SnapMirror H|=L|A HAZM(SM-
BC)o|2t1 gfL|Ct.

1. 23 > 2APZ 0| SSH0] 2HA| HEN7t "S7|StEX| AZ"2 2 HAIE wi7tx| 7|CHLCt.

N

el 24 SHAHM ZYS TOHSHH E ¢ 2251 * Failover * £ E{gIL|C}

CLIZE & XA
t

8510 Ats H|AE HYH MEE DLIHAEY & UELICH snapmirror failover show .
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|E =9 Ch3a 25U Ch

ClusterB::> snapmirror failover show -instance
Start Time: 9/23/2020 22:03:29
Source Path: vsl:/cg/scg3
Destination Path: vs3:/cg/dcg3
Failover Status: completed
Error Reason:
End Time: 9/23/2020 22:03:30
Primary Data Cluster: cluster-2
Last Progress Update: -
Failover Type: unplanned
Error Reason codes: -

S XML "EMS FHZE" O[HIE HIAIX] B =3 Z=X|0f| CH3{ ROLEHA|L.

HAH = MOt YoM 225 THHELIC

ONTAP 9.15.12E{ SnapMirror HE|E S7|3t= H|UQH O|HIE & MO 7t XI5 1S X|IStL|Ct H|S 7|
HOoIR R7t2 Hetd B OF 3| £ 52 =28 Y & JASLICHL RtME L2 & "Hote A" B ESHYA2.
ONTAP 9.14.1 O[3tE AHE F0|11 SnapMirror &4 S7|2F 2tA|0| A 2Xt S AE 0| HYQH 7} 2t H 2
SnapMirror H| 57| CHAtO| H[H A AEHT} EILICE SnapMirror H| S 7|41 AIE L QIE QLS| 2| E AMK|StD CHA|
MMElo] ES E 502 S8l 0F BfL|C,

CHA|
1. HYH ZH0o| MSHOE AREJE=X] HAFL|CH AHAF HAQH FAPJLIC
2. SnapMirror H|S7| ZX0f|A] T O XS AtA|gtL|Ct,
snapmirror delete -destination-path destination path

3. M| il ALO|EO| A MZ R SnapMirror HEIE 7|4 2F =& H|S7| Mot EFZ 2 & ZHoll SnapMirror
HIS 7|4 2HAHE dd et
snapmirror create -source-path source path -destination-path destination path

-policy MirrorAllSnapshots -schedule schedule
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snapmirror resync -destination-path destination path
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'napmirror failover show' B S AFE5H0] A2l El Y 2o MEf I THES ZLIHEY = JASLICE OIS
SH O3 25U o

ClusterB::> snapmirror failover start -destination-path vsl:/cg/dcgl
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H 20| 2t2 = A CHa 2 AE0|A SnapMirror 22 HEiE ZLIEHEY + JASLICH oS S CH31t
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Lfct
ClusterA::> snapmirror show
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ClusterB::> snapmirror failover show -instance
Start Time: 9/23/2020 22:03:29
Source Path: vsl:/cg/scg3
Destination Path: vs3:/cg/dcg3
Failover Status: completed
Error Reason:
End Time: 9/23/2020 22:03:30
Primary Data Cluster: cluster-2
Last Progress Update: -
Failover Type: unplanned
Error Reason codes: -
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SMBC A::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

10.236.172.86 SMBC B connected true

SMBC B::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

10.236.172.86 SMBC A connected true

SMBC B::*> snapmirror show -expand

Progress

Source Destination Mirror Relationship Total

Last

Path Type Path State Status Progress Healthy
Updated

vs0:/cg/cgl XDP vsl:/cg/cgl dp Snapmirrored Insync - true
vs0O:voll XDP vsl:voll dp Snapmirrored Insync = true

2 entries were displayed.

SMBC A::*> volume show -fields is-smbc-master, smbc-consensus,is-smbc-
failover-capable -volume voll
vserver volume is-smbc-master is-smbc-failover-capable smbc-consensus

vsO voll true false Consensus

SMBC B::*> volume show -fields is-smbc-master, smbc-consensus,is-smbc-
failover-capable -volume voll dp

vserver volume is-smbc-master is-smbc-failover-capable smbc-consensus

vsl voll dp false true No-consensus
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vsl dst:/cg/cg_dst.
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co=

snapshot show -vserver svm name -volume volume name -snapshot snapmirror

'source::> snapshot show -vserver vs1_src -volume vol_src3 -snapshot SnapMirror *'

CHAb::> snapshot show -vserver vs1_dst -volume vol_dst3 -snapshot snapmirror *

2E AHAFO| 9l Z R FlexVol SnapMirror ZA1E Mot x7|stetL|Ct,
CH& ZE VS1_Dst:vol_dst3'0|2H= HA| X7} LIEFEfLICE
My HE 08 2AE ARELICH

CH& 22 VS1_DST/CG/CG_DST'2| %, "ti& B E:::> SnapMirror delete-destination-path
VS1_DST./CG/CG_DST"

A SnapMirror ZAH € siA[StD 38 AHAS EETLICE
'source::> snapmirror release-relationship-info-only true-destination-path vs1_dst:vol_dst3'
LUN OHE S six[st1 7| & Letd O F 2AE et
CHAb::> LUN O AtK| - vserver vs1_dst -path <lun_path> -igroup <igroup_name>'
() oh LUNZ ohm iREIxIEt 2% ZRIZ0| LUNS A48hM SAE 528 Halg

CHA B2 VS1 _DST:/CG/CG_DST'9| E 2, "tii& A=:::> SnapMirror delete-destination-path
VS1_DST/CG/CG_DST"

'AA> SnapMirror release-destination-path vs1_dst:/cg/cg_dst-relationship-info-only true'
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destination::> lun map -vserver vsl dst -path lun path -igroup igroup name
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cluster::> system node revert-to -version 9.7 -check-only
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cluster::> system node revert-to -version 9.7 -check-only

Error: command failed: The revert check phase failed. The following
issues must be resolved before revert can be completed. Bring the data
LIFs down on running vservers. Command to list the running vservers:
vserver show -—-admin-state running Command to list the data LIFs that are
up: network interface show -role data -status—-admin up Command to bring
all data LIFs down: network interface modify {-role data} -status-admin
down

Disable snapshot policies.

Command to list snapshot policies: "snapshot policy show".
Command to disable snapshot policies: "snapshot policy modify
-vserver

* —enabled false"

Break off the initialized online data-protection (DP) volumes and
delete
Uninitialized online data-protection (DP) volumes present on the
local
node.
Command to list all online data-protection volumes on the local
node:
volume show -type DP -state online -node <local-node-name>
Before breaking off the initialized online data-protection volumes,
quiesce and abort transfers on associated SnapMirror relationships

and
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wait for the Relationship Status to be Quiesced.
Command to quiesce a SnapMirror relationship: snapmirror quiesce
Command to abort transfers on a SnapMirror relationship: snapmirror
abort
Command to see if the Relationship Status of a SnapMirror
relationship
is Quiesced: snapmirror show
Command to break off a data-protection volume: snapmirror break
Command to break off a data-protection volume which is the
destination
of a SnapMirror relationship with a policy of type "vault":
snapmirror
break -delete-snapshots
Uninitialized data-protection volumes are reported by the
"snapmirror
break" command when applied on a DP volume.
Command to delete volume: volume delete

Delete current version snapshots in advanced privilege level.

Command to list snapshots: "snapshot show -fs-version 9.9.1"
Command to delete snapshots: "snapshot prepare-for-revert -node
<nodename>"

Delete all user-created policies of the type active-strict-sync-
mirror
and active-sync-mirror.
The command to see all active-strict-sync-mirror and active-sync-
mirror
type policies is:
snapmirror policy show -type
active-strict-sync-mirror,active-sync-mirror
The command to delete a policy is
snapmirror policy delete =vserver <SVM-name> -policy <policy-name>

2. S HAML QF AYE EFIIH 2 BXSYAL "ONTAPS = SELICH.

Kl

b2 He

* YIER3 QlE{m 0| A"

r

* "SnapMirrorZ} T &LICH"
« "ARHOIR] TR A"

< "AHDE HM 2|

* "SnapMirror ZX|"

° ||£|_I:}I-|D|E1 ﬁ_"

326


https://docs.netapp.com/ko-kr/ontap/revert/index.html
https://docs.netapp.com/ko-kr/ontap/revert/index.html
https://docs.netapp.com/ko-kr/ontap/revert/index.html
https://docs.netapp.com/ko-kr/ontap/revert/index.html
https://docs.netapp.com/ko-kr/ontap/revert/index.html
https://docs.netapp.com/us-en/ontap-cli/search.html?q=network+interface
https://docs.netapp.com/us-en/ontap-cli/search.html?q=network+interface
https://docs.netapp.com/us-en/ontap-cli/search.html?q=network+interface
https://docs.netapp.com/us-en/ontap-cli/search.html?q=network+interface
https://docs.netapp.com/us-en/ontap-cli/search.html?q=network+interface
https://docs.netapp.com/us-en/ontap-cli/snapmirror-break.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-break.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-break.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-break.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-break.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-delete.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-policy-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-quiesce.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-quiesce.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-quiesce.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-show.html

ONTAP SnapMirror Active Sync 74 |71

O 0|& M2 RTO SnapMirror 57| E5 7} Q6HX| 942 AL SnapMirror HEIE S7|5}
A E AHe = JASLILCE

HICHE T4 S ®MAZLCH

* SnapMirror YE[E S7|st AE AH|SH| Tol| e 22{AE2] 2= LUNS OHE SiR|SHOF BfL(Ct.
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HMZ RTO 2kt 2&< 7I’c LUN2 ® 2 RTO 2tA|7} A H|El = M IDE M= E HFELILL ZAEE A4
=5 LUNZF 2HA7F gl= M LUNCE EX 28 LUNS ZMgiLCt.

* AL MAE = EX 2E2 DP 2ERZ |RXAIELILL S(8) 2#8Y & AFUICt snapmirror break #7
IM7| 2 Hetshs - YLt
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1. BX ZHAHM AA ZF D} e 2F 2H9| SnapMirror 84 57|28t ety O & 2AIE HMARLICH

-

CH& 22 VS1_DST/CG/CG_DST'2| 2, "ti& B E:::> SnapMirror delete-destination-path
VS1_DST/CG/CG_DST"

2. 2F S{AHM M EX OF 2 L 20l CHoll MM =l AMARS Six|RHLICE.
source: :>snapmirror release -destination-path vsl dst:/cg/cg dst

3. SAE MHME $3510] LUN QIHIEE|Z HH| 0| EEILICY.

4. ONTAP 9.10.15E SnapMirror ZtA|E AXsi = L2t T2 AKX = X| &L
A AR 22| X} EE= ONTAP REST APIE AESHOF BILICH & HZsHA|R 2t
e FSPNL=}
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>
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iSCSI £= FC UiE 2d/gd 74 ™A

System Manager = ONTAP CLIE AFE3t0] thE 82 MAY = ASLICEH F AE 0| A 2R0f| A of Tt
CHAZt CHELICH # I:|| H 2 AN
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1. 2 MO|EO0f|A igroupOll M #E SAEE N7{st0 SX|E ZELIC
a. Hosts> * SAN Initiator Groups * 2 0| S8fL|LC}.
b. £H% igroup= MEHS OIS MR S MEBHL|CE

Cc. & O[L|A|OO|E{E M7t igroup SHE S=2ELICL. NZs MEfgh|ct,

2. B AO|EOf|M LUN DHES SRSt ST 2AE AFMRLICE.
a. Hosts> SAN Initiator Groups £ O|S$L|C}
b. SnapMirror 2|7t Q= igroupS AMESHCHS AfK| £ MEHSHL|CE
C. CH3t MXtollA HZAE LUN OHE SHA| AXIE MEHSH CHg AMK| £ MEfRIL|CH
d. B> 2A 2 0| sgfL|Ct.
€. SnapMirror 24 7|3t 2tAHE MENSHCHg EHE|X E MEfSte] 2AIE AMA|gL|Ct

HlZY MFof chist ot

1. 2 AIO|EOf|A igroupdlA &1 SAEE MAHst =X

M
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1)
i
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Hosts> * SAN Initiator Groups * 2 0| S&fL|C}.

3 igroup MEB CHS M 2 MefstLICt

T 9o

=
C. & O[L|A|OO|E{E M[H3t1 igroup SHIE ZSELLICH X&S MEfgtL|Ct,
2. 2%t AtO|EOf|M SnapMirror 2 7|3t ZHAIE H|7EtL|Ct.
a. H3> 2t 2 o|SELCt.
b. SnapMirror &4 S7|3t 2tAIE MEASH CHZ 22|x & MENSo] 2HA|E AfA|gfL|ct.
CLIE HZstHAIR
T AFof Chek BHA|
1. 22 VM Y3 2EE SnapMirror &4 S7|2t2| AA S2AEE SAE 22 0|SYLICH
2. 2 A Z2AHO|A igroup®| A O|L|A|A[O]EHE H|7{3St1 igroup +AH 2 £H5t0] igroup SXIE SZ&LICH.
SiteA::> igroup remove -vserver <svm name> -igroup <igroup name> -os-type
<os_type> -initiator <host2>

SiteA::> igroup modify -vserver <svm name> -igroup <igroup name> -os-type
<os_type> -replication-peer "-"

3. 2K} AtO|EO{A LUN OHE S AMH|SE L igroup #4 & MAHELICH
SiteB::> lun mapping delete -vserver <svm name> -igroup <igroup name> -path
<>
SiteB::> igroup delete -vserver <svm name> -igroup <igroup name>

4. 2Kt AFO|EOf|M SnapMirror &M S7|st 2HA|1S ArH|EtL|Ct.

SiteB::> snapmirror delete -destination-path destination path
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5. 7|2 AO|EOlIA 7|2 ALO|EC| SnapMirror M 57|35t #AE s LICE
SiteA::> snapmirror release -destination-path <destination path>
6. ZZE CHA| QMG SAEOM 2 ZZ20HALET = JA=X| =QlggL|ct.

Hl=

SiteA::> igroup remove -vserver <svm name> -igroup <igroup name> -initiator
<host2>

3. 2Kt AtO|EO|A LUN OHE S AM|St 1 igroup +4& MAHLICH
SiteB::> lun mapping delete -vserver <svm name> -igroup <igroup name> -path
<>
SiteB::> igroup delete -vserver <svm name> -igroup <igroup name>
4. 2X} AtO|EOf| M SnapMirror €4 S7|3t 24| E AR|IELICE.
SiteB::> snapmirror delete -destination-path <destination path>
5. 7|2 AIO|EO||M 7|2 AtO|EQ| SnapMirror &4 S7|3t A E sHAIgLICt.
SiteA::> snapmirror release -destination-path <destination path>

6. ZE2E CIA| M50 TAEOM 22 Z2CH ALY & A=K| =Rl )
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NVMe CHA 2hd/ztd 24 & A
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1. A4 SHAHON *EZ > SX|*E 0|SFLICE,

2. M5t = 2A S 2ot MESHA Q. 1 *ATH*E MEISHNIR.

gl

1. CHA 2 AEO|A SnapMirror 24 S7|%t 24| AFEIgLICH

snapmirror delete -destination-path <destination path> -unmap-namespace
true

oll:

DST::> snapmirror delete -destination-path vsl:/cg/cg dst 1 -force
true

St Al AR SIS HYAHO|ATE B2 S AFO|M XA E LT

dl

2. AA 2 AHOA 7|2 AIO|EQ| SnapMirror &4 57|32t 2HA|1E sHA|ELICE.
snapmirror release -destination-path <destination path>

oll:

SRC::> snapmirror release -destination-path vsl:/cg/cg dst 1

3. ZEE CHA| ZMsIH SAENM 22 ZE20 A8Y = A=X| gelgtict.
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ONTAP Mediator &= ONTAP Cloud Mediator A7

ONTAP 2 AE{0|A 7|&= ONTAP Mediator &= ONTAP Cloud Mediator +4&
N[5t H LIS 2 MEY 4= JUSLICE snapmirror mediator remove 0| 2 &0,
O oF 7tX| 9| Mediator?t AFRE £~ JOBE CIE QAAHAES MX|SL7| Hof| 7|&
QUAEAE K| 7HsHOF gL},

CHA
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ONTAP ZXiX}
1. ONTAP ZX{X} & A:

snapmirror mediator remove -mediator-address <address> -peer-cluster
<peerClusterName>

ol:

snapmirror mediator remove -mediator-address 12.345.678.90 -peer
-cluster cluster xyz

ONTAP 222 = SZHX}
1. ONTAP Cloud Mediator H|A:

snapmirror mediator remove -peer-cluster <peerClusterName> -type cloud

oll:

snapmirror mediator remove -peer-cluster cluster xyz —-type cloud

ted o
- O

* "AY0(E SRR FA"
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ONTAP SnapMirror 2| Zr20]| E|0[2 2t AEH0f| A ATfeL|CE.
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CIS HEE AMESIMA|L. snapmirror delete SnapMirror 24 S7|=t Latd 1
2HAZ} ¢l MEfQl 22 HFEO| AmgtL|Ct.

=X

ONTAP 9.9.10] 22{AE{0f| MX|E|H CISS MHTILICL snapmirror delete SnapMirror 24 57|35 Yzt
OF BATt ol Aol 22 HHEO| AmfgtL|Ct.

C2 cluster::> snapmirror delete wvsl:/cg/dd

Error: command failed: RPC: Couldn't make connection

oiZ Y
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oA 22 et CE

331


https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html

C2 cluster::> snapmirror delete wvsl:/cg/dd -force true

Warning: The relationship between source "vs0:/cg/ss" and destination

"vsl:/cg/dd" will be deleted, however the items of the
destination

Consistency Group might not be made writable, deletable,
modifiable

after the operation. Manual recovery might be required.
Do you want to continue? {yln}: vy
Operation succeeded: snapmirror delete for the relationship with
destination "vsl:/cg/dd".
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Clusterl::> snapmirror failover show
Source Destination Error
Path Path Type Status start-time end-time Reason
vsl:/cg/cg vsO:/cg/cg planned failed 10/1/2020 10/1/2020 SnapMirror
Failover cannot start because a volume move is running. Retry the command
once volume move has finished.
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Bt e S7|310f CHal ONTAP AL 3 S22{AEE FATL|CH EE& "SnapMirror Active SyncE 2|3t ONTAP
Cloud Mediator 71" .

Clusterl::> snapmirror failover show

Source Destination Error

Path Path Type Status start-time end-time Reason

vs0:/cg/cg vsl:/cg/cg planned failed 10/1/2020 10/1/2020 SnapMirror
failover cannot start because the source-side precheck failed. reason:
Mediator not configured.
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cluster::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
10.234.10.143 cluster?2 connected true
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Error: command failed: The ping latency of the BlueXP cloud server is <x> ms
which is higher than twice the recommended latency of 200 ms.

L

oJo].-
2ol

S AETt NetApp 2& 22HRE X0l AXISHK] SEA7 LI HEHT F2 G5 dd0| AS += AFLICL

334


https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-start.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-start.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-start.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-start.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-start.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-start.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-failover-start.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-show.html

M-

EHM:
* NetApp Console 22t E(0|= S57)2| X(2|& 2{X|2t 2 S &elstha
* HEY3 ZZE XNestALL 5 sl4 S s AL

* HER/Z =72 AE5I0 &= AIZKRTT)S FF5t1 XA AlZtS AT ot LHZ SILIC

* HTTP EEA|IE MBI 85

o
0%k
0z
=
U
=
Fo

HC} "SnapMirror Active SyncE 2|2t ONTAP Cloud Mediator %! S22{AE 4",
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Jtset /2l #1:
ONTAP Mediator EEi= ONTAP Cloud Mediator?} Tt %|X| QXS LICH 0| 0| HQIQUX| 2HQlstH CHS S
MHAMSIMR. snapmirror mediator show AIO|E B 22{AE0]| CHSH HHEQILICE
Cluster2::> snapmirror mediator show
This table is currently empty.
0| 0fli= Mediator?} AFO|E BOI| 7L E|X| gi*SS LIEFHLICE
EEM:
T 22 AE 2R0 Mediator7t &[0 U1, ME{7F HEEO| 2, FHO| TrueZ HATEO A=X| 2elstM.
Jtset el #2

M-

=

= o
*o Al @E’g HE 380| S7|=t=0f JA=X| 2elgfL|ct.

O
-1
x
|

E0| S7IStE|X| AFLICE O EX|7t & AAX| 2lste{H Of

— - —_ —
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>
=l
Im
oA
S

cluster::> event log show —-event *out.of.sync*

Time Node Severity Event

10/1/2020 23:26:12 stid42-vsim-ucs511lw ERROR sms.status.out.of.sync:

Source volume "vsO:zrto cg 556844 511lu RW1" and destination volume
"vsl:zrto cg 556881 511w DP1" with relationship UUID "55ab7942-03e5-1leb-

ba5a-005056a7dcl4" is in "out-of-sync" status due to the following reason:

"Transfer failed."
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3. BN BF I8 7Y BEO AWM ST BYS Y20 BES DPOIA RIWE HEISH 3 A0|E BOA
Q=22 TYILICH
4. MfO|E A lES REISH0] AO|E BOIA AMO|E AZ RTO B717} 00| £IE2 BHLiCt

5. AO|E A0 Hetd 22 152 sHA|6I0] relationship-info-only &= AHARS SX|6t0 MetM HE
J50f £ LUNS| DHE 2 sHx|ghL|Ct.

6. Sync FH [L= Async FHE AIE5I0] 2 & 2'e 2AIE 2HSI0 AO|E AS| 2ES R/WOIIM DPE
HetetL| .

7. #AE S718617| floh ‘AL S 7|2 E AL Ct

8. AIO|E AQ| 57|35t M& 1t SnapMirror ZHAHIS AMH|EHL|CE

9. AIO|E BOJ|A| 'lationship-info-only true'E AFESH S7|2t M2t SnapMirror 2HAHE SHA| LTt
10. AFO|E BO|A] AIO|E AR Y2t OF AE MMt
1. AIO|E AOIM 228 OF MS7|3tE st CFS 22t O 80| 573 S2UX| &QlgtL|Ct

12. TAE LUN YE3 225 MPMSHo] LUNOY TSt 2= F2E S7gLCh

- O
* "SnapMirrorZt THE&LIC}H"
« "ARO2 SYXF A"

* "AH0E MS7|=

ALO|E B2} ONTAP Mediator 7t2| /37t Z0{X| 11 A{O|E A7} RO &LICE

ONTAP Mediator == ONTAP Cloud Mediatore| HZE 2Q18t2{H CI2S AI2SHM| K.

snapmirror mediator show HYRILICH HZE AME{I} EE =70l )\|'0|E B7l AIO|E
A0 &g = gls 32, of2et vttt £20| EA|EL|CE 82 2Hof| w2 HES

%?ﬂﬁ*ﬂﬂ.
oll:

ONTAP Cloud Mediator 3 snapmirror mediator show BHZ AMEEILICH

cluster::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status Type

0.0.0.0 Cl cluster unreachable true cloud

ONTAP Mediator 2 snapmirror mediator show HEZ AMEYILICH
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cluster::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

10.237.86.17 Cl cluster unreachable true
SnapMirror consistency group relationship status is out of sync.

C2 cluster::> snapmirror show -expand

Source Destination Mirror Relationship Total

Last

Path Type Path State Status Progress Healthy
Updated

vs0:/cg/src_cg 1 XDP vsl:/cg/dst cg 1 Snapmirrored OutOfSync - false -
vsO:zrto cg 655724 188a RW1l XDP vsl:zrto cg 655755 188c DP1l Snapmirrored
OutOfSync - false -

vs0O:zrto cg 655733 188a RW2 XDP vsl:zrto cg 655762 188c DP2 Snapmirrored
OutOfSync - false -

vsO:zrto cg 655739 188b RWl XDP vsl:zrto cg 655768 188d DP1l Snapmirrored
OutOfSync - false -

vsO:zrto cg 655748 188b RWZ2 XDP vsl:zrto cg 655776 188d DP2 Snapmirrored
OutOfSync - false -

5 entries were displayed.

Site B cluster is unable to reach Site A.

C2 cluster::> cluster peer show

Peer Cluster Name Cluster Serial Number Availability
Authentication
Cl cluster 1-80-000011 Unavailable ok
sz ey
AIO|E BOJ|M LEHES AESIEE HUYRHE ZH ATt CHS AIO|E BO|M AIO|E AZ RTO HAE 02=
HXBILICE ALO|E BO|AM ZH| CHA| 2HE S 8o ™ CHE THAIE 2t2 LIt

No| 0HE S SHA|ELICt. of X YH2 HmStEZ HA igroupE +Fot0]

1. AtO|E BOIIM 2ty JEOH £ 2E LU
=K N S AH|3HOF BfL(Ct.

=H oo SVM

oll:
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Cl cluster::> lun mapping show

Vserver Path Igroup LUN ID
Protocol

vs0 /vol/cgl lun/lun 1 igroupl 0
mixed

vsO /vol/cgl lun/lun 2 igroupl 1
mixed

2 entries were displayed.

Cl cluster::> lun mapping delete -path /vol/cgl lun/lun 5 -igroup igroupl
Error: command failed: The peer cluster is unreachable and a SnapMirror
Mediator is not configured. The configuration is locked for
replicated
objects in this Vserver peer relationship on both clusters. The

only

supported configuration change is to manually disable replication
on

both sides of the relationship, after which configuration changes
are

supported.
Cl cluster::> igroup modify -igroup igroupl -replication-peer -

Cl cluster::> lun mapping delete -path /vol/cgl lun/lun 1 -igroup igroupl

Cl cluster::> lun mapping show

Vserver Path Igroup LUN ID
Protocol

vs0 /vol/cgl lun/lun 2 igroupl 1
mixed

1 entries were displayed.

AE ArHIgLCt.

i
e

1. ZH M2 AF2510] SnapMirror 22t 1
;]

ICt (snapmirror break -destination path svm: volume )
&2 DPOA RWZ Hetst0] ALO|E B| 2SS 2d2tEtLItt

22td a5l 2} 2A|0l| CHaH SnapMirror break HE S AAsHOF LICE O S0, Y24 IF0 2F0| 371!
Sl

3. AIO|E ALLEE REISHH ALO|E BOJIM ALO|E AZ RTO 24|17t 00| =| =5 gLCt

4. ALO|E AO||M relationship-info-onlyS AH25t0] HEd EX O52 siixloto] 35 AHAS RXIstD Metd 24
JE0 &3t= LUNS| DHE 2 siA[gtLICt.
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9. AIO|E B2t AIO|E A7t Metd B& OF 2AIE MdgL|ct

.I
o o
10. A4 SHAEOM Y B I&2 CHAl S7(otefLch Hetd 23 0

OF YEi7F S719tE A=K
sfolgtLct.
M. SAE LUN YE3 Z2 5 CHAl ZMSH] LUNOY| Ot 2 E 225 57§ .

o Ny
* "SnapMirrorZt THE&LIC}H"
« "ARO2 SYXF A"
< "AHOY HS7 |2

° uﬁll_zll-ll:lla_i ﬁ"
AHO|E A2f ONTAP Mediator 7t2| @37} CHRE| 1D ALO|E B7t CHRE|AUSLICH.
SnapMirror HE[E S7|2tE MRZ 2 ONTAP EXX} Ee= D E SHAH 7o HZ 0|
A

o
= 0E &= UASLIC}. SnapMirror &4 E7|2f A2l of —E— | Chet HZ,
HEIE =elet L3 H= HZES CHA| AZSt 2RI Zte = ALt

stolst Apst CLIE¥E EAI7|

ALO|E AS| XK} A0 SIHXL 4 HZ MEf= 2 EAIELICH
unreachable

AIOIE B HE Z2{AH O|0] & A 7Hs 68 = 2 EAIELIC
unavailable

SnapMirror 24 7|3t 2&°| 82| ‘'volume show_volume_name_- £ Z2/2LICt sm-be consensus

AERQIL|CH fields smbc-Consensus' LIt BAELICH Awaiting-
consensus

O 2X|E ZTITtstD s Zst= WHol| CHSE It HEE= LR S XS AIL."NetApp 7= XH=: SnapMirror Active
SyncE AFEE [ AO|E A2} Mediator 2H2| 2137t 20{X| 11 AFO|E B} BO{ZE!" .

2 N

—

HI

i

o
« "Z2{AH IO &"

s "AHO|2] SIYX; 2"

CHA 280 HAJ X El 22 ONTAP SnapMirror AHA| Zi0| AlnjfstL|Ct,

tieh =501 2|C=lMd HAT EFE|0] U= S SnapMirror AHA| 20| AMIfstHA Lt HES
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SEM:

AR A EHT37F UELICH snapshot delete YAl AMHARZ HAHsH{H ZMot oH HHS -

ignore-owners AFEEILILCE
snapshot delete -volume <volume name> -snapshot <snapshot name> -ignore-owners
true -force true
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ONTAP Mediator= & 7tX| 37t systemctl AH|AE H|SEHLICE.
° ontap mediator.service
ONTAP ZHAE 212|517 21Tt REST API MHE |X| 2t2|gtL|Ct.
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* /usr/local/bin/mediator_change password
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* /usr/local/bin/mediator_generate_support bundle
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* Rocky Linux 9.5 % 8.10

1.8 * Red Hat Enterprise Linux:
° 22t 7t5:8.7,8.6,85,84"
° #M%:94,93,9.2,9.1,9.0,8.10,8.9, 8.8
* Rocky Linux 9.4 % 8.10
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* Red Hat Enterprise Linux:
° 22t 7t5:8.7,8.6,85,84"
° M%:9.3,9.2,9.1,9.0,8.9,88
* Rocky Linux 9.3 %! 8.9

* Red Hat Enterprise Linux:
° 22t 7t5:8.7,8.6,85,84"
° #%:9.2,91,9.0% 88
* Rocky Linux 9.2 2! 8.8

* Red Hat Enterprise Linux: 8.5, 8.4, 8.3,8.2,8.1,8.0,7.9,7.8,7.73 7.6
* Cent0S:79,78, 773 76

* Red Hat Enterprise Linux: 8.5, 8.4, 8.3,8.2,8.1,8.0,7.9,7.8,7.73 7.6
* Cent0S:7.9,78, 773476

* Red Hat Enterprise Linux: 8.3, 8.2,8.1,8.0,7.9,7.8, 7.7 3 7.6
* Cent0S:79,78, 77476

* Red Hat Enterprise Linux: 8.1,8.0,7.9,7.8, 7.7 % 7.6
* Cent0S:79,78, 77476
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yum install mokutil
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[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin. log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 2023041913461l.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. leapp-upgrade =71 A5t ¥ O8[0|EE +HTILICL.

[rootmediator-host ~]# leapp preupgrade --target 8.4
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 8.4
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]1#

3. ONTAP MediatorS CHA| MX[SHM| R

(D) =2am aus wxis] 98] ONTAP SMHAHS THAAISH = bl LINX| IS 28sHIAlL.

[rootmediator-host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

..<snip installation>..

[rootmediator-host ~]#

4. ontap_mediator SX|:
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[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

5. 21 mUS WAt

[rootmediator-host ~]# tar -xf ontap mediator log backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. ontap_mediatorS A|ZtetL|Ct:

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. 3= ONTAP 2HAEKZ ¢/ 12|0|=E ONTAP Mediator0l| CHA| A SHL|LCE.
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IPE £% MetroCluster

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and disabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...

Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
—address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>
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SnapMirror &4 573}

SnapMirror Active Sync2| B /opt/netapp 2/F0 XEE TLS QIS ME CHA| X[ eIt ¢EL|CE
lopt/netappOl K& El QIBME WAst D SALICE
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peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA

Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254



The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer
-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer?2 connected true
peerl::>
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x86 64-optional-rpms ItY.
RHEL 10.x 22 A|A[of| Cigt =Xt

2 MA 7t *RHEL 10.x*Q1 &

40
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oHA|
1. 2% 2| EX|EE| 1!

L HO
40| /A= 3%
r

hel-X-for-

2 2XIE AE5H0 XMZE A0 Chet HHAS Sdol5HM K.

subscription-manager repos --enable rhel-10-for-x86 64-baseos-rpms
subscription-manager repos --enable rhel-10-for-x86 64-appstream-
rpms

CHS GIA[0[AM = o] e AlS 20 FLICE

[root@localhost ~]# subscription-manager repos

x86 64-baseos-rpms

Repository 'rhel-10-for-x86 64-baseos-rpms' is

system.

[root@localhost ~]# subscription-manager repos

x86 64-appstream-rpms

Repository 'rhel-10-for-x86 64-appstream-rpms'

system.

2. yum repolist 3& S MEHEL|CH

M=z 7t el 2| ZX| 22|17t S F0l| LIEFELICE.

-—-enable rhel-10-for-

enabled for this

-—-enable rhel-10-for-

is enabled for this
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RHEL 9.x 2% AN|H|of| CHEH =Xt

23 MHM7t* RHEL 9.x * 2 B2 LIS EAIE AHE0t0] 2[ZX|E2|0f| HAMA T 4= ASLICE

=z
1. WYt 2| EX|E| 7=

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-9-for-x86 64-appstream-rpms

CHZ oiFof M= o BEe| &S 20 St

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms' is enabled for this
system.

2. yum repolist HHS AMEMBIL|LCE,

Mz 7t E 2| ZX| =27t SF0i| LIEFELICE
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RHEL 8.x 2% A|H|of| CHE =Xt

23 MHM7t* RHEL 8.x * 2 B2 LIS EAIE AE0t0] 2[ZX|E2|0f HAMA T 4= ASLICE

=z
1. WYt 2| EX|E| 7=

subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-8-for-x86 64-appstream-rpms

CHZ oiFof M= o BEe| &S 20 St

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

2. yum repolist HHS AMEMBIL|LCE,

Mz 7t E 2| ZX| =27t SF0i| LIEFELICE
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1. QS 2| ZX|EE| 1=

CtZ EAIE AFESH0] 2[ZX|E2[0f HAMAE

A% AL

subscription-manager repos --enable rhel-7-server-optional-rpms

CH2 oiEIof M= o] BEe| &S 20 SLCt.

[root@localhost ~]# subscription-manager repos --enable rhel-7-

server-optional-rpms

Repository

'rhel-7-server-optional-rpms'

is enabled for this system.

2. yum repolist 3E 2 MHEL|Ct,
CtS oMo M= o] HREo| MlES Ho| FLICE "rhel-7-server-optional-rpms" 2| ZX|E2|7t S 20|

LtEFLIOF BfLICt.

[root@localhost ~]# yum repolist

Loaded plugins: product-id,

manager
rhel-7-server-optional-rpms | 3.2 kB
rhel-7-server-rpms | 3.5 kB 00:00:00

(1/3):
| 26 kB 00:00:00
(2/
| 2.5 MB 00:00:00
(3/3):
| 8.3 MB
repo id

00:00:01

status

rhel-7-server-optional-rpms/7Server/x86 64

Linux 7 Server - Optional (RPMs) 19,447
rhel-7-server-rpms/7Server/x86 64
Linux 7 Server (RPMs) 26,758

repolist: 46,205

[root@localhost ~1#

search-disabled-repos,

subscription-

00:00:00
rhel-7-server-optional-rpms/7Server/x86 64/group
3): rhel-7-server-optional-rpms/7Server/x86 64/updateinfo

rhel-7-server-optional-rpms/7Server/x86 64/primary db

repo name

Red Hat Enterprise

Red Hat Enterprise



CentOS 7.x 29 H|A|of CHat & Xt

23 MMt * CentOS 7.x * 2l B2 | EX|E2(0f Tt MM AE 2dodte{H LS XIS HMEHAL.

CentOS 7.6°| 2|XZX|E2|E EO =1 O
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1. C7.6.1810-Base 2| EZX|EE|Z X7}EILICt. C7.6.1810 - 7|2 2E 2|ZX|E2|0||= ONTAP EXXIZ 9|6

Z 25t "kernel-devel" TH7 | X| 7} 2|0 QUELICY.

2. /etc/yum.repos.d/CentOS-Vault.repo0l CtS &2 Z=7}gtL|Ct.

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/S$basearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0OS-7
enabled=1

3. yum repolist &S AHLICE

CHS oli®|ol| A= O] HEel MlZ H0o FELICt Cent0S-7.6.1810-7|& 2|XX[|E2|7} =

SrL|Ct,

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org
* extras: distro.ibiblio.org

* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:
(1/2): C7.6.1810-base/x86_64/group gz | 166 kB 00:
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86 64 Cent0S-7 - Base 10,097
extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~1#

M CHE CentOS HAO|M=
2| ZX|E2|E AFERILICE.

SO

E0f| LIEFLOF

00:00
00:00
00:04
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Rocky Linux 10, 9 5= 8 2 H|X|of| CHSt =k}

29 H|H7t Rocky Linux 10, Rocky Linux 9 == *Rocky Linux 8*21 2L CHE HXIE AHESH0] MEH2A0]
CHet HMAE SHSSHMIR.

n

=HA|
1. Qo 2| ZX| 2] 7=

dnf config-manager --set-enabled baseos

dnf config-manager --set-enabled appstream

2. 2 $3MBtLICt clean S

dnf clean all

3. 2Ex|E2| 222 solgiLt.

dnf repolist

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 10 - AppStream
baseos Rocky Linux 10 - BaseOS

[root@localhost ~1#

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 9 - AppStream
baseos Rocky Linux 9 - BaseOS

[root@localhost ~]#
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[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~1#
[root@localhost ~]# dnf clean all
[ 1#

root@localhost ~ dnf repolist

repo id repo name
appstream Rocky Linux 8 - AppStream
baseos Rocky Linux 8 - BaseOS

[root@localhost ~1#

ONTAP ZXX} x| I{7|X|S ez =&t|ct
ONTAP Mediator &X| I{f7|X| £ CtRE =610 AX|SHM| K.

cHA|
1. ONTAP Mediator C2 2 E H|0| X|0{| M ONTAP Mediator A X| I§7|X| £ CI2Z2ESHM|R.

"ONTAP SXHX} CHR2ZE H|O|X|"

2. Mediator BX| Tj7|X| S ®ixff = CI2E2|0| FA=X] &I5HM L.

[root@sdot-r730-0003a-d6 ~]# 1ls ontap-mediator-1.11.0.tgz

ontap-mediator-1.11.0.tgz

(D ONTAP SA{A} BT 1.4 5L O HTI9| L dX| 22|xte| 0|F0| X|ZELILt ontap-

mediator.

A AEof| AEEl H£0] =7t

oIr

8 22, X Z2Io| LR M7 |X|0| AL 4 YN

)

3. ot AR Mediator 8%| If7|X|E &X| C|2E{2| 2 O|SELICEH
a

=
4. BX| T2 1i7|X[2| ¥HS FLCH.

tar xvfz ontap-mediator-1.11.0.tgz

dnf config-manager --set-enabled appstream
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ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.

st

ONTAP XXt ZE MEHES &

H2
=

NetApp &X| H0fl ONTAP Mediator ZE A|H

Abet@iLfct.

Al Ztst7| FHoj|
ONTAP Mediator 2E A&

He
=

* 20257 6® 15YUEE FE MH
MX|StAL dago|=
4 12|0| E5HM| 2.

®

11
11
11

2to

=

A AEIO| Of2 F Afo*%
QA&LICHONTAP SR XF A

11.
11.
11.
11.

.0/ontap-mediator-1.
11.
11.
.0/ontap-mediator-1.

215t7| Hof| A|A—0] Of2{et 7 Al S

0/
0/csc-prod-ONTAP-Mediator.pem
0/csc-prod-chain-ONTAP-Mediator
0/tsa-prod-ONTAP-Mediator.pem

.0/tsa-prod-chain-ONTAP-Mediator
.0/ONTAP-Mediator-production.pub

11.0
11.
11.
11.

0/ontap-mediator-1. 0.sig.tsr
O0.tsr

0.sig

0/ontap-mediator-1.

QlghL|Ct

St A HA
= T BAH

2= 22 ool
X|2 SxRLICE

* 712 AZ2 23t OpenSSL HZA 1.0.2011A 3.077HX|

* TSA(Time Stamping Authority)

o

xolg glet

OpenSSL HZ 1.1.0 0|4

THd=
* OCSP 252 9I8t 38 QIE{ AN2
CHR 2 S 17 |X|of TS mpelo| E3tE|of QBLIC

o

ONTAP-Mediator-production.pub

csc-prod-chain-ONTAP-Mediator.pem

csc-prod-ONTAP-Mediator.pem

ontap-mediator-1.11.0

ontap-mediator-1.11.0.sig
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SH|C}.

_..

HZE 25 M7} 2tZE =[O ONTAP Mediator 1.9 2!
L|C}. Al ONTAP Mediator 1.11 EE= 1.102 A X

EEA-"A)'. E'Ro}ﬂ on:i g xlx-l o|

Moy
RIEERT

232 0I5 CA MZ Al

7|2 MASte O AR Sl 915

HH 1.110f CHet HF x| 2A

SHA-256 Sl A| =l

0] EHAl= e

215N R.
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|SEALE

=35t
=

ML

]Il.ol

n
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A
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install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html

ontap-mediator-1.11.0.sig.tsr AX| 22| XHe] MEO| OCSCP7} A Y i X| R HILICt

ontap-mediator-1.11.0.tsr EfQUAET MH @F mAJAL|CH
tsa-prod-ONTAP-Mediator.pem TSRO 271 Q1= A
tsa-prod-chain-ONTAP-Mediator.pem TSR2| 371 QIE A CAH|2!
CHA|
1. of cHal SHX| &el8 fEMELICH csc-prod-ONTAP-Mediator.pem 2221 QBN MEf TEEZ(OCSP)2
AtE gLt

a. 213 X2 OCSP URLE oM. X 15 = URIE MSSHX| 2 &= UASLICL
openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem
b. QIZA0f CHEt OCSP QA S M HEL|Ct

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem
—-reqout reqg.der

C. OCSP Manager0i| HZ3%t0{ OCSP ¥ S EdL|Ct.

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url
${ocsp uri} -resp text -respout resp.der -verify other csc-prod-
chain-ONTAP-Mediator.pem

2. cSCol dlE| Hielut 2H SAE0 Cigt Bte LS =HeletL|C},

openssl verify

() =228t openss1 Z22| BIHO| K3t 30| 20{0F HLIC cert . pem (Xl A O ).
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openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} csc-prod-ONTAP-Mediator.pem # Failure action: The Code-
Signature-Check certificate has expired or is invalid. Download a newer
version of the ONTAP Mediator.

openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath

S {OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem # Failure action: The Time-
Stamp certificate has expired or is invalid. Download a newer version of
the ONTAP Mediator.

3. &QISICt ontap-mediator-1.11.0.sig.tsr J12|1 ontap-mediator-1.11.0.tsr HEE QAIBSME
Ar85t= mH
QESSL 3.x

openssl ts -verify -data ontap-mediator-1.11.0.sig -in ontap-mediator-
1.11.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem

QESSL 1.x

openssl ts -verify -data ontap-mediator-1.11.0 -in ontap-mediator-
1.11.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -partial chain

Bt SErH S O] TeE|0] YALICH K2
() 2r=oIME Efasmol TSASl S8t Mo 2l 212 1felo] | K| SRtS S Selstc

2ste] 7171 2L ASS +HELICL TSA MH{0] H4E Bt giaLich

tsr TRUO|S AK| T2 BE EfATT SET AL
24
:

4. 7|0 et M Zrol:

=

openssl -dgst -verify

openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.11.0.sig ontap-mediator-1.11.0

ONTAP =Xt M| I§7|X|= MX|EHL|Ct

ONTAP Mediatorg & X[St2{H AX| I§7|X|E 2Ot S AENAM HX| T2 S AASHOf
erL|Ct,

|

1. x| Z2O4S8 dHstn Heof w2t ZETE| SEELICH

./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y
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[root@scs000099753 ~]# ./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y

(D X B0 ME =elS AL F2{H CHS HE 2 AF2SIMR. . /ontap-mediator-
1.11.0/ontap-mediator-1.11.0 -y --skip-code-signature-check

X Z20U2 AR AP S MYstn 2ot Ii7|X| S EX[ZL|Ct Mediator?t 0|0 EX|=|0f A= HL
Y 2|0| =5t2t= HIA|X| 7t EA|ELICE
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ONTAP ZXXt MX|o| o2& £8)

[root@mediator host ~1# tar -zxvf ontap-mediator-1.11.0.tgz
ontap-mediator-1.11.0/
ontap-mediator-1.11.0/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.11.0/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.11.0/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.11.0/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.11.0/0ONTAP-Mediator-production.pub
ontap-mediator-1.11.0/ontap-mediator-1.11.0
ontap-mediator-1.11.0/ontap-mediator-1.11.0.sig.tsr
ontap-mediator-1.11.0/ontap-mediator-1.11.0.tsr
ontap-mediator-1.11.0/ontap-mediator-1.11.0.sig
[root@mediator host ~]4#./ontap-mediator-1.11.0/ontap-mediator-1.11.0

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
+ Performing the ONTAP Mediator run-time code signature check

Using openssl from the path: /usr/bin/openssl configured for
CApath:/etc/pki/tls
Error querying OCSP responder
80BBA032607F0000:error:1E800080:HTTP
routines:0SSL HTTP REQ CTX nbio:failed reading
data:crypto/http/http client.c:549:
80BBA032607F0000:error:1E800067:HTTP
routines:0SSL HTTP REQ CTX exchange:error
receiving:crypto/http/http client.c:901l:server=http://ocsp.entrust.net:
80

WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate

Continue without code signature checking (only recommended if
integrity has been established manually)? yes/no: yes

SKIPPING: Code signature check, manual override due to lack of OCSP

response
+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API (mediatoradmin).

Would you like to use the default account names: netapp +
mediatoradmin? (Y (es)/n(o)): yes

Enter ONTAP Mediator user account (mediatoradmin) password:
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Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

The installer will change the SELinux context type of
/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

+ Checking for default Linux firewall

+ Installing required packages.

Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use

"rhc" or "subscription-manager" to register.

Last metadata expiration check: 5 days, 14:34:13 ago on Thu 10 Jul 2025
01:28:32 AM EDT.

Package openssl-1:3.2.2-16.e110.x86 64 is already installed.

Package libselinux-utils-3.8-1.e110.x86 64 is already installed.
Package perl-Data-Dumper-2.189-512.el110.x86 64 is already installed.
Package bzip2-1.0.8-25.e110.x86 64 is already installed.

Package efibootmgr-18-8.e110.x86 64 is already installed.

Package mokutil-2:0.6.0-11.e110.x86 64 is already installed.

Package policycoreutils-python-utils-3.8-1.ell10.noarch is already
installed.

Package python3-3.12.9-1.el110.x86 64 is already installed.

Dependencies resolved.

Package
Architecture Version
Repository Size
Installing:

elfutils-1libelf-devel
x86 64 0.192-5.e110
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AppStream
gcc
x86 64
AppStream
kernel-devel
x86 64
AppStream
make
x86 64
BaseOS
openssl-devel
x86 64
AppStream
patch
x86 64
AppStream
perl-ExtUtils-MakeMaker
noarch
AppStream
python3-devel
x86 64
AppStream
334 k
python3-pip
noarch
AppStream
Installing dependencies:
annobin-docs
noarch
AppStream
annobin-plugin-gcc
x86 64
AppStream
bison
x86 64
AppStream
cmake-filesystem
x86 64
AppStream
CcppP
x86 64
AppStream
dwz
x86 64
AppStream

efi-srpm-macros

50 k

14.2.1-7.e110
37 M

6.12.0-55.9.1.e110 0
22 M

1:4.4.1-9.e110
591 k

1:3.2.2-16.e110
3.9 M

2.7.6-26.el10
134 k

2:7.70-513.e110
297 k

3.12.9-1.el10

23.3.2-7.el110
3.2 M

12.92-1.el10

94 k

12.92-1.el10
985 k

3.8.2-9.el10
1.0 M

3.30.5-2.el10
29 k

14.2.1-7.e110
12 M

0.15-7.el10
139 k



noarch

AppStream
flex

x86 64

AppStream
fonts-srpm-macros

noarch

AppStream
forge-srpm-macros

noarch

AppStream
gcc-plugin-annobin
x86 64

AppStream
glibc-devel

x86 64

AppStream
go-sSrpm-macros
noarch

AppStream
kernel-headers
x86 64

AppStream
kernel-srpm-macros
noarch

AppStream
libxcrypt-devel
x86 64

AppStream
libzstd-devel

x86 64

AppStream

53 k

lua-srpm-macros
noarch

AppStream

m4

x86 64

AppStream
ocaml-srpm-macros
noarch

AppStream
openblas-srpm-macros
noarch

AppStream
package-notes-srpm-macros

6-6.el10
25 k

2.6.4-19.el10
303 k

1:2.0.5-18.e110
29 k

0.4.0-6.el10
23 k

14.2.1-7.e110
62 k

2.39-37.el10
641 k

3.6.0-4.el110
29 k

6.12.0-55.9.1.e110 0
2.3 M

1.0=25.all0
11 k

4.4.36-10.e110
33 k

1.5.5=9.8ll0

1-15.e110
10 k

1.4.19-11.e110

309 k
10-4.e110
10 k
2-19.e110
9.0 k
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noarch
AppStream
perl-AutoSplit
noarch
AppStream
perl-Benchmark
noarch

AppStream

perl-CPAN-Meta-Requirements

noarch

AppStream
perl-CPAN-Meta-YAML
noarch

AppStream
perl-Devel-PPPort

x86 64

AppStream
perl-ExtUtils-Command
noarch

AppStream
perl-ExtUtils-Constant
noarch

AppStream
perl-ExtUtils-Install
noarch

AppStream
perl-ExtUtils-Manifest
noarch

AppStream
perl-ExtUtils-ParseXS
noarch

AppStream
perl-File-Compare
noarch

AppStream
perl-File-Copy

noarch

AppStream
perl-I18N-Langinfo
x86 64

AppStream
perl-JSON-PP

noarch

AppStream
perl-Test-Harness
noarch

.5-13.e110

11 k

.74-512.e110

23 k

.25-512.e110

28 k

.143-11.e110

39 k

.018-512.e110

29 k

.72-512.el110

223 k

:7.70-513.e110

16 k

.25-512.e110

47 k

.22-511.el10

47 k

31, 79=911L.,&lLL0

37 k

33,91=812,8lLL0

190 k

.100.800-512.e110

15 k

.41-512.el110

22 k

.24-512.e110

28 k

:4.16-512.e110

69 k

:3.48-512.e110



AppStream

perl-1ib

x86 64

AppStream
perl-srpm-macros
noarch

AppStream
perl-version

x86 64

AppStream
pyproject-srpm-macros
noarch

AppStream
python-srpm-macros
noarch

AppStream
python3-pyparsing
noarch

BaseOS
gt6-srpm-macros
noarch

AppStream
11 k
redhat-rpm-config
noarch

AppStream
rust-toolset-srpm-macros
noarch

AppStream
systemtap-sdt-devel

x86 64

AppStream
systemtap-sdt-dtrace

x86 64

AppStream
zlib-ng-compat-devel

x86 64

AppStream

Installing weak dependencies:

perl-CPAN-Meta
noarch
AppStream
perl-Encode-Locale
noarch
AppStream
perl-Time-HiRes

288 k

0.65-512.e110
16 k

1-57.el110
9.7 k

8:0.99.32-4.e110
68 k

1.16.2-1.e110
16 k

3.12-9.1.el10
26 k

3.1.1-7.el110
273 k

6.8.1-3.e110

288-1.el110
83 k

1.84.1-1.e110
13 k

5.2-2.el110
78 k

5.2-2.el110
72 k

2.2.3-1.el110
41 k

2.150010-511.e110

202 k

1.05-31.el10
21 k

377



x86 64 4:1.9777-511.e110

AppStream 62 k
perl-devel

x86 64 4:5.40.1-512.e110
AppStream 772 k
perl-doc

noarch 5.40.1-512.e110

AppStream 4.9 M

Transaction Summary

Install 63 Packages

Total size: 94 M

Installed size: 282 M

Downloading Packages:

BaseOS Packages Red Hat Enterprise Linux 10

439 kB/s | 3.7 kB 00:00

Importing GPG key OxFD431D51:

Userid : "Red Hat, Inc. (release key 2) <security@redhat.com>"
Fingerprint: 567E 347A D004 4ADE 55BA 8AS5F 199E 2F91 FD43 1D51
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Key imported successfully
Importing GPG key O0x5A6340B3:

Userid : "Red Hat, Inc. (auxiliary key 3) <security@redhat.com>"
Fingerprint: 7E46 2425 8C40 6535 D56D 6F13 5054 E4A4 5A63 40B3
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Key imported successfully
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction
Preparing
1/1
Installing : perl-version-8:0.99.32-4.e110.x86 64
1/63
Installing : perl-File-Copy-2.41-512.el110.noarch
2/63
Installing : perl-CPAN-Meta-Requirements-2.143-11.el10.noarch
3/63
Installing : perl-Time-HiRes-4:1.9777-511.e110.x86 64
4/63
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Installing
5/63
Installing
6/63
Installing
7/63
Installing
8/63
Installing
9/63
Installing
10/63
Installing
11/63
Installing
12/63
Installing
13/63
Installing
14/63
Installing
15/63
Installing
16/63
Installing
17/63
Installing
18/63
Installing
19/63
Installing
20/63
Installing
21/63
Installing
22/63
Installing
23/63
Installing
24/63
Installing
25/63
Installing
26/63
Installing
27/63

perl-JSON-PP-1:4.16-512.el10.noarch

perl-File-Compare-1.100.800-512.el110.noarch

perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch

m4-1.4.19-11.e110.x86 64

make-1:4.4.1-9.e110.x86 64

bison-3.8.2-9.e110.x86 64

flex-2.6.4-19.e110.x86 64

perl-ExtUtils-Command-2:7.70-513.el110.noarch

perl-ExtUtils-Manifest-1:1.75-511.el110.noarch

systemtap-sdt-devel-5.2-2.e110.x86 64

rust-toolset-srpm-macros-1.84.1-1.el110.noarch

gt6-srpm-macros-6.8.1-3.ell10.noarch

python3-pip-23.3.2-7.ell10.noarch

pyproject-srpm-macros-1.16.2-1.e110.noarch

perl-srpm-macros-1-57.el110.noarch

perl-1ib-0.65-512.e110.x86 64

perl-doc-5.40.1-512.el10.noarch

perl-I18N-Langinfo-0.24-512.e110.x86 64

perl-Encode-Locale-1.05-31.ell0.nocarch

perl-ExtUtils-Constant-0.25-512.el110.noarch

perl-Devel-PPPort-3.72-512.e110.x86 64

perl-CPAN-Meta-YAML-0.018-512.el110.noarch

perl-CPAN-Meta-2.150010-511.el110.noarch
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Installing
28/63
Installing
29/63
Installing
30/63
Installing
31/63
Installing
32/63
Installing
33/63
Installing
34/63
Installing
35/63
Installing
36/63
Installing
37/63
Installing
38/63
Installing
39/63
Installing
40/63
Installing
41/63
Installing
42/63
Installing
43/63
Installing
44/63
Installing
45/63
Installing
46/63
Installing
47/63
Installing
48/63
Installing
49/63
Installing
50/63

perl-Benchmark-1.25-512.el10.noarch
perl-Test-Harness-1:3.48-512.el10.noarch
perl-AutoSplit-5.74-512.el110.noarch
package-notes-srpm-macros-0.5-13.el10.noarch
openssl-devel-1:3.2.2-16.e110.x86 64
openblas-srpm-macros-2-19.e110.noarch
ocaml-srpm-macros-10-4.el110.noarch
lua-srpm-macros-1-15.el110.noarch
libzstd-devel-1.5.5-9.e110.x86 64
kernel-srpm-macros-1.0-25.el110.noarch
kernel-headers-6.12.0-55.9.1.e110 0.x86 64
libxcrypt-devel-4.4.36-10.e110.x86 64
glibc-devel-2.39-37.e110.x86 64
efi-srpm-macros-6-6.el110.noarch
dwz-0.15-7.e110.x86 64
cpp-14.2.1-7.e110.x86 64
gcc-14.2.1-7.e110.x86_ 64
gcc-plugin-annobin-14.2.1-7.e110.x86 64
cmake-filesystem-3.30.5-2.e110.x86 64
zlib-ng-compat-devel-2.2.3-1.e110.x86 64
elfutils-libelf-devel-0.192-5.e110.x86 64
annobin-docs-12.92-1.ell10.noarch

annobin-plugin-gcc-12.92-1.e110.x86 64
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Running scriptlet:
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fonts-srpm-macros-1:2.0.5-18.e110.noarch

forge-srpm-macros-0.4.0-6.el110.noarch

go-srpm-macros-3.6.0-4.el110.noarch

python-srpm-macros-3.12-9.1.el10.noarch

redhat-rpm-config-288-1.el110.noarch

redhat-rpm-config-288-1.el110.noarch

python3-pyparsing-3.1.1-7.el110.noarch

systemtap-sdt-dtrace-5.2-2.e110.x86 64

perl-devel-4:5.40.1-512.e110.x86 64

perl-ExtUtils-Install-2.22-511.el110.noarch

perl-ExtUtils-MakeMaker-2:7.70-513.el110.noarch

kernel-devel-6.12.0-55.9.1.e110 0.x86 64

kernel-devel-6.12.0-55.9.1.e110 0.x86 64

python3-devel-3.12.9-1.e110.x86 64

patch-2.7.6-26.e110.x86 64

patch-2.7.6-26.e110.x86 64

Installed products updated.

Installed:

annobin-docs-12.92-1.el110.noarch

12.92-1.e110.x86 64

cmake-filesystem—-3.30.5-2.e110.x86 64

7.e110.x86_64

dwz-0.15-7.e110.x86 64

6.el1l10.noarch
5.e110.x86_ 64

flex-2.6.4-19.e110.x86 64

annobin-plugin-gcc-
bison-3.8.2-9.e110.x86 64
cpp-14.2.1-

efi-srpm-macros-6-
elfutils-libelf-devel-0.192-
fonts-

srpm-macros-1:2.0.5-18.e110.noarch

forge-srpm-macros-0.4.0-6.el110.noarch

7.e110.x86_64
7.e110.x86_64

glibc-devel-2.39-37.e110.x86 64

gcc-14.2.1-
gcc-plugin-annobin-14.2.1-
go-
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srpm-macros-3.6.0-4.el110.noarch

kernel-devel-6.12.0-55.9.1.e110 0.x86 64 kernel-headers-6.12.0-
55.9.1.e110 0.x86 64 kernel-srpm-macros-1.0-25.el110.noarch
libxcrypt-devel-4.4.36-10.e110.x86 64 libzstd-devel-1.5.5-
9.e110.x86 64

lua-srpm-macros-1-15.el110.noarch m4-1.4.19-
11.e110.x86 64 make-1:4.4.1-9.e110.x86 64
ocaml-srpm-macros—-10-4.el110.noarch openblas-srpm-macros—2-
19.ell10.noarch

openssl-devel-1:3.2.2-16.e110.x86 64 package-notes-srpm-
macros-0.5-13.el110.noarch patch-2.7.6-26.e110.x86 64
perl-AutoSplit-5.74-512.el10.noarch perl-Benchmark-1.25-
512.ell10.noarch

perl-CPAN-Meta-2.150010-511.el10.noarch perl-CPAN-Meta-
Requirements-2.143-11.el10.noarch perl-CPAN-Meta-YAML-0.018-
512.el10.noarch perl-Devel-PPPort-3.72-512.e110.x86 64 perl-

Encode-Locale-1.05-31.el10.noarch
perl-ExtUtils-Command-2:7.70-513.ell10.noarch perl-ExtUtils-Constant-
0.25-512.e110.noarch perl-ExtUtils-Install-2.22-511.el110.noarch
perl-ExtUtils-MakeMaker-2:7.70-513.ell10.noarch perl-ExtUtils-Manifest-
1:1.75-511.el10.noarch
perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch perl-File-Compare-

1.100.800-512.el110.noarch perl-File-Copy-2.41-512.el10.noarch
perl-I18N-Langinfo-0.24-512.e110.x86 64 perl-JSON-PP-1:4.16-
512.ell10.noarch

perl-Test-Harness-1:3.48-512.el10.noarch perl-Time-HiRes-
4:1.9777-511.e110.x86 64 perl-devel-4:5.40.1-512.e110.x86 64
perl-doc-5.40.1-512.e110.noarch perl-1ib-0.65-
512.e110.x86_ 64

perl-srpm-macros—-1-57.ell0.nocarch perl-version-8:0.99.32-
4.e110.x86_ 64 pyproject-srpm-macros-1.16.2-1.el110.noarch
python-srpm-macros-3.12-9.1.e110.nocarch python3-devel-3.12.9-
1.e110.x86 64

python3-pip-23.3.2-7.el110.noarch python3-pyparsing-
3.1.1-7.el110.noarch gt6-srpm-macros-6.8.1-3.e110.noarch
redhat-rpm-config-288-1.el110.noarch rust-toolset-srpm-
macros-1.84.1-1.el10.nocarch

systemtap-sdt-devel-5.2-2.e110.x86 64 systemtap-sdt-dtrace-
5.2-2.e110.x86_ 64 zlib-ng-compat-devel-2.2.3-1.e110.x86 64
Complete!

OS package installations finished

+ Installing ONTAP Mediator. (Log: /root/ontap mediator.vdizgQ/ontap-

mediator-1.11.0/ontap-mediator-1.11.0/install 20250715160240.109)
This step takes several minutes. View progress in the log file.
Sudoer config verified



ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20250715160240.1og)
+ WARNING: This system supports UEFI
Secure Boot (SB) is currently disabled on this system.
If SB is enabled in the future, SCST will not work unless
the following action is taken:
Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow
instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modu
le-signing
to sign the SCST kernel module. Note that a reboot is
needed.
SCST does not start automatically when Secure Boot is enabled and
not configured properly.

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
root@mediator host:~# systemctl status ontap mediator
® ontap mediator.service - ONTAP Mediator
Loaded: loaded (/etc/systemd/system/ontap mediator.service;
enabled; preset: disabled)
Active: active (running) since Tue 2025-07-15 16:07:29 EDT; 4min
9s ago
Invocation: 395e9479487e4e308be2ae030c800c7f
Process: 28745
ExecStartPre=/opt/netapp/lib/ontap mediator/tools/otm logs fs.sh
(code=exited, status=0/SUCCESS)
Main PID: 28759 (python)
Tasks: 1 (limit: 22990)
Memory: 66.8M (peak: 68.8M)
CPU: 2.865s
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UEF

CGroup: /system.slice/ontap mediator.service
L8759 /opt/netapp/lib/ontap mediator/pyenv/bin/python
/opt/netapp/lib/ontap mediator/ontap mediator/server

Jul 15 16:07:29 mediator host systemd[l]: Starting

ontap mediator.service - ONTAP Mediator...
Jul 15 16:07:29 mediator host systemd[1l]: Started
ontap mediator.service - ONTAP Mediator.

root@mediator host:~# systemctl status mediator-scst
® mediator-scst.service

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; preset: disabled)

Active: active (running) since Tue 2025-07-15 16:07:29 EDT; 4min
15s ago
Invocation: f1d3be6calf9492b943e61872676£384

Process: 28653 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)

Process: 28738 ExecStartPost=/usr/sbin/modprobe scst vdisk
(code=exited, status=0/SUCCESS)

Main PID: 28696 (iscsi-scstd)
Tasks: 1 (limit: 22990)
Memory: 5.2M (peak: 35.2M)
CPU: 547ms
CGroup: /system.slice/mediator-scst.service
L—28696 /usr/local/sbin/iscsi-scstd

Jul 15 16:07:28 mediator host systemd[l]: Starting mediator-
scst.service...

Jul 15 16:07:29 mediator host iscsi-scstd[28694]: max data seg len
1048576, max queued cmds 2048

Jul 15 16:07:29 mediator host scst[28653]: Loading and configuring SCST

Jul 15 16:07:29 mediator host systemd[l]: Started mediator-
scst.service.

root@mediator host:~#

| 0t HElS 9|3t Kot 7|

on

=

ONTAP Mediator 1.45E UEFI A|ABIOA Ot HE H|7{L|F0| ZMSHEIL|CH Eot 2Elo| 2 Mat=l 2 A
HOt I|1E SE5t7| {8t £t THAIE HXOf ErL|Ct

|

1. SCST 714 2 =0f| MHSI2{H README I Q| X|& S [MENM Q.
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2 mas 7|2 BaL,
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys
@ MK = A|AH Z2{0= README It 1t 7| |X| 7} ®IS-EL|Ct.
3. Mok SE0i| 371 7|5 FItetLCt.

mokutil —--import

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de

r

el 7= 7|2 X0 F2HLt eHHSt QK| 2 FZ2 4= USLICL RE BE|XIF S 7|18 A8
QUEZE 2 7|E 7|E Kol 2SOk ST} XM|E L 8-2 README.module-signing T+

HESIMR.

®

[root@hostname ~]1# 1s

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

README.module-signing scst module key.der scst module key.priv

4. SAEE HEEISHD ZX| 9 UEFI BE! 2|XtE AtEst0] M MOKE &¢I
mokutil FEM"UEFI £ £2l0| &d3tEl 2 ONTAP mediatorE A X|SL|CH" .

SCSTHE 2E MY

ONTAP Mediator7t M X|El = systemctl status7t mediator-scst AM(HEA)ZE EAL= &
SCST 74 Z=0| MESHAM L.

CHA|
1. dE T2 M|A S0l 37H/HIS7H 7| 40| M EL|ct.
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/ CtS BH
ClMEZ| 2 o|S gL Ct.

[root@mediator-host ~]# 1s
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

README .module-signing scst module key.der scst module key.priv
[root@mediator-host ~]1#

2. Ct2 HES HASI0 UEFI 7| MEARE 39 718 7HHQE Z2MAE AEELICH

[root@mediator-host ~]# mokutil --import

gLt M3 E = =70t

O
=

A
L
(=1
=

2Lt

< CHS THAof| w2t

mjo

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de

r
input password:
input password again:

[root@mediator-host ~]1#

3. mokutil 2ZE¢0{= 7t 27| T2 M2 F0i| 0] 7[0]| AHE UA| HIZHS S QEBILICH
a

4. JIH7| ZZMATE AEEUEX] 2QISHIAIR. mokutil --list-new
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HEZOHE EFI MOK 22|XtE A|ZfgtL|C},

5. 3}HO| M7 E AE2SI0{ SCST 72 2 & 7|2 ALICL B8 T M8l systemctl status mediator-scst .
MH| AT A ZE|H SCST HE 2 E0| MEEIL|CE

ONTAP X HX| LEHE SHQIRfLICE

_

ONTAP MediatorE AX|ot £ MZXOZ AAE|=X| 2SN Q.

EHA|
1. ONTAP MediatorQ| AEHE 2IQISIM| R

ad. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl1915530002 ~1+#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. ONTAP MediatorOf|A| A23t= ZEE 2IQISHM| .

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

MKl = ONTAP =XHX} AA

ONTAP MediatorE 2X|5t 1 Aot S0f= ONTAP Mediator 7|5& AFE3}7| 2/8 ONTAP
AER|X| AJAHIOM X7} 1AM ZHHAS 28U 0OF SHL|C}.

* MetroCluster IP 20| ONTAP MediatorS At25t2{H L2 XM L. "MetroCluster IP 74 04| A
ONTAP Mediator 24" .
* SnapMirror &4 S7|31E A8t S A XS A|2"ONTAP MediatorE A %[5t ONTAP S22{AEH 142
SHOISHM|R.".
ONTAP S 2ot MM S 2 MEHL|CE
ONTAP Mediator= 042{ 7tX| 4 7}%; ot MHE X|YEL|CE BE MFo| 7|22
low space threshold mib: 10 97| M8 iU 2 M SELICE

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
onfig.yaml
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off BiX[El 2= & ontap mediator.user config.yaml & 7|24 S FAISD ZE ONTAP SHX}
2|0 =0i CHo FX|E L|Ct.

8 T ontap mediator.user config.yaml, ONTAP MediatorS CIA| A|ZSHA|R:
systemctl restart ontap mediator

ONTAP SM{xt Ed= st

2Rst 320

1=
rx

of 2EE ONTAP SXHX &85 e = JASLIC

(D ONTAP SA{At F8[0|= F0| ™ E 20| FX[EX| oL = o CHE 7|22
ontap mediator.config.yaml HZE|X| @tOt0f SfL|CH

HRo HE Mol SARSHH 7|2 BE S ME25H ONTAP SMA E42
ontap mediator.user config.yaml S-et|ct,

EtAL SSL 215 M E AX[LCt
KM MEE 7|2 2B ME EHAL SSL IS MZ CHM|3HOF 5t= F 2 ChE TR M EF E4E T LI

* /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml

* /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

O[={et I of A= ONTAP Mediator0f| A AFEE[= Q1S A TR S H|O{St= H| AHEELICE.
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ONTAP XXt 1.9 0|4

CHe HOi| LIZE 7[&2 Ha7t mhdof] Zehe|of
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml UELICE.

LES 3=

cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

ca_key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

ca serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

cert valid days 1095

x509 passin pwd pass:ontap

* cert_valid days 2EI0|E AEAMQ| 2tz S A= o AFZELICH Z|CHZ2 31 (1095 ULt

* x509_passin_pwd 2 MEE 2E2I0|AE AS M| =Lt

Ci2 Bol LIEE 7|2 Ha71 mhdof Zehe|of
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini UAFL|CH

LS 3=

mediator cert /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

ONTAP ZxH{X} 1.8 O[5t

CtE Ol LIZE 7|2 HaIt Ihof| Zetk[of
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml UELICE.
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LES 3=

cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

ca_key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key

ca serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl

cert valid days 1095

x509 passin pwd pass:ontap

* cert valid days SEI0|AUE QIEA Q| ot=E M= O AFEE LICE ZCHZL2 3H(1095Y ) LIt
* x509_passin_pwd 2 AMEE 2EI0|UE AS M| =Lt
CtE HOil LIEE 7|2 M7} Thof| e 0f
/opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.iniQhﬁLW*

LES 3=

mediator cert /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca_cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

Olz{et £8 2 +Hot 22 ONTAP MediatorE LHA| A|ZISH0] HE At S HESINIR. 7|2 QEME EtAL ASMZ2
WH|SH=E GO THet ZbMISE X B2 S ERSHAL AN MEE 2ASME ME[E &+ Q= EfAf QIS M2 HiE LT

Ch2 282 FAHE 2= =5 320] tist 2= 7|52 MLt

7lsg g-%5t™ 8! retry limit 9 248 window seconds &g L|CH

+ X5 QI3 5% B2 T3 IS 0| £8 002 HAFLICH
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authentication lock window seconds: 300

* 7|2t Ljof| 5tHo| Tofvt et Z2 AEE HeLIM

authentication failure delay seconds: 5

authentication failure delay seconds: 0 # seconds (float) to delay
failed auth attempts prior to response, 0 = no delay
authentication lock window seconds: null # seconds (int) since the
oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to allow
before locking API access, null = unlimited

2z FTY 4

CtE == ONTAP SXHAL API AL AES| 2= =& #A2 HMOo{LIC

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

>
00
N
or
re
Okl
™
=
2

ClAa30| H29t oF 37t2 oStz 80| /opt/netapp/lib/ontap mediator AFLICL.

S0| BEE LAIUEL HoH ME|A0M Z10 OJHIES ST},

low space threshold mib: 10
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reserve_log_space= £ HH0|| 2[5 HMO{EL|C 7|2X 2= ONTAP Mediator 8% A| 215 ¢[et B0l C|A3
Z7t0| MMEIL|CH M| T2 22 ONTAP Mediator 220l AR O Z A% & 700MB2| C|A
M2 "’“ 37| oS MMBtL|CE

2t

—

0| 7|2 Hlgdststa 7|2

n

A3

OH
o

AtEst{H Cf

olo

A

i

TSN L.
1. Ct2 T M reserve_log_space 242 10|M 022 HASL|CL.
/opt/netapp/lib/ontap mediator/tools/mediator env
2. ZTXF CHA Al
a. cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE_LOG_SPACE"

RESERVE_LOG_SPACE=0

b. systemctl restart ontap mediator

0| 7|52 CHA| gdetsta{H g2 00 M 12 tHESH D SIHAHS CHAl ARSI A2,
@ C|A3 Szt Zbof| TetstA 7|1&E 27t XX K| &LICE O 20 2F W E 02 SMAE
Hetst CHA| AlEfSh = oIXl A3 SO = O|SHLIL.

ONTAP ZZlXt 22

AHEXHAHE BE HE, MU~ S| 8l Yo}, MH|A JEl &ol, SAE {X| 22| E 2ot
SCST &X| EE= HMHE Z25t0] ONTAP MediatorS 2t2| LIt 3 XpH| MEE ASM
CHAl A, A28 4 QIS AL OIS M O, 915N BHE EH| o2 So| AISME HalE &

y O o —

o Zke1of| CHaH
ONTAP MediatorE MX|$t Linux SAEO|A 0] ZA S LHHSHL|CT.

O] BHo|| HMAE £ gl= F2 TS ool EAIE CHZ T 222 M85t HH

mjo
>
o
o
=
ot
4>
0
>
r
_lTl_

'Jusr/local/bin/S X Xt_username'

A

ChE S48 & SILIE ME5I] ALEXL 0| §3 HEYLICH

r

* *option (a) * : BHE HAHYLICt mediator change user E 261 LIS 0|0 EA|E TEIEO
SHELICH
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[root@mediator-host ~]1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]1#

* *option(b) *: Ct= HEHS AAefL|Ct

MDIATOR_USERNAME=&*{X}_PASSWORD=mediator2 MEDIATOR_NEW_USERNAME=mediatoradmin
SXXt_CHANGE_USER

[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user
The account username has been modified successfully.
[root@mediator-host ~]1#

il
0jo
1l
R
i
>
0P
of
2
o9
[t
i
rE
oY

o 4 BLICH

Of Zri0i| Chat

ONTAP MediatorZ MX|$t Linux SAEO|A 0] ZAS L3St |CT,

O] HHo|| HMAE £ gl= E2 CHS ool EAIE CHZ HA| 225 M85t HHY

)
nx
0%
St
L
et
4>
0
o>
=
In]

'/usr/local/bin/S X X}_change_password'

[root@mediator-host ~]1# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
0ld Password:
New Password:
Confirm Password:

The password has been updated successfully.
[root@mediator-host ~1#
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* * option(b) *: Ct=2 HHS AAHSLICE.

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

Ol HHHIM = L= 7t "mediator1"0|A "mediator2"2 HALIJSS 20 FLICL.

[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR PASSWORD=mediatorl MEDIATOR NEW PASSWORD=mediator2

mediator change password
The password has been updated successfully.
[root@mediator-host ~]1#

ONTAP ZXHX St
ONTAP MediatorE FX|st2{™ CIS HHAE S+HotM K.

EHA|
1. ONTAP &x{xt St

systemctl stop ontap mediator
2. SCST &XI:

systemctl stop mediator-scst
3. ONTAP Mediator % SCST H|& &3}

systemctl disable ontap mediator mediator-scst

ONTAP Mediator C}A| A3}
ONTAP MediatorE CIA| 2M3tst2{H CHS CHAIE 3ot Q.

CHA|
1. ONTAP Mediator ¥ SCST &Ais}:

systemctl enable ontap mediator mediator-scst
2. SCST AlE:

systemctl start mediator-scst
3. ONTAP ZHX} A|E:

systemctl start ontap mediator
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ONTAP Mediator’} M AQIX| =QISHM R
ONTAP MediatorE |3t = d3HO 2 M| =X| =QISHM Q.

cHA|
1. ONTAP Mediator2| AENE 2015t R

a. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L 286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl1915530002 ~]#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst
Loaded: loaded (/etc/systemd/system/mediator-scst.service
enabled; vendor preset: disabled)

4

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1

weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,

status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)
Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. ONTAP Mediatori|A| AtE23t= ZEE 2QISHN|R.

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260]31784"

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

ONTAP Mediator X|7
Z st 22 ONTAP Mediator2 HM|HE 4 Q&L|C},

AlZFst2| Fof|
ONTAPE H|H38l7| F0ll ONTAP Mediator2t ONTAPS| HZAE sl A8 oF SHL|C}.

Of Zteiof| Chat

ONTAP MediatorE MX|$t Linux SAEO|A O] ZAHS £HSHL|CT.

O] HHo|| HMAY £ gl= F2 CHS ool EAIE CHZ XA 22E M85t HHY

o
>
0%
ot
°
g't
)
o

'lusr/local/bin/uninstall_ontap ZXX}'

CHA|
1. ONTAP Mediator H|71:

uninstall_ontap_Z XX}
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[root@mediator-host ~]# uninstall ontap mediator

ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:

/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)
+ Remove successful.

[root@mediator-host ~]#

HE YA ASME CHA B8 5= ASLICH

o=

@ 0] xH= ONTAP mediator 1.7 0| A2 Al

=

o
rr
z
>
0=
=2
x
ra
Pal
o
ot
r
il

Of Zreioi Chat

* ONTAP MediatorE HX|¢ Linux @A E0|M O] Y S

* ONTAP MediatorE 2X|ot & SAE 0|E0|L} SAEQ[ |P AT HAR| 0] WME X4 ME Q1S MIHH O] 4
MEE|X| b= 20T O] 2 S A = ASLIC

© LA XA MBE ABMI L2l = Q= ERAF QIS ME CHH|E|H O] 2SS ALE3HH Q1B ME CHA| M- etL|ct
XA MEE AS M7t L™ o Xt AufgtL|ct

THA|

ATH SAEO| CHolf XEH| MEEI M RIA| QIS ME CHA| MM St2{™ CIS HHAE SHSHAIL.
1. ONTAP MediatorS CtA| A|ZFSHM|R:

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

writing new private key to 'ontap mediator server.key'

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

KA MEE QISME M= 5= A= EfAL QIS MZ HHEL|CE

|= 2 ZHHl MEE ABSME LY £ U= EtAL S M Z HEE 5= ASLICE

* EfAL Q1S M= ONTAP 9.16.1 & L& O] ONTAP IHX| 22| A0 M2 X[ EILICE S "NetApp

@ 1 2211 {1 ID CONTAP-243278" A X3HA A 2.

ol o
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* EtAt 215 M= ONTAP mediator 1.7 0| &S H&5H= A|ARIO| M2 X[ E LT,

20il Chat
* ONTAP MediatorE & X[$t Linux AEO0||A O] 2AS
(o]

FAfLCt
=
o

SME MY £ A= 519 CARS 712H0IM 7t 2 ASMZ wK[sliof ot 2 O

A E XA MEE 2
HAS =AY = ASLICE o|FHA OPE:IE *.JEIE = A= PKI(S7H 7| A &et) Zotof] A A 2= A0{OF LT
CtZ O|0[X[= Zf ONTAP SXHX} QIS A S EEE HOf FLIC


https://mysupport.netapp.com/site/bugs-online/product/ONTAP/JiraNgage/CONTAP-243278
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/JiraNgage/CONTAP-243278
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ONTAP Mediator Certificate Purposes

Root CA

* PKl used to secure
the private
Certificate
Authority's key

* Only need the
public cert after
signing the
Intermediate CA

ceart.

* OZ Ol0[X|= & MH &

Ct=

|l

ORIl M= XEA M

Intermediate

* Used as a signing
authority

* Creates the server
cert + signs all
client certs

* Needs a key + srl
file to perform
signing

Server Chain

* Used for SSL
mutual
authentication /
encryption

Server Cert

* Used for HTTPS

= Need the private
key for encryption
ops

H1t ONTAP Mediator X0l Ciet LM S H4FLICT.

ONTAP Mediator Certificates

sroot_ca.crt

uwsgifontap_mediator.ini

WebServer Setup

intermediate Cert

sintermadiate.crt
sintarmediate. key
sintarmadiate.srl

+ intermediate.crt

* ontap_mediator_server

_chain.crt

ontap_mediator_servercrt

Client Certs

* Used by ONTAP for
mutual
authentication

*Unique per cluster

pair
*Generated
automnatically
when adding a
mediatorto a

cluster.

=ontap_mediator_server.crt

—y

sontap_mediator_server.key

+ set-placeholder = mediator_cert=/opt/netapp/lib/fontap_mediator/fontap_mediator/server_configfontap_mediator_server chain.crt

» get-placeholder = mediator_key=/opt/netapp/lib/ontap_s

* set-pl

ontap_mediator.user_config.yaml

+ cert_path: Yopt/netapp/libfontap_mediator/ontap_mediator/server_configlontap mediotor servercrt!
* key_path: Jopt/netapp/libfontap_mediatorfontap_mediator/server_configlontap mediator_semverkey'

ONTAP Mediator Server Setup

p_mediaton

lder = ca_ ifi fopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/root ca.crt

_configlontap_maediator_sarver key

+ ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate.crt!
= ca_key_path: Yopt/netapp/lib/fontap_mediator/fontap_mediator/server_configfintermediate. kay'
» ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediatorfserver_config/intermediate srl'

K2 AMR3I0] PK| 7|2 2E ¢l

HE| o=

OL- Lo

SME EEot= EFMZRE ASME 5Lt

M AEE off A= EfAL IS M AE = HH = S

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ &FLIC|
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@ 0| 0l= ONTAP Mediator0i] 2Rt QIS A0 Ciet 4= 7|ES HOFLICE. Of XiQt LHE YHOZ
UFLICEH H|ZL|A 2720f 2} BAHE ZFELC)

PK| 7|2IOZEE QIZSME AS £ QI
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ONTAP XXt 1.9 0|2
1. PKI 7|20l M QIBME Md5t7| 2lsh Ar JHQl 7|9t 71 MUS openssl ca.cnf THELICH
intermediate.key.
a. 712! 7|2 “intermediate.key MM BtL|Ct.
. 0 *
openssl genrsa -aes256 -out intermediate.key 4096

a. 7+ ItY openssl ca.cnf (Of /I

/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c

nf)2 MAHE QB Moi| Lojof st &4 Fol$tL|Lt.

2. 7101 7] A 7Y TUS A3 21F5M ME B S THELICH intermediate.csr.

o of: *

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@scs000216655 server configl# openssl req -key intermediate.key
-new -config openssl ca.cnf -out intermediate.csr

Enter pass phrase for intermediate.key:

[root@scs000216655 server configl# cat intermediate.csr

3. PKI 7|&0f| 213 MH @ME ELf intermediate.csr AHES BHSL|CE

|

gjo
mjo

2 0{0}

PKI 7|22 @8 E ASSt MESILICH .csr, 215 MM intermediate.crt . E8FC}
ShL|C}. root ca.crt MESE QIS XM intermediate.crt PKI 7|29 QIS A,

SnapMirror Business Continuity(SM-BC) 22{AE{2| HR CtSS F7I5H{of gL Ct.
(D intermediate.crt J2|1 root ca.crt ONTAP S2{AE0 it QIS A.
HC}"SnapMirror Active SyncE 2|8t ONTAP Mediator 3! 22{AFH 74" .

ONTAP ZXXt 1.8 O[5}
1. PKI 7|20l M QIS ME MMst| ol AHEE JHQl 712t 14 IHYS openssl ca.cnf PHELICE ca. key.

a. 72l 7|E “ca.key HAMEL|CE.
» 01' *

openssl genrsa -aes256 -out ca.key 4096

a. 714 I openssl ca.cnf (0l K|
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c
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../snapmirror-active-sync/mediator-install-task.html
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../snapmirror-active-sync/mediator-install-task.html
../snapmirror-active-sync/mediator-install-task.html
../snapmirror-active-sync/mediator-install-task.html
../snapmirror-active-sync/mediator-install-task.html

nf)2 MM E 2B MO A0 St= M2 Ho|gfL|Ct
2. 71 7] 8! M IS AFESI0] QBN ME @ES MHELICt ca.csr
o Off: *

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@scs000216655 server configl# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@scs000216655 server configl# cat ca.csr

3. PKI 7|2H0f| IBM ME XS HLf ca.csr AES BEEL|CEH

PKI #ot2 X2 2151 off MEHSHH .csr ABME “ca.crt MMTLICH. LD PRI
J|HORRE QIBEME YUOOF ‘root ca.crt that signed the “ca.crt gLICL

SM-BC(SnapMirror Business Continuity) 22{AE2| 22 9 21ZME ONTAP S2{AE 0
(D FI7t0F ca.crt root ca.crt ELICE & "SnapMirror Active SyncE 2|2t ONTAP
Mediator X S A F"EZSIHA L.

2EH]: ERAL CA QISME ME3H0] A OIS A2 AAIetLC}
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ONTAP XXt 1.9 0|2
MH QB A= 712l 7| & EtAF QIBAZE intermediate.crt AHOF intermediate. key SfLIC}E EEBE
-4

/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl server.cnf

O}UOfl= OpenSSLOIAM 3ot MH QS Mo RSt 248 XHst= S S40| EetE|of QELICH

Ct

dlo

S A0 MH ASME YEH = AFLICH

A

1. MH CSR(QIBM MY @X)2 MMsl2{H ZEC{of|A CHS HHES
/opt/netapp/lib/ontap mediator/ontap mediator/server config &AHEL|CH

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSROIM MH ABME MMst2{H EM0|M CHS HAHS
/opt/netapp/lib/ontap mediator/ontap mediator/server config &AHEL|CH

@ O|2{2t U2 PKI 7| 20| M ZEMRESLICE CHE 213N 0|52 At8St= 82
intermediate.crt ¥ € intermediate.key & O 0|EQZ HEL|CE,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab512 -days 1095
-req -in ontap mediator server.csr -out ontap mediator server.crt

° O] -CAcreateserial gM2 MYUS MMSH= 0| intermediate.srl AFEEILICE

ONTAP ZXXt 1.8 0|t

M B M= Ml 7| X EfAL IBMZE ca.crt MEMOF ca. key ELICH EESH 74
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl server.cnf
I}A0fl= OpenSSLO|IA &2t A QS Mol| oot £4& XFst= - E40| =0 JASFLICH

ChS S AFESH0] MH ASME ddE = ASLICH

|

1. Mt CSR(QIBM ME 2X)2 Mdstz{™H ZHUM CHS HHES
/opt/netapp/lib/ontap mediator/ontap mediator/server config AHEILICE

openssl reqg -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shab5l2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSROIM MH ABME MMsl2H EC{0|M CHS HHS
/opt/netapp/lib/ontap mediator/ontap mediator/server config AHEILICE

@ ol2{et mAU2 PKI 7| 20| M 7t EELICE CHE Q1B M O|EE2 M8%t= B8R ca.crt A E
ca.key 2 It O|SC 2 HHELILCE,
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openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shab5l2 -days 1095 -reg -in
ontap mediator server.csr -out ontap mediator server.crt

° 0] -CAcreateserial M2 ItAUS MMSt= 0| ca.srl AFEEILICH

3EH: ONTAP AL -0l AMZ2 EfAF CA QIS M2t MH ABSME wH|RfLICt
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ONTAP Mediator 1.10 O| A

AEM TH2 CHE fIXI0 A= 74 TU0A ONTAP Mediator0i| A= & LIC}.
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml . O] IIY0l|l= L33t 22 £40| ZE|0] USLICE

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

cert path % key path A|H QIZ N HQIL|CH

ca cert path,ca key path, ¥ ca serial path CAQIZA HaLICE
CHA|
1. BE intermediate.* I'US EtA} QIS A 2 HiEL|CH

2. Sl oIB MO Q1B A MQIE intermediate.crt ontap mediator server.crt M&EL|CE

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. AHI0|E /opt/netapp/lib/ontap mediator/uvicorn/config.json o,

[ =l

U2 YOOI ERLIC ss1 keyfile, ssl certfile, J2[1 ssl ca certs:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
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° O8I ss1 keyfile #2 7| Z=YULICt ontap mediator server.crt IFEYULICE
ontap mediator server.key.

o JRtE ss1 certfile 2 BEQLICt ontap mediator server chain.crt OF.

|
Ll
Oju
0
0

1 ca certs s U2 Z=YL|Ct root ca.crt o,
Ao
o

4. M2 4dEl B Me| Ttg E40| SHIZA AHE[U}=X] =QlSfLCt

° Linux 28§ &Rt netapp:netapp

5. ONTAP MediatorS CA| A|ZSHN| R

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 ¥ 1.9

QIBAM M2 ChS 2AKlof U= 74 THAA ONTAP Mediatordll XS ElLILCH.
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml . O] It0f|= CtSTF 22 £40| ZEE|0f JSLICH

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

cert path % key path AH Q1Z A HQIL|CH

* ca _cert path,ca key path, ¥ ca serial path CAQIZA HaLICE

1. 35 intermediate.* IS EtA} QIS AMZ HHEL|CE

2. Sl oIB MO QIBZAM MQIE intermediate.crt ontap mediator server.crt M&EL|CE

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. *Jopt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’ It S 0| EEtL|Ct,
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, ¥ 2 2f8 mediator cert mediator key ‘ca_certificate’ G|O| ERFLILCE.

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

o

mediator cert @2 IIUS| FEYLICI. ‘ontap mediator server chain.crt
° mediator key value & I}¥Q| 7| FZYLILt. ontap mediator server.crt
ontap mediator server.key

o

ca certificate @2 IIEQ ZA=ZYLICE. ‘root_ca.crt
4. M2 HdE EMe| Ttg E40| SHIEA A™EU}=X] =QlSfLCt.
° Linux 18 &2/]X}: netapp:netapp
° Linux #et: 600

5. ONTAP MediatorE CIA| A|ZSHM| R

systemctl restart ontap mediator

ONTAP ZHX} 1.8 O[5}

ASM P2 ChZ fKl0l A= 74 DLl ONTAP MediatorO| K|S LIC.
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml . O] ItU0ll= CtSat 22 £40] ZEE[0 JYSLICE

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_ serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

cert path % key path AH QI1ZA HQIL|CH

* ca_cert path,ca key path, ¥ ca serial path CAQIZA HaLICE
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|
1. BE ca.~ OIUS EA QIZME HEEFL|C

2. A RABSMOIM 2IBEM QIS ca.crt ontap _mediator server.crt MAMBL|CE
cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

3. *Jopt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’ It S AH|0|EgtL|C},

, X O] 2 mediator cert mediator key ‘ca_certificate’ &C|O| ERFLICE.

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

mediator cert #2 IS FZYLICI. “ontap mediator server chain.crt

° mediator key value & I 7| AERLICt. “ontap mediator server.crt
ontap mediator server.key

° ca_certificate @2 MU HZYLICH. “root ca.crt
4. M2 HdE B Mol Ttg E40| SHIZA BHE[U[=X] =QlISfLCt

° Linux 28 29Xk netapp:netapp

5. ONTAP MediatorS CHA| A|ZSHAM| R

systemctl restart ontap mediator

4THA: ERAL QIS MOf| THE F 2Lt 0| B2 A8 = ASLIT
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ONTAP Mediator 1.10 O| A

O| Otl LHE O|F 2 71Tl EtAL B ME ALESHALE EfAL IS ME LHE #IX|0| T E 4= intermediate. *
ALt
T

1. /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml IS 7|2 B4 Ztg MFYSPSIEE OIS
‘ontap mediator.config.yaml T&gLICt

PKI HotO 22 E Y2 intermediate.crt Q! 7|15 SHE X0 X &SIH intermediate. key
/opt/netapp/lib/ontap mediator/ontap mediator/server config
ontap mediator.user config.yaml I'U2 CHS Of| A2t 20| EA[ELICE.

QB MOl MESH= O| A8 B2 intermediate.crt
(D ontap mediator server.crt intermediate.srl I}O| YA EL|CH XiA|cH
LHE2 S 2EHA: EtAF CA AB M Z MBI MH S ME WHBLICH HESHIAL.
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[root@scs000216655 server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. QIEM FEE M8z B2 root _ca.crt 2EAN= LSS MSELICH intermediate.crt
MESH= Q15 M ontap mediator server.crt 21FA, S M K|2lS oHEL|CH

intermediate.crt 2[4 4l ontap mediator server.crt CIBAM:

@ Hxtel AR Z0 U= PKI 7| HL2ZRE 3 IS ME &0I0f intermediate.crt
ontap mediator server.crt gL|CH

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. AH|0|E /opt/netapp/lib/ontap mediator/uvicorn/config.json ItE.
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242 HOO|EYL|Ct ss1_keyfile, ssl certfile, 2|1 ssl ca certs:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* O ss1 keyfile A2 7| ZEQLICt ontap mediator server.crt IFURLICE
ontap mediator server.key.

[ :DI_|-E. |.OI

ssl certfile &f ZLICt ontap mediator server chain.crt I

A
o
IE ssl ca certs U2 BEQLIC root ca.crt TFY.

I_l

SnapMirror Business Continuity(SM-BC) 22{AE 9| B CIS2 F7I8H0F gL|Ct.
@ intermediate.crt 2|1 root ca.crt ONTAP EE-lAE-lOﬂ CHet QIS A.
HCP'SnapMirror Active SyncE €/t ONTAP Mediator 2! S2{AE A"

C. MZ MyE QIZMO| Ct3 EM0| SHIEH HHE[J=X] =elgtL|ct,
* Linux 28 29Xk netapp:netapp
* Linux #gt: 600

2. 74 mAo|M QIE M7t U0 EE|H ONTAP MediatorS CHA| A|ZFEHLICH.

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 2 1.9

0| Ob! CHE O|F S 71Tl EfAL IS ME AESHAHLE ERAL 1B M E CHE X0l MEY 4= intermediate. *
AL,
EHA|

1. /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml IS 7|2 B Zig MPYSSIE OIS
‘ontap mediator.config.yaml TA&gL|Ct.

PKI HotO22E Y2 intermediate.crt QI 7|15 SHE X0 X &SIH intermediate. key
/opt/netapp/lib/ontap mediator/ontap mediator/server config
ontap mediator.user config.yaml I'U2 CHZ Of| A2t 20| EA[ELICE.

AS Mol MESH= O AFE¢%t B2 intermediate.crt
(D ontap mediator server.crt intermediate.srl I}RO| *c';“é =18 | Ct. XEASH
LHE2 2 2TA|: EtAF CA S M ZE MBS MH ASME S YLICH HZOHAL.
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[root@scs000216655 server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

M FEE MBSz 82 root _ca.crt QEM=LCIEE MSELICH intermediate.crt
= o|= A

SM ontap mediator server.crt QIEA, QIEA H[QlS oHELICL.

intermediate.crt 2[4 4l ontap mediator server.crt CIBAM:

@ Hxtel AR Z0 U= PKI 7| HL2ZRE 3 IS ME &0I0f intermediate.crt
ontap mediator server.crt gL|CH

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' It S HH|0| EEILILCE,
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ol o| Zt=

5 mediator cert mediator key ‘ca_certificate’ &ICIO| ERFLICE.

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

. o

mediator cert @f2 MYUS ZZL|Ct. ‘ontap mediator server chain.crt

mediator key @2 I 7| HZYLICH. “ontap mediator server.crt
ontap mediator server.key

ca certificate {2 IEQ HEZYLICt. ‘root ca.crt

SnapMirror Business Continuity(SM-BC) 22{AE 9| B CIS2 F7I8H0F gL|Ct.
@ intermediate.crt 2|1 root ca.crt ONTAP 5E-|*E-|01| CHet QIS A.
HCP'SnapMirror Active SyncE €/t ONTAP Mediator 2! S2{AE A"
C. MZ MyE QIZMO| Ct3 EM0| SHIEH HHE[J=X] =elgtL|ct,
* Linux 28 29Xk netapp:netapp
* Linux #gt: 600

2. 74 mAo|M QIE M7t U0 EE|H ONTAP MediatorS CHA| A|ZFEHLICH.

systemctl restart ontap mediator

ONTAP Z XXt 1.8 0|5}
O| Ol CHE O|E 2 7}Zl EtAL QIBME ALESHAHLE EFAL AIBME CHE X0l HEEY 2 ca. * JSLICE

CHA|

1. /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml IS 7|2 B Ztg MFYSPSI=E OIS
‘ontap mediator.config.yaml TAgfL|Ct.

PKI HSIOZHE A2 ca.crt 22! 7|2 T /X0 HESHH ca.key
/opt/netapp/lib/ontap mediator/ontap mediator/server config
ontap mediator.user config.yaml I'U2 CHS Of|A[2F 20| EA[ELICE.

QIZ Moll M= o AL 2
() mrol WMEILICE xpASt LS
MAELICHEEBHIAIR.

% ca.crt ontap mediator server.crtca.srl
=]
—_

2 20H|: EFAF CA QIS M E MBI M QIS ME
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[root@scs000216655 server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. QIEMIt AIZSME MESH= ABME MB5h= QIEM FXE AH83t= S root _ca.crtca.crt
ontap mediator server.crt X AUSMOUAM S M HQlS EHSLICt ca.crt

ontap mediator server.crt.

@ AMKto| UEEN Qe PK| 7| 2O Z2EE 8l QIS ME HI0I0F ca.crt
ontap mediator server.crt SLIC.

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’ It S HH|O| EBtL|LCE,

, ¥ 2| 28 mediator cert mediator key ‘ca_certificate’ |0 ERLILCE.

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
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or server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
* mediator cert #2 MAUS HEQLICI. “ontap mediator server chain.crt

* mediator key @{2 HIYQ| 7| BZYLICt. “ontap mediator server.crt
ontap mediator server.key

ca certificate {2 IEQ HEZYLICt. “root ca.crt

SM-BC(SnapMirror Business Continuity) 22{AE2| 22 3 215 E ONTAP
@ S AEO0f| FI8H0F ca.crt root ca.crt ®LICL & "SnapMirror Active
SyncE /3t ONTAP Mediator % 22{AE TH"HESIHMAIL.

C. Mz W& ASMe| LtZ E40| SHIZH AHEIU=R] 2QARfL(Ct

* Linux 28 2Rt netapp:netapp

2. 74 mAo|M QIE M7t YO0 EE|H ONTAP MediatorS CHA| A|ZFRIL|CE.

=~

systemctl restart ontap mediator
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ONTAP Xt 1.9 0|4

[root@mediator host server config]# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Z XXt 1.8 O[5}

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

Validity

Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

CA QIZ0{|M X509v3 &&2 tolstL|Ct

Ct2 BES AFE3H0] CA 2150A X509v3 2tEs =elgtL|Ct.

416



ONTAP Xt 1.9 0|4

Ol openssl ca.cnf HO[El £40| v3_ca 0[AM2} Z0] x509v3 extensions intermediate.crt

HEA|EL|CE.

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash
authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in intermediate.crt

-text -—-noout
Certificate:
Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:

X509v3 Authority Key Identifier:
keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL

ONTAP ZHX} 1.8 O[5}

Ol openssl ca.cnf HOEl £40] v3_ca 0|M2 20| Xx509v3 extensions ca

27

:DB:FC:27

Sign

.crt HA|EIL|CE
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[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf

[ v3 ca |

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

Mt QIF M 8! A CHA| O] S0l M X509v3 &S =teletL|Ct

£ S2YLICtv3 req Ol MOlE &4 openssl server.cnf 7+ IIY2 2 HA|ELICI X509v3 extensions
QB Mof| =gt

CHS ool M= HE-E HE & USLICH alt names BHS AAHSI] MM S BHELICH hostname -a 2|1
hostname -I ONTAP Me d|ator7r“X|El Linux VMO A].

40| 2t

Tl

U2 HESRZ 22| X0i[AH ELotH AL,
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ONTAP Xt 1.9 0|4

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abcd

[root@mediator host server configl]# openssl x509 -in intermediate.crt
-text —-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcd:abcd:abecd

ONTAP Z XX} 1.8 O[5}
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[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abecd:abed

EF Ml 717t AS Mk EX[SH=R| 2ol = AL
7|2t QIS Mol 2t2} CHZ OpenSSL BEE ArEgLICt
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ONTAP Xt 1.9 0|4

[root@mediator host server config]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeecd4a9dbc

ONTAP ZHX} 1.8 O[5t

[root@mediator host server config]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7¢c59012blde89%eeed4a9dbc

2 = ELIC -modulus 54 x| BE0j chef JHol 7|9k AIFM Ho| SHE|H M2 S 4 ASS LIEPALIC
ME S MIL £ CA AS MM Y= A=K lgt|ct
LIS BES A0t M S M7F 8 CA AS MM SEERAE=X] oled o UASLICH
ONTAP SXi{X} 1.9 0| &f
[root@mediator host server configl# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK
[root@mediator host server configl#

ONTAP ZXXt 1.8 0|5}

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt

ontap mediator server.crt: OK

OCSP(Online Certificate Status Protocol) 24 AAL ALE 521 22 HHE "OpenSSL - &QI"AFRSILICE
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a. systemctl stop mediator-scst

b. make scstadm uninstall

C. make iscsi uninstall

d. make usr uninstall

€. make scst uninstall

f. depmod
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mkdir -p
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[root@localhost ~]1# uname -r
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[root@localhost ~]# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-

file \sha256 \

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu

le key.priv \

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
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~module-filename
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator
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CHE Ol= HP Ultrium 2-SCSI2t HZE H|O| & FX|E 2O FLICt.

Tape drive (fc202 6:2.126L1) HP Ultrium 2-SCSI
rst0l - rewind device, format is: HP (200GB)
nrst0l - no rewind device, format is: HP (200GB)
urst0l - wunload/reload device, format is: HP (200GB)
rstOm - rewind device, format is: HP (200GB)
nrstOm - no rewind device, format is: HP (200GB)
urstOm - unload/reload device, format is: HP (200GB)
rstOh - rewind device, format is: HP (200GB)
nrstOh - no rewind device, format is: HP (200GB)
urstOh - unload/reload device, format is: HP (200GB)
rstla - rewind device, format is: HP (400GB w/comp)
nrstla - no rewind device, format is: HP (400GB w/comp)
urstl0a - wunload/reload device, format is: HP (400GB w/comp)
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STSW-3070-2 cluster::> storage tape library config show

Node LUN Group LUN Count Library Name Library
Target Port Initiator

STSW-3070-2 cluster-01 0 5 IBM 3573-TL 1
510a09800000412d 0b
0od

1 2 IBM 3573-TL 2
50050763124b4dof 3d

3 entries were displayed
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SVM H?|S] NDMP 2EIL|Ct 'vserver services ndmp on'

admin SVMO{|A{ NDMP 21529| &
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CilO|E{ SVMO|A MHXP AEe
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2. =2 €0 ‘ndmpcopy’ HHS AFESI0] AE2IX| AAR LS EE AE2|K| AAH 2Ho| HlO[E] X

:> system node run -node <node name> < ndmpcopy [options]
source IP:source path destination IP:destination path [-mcs {inet]|inet6}] [-
mcd {inet|inet6}] [-md {inet|inet6}]

@ DNS 0|E2 ndmpcopyOll A XX E|X| t&LICH AA S MO| IP FAE N3Ok ZLICE
Fo ¥_+_(127.0.0.1)_ AAIPFEAEECHYIP _+_01| CHoll X1 =X @¢&LCt.
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> ndmpcopy -sa admin:<ndmp password> -da admin:<ndmp password>
-st md5 -dt md5 192.0.2.129:/<src_svm>/<src vol>
192.0.2.131:/<dst_svm>/<dst vol>
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i

HES AEE Mo 220 HojE HZS AIHe =z ALt

rlo

IPv6 3

> ndmpcopy -sa admin:<ndmp password> -da admin:<ndmp password> -st md5
-dt md5 -mcs inet6 -mcd inet6 -md

inet6 [2001:0db8:1:1:209:6bff:feae:6d67]:/<src_svm>/<src_vol>
[2001:0ec9:1:1:200:7cgg:gfdf:7e78]:/<dst_ svm>/<dst vol>

O ZXtoilM HFst= O Chet XMt LIE2 S "ONTAP BE EZULICHEZSHIAIL.
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restartable backup show U&LIC.

=+ vserver services ndmp

cluster::> vserver services ndmpd restartable-backup show

Vserver Context Identifier Is Cleanup Pending?
vserverl 330e6739-0179-11e6-a299-005056bb4bc9 false

vserverl 481025c1-0179-11e6-a299-005056bb4bc9 false

vserver?2 5cfl10132-0179-11e6-a299-005056bb4bc9 false

3 entries were displayed.

cluster::> vserver services ndmpd restartable-backup show -vserver
vserverl -context-id 330e6739-0179-11€6-a299-005056bb4dbc9

Vserver: vserverl
Context Identifier: 330e6739-0179-11e6-a299-005056bb4bc9
Volume Name: /vserverl/voll
Is Cleanup Pending?: false
Backup Engine Type: dump
Is Snapshot Auto-created?: true
Dump Path: /vol/voll
Incremental Backup Level ID: O
Dump Name: /vserverl/voll
Context Last Updated Time: 1460624875
Has Offset Map?: true
Offset Verify: true
Is Context Restartable?: true
Is Context Busy?: false
Restart Pass: 4
Status of Backup: 2
Snapshot Name: snapshot for backup.l
State of the Context: 7

cluster::>"
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cluster::> vserver services ndmpd restartable-backup show

Vserver Context Identifier Is Cleanup Pending?
vserverl 330e6739-0179-11e6-a299-005056bb4bc9 false
vserverl 481025¢c1-0179-11e6-a299-005056bb4dbc9 false
vserver?2 5cf10132-0179-11e6-a299-005056bb4dbc9 false

3 entries were displayed.
cluster::>
cluster::> vserver services ndmp restartable-backup delete -vserver

vserverl -context-id 481025¢c1-0179-11e6-a299-005056bb4bc9

cluster::> vserver services ndmpd restartable-backup show

Vserver Context Identifier Is Cleanup Pending?
vserverl 330e6739-0179-11e6-a299-005056bb4bc9 false
vserver?2 5¢f10132-0179-11e6-a299-005056bb4bc9 false

3 entries were displayed.

cluster::>"
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Prepare for NDMP configuration.

:

Werify the tape device connections.

v

Enable tape reservations.

Does the backup application
support CAB?

Yes No

.

.

Enable SVM-scoped NDMP on the cluster.

Enable node-scoped NDMP on the cluster.

v

v

Configure a backup user for the cluster.

Configure a LIF for node-scoped NDMP.

|

Configure LIFs for SVM-scoped

NDMP.

v

Configure the backup application.
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° H|o|T =2to|=2o| MZ=YA|, 22 8l QIE{H|0|A(0|: IBM Ultrium 8 = HPE StoreEver Ultrium 30750
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LTO-8)2t Z2 HIO|Z TX| MF HE
° 2HAEO0| = E E3F: FAS8700 HE= A400.

@ Ofl A uH e} OHZ2|#|0]M0i| CiSt 7| = ONTAP =2ty X[ DHERIAE 2helet = JUELICH "NetApp
= 2EJ HERA &

2. H|O|& E2}0|E7} 2} = E9| LHE H|O| & 1 mjof| HEE E2t0|E 2 LIEE[0] A=X| el

a. CLIO|A Storage tape show-supported-status HHE2 A5t LHE HO|Z M THU S FL|C}.

clusterl::> storage tape show-supported-status

Node: clusterl-1

Is
Tape Drives Supported Support Status
Certance Ultrium 2 true Dynamically Qualified
Certance Ultrium 3 true Dynamically Qualified
Digital DLT2000 true Qualified

b. B|O|Z E20|ES £23{9| MA CE2t0|H 21} H|wetL|Ct.

E30f| EA|E[= H|O|Z C|H}O|A9| O|F2 C|HIO|A 2|0|E E= &2 28 HEZAZ

2 T3S — ==
@ O|Z 1} ofZF CHE = UG LICH IE =0 IZIIIE* DLT20002 DLT2K2t11 &= gfL|Ct. o2t
AtATH O|E XI0|= A & JAFLIC

C. IRt &= 28 HEEIA0 w2t A FAYo = =76t SH0f | HH X2 BAIEX] = B2,
NetApp Support AtO|E Q| X| 0| h=f FX[of tiet YO0|EEl 714 DU S CH22 =510 2XISHYAIL.

"NetApp CH2ZE: H|O| & ZX| 74 T
LEE MSS = HO|Z X7t HEE B2, LHE HIOIZ 74 miUof| ASE FX|7F LIEE X ¢S 5= ASLIC

[

3. 2HAHQ BE 20 AEZAE LIF7F JA=X| =letct.

AN — -

a. 'network interface show-role QIE{22{AE' HHZ A2t =9| QIE{ZE2{AH LIFE &LICt.
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clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true

ol CHet XtM|3t LHE 2 network interface show "ONTAP E&E EZEQILICHE EESHMAIL.

b. QIE|ZHAE LIF7t = E0f CH 'HESRIZ QEm0|A ST HHY
2HSLICY.

mjo

AE3H0] QIE{Z2{AH LIFE

clusterl::> network interface create -vserver clusterl -1if IC2 -role
intercluster

-home-node clusterl-2 -home-port eOb -address 192.0.2.68 -netmask
255.255.255.0

-status-admin up -failover-policy local-only -firewall-policy

intercluster

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
eOb true

ofl CHet M3t LHE 2 network interface create "ONTAP EHE EZQUILICHS TZSHMA|L.
"HES3 el

4. et o Z2|F| 0| Mat BHH MBS E MHME AHESH0] #iQl 0= 2|7|0|440| CAB(Cluster Aware Backup)S
X|JSH=X| & E =telgtLCt.

=

H
=

8%

~
(=]

ot
mjo
!
OF
rr

f

2 sy 2AQLICE

rr

CAB X2 =&Y

1
ac)
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i

GRS
* "X{ZHE|O| T 4"

* "XZ E|0| T show-supported-status"

ONTAP NDMP E[O|Z ZX| HZ =0l

D E C2to|=et O|C|of H[QIX 7t ONTAPO| C|HFO|A R HA|Z|=X| 2Holsof BfL|Ct,
£t

1. 'storage tape show' BHZ AIEst0] ZE =2t0|E2} O|C|0] M| QIX{of Chet HEE FL|C

clusterl::> storage tape show

Node: clusterl-01

Device 1ID Device Type Description
Status

swd:10.11 tape drive HP LTO-3

normal

Ob.125L1 media changer HP MSL G3 Series
normal

0d.4 tape drive IBM LTO 5 ULT3580
normal

0d.4L1 media changer IBM 3573-TL
normal

2. H|O|Z E20|HT} HA|E|X| ko™ ZH|IS SHEFLIC

3. O|C|of HIQIX 7 EA|E|X| Qb= AL 'storage tape show -media-changer' @& S AF25H0] O|C|0] KXo CHEt
A

HEE sloI3t & 2H|E s ZSHAA|

0 o
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clusterl::> storage tape show-media-changer

Media Changer: sw4:10.11L1
Description: PX70-TL
WWNN: 2:00a:000el11:10b919
WWPN: 2:00b:000e11:10b919
Serial Number: OOFRU7800000 LL1

Errors: -

Node Initiator Alias Device State

clusterl-01 2b mcO in-use
normal

bad =
- ©

s
HL

r

* "NMZ H|O| 2 D|C|0] H[QIX"

ONTAP NDMP EHY XA 0f| CHSH E|O| I of| 2F 2+ M5}

NDMP 9 5912 [ 0| S2to| 17} o] ofZ2|7|0] Mol A ALSSHER ofl2te|of
QU= EQISHOF BHLICY,

o

Of ZfHofl 3

oflef A2 M off Z2|#|0| Mol 2} Ch2, Of2{st BH2 SUSE E2t0|EE ALESt= WY ofZ2|AH[0| M1t =
L= ME{eF LX|sHoF BIL|CE SHHE ofjof 2F2 WY oE2|AH[0| M9 SN EHME FZSIHAIL.

|
o

1. options -option -name tape.i|f -option -value persistent HHS AF23I0] of|2bS A S}EtLICE

Cts S st 'S5 22 71T ofjefo| Zd=tELTt.

clusterl::> options -option-name tape.reservations -option-value
persistent

2 entries were modified.

2. options tape.enervations BES ALE35I0] ZE L E0|A 0|20 M| R=X| Sfolst CHE EHE HERLICH
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clusterl::> options tape.reservations

clusterl-1

tape.reservations persistent
clusterl-2

tape.reservations persistent

2 entries were displayed.

SVM He| NDMPE F#agtL|Ct
ONTAP Z2{AE{0|A SVM H2| NDMP &A%}

DMAZ} CAB(Cluster Aware Backup) & X|st= 22 SVM H2[2| NDMPE A3t
MEstn, S AE0A NDMP MH[AE XS0 (admin SVM), '31|0|E1 2 o] HES 2IsH
LIFE 74510 2HAEQ o8] LEWM SARLE RE SES MY + USLICH

AZSE2| Fof|

CAB ZZ2 DMAOIA X|&8HOF SfL|C}.

0i| CHak
He|] NDMP 2EE SiH|SHH S2{AEH|AM SVM He|S] NDMP 271 AE & L|CH

of =
LE

EHA|
1. SVM #H2| NDMP ZE 243}

clusterl::> system services ndmp node-scope-mode off

SVM H2| NDMP 2E7} A™E|&LICE

N
g

r

t2| Xt SVMO| A NDMP A{H|A &M}

clusterl::> vserver services ndmp on -vserver clusterl

7[2HMOZ 215 R "challenge"E MAE| 1 At HIAE Q152 H|ZMSHEIL|CE
() 2ot sus oo Lt BlAE 15 ALSSIN YT MO} BTt
3. NDMP AJH| A7} ME| Q=R SolstLc)

clusterl::> vserver services ndmp show
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Vserver Enabled Authentication type

clusterl true challenge
vsl false challenge

ONTAP NDMP Q1SS 2[ch W ALEX} Z 4zt

e O ZE|AH[0| Mol SVM 22| NDMPE Q1E3dt2{H S&¢ot #otut NDMP = & 71

—_ — [ | —

J—*E| AHEXt7L QO{OF ShL|CE.
O Ztofl CHS
) 22| Xt ALZXHE 2/ NDMP 2= E “dM6lof 2L|CE 22| A E= SVM 2ol A W 2h2|XtE X5,
oot 22 M AFBXIE Mdd = JELICH 7|2Ho R [ IS 77l AH8XH= NDMP 2 o) CHel oI 5e
USLICE

* 2 AH ™A admin = backup

* I8 SVM: vsadmin £ vsadmin-backup
NIS = LDAP AFBXHE AHBSH= 32 M8RHS he B0l 2L010F RILIH Active Directory AFBXHE AF8 +

HAI:I Ll E’l’

ChA|
1. x| 22X AL XY #oke EA[SLICH

'HoF 201 &

off cHst XtMISt LIE 2 security login show "ONTAP E& A ZQILICHS HESHIAIL.

'-user-or-group-name' D7 =0 22 8HH ALK} 0| EE= NIS EE= LDAP AHEXL 0|2 X|FE 5
A&LICH
CHS HHES AdotH A ALEX7 MM EILICt backup adminl & AFESI0] backup HA| E22{AEQ HE:

clusterl::> security login create -user-or-group-name backup adminl
—-application ssh —-authmethod password -role backup

L2 HES AASHH W ALEX7 MM ELICH vsbackup adminl & AME3H0 vsadmin-backup HE
SVMe| ot

clusterl::> security login create -user-or-group-name vsbackup adminl
—application ssh —-authmethod password -role vsadmin-backup

M ArEXRS| A2 E st eelgtL|ct.

-

Ol CHSt XEMIBt LH2 2 security login create "ONTAP E&E EZQIL|CH"

mo

EZSHAA 2.
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O

3. 'vserver services ndmp generate password' @& 2 AFE350{ admin SVMO|| CHst S E MM BFL|CE

YHE B2 E ALESH0] B OZ2|H|0[H0 M NDMP F&E 215t of &L Lt

clusterl::> vserver services ndmp generate-password -vserver clusterl
-user backup adminl

Vserver: clusterl

User: backup adminl
Password: gG5CqgQHYxw7tE57g

SVM '2/¢| NDMPO]| LTt ONTAP LIF 74

H|O|E{2t E|O| & 2[4 A ZHoj| T[O] 1 A= 2%, 22| symat B o E2(A 0| Zte]
HZE HMofot= o AT LIFE A'EdloF gfL|CH LIFS A8t = MH|A 3 Y FHA0|

HHE[UR=X] =helstiof gLt

@ ONTAP 9.10.1.152E| &atH FHMO[ AZE|X| GEOH LIF AMH|A HMO 2 2bHS| CHA|EL|CH REAeh
LHE2 S "RIEl= EfH S 22| LT ZSHA L.
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ONTAP 9.10.1 O| A}
CHA|

lnterface show *“:”°H-|E|'.

HIERI 3 2IE{H[0| A show-service-policy default-21E{ 22| AF

Off CHSt XtM|Tt LI 2 network interface show "ONTAP H& ErZxQIL|CH

o

HZSHHA2.

2. D7} H4=2t Bt HHES -service-policy AFE8I0 L E0f| SAEIEl 22| LIFE network

interface show AIZTL|C}H

network interface show -service-policy default-management
3. QIE{ZAH LIFO| MH|AT} Zote|=X] 2HQISHL|CL backup-ndmp-control
HERIZ QUEHO]|A MH|A FH &

Oﬂ CHSt XEMIBt LH2 2 network interface service-policy show "ONTAP E&E EHZEQILICH'S
KRS .

4. D E LIFO| CHoll MY MA0| MASHA MHEA}=X| lgtLCt,
a. 22 AE 22| LIFQ MY HiMo| HEEIHAE THQ MA|o| MAE|0| 91, QIE{2HAE 9 &
22| LIFo| ot HHo| ' E||3 QE{HO|A show-failover BEE ALESI0{ '2ZH ME'C2 AHE0]

USK| elgfL|ct.

Ct

gjo

WIS HYSIH SAH 22|, QIE22{AE 8l L& 22| LIFO| Chet oY 28 FMo| TA|E LTt
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clusterl::> network interface show -failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
cluster clusterl clusl clusterl-l:e0a local-only cluster
Failover
Targets:
clusterl cluster mgmt clusterl-1:e0Om broadcast- Default
domain-wide
Failover
Targets:
IC1l clusterl-1:e0a 1local-only Default
Failover
Targets:
IC2 clusterl-1:e0b 1local-only Default
Failover
Targets:
clusterl-1 cl-1 mgmtl clusterl-1:e0Om local-only Default
Failover
Targets:
clusterl-2 cl-2 mgmtl clusterl-2:e0m local-only Default
Failover
Targets:

a MY FHOo| M2 A= X

b2 &2 -failover-policy Oi7H =2t Et7H| network interface modify
HEZ ALESI HYH FME +H

JeLct.

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

Ol CHSt XEMIBt LH2 2 network interface modify "ONTAP E& FZQULICHS RZSHUAIL.

. H|o|E| HZA0| HR23t LIFE 'preferred-interface-role' 0f7H =2t BtH| 'vserver services ndmp modify'
HHEZ Aot X FgfL|Ct.

clusterl::> vserver services ndmp modify -vserver clusterl

-preferred-interface-role intercluster,cluster-mgmt, node-mgmt
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6. 'vserver services ndmp show' BE S AHE35t0 S2{AE0| CHsl| 7|2 QIETH|0|A HE0| B E 0 U=X]
stolgfL|Ct.

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt, node-mgmt

ONTAP 9.9 0|3}
CHA|

1. "role' 07 B14=7} Q&= 'network interface show' BEE AF25H0] QIE{EAE, S3{AF 32| 8l L&
#a| LIFE Al"ghL|ct,

dl

Ct

gl

S dASH QB2 AH LIFZF EAE LT,

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl ICl up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
eOb true
Cte B S HASIH S{AE 22| LIF7F BA|ELICH

clusterl::> network interface show -role cluster-mgmt

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl cluster mgmt up/up 192.0.2.60/24 clusterl-2
eOM true
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Cie HEe AMsiE L 2| LIF7H BAIFLC,

clusterl::> network interface show -role node-mgmt

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl clusterl-1 mgmtl wup/up 192.0.2.69/24 clusterl-1
eOM true

clusterl-2 mgmtl wup/up 192.0.2.70/24 clusterl-2
eOM true

Ol CHet XtM|et LHE 2 network interface show "ONTAP E& EZEQILICH'S EESHMAIL.

2. digte HAOo| QIE{ 2 AE|, 28{AH 22|(cluster-mgmt) X == ZH2|0l NDMPO| CHal ARSI =
N0 JEX] &H2l(node-mgmt) LIF:

a. 'system services firewall policy show' HZES AF23510] NDMPO]| CHaH Eis ™A M™E| JY=X]
solstL|C}
o Wy = | .

CtE P S AAstH S2{AE 22| LIFQ| ot FHA0| HA[ELIC

clusterl::> system services firewall policy show -policy cluster

Vserver Policy Service Allowed

cluster cluster dns 0.0.0.0/0
http 0.0.0.0/0
https 0.0.0.0/0
ndmp 0.0.0.0/0
ndmps 0.0.0.0/0
ntp 0.0.0.0/0
rsh 0.0.0.0/0
snmp 0.0.0.0/0
ssh 0.0.0.0/0
telnet 0.0.0.0/0

10 entries were displayed.

CHE s AAotH QB 2e{AH LIFS| EatH FMOo| FA|EL Tt
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clusterl::> system services firewall policy show

intercluster

Vserver Policy Service Allowed

clusterl intercluster dns =

ndmp 0.0.0.0/0,

telnet =
9 entries were displayed.

ChS RS MW S BE| LIFS| wats Fao] EAELIC

clusterl::> system services firewall policy show

Vserver Policy Service Allowed

clusterl-1 mgmt dns 0.0.0.0/0,
http 0.0.0.0/0,
https 0.0.0.0/0,
ndmp 0.0.0.0/0,
ndmps 0.0.0.0/0,
ntp 0.0.0.0/0,
rsh =
snmp 0.0.0.0/0
ssh 0.0.0.0/0
telnet =

10 entries were displayed.

b. st YMo| 2 ste| x| E’o%

Ho
oT
modify' BEE AHE6t0] Lot X

S

ct

glo

E<I3=|E=I

o

mjo

-policy

::/0

-policy mgmt

::/0
::/0

-service' D7 H+E ALE5H0{ 'system services firewall policy

AAHSHH QIE{S2{AE] LIFO] CHet Yot HMS A8Y + ASLICE

clusterl::> system services firewall policy modify -vserver clusterl

-policy intercluster -service ndmp 0.0.0.0/0

3. EE LIFO| chdh MY 8 FHo| HESHH AP U=K] eletL|ct.
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a. 22 AH 22| LIFQ MU Mol HEEIHAE THQ MAo| MEE0| 91, QIE{EHAE U &
22| LIFO]| st Mol ' EQ|3 QIE{H|O|A show-failover HHEES ARSI '224 M'02 MNE|0]
AUE=X| &lgtLCt,

CH2 B S AAsHH S AH e, QB2 AH 8 L= 22| LIFO| oish H Y28 FAMO| FA|E LT,

clusterl::> network interface show -failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy
Group
cluster clusterl clusl clusterl-1:e0a local-only
cluster

Failover

Targets:
clusterl cluster mgmt clusterl-1:e0m broadcast-domain-

wide Default

Failover
Targets:
IC1 clusterl-1:e0a local-only
Default
Failover
Targets:
IC2 clusterl-1:e0b local-only
Default
Failover
Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1:e0m local-only
Default
Failover
Targets:
clusterl-2 clusterl-2 mgmtl clusterl-2:e0m local-only
Default
Failover
Targets:

a. HYULH HHo| MHZ MHE[X| k2 HL -failover-policy OH7H BH4=2F BHH| network interface modify
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clusterl::> network interface modify -vserver clusterl -1if ICl1
-failover-policy local-only

Ol CHet XEMIBt LHE2 2 network interface modify "ONTAP E& £EQ

I
o
mjo
ozt
[
_o'l
o=
>
30]

4. H|0|E HZ| L3t LIFE 'preferred-interface-role' D7 H=2t & 'vserver services ndmp modify'
HHAZ ALt X[™gfL|Ct.

clusterl::> vserver services ndmp modify -vserver clusterl

-preferred-interface-role intercluster,cluster-mgmt, node-mgmt

3. 'vserver services ndmp show' B S AHE5H0] 22{AE 0] CHs 7|2 QIE{H[0|A H&o| MHEE|0 UE=X]
stolstL|C}.

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt,
node-mgmt

L E H2| NDMPE 4 EtL|C}

ONTAP 22{AEW M LE H2 NDMP 2435}

= H?| NDMPE €75t 2, NDMP MH|AS AESI=E EFot1, HIO|E &L Mol AES
fI3l LIFS 8510 T i':01| M 2 ARE= 258 MUY = ASLICL 0] ZHH2
S AHQ EE =20 sl Y ASLIC

#H ¢l NDMP= ONTAP 90{[A T O] & AFSE|X| S4&LICt.

@

Of ZfHofl CHaf
EH

x
= He| EE0M NDMPE ArE3h= 32 CRIZ B2

5= TI5HOF BILICE XtMISt 82 S EXIIMAIR
"VlE XE 2N "E e 220M NDMP Q %% T+t

—
|-|:‘i=|-|n||-

Mo

0

|
1. .E He| NDMP 2E HH:
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clusterl::> system services ndmp node-scope-mode on

NDMP == #9| BE7} MME|ASLICH
2. 22|AE9 2E L S0f|A NDMP MH|A AH:
QAACSIIE "™ *"E AESHH ZE L E0|A SA0| NDMP MH|AE ABE &~ JUSLICE.

e} OHZ2[A0| 0 M NDMP H&ES QIS E =S X[F8HOF &Lt

clusterl::> system services ndmp on -node *

Please enter password:
Confirm password:

2 entries were modified.

rot
o
g

3. E HIZMIIBILIC ~clear-text NDMP 59| HOt EAS @

QUEFIE ™+ "2 ALRSIH DE L E0|A "-clear-text" SME SA|0f| AH2E & gl&L|CE

clusterl::> system services ndmp modify -node * -clear-text false

4. NDMP MH[A7} BHE|0 Q1 0] BHE|0] UK HAHLICE —clear-text FM0| HIZHSHE:

clusterl::> system services ndmp show

Node Enabled Clear text User Id
clusterl-1 true false root
clusterl-2 true false root

2 entries were displayed.

= H2| NDMPO| Clist ONTAP LIF 4

L Cof A off = 2|70 M ZHe| H|O|E HZA
SiL|CE LIFE Al = LIFO]| CHSt 2ot
efL|Ct.

% Ao HES MHSHE O ALBE LIFS AHsfo}
% HUH] FR0| HHE|0f YK 2olsHof

@ ONTAP 9.10.1.15E] @3t FMO| AtSE|X| HOM LIF MH|A FHMOZ 2AHS| CHAHEILICH XA
8L 8 "X[ElE E2fz e Ha[eiL|thETsHIAIR.

o= =
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ONTAP 9.10.1 O| &
CHA|

interface show’JmoHJEh

HIERI 3 2IE{H[0| A show-service-policy default-21E{ 22| AF

2. QIE{Z2{AE LIFO| MH| AT} ZotE| =X &QIEL|C} backup-ndmp-control
HIESZ QIE{H[O]A MH|A FHH A&

3. QIE{Z2{AH LIFO| CHoll HY 2t HHMo| MESHA MEEAU=X] SQlptL|ct.

=

a. HES|3 QIET|0|A show-failover BHEES ALESI0] QIE| 22 AE LIFS| HYLH HHMo| "2H HE
"O2 HFEU=X| 2eletct

clusterl::> network interface show -failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy Group
clusterl IC1 clusterl-1:e0a local-only
Default
Failover
Targets:
IC2 clusterl-2:e0b local-only
Default
Failover
Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1l:eOm local-only
Default
Failover
Targets:

b. MY HHHo| MAESHAH MY X| ¥2 HL failover-policy' D17 H 42} EH7H| 'network interface
modify' BE S AHE6t0] HYH MM S AL Tt

clusterl::> network interface modify -vserver clusterl -1if ICl1
-failover-policy local-only

Ofl CHek XtM|Bt network interface show network interface service-policy show
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22, 9 “network interface modify "ONTAP &2 A ZQIL|CH & HESHIAIL.

ONTAP 9.9 0|5}
CHA|

1. "_role' OH7H =7} U= 'network interface show' B S A8t = E0| SAEIE QIE{22{AH LIFE
AleBHL|C}
_1T=d .

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
e0b true

2. QIE{Z2{AE] LIFOA NDMPO| Chslf 2t FHAHo| 2hdote|of RL=X| gtelgfuct.

a. 'system services firewall policy show' EE & AF2350{ NDMPO|| CHal 23t Ao MHE| 0] Y=X|
gHolgtLct.

o

Ct

gl
mjo

AAHSHH QIE{SHAH LIFQ| Aot FHAMO| HA[ELIC

clusterl::> system services firewall policy show -policy
intercluster

Vserver Policy Service Allowed

clusterl intercluster dns =

ndmp 0.0.0.0/0, ::/0

9 entries were displayed.

b. E':I‘-Ql'ﬂ d HOl I-c;l-QI'Elxl L"ol-_n_ A2 "-service' I:|H7H |_|TE A|-00|-011 'system services firewall pOIiC
y y
|||0dify oée I'o°|'0:| %I- |'—| g HE El‘c-)lgl':“-ll:l'
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clusterl::> system services firewall policy modify -vserver clusterl
-policy intercluster -service ndmp 0.0.0.0/0

3. QIE{Z2{AE LIFO| Col 2t HMo| MESHAH HHE A=A =telgtL|ct.

=

a. HIERI2 2AEH|0|2 show-failover BHE AHESH0] QAUE S AH LIFS| HEH FHo| "2 HE
"O= AFEIASK| ARt

clusterl::> network interface show -failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy Group
clusterl IC1 clusterl-1:e0a local-only
Default
Failover
Targets:
IC2 clusterl-2:e0b local-only
Default
Failover
Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1l:e0Om local-only
Default
Failover
Targets:

b. HUQH H*HO| MAESIAH MX K|

oF
modify' BHZ ALE5I0] H| Y2 A

AL 'failover-policy' 07 #H==2} 871 'network interface
gLt

o

—_
HS
=

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

% network interface modify Ol CHSt XtM|Bt network interface show LHE2 2 "ONTAP

n
EERSESINEETE SPON-)

[ [
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ONTAP NDMP 1M 2 2[et #iH o ZE2|AH|0|M 7+

NDMP AHASOR J2AES PAIeH Zoll= S2AAE 2H0IM HBE £73 OIS W
OHZ 2|01 Moll A LITX| e} TR A AS 2 AJsHOF BHLICH
cHA

1. ONTAPO||A O|F O Mt CHS A
o it OffZ2|#|0]|40] NDMP H

° B O Z2[A|0| 0| 22 AE{0| HESH= O 2Rt AESHAE LIFQ IP FAYLICH

=
= =]
S dyg5ts ol 2Rt AHEX 0|F & = ULt

—

2. ONTAPOI|A 'storage tape alias show' HEHE At&3H 2} C|HO| A0 HEHEI ONTAPS| HAS Z={otrt.
HAE2 Y o Z2|AH 0|8 E Fdst= ol RELICEH
clusterl::> storage tape show -alias
Device ID: 2a.0
Device Type: tape drive

Description: Hewlett-Packard LTO-5

Node Alias Mapping

3. He] O E2|A|0] Mo A e ofE2|AH|0| M HEME AL LIHX| Wi T2 MAS LT

a2 Ol 3
25 0|5 & LIF 00| 320|443 22 GI0|E] 0|54 OHIET} waist A STl el XIS ChA| 7|3t
ZH|Z ofof BhLict,

="

—

* "M HO|IZ EE HEAl"

i

0z
HL

NetApp Element 2T E 2|02} ONTAP 7} SX| /iR

SnapMirrorE A5t Element S &2 AHAFZ ONTAP CHAO|| = X|SHH Element

A AN BIZLA HE5ES 2T = ASLICH Element ALO|E0A] Hsl{7} RS H2
ONTAP A|AEIO|A| 22}0|HEZ O|0|E{E M| 251 MH| AT 2E|H Element A|AEIS
ChAl Edotet = ASLICE

ONTAP 945 E{= ONTAP = =0f| M=l LUNS| AHAFS Element A|ARIO|| CHA] SH[E 4 JELICE Element
AOIEOM 2F BT 50| LUNS *"éﬁ!i?ﬂh LUNE AL23510] ONTAPOA Element AZES|0{Z H|0|E{E
oro|azfjo|Me 4= ASLICE.

"NetApp Element 2ZE9|0] 5! ONTAPL| SX|E A SIL|C}"..
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