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clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh —-authmethod publickey -role vsadmin-volume

Ofl CHSt XEMIBt LIS security login create "ONTAP E&E HZQULICHE FZSHUAIL.

(o5
=

A

0

FXI
|E 22| Xt AFol| HEZBHX| 2 B2, A0l SVMOI| HAM|ASH2{H HX| HAZSHOF St

w Mo
-{0}

oOF 1

SM 7|12 AFER AE2t HZE

CHEEA| QIZ(MFA) Al &gt

ONTAP CiEHA| @150] CHoll ZO0tEMA[L

CHEEA| QIS (MFA)S AESHEH AFEXIOIA| 22Xt EE= H[O[E AE2[X] VMO 2321517] 2|¢t
F MK 15 LS MSot=E Q7010 Hots Zote = AUSLIC

ﬂ

ONTAP HHof| 2} CIEtA| QIFS 26 SSH 374 71, ALEXF & & Azt 7|8 TOTP(Y 2l &
UELICE Cisco Duo(ONTAP 9.14.1 O|AhHE M3} 5l LMSHH RE AL XXL0f| CHst 7| & tﬂt,g% Hetsh= x5}
HIHO 2 AFREIL|CH

CISOZ AlZ... N Q1E g elL|Ct T oIF EhH Lt
ONTAP 9.14.1 SSH 274 7| ETP
INE=INBelx=] ETP
SSH 371 7| Cisco 72
AHEXt L= JL|Ch Cisco 72
ONTAP 9.13.1 SSH 274 7| ETP
AR = Lict ETP
ONTAP 9.3 SSH 271 7| A2 Xt et AL T}

MFAZt &l 22 S2{AH 22Xt HA 22 ALEX AIFE MESIER dFet LhE 22 AEXIL AZS
T4sfiof Lict.


https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/us-en/ontap-cli/security-login-create.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html

Does this
No account need
Cisco Duo
2FA?
No Does this Yes
4 account need —
TOTP MFA?
Configure account with
password and SSH

public key authentication V

Dues this at:t:nunt
need SSH public I-:eg.r

as primary
authentlcahon’?

No

Yes

Configure Cisco Duo using
security legin duc create
command

-
-
-

..-'"

Does this account
need SSH public Key
as primary
auihentlcatmn'?

Yes

Configure account with Configure account with Configure account Configure account with
password and SSH public key and with password SSH public key
TOTP authentication TOTP authentication authentication authentication
SSH % TOTPE S ONTAP CIEHA| Q15 S &Mt Ct
CHEEA| Q1B (MFA)2 ALESHH AFE XLt admin EE= data SVMO| 2301517 | 2t &= 7HX| Q1F
HIHE M3t S R0 Hets 7*2f°* = O'AL—“:f
Of Ztofl cHaK
* 0| A2 sesH™ S AE 22| XHooF HL|C.
« 201 AH™o|| 2ot = HMA Mo Hgo| HASHR| A2 2 HHE A0 LS| A Fored ¢
security login modify U&SLICE
Ofl CHSt XEMIBt LIS security login modify "ONTAP E&E EZQILICHE FZSHIAIL.
"ZtE|Kpof| A SEHE Ak -
* QB2 sl 371 7|2 ABSt= 2, AI™O0| SVMO|| MM ASHH HEA SIH 7|2 A =0l HZSHOF gL|Ct.
"SI 7|E ALEXF A™of| HAELICH
HAE HNAE EMo}sHY| MOo|LE =0f| o] 22 e = JUSLILCE
* ONTAP 9.12.15E{ FIDO2(Fast Identity Online) E== PIV(Personal Identity Verification) /5 EZ&S AtE3t0]

SSH 22t0| E MFAO] Yubikey SHES[O Q ggd = A&

21F TRIE A

L|C}.


https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html
https://docs.netapp.com/ko-kr/ontap/authentication/manage-public-key-authentication-concept.html

SSH 27l 7| Y AF2XI A4S 2 MFAZ AISIEE MASIL|C}

ONTAP 9.3%E 22{AH 22|Xt= SSH 371 7] 5L ALEXAF 2 E AFE0I0] MFAZ 20168 22 MEX AESE

Y = JASLICH
1. SSH 371 7| 3 ALEXt LS E ALEste] 22 ALKt AFA MFAE A= S MY BLICE.
security login create -vserver <svm name> -user-or-group-name

<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>
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cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':
Please enter it again:
Warning: To use public-key authentication, you must create a public key

for user "admin2".
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security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

password -second-authentication-method totp -role <role> -comment
<comment>
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security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

password -second-authentication-method totp -role <role> -comment
<comment>

2. TOTPE MFAZ} &-d3tE|A=X] helgtL|Ct.,

security login show

SSH 27l 7| % TOTPZ MFAZ &AM slgtL|Ct
1. SSH 37l 7| & TOTPE AME35t0] CIEHA| Q152 29I AL Xt AIY

ox
mjo
m'.';*

_I.
fot
ot
-
)

o A7 AFE ARl ZL -

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role>
—comment <comment>
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<user or group name> -application ssh -authentication-method
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security login totp create -vserver "<svm name>" -username

"<account username >"
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security login totp show -vserver "<svm name>" -username

"<account username>"
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