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Z2Z AY HMA IR E SHstefL|CE

EAA™2 AE EE, 37 7| E= Bt QIEMIF AER[X] A AR AFSt= A™EQJLICE
'Security login create' Bd S ArE5t0 £Z A 0| A admin E= data SVM01| MM AL 5=
A&LILCE.

|.

=

Ol-g 7:||I-I OHk” E

'Security login create' S A5t
AHE5I0] AMAY £~ JASLICH HHE

ruto:

gt

ok

|C

—

re2

22| Xt A™AHIA admin EE= data SVMO| S E
UHSIH A2 E BE= I11|)\|7(|7f HA[ELC]

fjo

x
2001 A Hol TYT ANA RO S F B2 P wWot 2T AT HBS ASI0] LIFO| 4TS 301 4
QIAL|C
M- .

O ¢S ot Se{AH 22| XHo{0F gLt

1. 22 22| AN 2= E AHZEH0] SVMO|| BA|A:

security login create -vserver SVM name -user-or-group-name usSer Or group name
—application application -—-authmethod authentication method -role role -comment
comment

A B8 AE2 S HZHHAR "¢ 2AE"

a

rlo

Ct2 BHS ALEotH D|2| HolEl WY Hets JHEl S AE 22Xt AIE admin10] 2= E AFESHH SVM

F&I
"engCluster"ofl AM| A = JAFLICE BHS LHSHH L= E 2= HAIXK|7F EAIELICE

clusterl::>security login create -vserver engCluster -user-or-group-name
adminl -application ssh -authmethod password -role backup

SSH 37l 7| A1 Z S gd=refLct

'Security login create' BE S AHESIH 22X} A 0| SSH 37l 7|2 admin EE&= data
SVMO|| AN A S = AGLICE

O =te10i| CHaH
* A0l sVMO| M| A5t2{H HA SIH 712 AFoll s 0F BfLICt.
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QN Aol 2P HHA Hof JHE H R2E R 2 200 £ HHS ALE05I0] LIS IS =t
QEL

S AE0|M FIPS REE 2ot H XY= 7| 202|F0| = 7I1E SSH 37 7| AES K& = 7| f¥e=
MslOF BfLICt FIPSE A3t & 27F517| Hof| AES ChAl -gdtof St 2™ X| o™ 22| X} @150
AlTYBHL|C}

= [=] .

CHZ HOl= ONTAP SSH 20| X|¥El= 2 AE 7| ¥ L112|F0| Lot AFLICE o[2{st 7| R SSH
25 7Yl HEE|X| SELIC.

Ok

A

ONTAP ZZ|= FIPS ZE0|M X[ E|= 7| FIPS 0[2|2] HE0f| A X|/E|= 7
FAYLIC FAYLIC
9.11.1 0| & ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256+RSA-

SHA2-512+RSA-SHA2-256+ssh-
ed25519+ssh-dss+ssh-ssh-rsa

9.10.1 O[5} ECDSA-SHA2-nistp256+ssh- ECDSA-SHA2-nistp256+ssh-
ed25519 ed25519+ssh-dss+ssh-rsa

@ ONTAP 9.11.15:E] ssh-ed25519 SAE 7| & 1a|=0| th3t X|210] HA=ASLICT

XtM[et LIZ2 S HESHIAIR "FIPSE AFESI0] HIESZ Hots gL C.
O IS +&StAH So{AH 22| Xto{0F gLt

1. 22 22| Xt AFHO0| SSH 37 715 AF83I0d SVMOI| AMA S 4= U F BTt

'Hot 291 MM - vserver_SVM_name_-user-or-group-name user_or_group_name-
application_application_-AuthMethod_authentication_method_-role role -comment_comment '

A B8 AE2 2 HZOHHAR "¢ 2AE"

CHS HHES MAstH SSH 27 7| AF25I0| SVM "engData1"0f| HM[A T 4~ Q=2 APH M| =l "vsadmin-
volume" He0| = SVM 22Xt AI™ 2| vmadmin10| M otE LTt

clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh -—-authmethod publickey -role vsadmin-volume
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No Does this

account need Yes
Cisco Duo
2FA7?
No ’__,.-"""; Does this Yes Configure Cisco Duo using
4 account need —— security login duc create
TOTP MFA? e command
Configure account with
password and SSH v
public key authentication P
No Dues this at:t:nunt . Does this account — Yes
' need SSH public Keg.r " need SSH public Key )
. as primary as primary
authentl[:ahon’? ~ aumentu:atlnn'?
Configure account with Configure account with Configure account Configure account with
password and SSH public key and with password SSH public key
TOTP authentication TOTP authentication authentication authentication

S(MFA)S ArESIH ArXI7t admin EE= data SVMO|| 21015}7| #fet & JHX| ¢l
YHE MS=E Q7510 HotS Zete = AUSLIC.

ol

200 Ao ZEet ANA Ko HEgES H EEs R He 200 T HHE A% LBl dgs =t
A QlAL|IC}
T™ Md -

ASE Pl 37 71E A83ts B2, AIY0| SVMOf| AM|A3HH HA SIH 7| E AlFol| HZsHof ghLct.
"SI 1S AEX AF FZg
AE HMHAE 2dotst7| TO|LE 20j O 2HHS =AY & ASLICE

* ONTAP 9.12.15E{ FIDO2(Fast Identity Online) === PIV(Personal Identity Verification) 215 EEZ AF&5I0]
SSH Z2t0|¢HE MFA| Yubikey St=90] 215 §,+x| ArEE 4 QIALLCE,
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SSH 27l 7| Y AF2XI A4S 2 MFAZ AISIEE MASIL|C}

ONTAP 9.3%E 22{AH 22|Xt= SSH 371 7] 5L ALEXAF 2 E AFE0I0] MFAZ 20168 22 MEX AESE

Y = JASLICH
1. SSH 371 7| 3 ALEXt LS E ALEste] 22 ALKt AFA MFAE A= S MY BLICE.
security login create -vserver <svm name> -user-or-group-name

<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

CHS HHE S Aot 0|2] M| El "admin" HEZ 7tEl SVM 2t2|Xt AE "admin2"7t SSH 371 7|2+ AL X}
A5 E AFRSI0] SVM "engData1"0l| 2 21Q18H{0F $HL|Ct,

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':
Please enter it again:
Warning: To use public-key authentication, you must create a public key

for user "admin2".

TOTPE MFAE &2tefL|Ct

ONTAP 9.13.1 2E= 2Z AL8X}7t SSH 371 7| EE= ALK} 2= et TOTP(Time-Based One-Time Password)E
AF238t0] admin = data SVMO| 21918t 2 5104 E‘?Jo Zotet = USLICE TOTPZ MFAO| CHsll A™S

gt = 24 MRXF‘ off 23QIs{oF FL|Ct"F &S =Lt

TOTP= &M AlZHS AFESHK

19] 2SS MASHs AFE Yu2ZALICL TOTPE AB3Hs 2L SSH 274 7]
L AFSAF 2 Flof SHAF S I 015 Hefe

o2{¢t AU Aot AE2(X| 22| Xjo{0f LTt

MEXt ¥z EE= SSH 371 718 AF83H0 MFAS off 273311 TOTPE F Bl 215 Yoz AHY + ASLICE



ShA
1. AFZXH 2% U TOTPE AFB3H0] CHEHA| QIF S 9IS AFE Xt AI™E 4otefLict.

o A ALBRH ARl FS -

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

password -second-authentication-method totp -role <role> -comment
<comment>

° 7|1E MEXAIF R

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

password -second-authentication-method totp -role <role> -comment
<comment>

2. TOTPE MFAZ} &-d3tE|A=X] helgtL|Ct.,

security login show

SSH 27l 7| % TOTPZ MFAZ &AM slgtL|Ct
1. SSH 37l 7| & TOTPE AME35t0] CIEHA| Q152 29I AL Xt AIY

ox
mjo
m'.';*

_I.
fot
ot
-
)

o A7 AFE ARl ZL -

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role>
—comment <comment>

° 7|1E MEXAIF R

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

publickey -second-authentication-method totp -role <role> -comment
<comment>

2. TOTPZ MFAZL 283t =X| =telgfL|Ct.

=



security login show

S ohl

(o k=X =)
H= .
*SMIIE

"3l 7|2 AEXE A ™ot HE"
* TOTPE MFA M2 2t=st2™ =4 ALK}t 23 Q16HoF BtL|Ct,

"TOTPZ MFAO] Lligt 2Z ALEX AFS et

I

&

82

Of| CHall XkM|S| LOE MA|R "ONTAP 99| CHEHA| Q15(TR-4647)".

TOTPZ MFAQ| Cliet 2Z ALEX AI™H S LTt

ONTAP 9.13.1 2E{= TOTP(Time-Based One-Time Password)S At25}0{
MFA(Multifactor Authentication)Z AF2At A™S M 4 Q&LICEH

A|ZFsto| FHof
« AEE|X| HE[Xts 2(8) AH2diof ZLICH "TOTPE MFAS ZHMSFEIL|CH" ALXt A[F ol thet = iy ol
HFeHOIL|C}.
* 7|2 ArEA AIE 215 HH2 AFBAL 2= E= & SSH 7|00F gLt

* TOTP YO| ADEE N} HSE[EE Fg5t 2 TOTP H|2 7|5 2HS0{0F &Lt

T
1. 9ixf Q15 WO = ALZX} AIFo| 2aoletL|ct.

Gl 215 WH2 ArEAL 2= K= SSH 37K 7|O{OF gLCt.

security login totp create -vserver "<svm name>" -username

"<account username >"

3. TOTP #40| AFolM 2dste|0] A=K QIS Tt

security login totp show -vserver "<svm name>" -username

"<account username>"

2| X AFHol| HESHK] 42 ER, AIEHO| SVMO|| AM|ASHAH HA| HZ3H{OF LT},
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El TOTP &% 7|2 HAEL|Ct.

2. &

security login totp delete -vserver <svm name> -username

<account username>

3. M TOTP &5 7| MM

security login totp create -vserver <svm name> -username

<account username>
4. TOTP 740| A™oA ZH3}E|0f J=X]| SolgtL|Ct.

security login totp show -vserver <svm name> -username

<account username>

TP = 7|7t 2 E B AEE|X| HE[XAH AR 7| ALE0HA] =5 SE L. 7|1 S HIgdetet
Z R IE HHE ArEsH0 M TOTPO| 2015t F4E £ JASLIC
AlZtst7| o
TOTP &= 7|= A E2|X| Z2[Xt7t SHRSHOF BfLICH KMZE A 22|Xt AHO| ¢l= B ME A 22|Xtof| A 225H0
7|18 MESHX| = E 2FELIC
THA|
1. AE2|X| ZE|Xt7F TOTP Y= E H|gMatst

ot

7= ¢l

0l

YHS Ao 22 AIFo| 2algtLCt
2. | TOTP &= 7| M.

security login totp create -vserver <svm name> -username

<account username >

3. TOTP 7 40| A M 2d3te|of A=X| =St}



security login totp show -vserver <svm name> -username

<account username>

2Z A[HEol Cis TOTP €= 7| E H|gdstetL|ct

ZZ AFEXI| TOTP(Time-based One-Time Password) H|Z 7| 243t 22 HEA
22X &4 E 7| E Hgdetslof M TOTP B 7| E dde + J}SLICH
O| 4ol CHaH
O Xt 2 S2{AH Z2|Xt A-H|MEE &g = JASLCEH
THA|
1. TOTP &5 7| H|Z A3}
security login totp delete -vserver "<svm name>" -username

"<account username>"
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@ SAH #H2|XH AHe 2 HlA 2B M 1E50| X|HELICH http, ontapi Hrest S T2 7M.
SVM Z2|Xt Al™e| HL QBN 21F2 2 ESHAM P X|FELICE ontapi W rest % mZ2,

A
1. 22 22|X} AHO| SSL AIZME AE3I0] SVMO| M AE = AZE ]|

o

'Hot 2701 MM - vserver SVM_name -user -or -group -hame user_or_group_name -application
application application -AuthMethod authentication_method -role role role-comment'

MH| Y 2L 2 £ XSHUAIR2 "ONTAP man H|0|X| £ 22| AHZ TA|gL|C},


https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/install-server-certificate-cluster-svm-ssl-server-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ko-kr/ontap/authentication/modify-role-assigned-administrator-task.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html

Js

I

>
0

clusterl::>security login

SHH SSL CIXIE QIBME AFE3I0 SVM "engData2"0fl HM AT 4~ = 7|2 "vsadmin”
VM 22| Xt A 'vmadmin2 7t A SHEIL|CE.

create -vserver engData2 -user-or-group-name

svmadmin? -application ontapi -authmethod cert
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