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°* security login
role create

°* security login
role delete
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role modify
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AutoSupport S&'2 AutoSupport OnDemand?} AtE35H= 0|2] M 2| =l AutoSupport A= of|
() EELICH ONTAPOIAE AutoSupport ES 2H5H7LE A2t 4 SIBLICE S8t ONTAPOIA S
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vsadmin *AEXHAIE 2 2 W 7| HEE 2|t
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* LUN 22|
« Hot A= AN E FIQlSED SnapLock 22
et Ct
c IZEZE F14: NFS, SMB, iSCSI, FC, FCoE,
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* DNS, LDAP % NIS MH|A 74
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* HER3 HZ Y HESRA QUEmo|AE
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* LUN 22|
- TZES 74 NFS, SMB, iSCSI, FC, FCoE,
NVMe/FC % NVMe/TCP
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* HEQ 3 QEIo|AE ZL LTt
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vsadmin-backup °

vsadmin-snaplock

vsadmin-readonly °

SnapMirror 2tA| 5! AHAF AL 22|

8 W UHEHI ZEE LIt

AEXAE 22 oz 8l 7| YEE A2l Tt

SHEtEF Qtree, AAF SAHE 5 IS 22|ehL|ct
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AL Ct

TZEZ 74: NFS & SMB

DNS, LDAP & NIS MH|A 1M
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AEXHAE 24 23 9l 7| HEE &2|»Lct
SVMe| #EiE HL|EZBL(Ct

HE 3 QIEH0[AS HL|EZBILICE

28 9 LUN 27|

MHASIZIZES HY|

SE IO HMEE ZO2 HMES| HMA FHS X|HLYLICL 7tsT 240l= console, http, ontapi,
rsh, snmp, service-processor, ssh, % ‘telnet' 7t ZEgtEIL|C.

O 07 H-E HHSIH service-processor A2 XA A
Mt

o
o7 HEE 2 MY service-processor —authentica

X HstE2 o HaE 2 ZFMOF password BLICE SVM AFEAL A H2 MH|A T2 M| MOf| M| AT 4~
PELICh W2k O] D7 HaTt = AHE 2 AKX S 22| KH= i) HEE MEE 5 —vserver “service-

processor A& LICH.

off CHot HMAE O M[eHst2H service-processor BEE system service-processor ssh add-
allowed-addresses AI2SIMAIR. HHE “system service-processor api-service ARSI

T4 8 AIEME Hl0|EY 4 BLICH
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O| security protocol modify BE2 RSH % Telnet?| 7|= 2 AH N A48 S 3
HEE = 4F50 SHAEOIM RSH 2 &g EMoetLICH true.
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authentication method D7 4= Z210f| AF2E[= Q15 YHHS XML Ct.

21Z Bl AH

cert SSL2IZM 213

community SNMP HFLIE| 2XIE
domain Active Directory 215
nsswitch LDAP EE= NIS 215
password g=3

publickey 371 71 1B

usm SNMP AHEX} Hot DRQIL|CH

MU

(D ===z =oe| opEoz o NISE Al B 20| SLIT

ONTAP 9.32E = F 7IX| 215 WHO = =2 SSH A|™of| CHol HZE 2THA| QIEE AHEE 4 admin publickey
UELICH HHO| ZE 2|0l ~authentication-method security login O|2h= M EEJ} -second
-authentication-method F7IE[AUSLICE S0 7| £= Y2 E E&= 2 XYY £ -authentication
-method “-second-authentication-method" A &L|Ct. J2{L} SSH 215 &0 &M= £& AS 2 Ar8%t= 371 7|2t
xl_-|x1| o|7<§ st ol TEm E7|- j(|.a1|§ EA|5|I_|L'_|-

[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:

clusterl::>
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HE|X HH2 RE S8 ZZIMS ALE5I0] AMA T = oD = 22|X} A H S Fetoiof
SfLICE diag AIE2 AIAHE! 2of| HMAT = ACH 7| X|d RAS| 22X 32 S
=ASt7| 2ot S 20 of| oF=|0{0F BfL|Ct.

71 #e| A™olle L o F admin ‘diag 7HX|7F UELICH

rol'

VEE AES Mo oA 0| ME HIRS FATS RLUSHE T Hot HYLICE 0]2E AY2 ALEXAE
XE 20 ot O'E ST RS0 MEE[X| gi= AFYULICE oot AF2 72X 2 MEE[X| UL 2=t
YC0|E E= HAE X 42 7|2 AFYLICt. O] 2HE oliZdt7| ?I8H ONTAPOM = AE M &L 0| HES
X|@gct.

@ ONTAPO|A 7|2 X5 AX™S MHSHHLE O|E=

HtE 4= &LICEH 22{Lt NetAppUIA = lock EHS
A5t QoK t2 7|2 ME AES # 1= 20|

EOF 2HOIXIZE NetAppOliM= 22 AIH 2|ZX|E2|0M AFHE HAY 322 dets

ZZ AEE LIgeL Tt

Z2H A™ES L}ESHH security login show HHZ AATILICE

clusterl::*> security login show -vserver clusterl

Vserver: clusterl

Authentication Acct Is-Nsswitch

User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no
6 entries were displayed.

7|2 | Xt A- S ®AELCE
‘admin AFES 2R S JIKD BE S8 TRIUS A0l ANAE 4 YLICH

1. OHE 22Xt =& AFE HEUCH

HE M| MASIZH admin HAH 2301 S8 T2 WS ALESH= CHE HE|Xt & AH S PHS0{0f

N
re
)



console EfLICE,
@ 0|2{¢ HAS +AHSIH ASHK| gb= B/t MY = USLICH &2t H2E S AE|A
SR Hot MEfo] FetE & = A= M EHS BN HAESHAR
off:
clusterl::*> security login create -user-or-group-name NewAdmin

-application console -authentication-method password -vserver clusterl

clusterl::*> security login show -vserver clusterl
Vserver: clusterl

Authentication Acct Is-
Nsswitch
User/Group Name Application Method Role Name Locked Group
NewAdmin console password admin no no
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

7 entries were displayed.

2. M BE|RF ANS

AHE3t NewAdmin 7|2 E&=
http ontapi service-processor ‘ssh'#&gL|Ct. O] &

S OIE & AN 2010 2 STt A|™0f| CHSH HNA S
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of:
clusterl::*> security login create -vserver clusterl -user-or-group-name
NewAdmin -application ssh -authentication-method password
clusterl::*> security login create -vserver clusterl -user-or-group-name
NewAdmin -application http -authentication-method password
clusterl::*> security login create -vserver clusterl -user-or-group-name
NewAdmin -application ontapi -authentication-method password
clusterl::*> security login create -vserver clusterl -user-or-group-name
NewAdmin -application service-processor -—-authentication-method password
3. BE7 | AESH = ONTAPOIA ®|73t7| Tof| 2= 88 Z=140i| Chol admin AE S HIZdete =
AEL IEf OI tHAl= 01T 22| AYE A3t BH= 7150| Sl=X] &elsh7| flet 2|5 HIAERZ AFZE Lt



clusterl::*> security login lock -vserver clusterl -user-or-group-name

admin -application *

4. 7|2 admin AIF 2t of AFol Chet 2= &FS MAHSHH Ch2 HES HASLIC

clusterl::*> security login delete -vserver clusterl -user-or-group-name
admin -application *

clusterl::*> security login show -vserver clusterl

Vserver: clusterl

Authentication Acct Is-
Nsswitch
User/Group Name Application Method Role Name Locked Group
NewAdmin console password admin no no
NewAdmin http password admin no no
NewAdmin ontapi password admin no no
NewAdmin service-processor password admin no no
NewAdmin ssh password admin no no
autosupport console password autosupport no no

7 entries were displayed.

Tith(diag) AE H=E AEELICH
2= TIEF AIFO| diag AERIX| AIART S84 MSELICH S ALSsto] oM 25| oiZ XS
systemshell RUZLICE. O] diag AT AeH0| U= BYS Solf AL Loj Hu2

St AHRQULICH diag systemshell
A A S AA diag ABE XeZE T SHOZ AFEEL|CE 0|2
@ +Z0| HRstH, 7|s K@ A2 X|Hof ut2t 22X sHE &S sdH + U= ZR0|2 AL ELICL
A™ur 2 dut 22| EHOZ ALEE £ diag systemshell SI&LICE.
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Off HMASH| HO| systemshell HHZ ALESIH AN FSE HH™HOF ‘diag security login
password 2L|Ct ZE &5 YEZ AEstT HI|HOR A E HANOF diag SLICE.
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1. AE ALEA s M diag:



clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

node-01%
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ALHAF SAE 222 ONTAP 9.12.10]] T E|AYSLICH AYAF 2AHE HZ 2 PTHZE 94X AMAFEZ0(2tnE
gLICt SnapLock 2tO|MlARL RN E4 22| X7|317t HRSHK|TH AMA SAHE &322 SnapLock Compliance
IE = SnapLock Enterprise@t 2t240| 91&LICt SnapLock Enterprise®ll A2t Zt0| AM2[E £ Q= AER|X| 2E|Xt=
212 SnapLock & =2t 20| 7|2 22[™ AER|X| QIX2LE BSoHK| AELICE 0| W2 B A|AHI0|
Snapshot SAHEE SnapVaulting0i| H|sH SFAHEl 7|SRLICEH 7|2 A AR &ZI AHAS HEH| E1510]
HMQofol| Qs 24E EES SHY 5 USLICL

ARSF SARE ES0ll Cet XiMeh LHE2 E HZESHIAIL "ONTAP 2Z A"

S M 7| APl HM[AS AF LT

REST API EE= ONTAPO| CHet NetApp Manageability SDK API M| A0] CHet ALK} ID 3
ot O|= Al QIZ A 7|Ht Q1Z S AFR3|{OF BT},
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REST API0i| CHet 215 A 7|
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CHAL AF2 "OAuth 2.0 EZ2 7|8 215"

Of EtAlofl 2E & = ONTAPOIA XAl MEE ABSME WHstn BXE & AELICE

EHA|

1. OpenSSLE AHE5t0] L2 HHS MW ASME ML Ct.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'
O] B2 2t= 38 2UB M2 test.pem 2t= 71! 715 “key.out H-E LI L 0|2 CN2 ONTAP AtEXt
IDOI| SHEELIC.

ST HIAX[7} BAIE|H QIE M2 HES E0] ‘0 ONTAPL| PEM(Privacy Enhanced mail)
o

security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done
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3. ONTAPE g43510] SSLE S 2210[AE BN AE 583t API A M| A0] CHet ALZ X} IDE FoletLCt.

security ssl modify -vserver clusterl -client-enabled true
security login create -user-or-group-name cert user -application ontapi
—authmethod cert -role admin -vserver clusterl

CHE ool M= ALEXL ID7t cert _user QIEAM Q1B API HMAE ALY == U EIA}ESLICEH ONTAP HE S

e
HEASH7| I8 AHESH= ZHEret 22| SDK Python A3REE cert user L3t Z&L|CH

#!/usr/bin/python

import sys

sys.path.append (" /home/admin/netapp-manageability-sdk-9.5/netapp-
manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

= NaServer (cluster, 1, 30)
.set transport type (transport)
.set port (port)

.set style(style)

.set _server cert verification (0)

n n n n n n

.set client cert and key(cert, key)

api = NaElement ("system-get-version")

output = s.invoke elem(api)

if (output.results status() == "failed"):
r = output.results reason()
print ("Failed: " + str(r))

sys.exit (2)

ontap version = output.child get string("version")
print ("V: " + ontap version)

AT EQ| 30| ONTAP HZEO| EA|EL|CE.



./version.py

V: NetApp Release 9.5RC1l: Sat Nov 10 05:13:42 UTC 2018

4. ONTAP REST APIS AF2310{ QIZM 7|8 Q15 S SAsI2{H CH2 THIS 2tRSHAI2.
a. ONTAPOI|A http & M| A0i| Ciet ALEX} IDE H

security login create -user-or-group-name cert user -application http
—authmethod cert -role admin -vserver clusterl

b. Linux 22t0|HEOM CIZ BHES HAHSI0] ONTAP HH S EHOZ M TfLCt.

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": O
by
" links": {
'self": {
"href": "/api/cluster"

ey S]]
* "ONTAPE NetApp Zt2| SDKE A%t QIS M 7|8 QIB"..

== 7
REST API0| CH$t ONTAP OAuth 2.0 E2 7|t Q1=
QIS A 7|dt 215 LAl REST APIO| OAuth 2.0 EZ 7|dt 2152 ALY 4= Q&L LY.
ONTAP 9.14.12E{ OAuth 2.0(Open Authorization 2.0) Z2{| /3 E AF25H0] ONTAP S2{AE| CiE HNAS
Ho{E 4= UELICE 0] 7|52 ONTAP CLI, System Manager, REST APIZ Z8ist = ONTAP 22| QIE{I|0|AE
Ao Y 4 USLICH J2{LE OAuth 2.0 et £0f I HAM|A X0 ZH 2 22t0|HETH REST APIE AHE5HH
ONTAPO|| HM| AT mTt ME8E 4~ USLICH

OAuth 2.0 ES2 A2 X} M O1=S 9|3t QFS = CHA|SHL|C}.

o0l CHist ONTAP 2AM"&tESHMAIR.

4

OAuth 2.0 ALE0| CHSH XtM[SH LHE2 £ "OAuth 2.02 AFESH 215 5! Hot
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@ TM JHs3t M e =t 2701 HE config modify BHS AFRSH0] 22| S| Ch
SHA-512 X|&
o5 HOot2 25tst7| 2/ ONTAP 90 M= SHA-2 243 SliA| 7|52 XIHSHH, ME MAME[HLE HAR A5 E
SHAISHE O] 712X O 2 SHA-5125 AFSELICEH 2EAIe} 22|XHe Hof mat A" S HRSHALE H2

AL

227t HEL|X| g2 ot 2

—

7|Z ONTAP 9 ALEX A2 ONTAP 9.0 0|&2 = ¢0|=

22 Al 7SS AESHH L2 2 S Y = ASLIC
* XIFE Al ot LRISHE AR AT EAL

clusterl:
hash-function
vserver

function

clusterl NewAdmin console password
clusterl NewAdmin ontapi password
clusterl NewAdmin ssh password

A4 AFRBILICEH J2{Lt NetAppOlA = ALKV} QIS S HASIE E 310 0|28t ALK} A|HS HLt
SFHo= Oro|Jo|dY AE X3 AEELIC

20| MD5 diA| 7|52

QTS SHA-512

:*> security login show -user-or-group-name NewAdmin -fields

user-or-group-name application authentication-method hash-

shab512
shab512
shab12
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XIFE siAl &=(0ll: MD5)E AtESHE AIEE = AIAH AL LS 2301 Al 22 HFSOF BfLICt.

clusterl::*> security login expire-password -vserver * -username * -hash

—-function md5

* XIFE A 25 A= Y22 AFE HSUCH
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clusterl::*> security login lock -vserver * -username * -hash-function
md5

== 2H 0| 2Ha| SVMOIM L2 AFEXI7E A= oA 7SS & == SlGLITh autosupport . Ol 2H|= 22t
EHYLICE O] LHE AEXAI= 72X 2 FHE 2Tt YICHZ 3l|A| 7|52 & == YlSLITt.

° AFEXI| &S A 7|52 E2{H autosupport CHS HES MSHBtL|CH

::> set advanced
::> security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown

Second Authentication Method2: none

° U= Al 7|5 (7122 SHA512)S AHESI2{H CH2 BE S HASLICE

::> security login password -username autosupport

227t FACZ BHE|N A=XE QK| 5Lt

rr



security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: shabl2
Second Authentication Method2: none

2f= o7 =

ONTAP £2M2 Z& MM @3 Alet A XS OHE D X| st 2= 07 H-E XA Ct
2 M Mo 712 He
username-minlength  %[A AF2X} 0| Z 0|7} 3 3-16 2 A XA
et
username-alphanum ALE2Xt 0|12 H==Xt A2 of st st Sh/H| e 5}
passwd-minlength XA et Z0|7t 8 3-64 2 EXSIHAL
et
passwd-alphanum L =Xt st o gdst
passwd-min-special- Y20 Lot XA EL 0 0-64 2 HZSIHAL
chars ZXt =YLt
passwd-expiry-time &% Otg A[ZHEQ) FHigt - 2=t Bt=E[X]| - 2H[st
FSLICEH
0=X3 tt=
require-initial- REW 2321 A X7| = AL oF & s/l g et
passwd-update UO0|E7} HgtL|Ct
=& E= SSHE &4
HZO| {ZEL|Ct
max-failed-login- X|CH A Ao I4QlL|C 0, AFE FIOX| OMAIR -
attempts
lockout-duration Z[cH =2 71ZHE) 7|272+2 oLt =, -
AHo| 5tF Sk A
UAELICE
disallowed-reuse OrX|2t N S E 5|881X| 6 EAZE2 6L|CH

sl



M
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1

change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits

passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit
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o]
clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited
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