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scan request request
SVM ) N
Antivirus Antivirus
Connector Software
< B
5. Sends scan 4_Sends scan
response response 3. Scans files and
takes remedial
action

The storage system offloads virus scanning operations to external
servers hosting antivirus software from third-party vendors.

ONTAPE= _+_EE%’—I01 L SIEROf 7]gt et 7|28 25 MBS0 AEE|X| O|C|07F 8
HE, deh BXE 9K HE E= EHE R fF OO IE1E S = Y= gt

ONTAPE= 2 E SSL HZ| CHsll FIPS(Federal Information Processing Standards) 140-25 £4%L|C}. CIS
2 MEY & USLICH

* StEY0] EEM:
° NSE(NetApp 2EZ2|X| &3}
NSE= SED(XHA| =3t E2I0|E)E A8St= SHER 2R MUL|CH
> NVMe SED
ONTAPE FIPS 140-2 2150| gl= NVMe SEDO]| CH$H HA| C|A 3T ASSHE HSELICE,

* ADEQ0 E84:

° NetApp O 22| A|0|E 2=2H(NAE)

NAE

= ZH 02| A0 EQ| 17 F|E ArEBI0] EYstel BE =2t0(H
U 2LELQ 0 ERHYLICE

FHO EEHOIH 28 &

ot
ot

° NetApp 2& 2=2HNVE)

ot
4>



=z
<
m
rr
N
1
o
10
k1
Jo
N

I
=

0
o
it
0x
ot
ri
Ha
rn
[
it}
=)
|II
ool-
1o
Ha

rn
ini
=)
_rp_
mlo
o2
o
ot
ot
4>
$0
rr

AIEZ|0{(NAE = NVE) 3 F=$I0{(NSE = NVMe SED) &
HiE = sbefL|Ct. ﬁEEIXI S2M2 NAE EE= NVE 5319 %‘%F% X et&L|CH

NetApp AEZ2|X| ¢35}

NSE(NetApp Storage Encryption)= H|O|E{E £ uf & 13}'_ SEDE X|JELICE ClATO| MEE 23} 7|7t
AOH H|O|E E o2 + SUBLICL ¢33t 7| = ?.%E._ S0 M2t A 4 ASLICE,

110 8 M A == Q& 7| 22| MH £ Onboard Key Manager®| A A El 915 7|2 AF238H0] SEDO| CH3H
Xpelg elset '-IEf

* Q8 7| 22| MHE KMIP(Key Management Interoperability Protocol)S AF23t0] L E0f| 215 7|E H3st=
AEE|X] 2FQ| EFAF A|ARILICY,

* Onboard Key Manager= H[0|E{2t SYot AEE[X| A|AEIS| LEO| Q15 7|E X|S5t= 7|2 S =+ LICH

NSE:= XHA| 2f= *f HDD %! SSDE X|#&L|Ct. NSE? €7H NetApp 2& L=2tE AHE3H0] NSE E2t0|E9)
HIO|E & O|F gfz=stet = ASLIC.

@ Flash Cache 2E0| Q= AI*F-“OM NSEZ Al238t= B2, NVE EE= NAEE 2 stsof shiCt.
NSE= Flash Cache 2&0i| 4 35t= H|0|HE S 3ot6HX| Q¥&L|C
NVMe XAl 2ot E20|E

NVMe SED+= FIPS 140-2 Q1Z 2 ER6t JUX| X2t 0]2{t C|AT = AES 256H|E EHDE C|A T AS3HE
A5 5 HI0|HE B gLt

==

S 7| dda 22 Hlo|H Y=ot AU2 LHRXMO 2 HEL|LE AER[X]| A|AROM LIATIE XS AM AT 0
21F 717t M ELIct. a7 o, I31|0|E1 Aol REE moitt AE2|X| A|A- 215 S 2760 RF CI0|HE
=)

NetApp Oi 12| A0 E &=}

NetApp Aggregate Encryption(NAE)2 O 12| A[0|EC| 2= HO|HE Y= 2tdh= 4
NAES| 0|2 £F0| 0f 22| A[0|E 2{|¥ Z5H|7Hoi| Zetk|= 2HH, NVE 282 M2l ElCh= AYLICE

rr
|.
in |5
el

NAEE A83t= & H7Y5tH O 22[AH[0|E Le| E&S 2| H|0|E 7|2 Yste +~ ASLICH

ONTAP 9.72E{"NVE 2{0|dlA" 2HE F| L= QR 7| 27t s 3R M2 HJE of22[AH0|ELt 282
72X 2 A otE L]

NetApp =& 223}

NetApp Volume Encryption(NVE)2
AE2|X| A A0 AT AR AT 2
GlolEE 9le 4 efsLict,

F7 CIOIHE ¢ HHoj 5Lt 25 = YA olsh= AT ER0f 7|8 7|=iLICt.
o o
— T

ool 7|E ALESHH 7|2 CIHIO|ATF AIARIOIM 22|20 U= B

M-

ARHAE S HEIH|OE & Zetet = CIO[E{7 25 2 SHEILICE CO|E{of LY HhA= 2EEEZ 1R XTS-AES-


../system-admin/manage-license-task.html#view-details-about-a-license
../system-admin/manage-license-task.html#view-details-about-a-license
../system-admin/manage-license-task.html#view-details-about-a-license

256 7|2 E8ll HIZElLICE LZE Onboard Key Manager= S8t A|AEI0f| Q= 7| S C|0|E{Qt 8HH 25 gtL|Ct,

NVEE= 2E &2l 0§ 12[|0|E(HDD, SSD, 5t0|E2| =, 0{2{|0] LUN), RAID £3, ONTAP SelectE H|Z$!
X El= ZE ONTAP 30N AHEE = JASLICE NSE(NetApp AEZ|X| °+§§r)9r NVEE AHE3510{ NSE
E2to|HQ| HO|H E 0|F Y=ot 4= JUSLICE

KMIP M At2 A|7]| * &3t H{2O 2 UHIHM O Z Onboard Key Managers AE3H= Z10| O M2|sHX| 2
CHS & otLizt: ST El= 2 KMIP AHE AX|sHof BFL|CH.

« Aot 7| 2| EFEME FIPS(Federal Information Processing Standards) 140-2 E== KMIP OASIS KMIP
BES F0{oF ghL|Ct
* [1E SHAE £FM0| HREL|CHL KMIP MHE 223 7|8 SY0|M 2t2[5te] o2 22HAEE X|2L|Ct.

KMIP MHE Z=st 7|2 SL0IM 2t2[5t0] o2 S AEE X|#F gLt
* 7|E2 UE 7I1E AA” = CI0[E{QF CHE QUKo MFStE =7t HotS Ee = BT}

KMIP M Ci|O|Eet B2 915 7| & ML Ch,

e

HHE
"FAQ - NetApp 28 453t 3! NetApp OH2Z|A|0|E A3t

WORM AEZ|X|

SnapLock_&= 18 A AHHA =X Z 2| ZQ° IIUS +HEX| A2 HEf= |X|S
_WORM(Write Once, Read Many) 2AE2|X|E A26t= Z2I2 2ot 185 dH &+
SEMUL|CE

£hd 2t0[ M A2 SnaplLockE Strict Compliance 2EZ AtE3t1, SEC Rule 17a-4(f) Y Loser_Enterprise £ =2t
2228 nd8s -’.f——’n‘—*fO:I CIX[E XA H2 5 9ot iR A8E E4E & JASLICH Snaplocks HE WX|

_ComplianceClock_g AtE3t0{ WORM Ite| HE 7|7H0] ”EFEIO*"II 2toIgtL|CE.

SnapVault_0| _SnapLockE A5t EX AEZ|X|0|A WORM-EZ AMARZ OHE & QUELICE SnapMirrorgs
Ar25H0 sl 25 8l 7|EF EHOZ WORM IS CHE X|2|X 2X[of| EXHE & JA&LICE.

P
ﬁn:umrnit to WORM =1 ; : retention time =\
retention period = 20 years OK to delete
10 November 2020 : y 10 November 2040 >

6:00 a.m. / 6:00 a.m.

Snaplock uses a tamper-proof ComplianceClock to determine when
the retention period for a WORM file has elapsed.


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/FAQ%3A_NetApp_Volume_Encryption_and_NetApp_Aggregate_Encryption

4=

M =

Copyright © 2026 NetApp, Inc. All Rights Reserved. 0|30 A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 glo|= of et HAO|Lt EHFAL =2, =% EE= MX AM A|AH0| Y& SH= AS H|Zet 22T,

AN = 7|AN o2 SXE o~ glELCh

NetAppO| MZH# S 7HE Xt=0f| A= 2ZELY|0{0f|i= of2HQ] 20| M AL nX|ALeto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y ST Zel6t0](010f I =X §4F), Of ALEH 0] A= Qlol| L Md}=

I
2= A o 721 A8, QU Sof, UM Ao, ZHH AdHo] Lo hotod 1 2 0|9, MIZ, Ao}
O, {23 Mol S Bel(DhAl i JX| %2 F2)2t 2210] OfmEt MUT X|X| oD, 0feh 22 Ao
24y JHs 0| SX|=IUCH SHEFE ORI pRILIc

NetAppS £ 2Aj0ll ME MZS AMEX] 0|7 glo| WA H2|S HRBHITE NetApp2 NetAppS| HAIH!
N 50|2 gre 2o2 Fofeln £ 20| MTE HES ALBSto LMsts ofHs SH|0|E S XX ALICH
A

= HZQ A = F0i2 B2 NetAppOliA= Ot ESH, S HH = 7|6 XA T LHHO0| HEE|= 2o| AT
M SOl gdsLItt.

= B0 2FE MFZ2 oLt ol¢2| 0= 59, ol 9] L= £ T2l 5512 2 UL

Mgtd M| Al HE0| o$t AF2, SX| = S7H0ll= DFARS 252.227-7013(2014F 28) 8! FAR 52.227-
19(2007'4 12&)2| 7|= HIO|H-H| &4 YA S=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HM|gtAtEto| MEEL|CE.

of7|off & E HO|E= AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|E X ZEEH AZEY s 2XEMOZ MAHE0|H 710l
HI20O 2 JNUE|JELICEH O|= M2 = 0B 7t Ml3E 0= Alefa 2 sto] sHEh Al2kS XISt o2t HI0|E ol
CHot M MAXMOE HISHEH0|I e 4 ol HAHR0| E7t56HH F& S7Hst 2to| A E HgtMo=
ZHELICE 7)o IS E BRE M 2lSt NetApp, Inc.2| AP MH S01 ¢l0|= O] HIO|HE AHE, 37H, M4t +=H,
28 e FA|E £ QI&LICE 0|2 22U Cist M5 20| MA = DFARS 8t 252.227-7015(b)(2014 2€)0]|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| LI El Ot3= NetApp, Inc.2| HELICEH 7|EF S|AF S

HE OIE2 SiE 27X dEHY = ASLIC.


http://www.netapp.com/TM

	보안 : ONTAP 9
	목차
	보안
	클라이언트 인증 및 권한 부여
	인증
	권한 부여
	SAML을 통한 인증
	ONTAP REST API 클라이언트가 포함된 OAuth 2.0

	관리자 인증 및 RBAC
	인증
	RBAC

	바이러스 검사
	암호화
	NetApp 스토리지 암호화
	NVMe 자체 암호화 드라이브
	NetApp 애그리게이트 암호화
	NetApp 볼륨 암호화

	WORM 스토리지


