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ONTAP ZXXt HH XA == Linux HH
1.7 * Red Hat Enterprise Linux: 8.5, 8.6, 8.7, 8.8, 8.9,9.0,9.1,9.2 5 9.3
* Rocky Linux 8 % 9

1.6 * Red Hat Enterprise Linux: 8.4, 8.5, 8.6, 8.7, 8.8, 9.0, 9.1, 9.2
* Rocky Linux 8 % 9

1.5 * Red Hat Enterprise Linux: 7.6,7.7,7.8,7.9, 8.1, 8.2,8.3,84, 85
* Cent0S:7.6,7.7,78,7.9

14 * Red Hat Enterprise Linux: 7.6, 7.7, 7.8,7.9,8.1,8.2,8.3,84, 85
» Cent0S:7.6,7.7,7.8,7.9

1.3 * Red Hat Enterprise Linux: 7.6, 7.7,7.8,7.9, 8.1, 8.2, 8.3
* Cent0S:7.6,7.7,7.8,7.9

1.2 * Red Hat Enterprise Linux: 7.6, 7.7, 7.8, 8.1
* Cent0S:7.6,7.7,7.8
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[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin. log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. leapp-upgrade £ AHE35t0] ¥2|0|=E +HLICE



[rootmediator-host ~]# leapp preupgrade --target 8.4
..<snip upgrade checks>..

..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 8.4
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release
NAME="Red Hat Enterprise Linux"
VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

| head -2

3. ONTAP SMXHS CHA| AX|etL|ct.

() =ama s wxiet| 9el ONTAP SHALE KAIAISH 2 H2 LIDK] EE £%SHIAIR.
[rootmediator-host ~]# ontap-mediator-1.6.0/ontap-mediator-1.6.0

ONTAP Mediator: Self Extracting Installer

..<snip installation>..

[rootmediator-host ~]#

4. ONTAP_ZMAt MH|AES SXIELCE

=

[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

[rootmediator-host ~]# tar -xf ontap mediator log backup.tgz -C
/opt/netapp/lib/ontap mediator

[rootmediator-host ~]#

6. ONTAP_ZHXt MH|AE A[RFEIL|CE,

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. BE ONTAP 22 AEE Y I2{|0|=E ONTAP SXHXIZ CHA| LTt
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siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove
Removing the mediator and disabling Automatic Unplanned Switchover.
It may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...
Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
—address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>
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SnapMirror H{ZL|A AL M2 L /opt/netapp CIEE 2| 2[F0|A TLS ABSME AX[ot B2 CHA| EX|
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peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer?2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA
Vserver Serial Number Certificate Name

Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA
server-ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver
peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for

future reference.



The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer?2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135ERA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237

-peer-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? connected true
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RHEL-8-for-x86_64-baseos-rpms
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249 MM 7t *RHEL7.x * 21 B2

THA|
1. QS 2| ZX|EE| 1=

ChE EXHE AFESHY 2| ZX|E2[0f HM| AT = ASLITH.

'Subscription-manager Repos - -enable rhel-7-server-optional-rpms'

CHS GIF[0[AM = O] e AHlS 20 FLICE

[root@localhost ~]# subscription-manager repos --enable rhel-7-

server-optional-rpms

Repository

'rhel-7-server-optional-rpms'

is enabled for this system.

2. yum repolist HHS MEHBHL|CE,
CtS oMo M= o] HEo| Mg Ho| FL|C}. "rhel-7-server-optional-rpms" 2| ZX|E2| 7t 2 20|

LtEFLIOF BfLICt.

[root@localhost ~]# yum repolist

Loaded plugins: product-id,

manager
rhel-7-server-optional-rpms | 3.2 kB
rhel-7-server-rpms | 3.5 kB 00:00:00

(1/3):
| 26 kB 00:00:00
(2/
| 2.5 MB 00:00:00
(3/3):
| 8.3 MB
repo id

00:00:01

status

rhel-7-server-optional-rpms/7Server/x86 64

Linux 7 Server - Optional (RPMs) 19,447
rhel-7-server-rpms/7Server/x86 64

Linux 7 Server (RPMs) 26,758
repolist: 46,205

[root@localhost ~]#

search-disabled-repos,

subscription-

00:00:00
rhel-7-server-optional-rpms/7Server/x86 64/group
3): rhel-7-server-optional-rpms/7Server/x86 64/updateinfo

rhel-7-server-optional-rpms/7Server/x86 64/primary db

repo name

Red Hat Enterprise

Red Hat Enterprise
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23 MHM7t* RHEL 8.x * 2 B2 LIS EAIE AE0t0] 2[ZX|E2|0f HAMA T 4= ASLICE

THA|
1. LR 2| EXEL| 1=

'Subscription-manager Repos — rhel-8-for-x86_64-baseos-rpms’S &M s}gtL|Ct

'Subscription-manager Repos - -enable rhel-8-for-x86_64-appstream-rpms'

CtHZ GiA|ol M= of B2l 2 20 FLILH.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86_ 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

2. yum repolist 3E 2 MHEL|Ct,

M=z 7t E 2| ZX|E2|7F S J0i| LIEFELICE.
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RHEL 9.x 2% AN|H|of| CHEH =Xt

2% M7t * RHEL 9.x * 2| 22 Cta HXAIE AH86H0] 2| ZX|E2[0f HM|AY 4 USLICE
THA|
1. LR 2| EXEL| 1=

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-9-for-x86 64-appstream-rpms

CHS GIAIG[A = o] e AlS 20 FLICE

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms'
system.

is enabled for this

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms'
system.

is enabled for this

2. yum repolist S AlatighL|Ct,

Mz 7t el 2| ZX| 22|17t S F0i| LIEFELICE.



CentOS 7.x 29 H|A|of CHat & Xt
2 MH[7}* CentOS 7.x * 21 A2 2|EX|E2|0]| CHSE HMAE 2t CHS HAIE HEYAL.

CentOS 7.62| 2| ZX|EE|E EO{ 11

1 AOMH CHE CentOS HHEM A= EHSSIHA|
|&LICt A2 £9! CentOS HZTO|| LS 7|2 2

|ZXIE2|E AFSELIC

§2 11
mjo ojo
S

;OFW

1. C7.6.1810-Base 2| EZX|EZ|Z X£7}EILICt. C7.6.1810 - 7|2 2E 2|ZX|E2|0|= ONTAP EX|XIZ |8}
L 5t "kernel-devel" I{7| X| 7} ZEtE|0] JUELICE.

2. /etc/yum.repos.d/CentOS-Vault.repo0| CtS £ Z=7}8tL|Ct.

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/S$basearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0OS-7
enabled=1

3. yum repolist &S AHLICE

CI2 oMo M= o] HEo| Mg Hoj FL|CH Cent0S-7.6.1810-7| 2 2| ZX|E2|7} S 20i| LIEILIO}
SrL|Ct,

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org
* extras: distro.ibiblio.org

* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(1/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86 64 Cent0S-7 - Base 10,097
extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~1#



Rocky Linux 8 &== 9 29 H|X|of CHst Zx}

2 HA7t * Rocky Linux 8 * &£ * Rocky Linux 9 * @1 A Ct2 EXIE AF2SH0] 2|ZEX|E2[0f] Al
UA&LICH

AN

m

A
1. Qo 2| ZX| 2] 7=

dnf config-manager --set-enabled baseos
dnf config-manager --set-enabled appstream
2. g 2YELICt clean &S

dnf clean all
3. 2|EX|E| SE2 FolgtL|Ct

dnf repolist

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[ 1#

root@localhost ~ dnf repolist

repo id repo name
appstream Rocky Linux 8 - AppStream
baseos Rocky Linux 8 - BaseOS

[root@localhost ~1#

]
]
root@localhost ~] dnf repolist

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[ #

repo id repo name
appstream Rocky Linux 9 - AppStream
baseos Rocky Linux 9 - BaseOS

[root@localhost ~]1#

SHMA 2K 7| XS 22 =L
Hx| m2AAC YRE FX M IH7|XIS RSO

EHA|
1. ONTAP ZXHX} H|O|X|of| A ZXHX} ©X| TH7|X|S ChR 2 E8tL|Ct
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"ONTAP ZX{X} C2 2= H|0|X|"
2. ZTHRF AK| Ii7|X|7F $4xH = CI2E2|off =X 2helgtL|Ct.

||IS||

[root@mediator-host ~]#ls
ontap-mediator-1.7.0.tgz

@ ONTAP SMXt M 1.4 % o|™ HHM | 3 MX| &2|xte| 0|F0| X|™HELICt ontap-
mediator.

OIE|LlO] HN|AZ 4 Gl PIX|0) Y FP X 20| LR IF|K|of HN|AL 4 A=K EHolefof
ol-|_||:_|-
= .

3. Hadt AR, 3M HX| I7|X|E CH2ELE CIAE2|0|M Linux XX SAEQ| MX| C|HEEZ|Z O|SHL|CE
£ =8

SX| T2 mi7[X|9] ¢=S LIt

tar xvfz ontap-mediator-1.7.0.tgz

[root@scs000099753 ~]# tar xvfz ontap-mediator-1.7.0.tgz
.0/

.0/ONTAP-Mediator-production.pub
.0/tsa-prod-chain-ONTAP-Mediator.pem
.0/tsa-prod-ONTAP-Mediator.pem
.0/csc-prod-ONTAP-Mediator.pem
.0/csc-prod-chain-ONTAP-Mediator.pem

ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.7.0/ontap-mediator-1.7.0

ontap-mediator-1.7.0/ontap-mediator-1.7.0.sig.tsr

ontap-mediator-1.

I e B e e e

7
.0/ontap-mediator-1.7.0.tsr
7

ontap-mediator-1.7.0/ontap-mediator-1.7.0.sig

ONTAP WX} ZE MEE =letL|Ct
STRE M| 17| XIS HK[6t7| Mol ONTAP XA ZE MBS holsot shict.

A|ZFst7| Hof|

SA ZE MBS elshy| Hoj| A|AH2 CHE 27 AFgE SFdofF gLt
* 7|2 HS2 Q8 OpenSSL HZE 1.0.20| M 3.07tX|
* TSA(Time Stamping Authority) 1S 2|et OpenSSL HT 1.1.0 0| &

* OCSP #Zg 9t 38 QUE{H A2

CH22E 47| X|0fl= T2 Tt 0| ZetE[of UELICE


https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab

o

ONTAP-Mediator-development.pub

csc-prod-chain-ONTAP-Mediator.pem

csc-prod-ONTAP-Mediator.pem

ontap-mediator-1.7.0

ontap-mediator-1.7.0.sig

ontap-mediator-1.7.0.sig.tsr

tsa-prod-ONTAP-Mediator.pem

tsa-prod-chain-ONTAP-Mediator.pem

|

1. of cHal x| 2tels $3ME|Ct csc-prod-ONTAP-Mediator.pem 22421 0l

AtEeLct.

a. MEX} ASMIt Urig ®MSotK| g2

(o]}

OO Z 9IZ A

oy
MBS golsts ol ALgEls 3o 7Lict
22 I cA M Hiol

7|1E ddot= ol ArEkl= ASMYLICE

HH 1.0.09| HF x| A TAL(CH

SHA-256 S A|El  csc-prod 7|2 AF25H0{ RSAO|
MBS AX| 22|XHE MBLICH

AX| 22 xte| MEo| OCSCP7t

AMES

S| X| @AQIL|CT

TSRS &7 ¢l

OH

A

TSR2| 371 215 A CA X2

AE} Z2EZ(OCSP)2

ol AHRE|= OCSP URLS A&LICH.

openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

b. 21ZM0il CHet OCSP 2B S MAefL|Ct,

openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem

-reqout reqg.der

C. OCSP Manager0i| 2Z3st0{ OCSP 2E 2 EHLICE.

openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem

${ocsp uri}
chain-ONTAP-Mediator.pem

2. CSCo| AME| HQlnt 22 SAEO| CHEt Btz

openssl verify

16

Lt
=

W=

=t

-url

-resp_ text -respout resp.der -verify other csc-prod-

QlgfLct.

=/ -



() B 22%Litt openss1 Z29| B0 Rt 20| RU0{OF ELICH cert . pem (XI4 M ot &),

openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} csc-prod-ONTAP-Mediator.pem # Failure action: The Code-
Signature-Check certificate has expired or is invalid. Download a newer
version of the ONTAP Mediator.

openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem # Failure action: The Time-
Stamp certificate has expired or is invalid. Download a newer version of
the ONTAP Mediator.

3. £ 20IgtL|C} ontap-mediator-1.6.0.sig.tsr % ontap-mediator-1.7.0.tsr HZE IS A

=

AHE3H= IHE:
openssl ts -verify

ctsr o= X 2203 8l F= M0 2 E ErIAR T SEO| Zotk|o] JASLICEH
@ XelS Soll Azt *E”E7FTSA§‘='E1 ot MES 21 = mo| HEEX] g2 AS
SQIRILICE A2 HAREHUM 2ZHZ tHELCE SEXQZ TSA MHO| AMAS TRE=

Oo+— OTr

ELIC)

openssl ts -verify -data ontap-mediator-1.7.0.sig -in ontap-mediator-
1.7.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-

prod-ONTAP-Mediator.pem
openssl ts -verify -data ontap-mediator-1.7.0 -in ontap-mediator-
1.7.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-prod-

ONTAP-Mediator.pem

4. 7)ol cht M ol:

openssl -dgst -verify

openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature

ontap-mediator-1.7.0.sig ontap-mediator-1.7.0



ONTAP ZMAt Z= MY 2ol(E24E £3H)9| o

[root@scspa2695423001 ontap-mediator-1.7.0]1#
/root/ontap-mediator-1.7.0
[root@scspa2695423001 ontap-mediator-1.7.0]#
total 63660

-r—--r--r—-- 1 root root 8582 Feb 19 15:02
Mediator.pem

-r--r--r-- 1 root root 2373 Feb 19 15:02
Mediator.pem

-r-xr-xr-- 1 root root 65132818 Feb 20 15:17
-rw-r--r-- 1 root root 384 Feb 20 15:17
-rw-r--r—-- 1 root root 5437 Feb 20 15:17
1.7.0.sig.tsr

-rw-r--r-- 1 root root 5436 Feb 20 15:17
-r—--r--r—-- 1 root root 625 Feb 19 15:02
production.pub

-r--r--r—-—- 1 root root 3323 Feb 19 15:02
Mediator.pem

-r--r--r-- 1 root root 1740 Feb 19 15:02
Mediator.pem

[root@scspa2695423001 ontap-mediator-1.7.0]1#
[root@scspa2695423001 ontap-mediator-1.7.0]#
/root/verify ontap mediator signatures.sh

++ openssl version -d

++ cut -d -f2

+ OPENSSLDIR=/etc/pki/tls

+ openssl version

OpenSSL 1.1.1k FIPS 25 Mar 2021

rTwry

pwd
1lg =l
csc-prod-chain-ONTAP-
csc-prod-ONTAP-
ontap-mediator-1.7.0
ontap-mediator-1.7.0.sig

ontap-mediator-

ontap-mediator-1.7.0.tsr
ONTAP-Mediator-

tsa-prod-chain-ONTAP-

tsa-prod-ONTAP-

++ openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

+ ocsp uri=http://ocsp.entrust.net
+ echo http://ocsp.entrust.net
http://ocsp.entrust.net

+ openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -regout

req.der

+ openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url

http://ocsp.entrust.net -resp text -respout resp.der -verify other csc-

prod-chain-ONTAP-Mediator.pem

OCSP Response Data:

(0x0)
Response Type: Basic OCSP Response

1 (0x0)
Responder Id: C

OCSP Response Status: successful

Version:

= US, O = "Entrust,

18
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, CN Entrust Extended



Validation Code Signing CA - EVCS2

Produced At: Feb 28 05:01:00 2023 GMT

Responses:

Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FET8
Serial Number: 511A542B57522AEB7295A640DC6200E5

Cert Status: good

This Update: Feb 28 05:00:00 2023 GMT

Next Update: Mar 4 04:59:59 2023 GMT

Signature Algorithm: shab512WithRSAEncryption
3c:1d:49:00:93:62:37:3e:¢c7:38:e3:9f:9£:62:82:73:ed:£f4:
ea:00:6b:f1:01:cd:79:57:92:£f1:9d:5d:85:90:60:59:f8:6¢C:
e6:f4:50:51:£f3:4c:8a:51:dd:50:68:16:8f:20:24:7e:39:00:
44:94:8d:00:61:da:09:08:36:74:2d:44:55:62:fb:92:be:4a:
e7:6c:8c:49:dd:0c:£fd:d8:¢ce:20:08:0d:0f:5a:29:a3:19:03:
9f:d3:df:41:f4:89:0f:73:18:3f:ac:bb:a7:a3:96:7d:c5:70:
4c:57:cd:17:17:¢c6:8a:60:d1:37:¢c9:2d:81:07:2a:d7:a6:02:
ee:ce:88:16:22:db:e3:43:64:1e:9b:0d:4d:31:66:fa:ab:ab5:
52:99:94:4a3:4a:d0:52:¢c5:34:f5:18:c7:15:5b:ce:74:c2:fc:
6l:ea:55:aa:f1:2£:82:a3:6a:95:8d:7e:2b:38:49:4f:bf:bl:
68:7b:1b:24:8b:1f:4d:c5:77:f0:71:af:9¢c:34:c8:7a:82:50:
09:22:19:6e:¢c6:30:4f:da:a2:79:08:f9:d0:£f£:85:d9:2a:84:
cf:0c:aa:75:8£:72:¢c9:a7:22:83:e8:8b:cf:ed:0c:69:75:b6:
2a:7b:6b:58:99:01:d8:34:ad:e1:89:25:27:1b:fa:d9%:6d:32:
97:3a:0b:0a:8e:a3:9%9:e3:f4:e0:d6:1a:c9:b5:14:8c:3e:54:
3b:37:17:1a:93:44:84:8b:4a:87:97:1e:76:43:3e:d3:ec:8b:
7€:56:4a:3£:01:31:c0:e5:58:fb:50:ce:6f:bl:e7:35:£9:b7:
a3:ef:6b:3b:21:95:37:a6:50:8f:f0:15:18:36:65:89:al1:9c:
90:69:00:b4:bl:65:6a:bc:11:2d:d4:9b:b4:97:cc:cb:7a:0c:
16:11:c1:75:58:7e:13:ab:56:3¢c:3£:93:5b:95:24:¢c6:54:52:
1f:86:a29:16:ce:d%:ea:8b:3a:£3:4f:c4:8f:ad:de:e8:3e:3c:
d2:51:51:ad:33:7£:d8:¢c5:33:24:26:£f1:2d:9d:0e:9£:55:d0:
68:bf:af:bd:68:4a3:40:08:bc:92:a0:62:54:7d:16:7b:36:29:
15:bl:cd:58:8e:fb:4a:f2:3e:94:8b:fe:56:95:cc:24:32:af:
5£:71:99:18:ed:0c:64:94:£7:54:48:87:48:d0:6d:b3:42:04:
96:03:73:a2:8e:8a:6a:b2:af:ee:56:19:al:c6:35:12:59:ad:
19:6a:fe:e0:f1:27:cc:96:4e:£f0:4f:fb:6a:bd:ce:05:2c:aa:
79:7c:df:02:5c:ca:53:7d:60:12:88:7c:ce:15:c7:d4:02:27:
cl:ab:cf:71:30:1e:14:ba
WARNING: no nonce in response
Response verify OK
csc-prod-ONTAP-Mediator.pem: good

This Update: Feb 28 05:00:00 2023 GMT



Next Update: Mar 4 04:59:59 2023 GMT

+ openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath

/etc/pki/tls csc-prod-ONTAP-Mediator.pem
csc-prod-ONTAP-Mediator.pem: OK

+ openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath

/etc/pki/tls tsa-prod-ONTAP-Mediator.pem
tsa-prod-ONTAP-Mediator.pem: OK

+ openssl ts -verify -data ontap-mediator-1.7.0.sig
1.7.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator
prod-ONTAP-Mediator.pem

Using configuration from /etc/pki/tls/openssl.cnf
Verification: OK

+ openssl ts -verify -data ontap-mediator-1.7.0 -in
1.7.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem
prod-ONTAP-Mediator.pem

Using configuration from /etc/pki/tls/openssl.cnf
Verification: OK

-in ontap-mediator-

.pem -untrusted tsa-

ontap-mediator-
-untrusted tsa-

+ openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature

ontap-mediator-1.7.0.si1g ontap-mediator-1.7.0
Verified OK
[root@scspa2695423001 ontap-mediator-1.7.01#

ONTAP SxHAt &X| I{7|X|E 2X[fLICE

ONTAP XAt MH|AE AR5t AX| I [X[E P10 SAENM EX| 22|XHE HAHBHOF

2=

THA|

1. x| Z2O4S dHstn Heof w2t ZETE0| SEELICH

./ontap-mediator-1.7.0/ontap-mediator-1.7.0 -y

[root@scs000099753 ~]1# ./ontap-mediator-1.5.0/ontap-mediator-1.7.0 -y

R T2 MATF T Bt AYE Hdstn 2ot iiF[XE EX[LCh S AE0| 0 HTS| ZSIHXLIL

HRIE0 A= 32 Y 0|=EX| 2Rl HAIXIZE A LT

2. ONTAP Zx{X} 1.452E UEFI A|AEIIM 2Ot HEl H[FL|S0| Z2ASHEIL|CE Eot HEIQ]

2ot 7|8 SE5H7| flet 71 HAE &aHoF LT

° README Ito| X|&lof 2t SCST HYE 2 &0 A HEtL|C}.

ot

ot &X| =

40

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-

signing

20



° 2Rt 7|1E HsLitt

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

() 4% = README T2} 7| 91| AIAR 20| RIZELCH

21



ONTAP SXAt 1.6 AX| of(2E &3)

22

=

[root@scs000099753 ~]# ./ontap-mediator-1.6.0/ontap-mediator-1.6.0 -y
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API (mediatoradmin).
Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall
success
success

success

SRR E R SRR R R R R R R R
Preparing for installation of ONTAP Mediator packages.

+ Installing required packages.

Last metadata expiration check: 0:25:24 ago on Fri 21 Oct 2022 04:00:13
PM EDT.

Package openssl-1:1.1.1k-4.e18.x86 64 is already installed.

Package gcc-8.4.1-1.e18.x86 64 is already installed.

Package python36-3.6.8-2.module+el8.1.0+3334+5cb623d7.x86 64 is already
installed.

Package libselinux-utils-2.9-5.e18.x86 64 is already installed.

Package perl-Data-Dumper-2.167-399.el8.x86 64 is already installed.
Package efibootmgr-16-1.e18.x86 64 is already installed.

Package mokutil-1:0.3.0-11.e18.x86 64 is already installed.



Package python3-pip-9.0.3-19.el8.nocarch is already installed.
Package policycoreutils-python-utils-2.9-14.el8.noarch is already
installed.

Dependencies resolved.

Package Architecture
Version Repository
Size

Installing:

bzip2 x86 64

1.0.6-26.e18 rhel-8-for-
x86_ 64-baseos-rpms 60 k

elfutils-libelf-devel x86 64

0.186-1.e18 rhel-8-for-
x86_ 64-baseos-rpms 60 k

kernel-devel x86 64

4.18.0-348.e18 rhel-8-for-
x86_ 64-baseos-rpms 20 M

make x86 64

1:4.2.1-11.e18 rhel-8-for-
x86_ 64-baseos-rpms 498 k

openssl-devel x86 64

1:1.1.1k-7.el8 6 rhel-8-for-
x86_ 64-baseos-rpms 2.3 M

patch x86 64

2.7.6-11.e18 rhel-8-for-
x86_ 64-baseos-rpms 138 k

perl-ExtUtils-MakeMaker noarch

1:7.34-1.e18 rhel-8-for-
x86 64-appstream-rpms 301 k

python36-devel x86 64
3.6.8-38.module+tel8.5.0+12207+5c5719%bc rhel-8-for-
x86 64-appstream-rpms 17 k

redhat-1sb-core x86 64

4.1-47.e18 rhel-8-for-
x86 64-appstream-rpms 45 k
Upgrading:

cpp x86 64

8.5.0-10.1.el8 6 rhel-8-for-
x86 64-appstream-rpms 10 M

elfutils-libelf x86 64

23



24

0.186-1.e18

x86 64-baseos-rpms
elfutils-1libs
0.186-1.e18

x86 64-baseos-rpms
gcc
8.5.0-10.1.el8 6

x86 64-appstream-rpms
libgcc
8.5.0-10.1.el8 6

x86 64-baseos-rpms
libgomp
8.5.0-10.1.el8 6

x86 64-baseos-rpms
libsemanage
2.9-8.el18

x86 64-baseos-rpms
mokutil
1:0.3.0-11.el18 6.1

x86 64-baseos-rpms
openssl
1:1.1.1k-7.el8 6

x86 64-baseos-rpms
openssl-libs
1:1.1.1k-7.el8 6

x86 64-baseos-rpms
platform-python-pip
9.0.3-22.e18

x86 64-baseos-rpms
policycoreutils
2.9=19.cl8

x86_ 64-baseos-rpms
policycoreutils-python-utils
2.9=19.618

x86_ 64-baseos-rpms
python3-libsemanage
2.9-8.el18

x86_ 64-baseos-rpms
python3-pip
9.0.3-22.e18

x86 64-appstream-rpms
python3-policycoreutils
2.9-19.e18

x86 64-baseos-rpms
python36

3.6.8-38.module+el8.5.0+12207+5c5719%c

229

295

23

80

207

168

46

709

374

253

128

20

%86 64

%86 64

x86 64

%86 64

%86 _64

%86 _64

x86_64

x86_64

noarch

%86 64

noarch

x86_64

noarch

noarch

x86_64

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-



x86 64-appstream-rpms

Installing dependencies:

annobin
10.29-3.e18
x86 64-appstream-rpms
at
3.1.20-11.e18
x86 64-baseos-rpms
bc
1.07.1-5.e18
x86 64-baseos-rpms
cups-client
1:2.2.6-38.e18
x86 64-appstream-rpms
dwz
0.12-10.e18
x86 64-appstream-rpms
ed
1.14.2-4.e18
x86_ 64-baseos-rpms
efi-srpm-macros
3-3.el18
x86 64-appstream-rpms
esmtp
1.2-15.e18
57 k
ghc-srpm-macros
1.4.2-7.e18
x86 64-appstream-rpms
go-SIrpm-macros
2-17.el18
x86 64-appstream-rpms
keyutils-libs-devel
1.5.10-6.e18
x86 64-baseos-rpms
krb5-devel
1.18.2-14.e18
x86 64-baseos-rpms
libcom err-devel
1.45.6-2.e18
x86 64-baseos-rpms
libesmtp
1.0.6-18.el8
70 k
libkadmb
1.18.2-14.e18

19

117

81

129

169

109

82

22

13

48

560

38

x86_64

x86_64

x86_64

%86 64

x86_64

x86_64

noarch

x86_64

noarch

noarch

%86 64

%86 64

%86 64

%86 64

%86 64

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

EPEL-8

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

EPEL-8

rhel-8-for-

25



26

x86 64-baseos-rpms
liblockfile
1.14-1.e18

x86 64-appstream-rpms
libselinux-devel
2.9-5.e18

x86 64-baseos-rpms
libsepol-devel
2.9-3.el8

x86 64-baseos-rpms
libverto-devel
0.3.0-5.e18

x86 64-baseos-rpms

m4

1.4.18-7.el18

x86 64-baseos-rpms
mailx

12.5-29.e18

x86 64-baseos-rpms
ncurses-compat-1libs
6.1-9.20180224.e18

x86 64-baseos-rpms
ocaml-srpm-macros
5-4.e18

x86 64-appstream-rpms
openblas-srpm-macros
2-2.el8

x86 64-appstream-rpms
pcre2-devel
10.32-2.e18

x86 64-baseos-rpms
pcre2-utfl6
10.32-2.e18

x86 64-baseos-rpms
pcre2-utf32
10.32-2.e18

x86_ 64-baseos-rpms
perl-CPAN-Meta-YAML
0.018-397.e18

x86 64-appstream-rpms
perl-ExtUtils-Command
1:7.34-1.e18

x86 64-appstream-rpms
perl-ExtUtils-Install
2.14-4.e18

x86 64-appstream-rpms

187

32

200

87

18

223

257

328

605

229

220

34

19

46

%86 64

%86 64

%86 64

x86 64

%86 64

x86_64

%86 _64

noarch

noarch

x86_64

x86_64

x86_64

noarch

noarch

noarch

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-



perl-ExtUtils-Manifest

1.70-395.e18

x86 64-appstream-rpms
perl-ExtUtils-ParseXS
1:3.35-2.e18

x86 64-appstream-rpms
perl-JSON-PP
1:2.97.001-3.e18

x86 64-appstream-rpms
perl-Math-BigInt
1:1.9998.11-7.e18
x86_ 64-baseos-rpms
perl-Math-Complex
1.59-421.e18

x86_ 64-baseos-rpms
perl-Test-Harness
1:3.42-1.e18

x86 64-appstream-rpms
perl-devel
4:5.26.3-419.e18 4.1
x86 64-appstream-rpms
perl-srpm-macros
1-25.e18

x86 64-appstream-rpms
perl-version
6:0.99.24-1.e18

x86 64-appstream-rpms
platform-python-devel
3.6.8-41.e18

x86 64-appstream-rpms
python-rpm-macros
3-41.e18

x86 64-appstream-rpms
python-srpm-macros
3-41.e18

x86 64-appstream-rpms
python3-pyparsing
2.1.10-7.el8

x86_ 64-baseos-rpms

python3-rpm-generators

5-7.el8

x86 64-appstream-rpms
python3-rpm-macros
3-41.el18

x86 64-appstream-rpms
gt5-srpm-macros

37

83

68

196

109

279

59¢

11

67

249

15

15

142

25

14

noarch

noarch

noarch

noarch

noarch

noarch

x86_64

noarch

%86 64

%86 64

noarch

noarch

noarch

noarch

noarch

noarch

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-
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5.15.2-1.e18

x86 64-appstream-rpms
redhat-1lsb-submod-security
4.1-47.el18

x86 64-appstream-rpms
redhat-rpm-config
125-1.e18

x86 64-appstream-rpms
rust-srpm-macros
5-2.el18

x86 64-appstream-rpms
spax

1.5.3-13.e18

x86 64-baseos-rpms
systemtap-sdt-devel
4.6-4.e18

x86 64-appstream-rpms
time

1.9-3.e18

x86 64-baseos-rpms
unzip

6.0-46.e18

x86 64-baseos-rpms
util-linux-user
2.32.1-28.e18

x86 64-baseos-rpms
zip

3.0-23.e18

x86 64-baseos-rpms
zlib-devel
1.2.11-17.e18

x86_ 64-baseos-rpms
Installing weak dependencies:
perl-CPAN-Meta
2.150010-396.e18

x86 64-appstream-rpms
perl-CPAN-Meta-Requirements
2.140-396.e18

x86 64-appstream-rpms
perl-Encode-Locale
1.05-10.module+el8.3.0+6498+9%eecfebl

x86 64-appstream-rpms
perl-Time-HiRes
4:1.9758-2.el18

x86 64-appstream-rpms

11

22

87

217

86

54

196

100

270

58

191

37

22

61

%86 64

noarch

noarch

%86 64

%86 _64

%86 _64

x86_64

x86_64

%86 64

%86 64

noarch

noarch

noarch

%86 64

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-

rhel-8-for-



Transaction Summary

Install 69 Packages
Upgrade 17 Packages

Total download size: 72 M

Is this ok [y/N]: y

Downloading Packages:

(1/86) : perl-ExtUtils-Install-2.14-4.el8.noarch.rpm

735 kB/s | 46 kB 00:00

(2/86) : libesmtp-1.0.6-18.el18.x86 64.rpm

1.0 MB/s | 70 kB 00:00

(3/86): esmtp-1.2-15.e18.x86 64.rpm

747 kB/s | 57 kB 00:00

(4/86) : rust-srpm-macros-5-2.el8.noarch.rpm

308 kB/s | 9.3 kB 00:00

(5/86): perl-ExtUtils-Manifest-1.70-395.el8.nocarch.rpm
781 kB/s | 37 kB 00:00

(6/86) : perl-CPAN-Meta-2.150010-396.el8.noarch.rpm
2.7 MB/s | 191 kB 00:00

(7/86) : ocaml-srpm-macros—-5-4.el8.noarch.rpm

214 kB/s | 9.5 kB 00:00

(8/86): perl-JSON-PP-2.97.001-3.el8.noarch.rpm

1.2 MB/s | 68 kB 00:00

(9/86) : perl-ExtUtils-MakeMaker-7.34-1.el8.noarch.rpm
5.8 MB/s | 301 kB 00:00

(10/86) : ghc-srpm-macros-1.4.2-7.el8.noarch.rpm

317 kB/s | 9.4 kB 00:00

(11/86) : perl-Test-Harness-3.42-1.el8.noarch.rpm

4.5 MB/s | 279 kB 00:00

(12/86) : perl-ExtUtils-Command-7.34-1.el8.noarch.rpm
520 kB/s | 19 kB 00:00

15 MB/s | 1.5 MB 00:00

Total

35 MB/s | 72 MB 00:02

Running transaction check
Transaction check succeeded.
Running transaction test

29



Transaction test succeeded.
Running transaction

Preparing
1/1

Running scriptlet: openssl-libs-1:1.1.1k-7.el8 6.x86 64
1/1

Upgrading : openssl-libs-1:1.1.1k-7.el8 6.x86 64
1/103

Running scriptlet: openssl-libs-1:1.1.1k-7.el8 6.x86 64
1/103

Upgrading : libgcc-8.5.0-10.1.e18 6.x86 64
2/103

Running scriptlet: libgcc-8.5.0-10.1.el8 6.x86 64
2/103

Upgrading : elfutils-1libelf-0.186-1.e18.x86 64
3/103

Installing : perl-version-6:0.99.24-1.e18.x86 64
4/103

Installing : perl-CPAN-Meta-Requirements-2.140-396.el8.noarch
5/103

Upgrading : libsemanage-2.9-8.e18.x86 64
6/103

Installing : zlib-devel-1.2.11-17.el18.x86 64
7/103

Installing : python-srpm-macros-3-41.el8.noarch
8/103

Installing : python-rpm-macros-3-41.el8.noarch
9/103

Installing : python3-rpm-macros-3-41.el8.noarch
10/103

Installing : perl-Time-HiRes-4:1.9758-2.e18.x86 64
11/103

Installing : perl-ExtUtils-ParseXS-1:3.35-2.el8.noarch
12/103

Installing : perl-Test-Harness-1:3.42-1.el8.noarch
13/103

Upgrading : python3-libsemanage-2.9-8.el18.x86 64
14/103

Upgrading : policycoreutils-2.9-19.e18.x86 64
15/103

Running scriptlet: policycoreutils-2.9-19.e18.x86 64
15/103

Upgrading : python3-policycoreutils-2.9-19.el18.noarch
16/103
Installing : dwz-0.12-10.e18.x86 64

17/103



Installing
18/103
Installing
19/103
Installing
20/103
Installing
21/103
Upgrading
22/103
Running scriptlet:
22/103
Upgrading
23/103
Upgrading
24/103
Upgrading

ncurses-compat-1ibs-6.1-9.20180224.e18.x86_ 64

libesmtp-1.0.6-18.e18.x86 64

mailx-12.5-29.e18.x86 64

libkadm5-1.18.2-14.e18.x86 64

libgomp-8.5.0-10.1.e18 6.x86 64

libgomp-8.5.0-10.1.e18 6.x86 64

platform-python-pip-9.0.3-22.el8.noarch

python3-pip-9.0.3-22.el8.noarch

python36-3.6.8-

38.module+el8.5.0+12207+5c5719%bc.x86 64

25/103

Running scriptlet:

python36-3.6.8-

38.module+el8.5.0+12207+5c5719%bc.x86 64

25/103
Upgrading
26/103
Running scriptlet:
26/103
Upgrading
27/103
Running scriptlet:
27/103
Installing
28/103
Installing
29/103
Installing
30/103
Installing
31/103
Installing
32/103
Installing
33/103
Installing
34/103
Running scriptlet:
34/103

cpp-8.5.0-10.1.el18 6.x86 64

cpp-8.5.0-10.1.el18 6.x86 64

gcc-8.5.0-10.1.e18 6.x86 64

gcc-8.5.0-10.1.e18 6.x86 64

annobin-10.29-3.e18.x86 64

unzip-6.0-46.e18.x86 64

zip-3.0-23.e18.x86 64

perl-Math-Complex-1.59-421.el8.noarch

perl-Math-BigInt-1:1.9998.11-7.el8.noarch

perl-JSON-PP-1:2.97.001-3.el8.noarch

make-1:4.2.1-11.e18.x86 64

make-1:4.2.1-11.e18.x86 64
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Installing
35/103
Installing
36/103
Installing
37/103
Installing
38/103
Installing
39/103
Installing
40/103
Installing
41/103
Installing
42/103
Installing
43/103
Installing
44/103
Installing
45/103
Running scriptlet:
45/103
Installing
46/103
Running scriptlet:
46/103
Installing
47/103
Installing
48/103
Running scriptlet:
48/103
Installing
49/103
Running scriptlet:
49/103
Installing
50/103
Installing
51/103
Installing
52/103
Running scriptlet:
52/103

libcom err-devel-1.45.6-2.e18.x86 64
util-linux-user-2.32.1-28.e18.x86 64
libsepol-devel-2.9-3.e18.x86 64
pcre2-utf32-10.32-2.e18.x86 64
pcre2-utfl6-10.32-2.e18.x86_ 64
pcrez-devel-10.32-2.e18.x86 64
libselinux-devel-2.9-5.e18.x86 64
patch-2.7.6-11.e18.x86_ 64
python3-pyparsing-2.1.10-7.el8.noarch
systemtap-sdt-devel-4.6-4.e18.x86 64
spax-1.5.3-13.e18.x86 64
spax-1.5.3-13.el8.x86 64
m4-1.4.18-7.e18.x86 64
m4-1.4.18-7.el18.x86 64
libverto-devel-0.3.0-5.e18.x86 64
bc-1.07.1-5.e18.x86 64
bc-1.07.1-5.e18.x86_ 64
at-3.1.20-11.e18.x86 64
at-3.1.20-11.e18.x86 64
keyutils-libs-devel-1.5.10-6.e18.x86 64
krb5-devel-1.18.2-14.e18.x86 64
time-1.9-3.e18.x86 64

time-1.9-3.e18.x86 64



Upgrading
80/103
Installing
81/103
Upgrading
82/103
Upgrading
83/103
Upgrading
84/103
Installing
85/103

Running scriptlet:

85/103
Installing
86/103
Cleanup
87/103
Cleanup
88/103
Cleanup

policycoreutils-python-utils-2.9-19.el8.noarch

elfutils-libelf-devel-0.186-1.e18.x86 64

elfutils-1ibs-0.186-1.e18.x86 64

mokutil-1:0.3.0-11.el8 6.1.x86 64

openssl-1:1.1.1k-7.el8 6.x86 64

kernel-devel-4.18.0-348.e18.x86 64

kernel-devel-4.18.0-348.e18.x86 64

bzip2-1.0.6-26.e18.x86 64

policycoreutils-python-utils-2.9-14.el8.noarch

python3-policycoreutils-2.9-14.el18.noarch

python36-3.6.8-

2.module+el8.1.0+3334+5cb623d7.x86 64

89/103

Running scriptlet:

python36-3.6.8-

2.module+el8.1.0+3334+5cb623d7.x86 64

89/103
Cleanup
90/103
Cleanup
91/103
Cleanup
92/103

Running scriptlet:

93/103
Cleanup
93/103

Running scriptlet:

94/103
Cleanup

94/103
Cleanup

95/103

elfutils-1ibs-0.185-1.e18.x86 64

openssl-1:1.1.1k-4.el18.x86 64

python3-libsemanage-2.9-6.e18.x86 64

gcc-8.4.1-1.e18.x86_64

gcc-8.4.1-1.e18.x86 64

policycoreutils-2.9-14.e18.x86 64

policycoreutils-2.9-14.e18.x86 64

mokutil-1:0.3.0-11.e18.x86 64
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Cleanup
96/103
Cleanup
97/103
Cleanup
98/103
Running
98/103
Cleanup
99/103
Running
100/103
Cleanup
100/103
Cleanup
101/103
Running
101/103
Running
102/103
Cleanup
102/103
Running
102/103
Cleanup
103/103
Running
103/103

scriptlet:

scriptlet:

scriptlet:

scriptlet:

scriptlet:

scriptlet:

Verifying

1/103

Verifying

Upgraded:

cpp-8.5.0-10.1.el18 6.x86 64
libelf-0.186-1.e18.x86 64

python3-pip-9.0.3-19.el18.noarch

platform-python-pip-9.0.3-19.el8.noarch

openssl-libs-1:1.1.1k-4.e18.x86 64

openssl-libs-1:1.1.1k-4.e18.x86 64

libsemanage-2.9-6.e18.x86 64

cpp-8.4.1-1.e18.x86 64

cpp-8.4.1-1.e18.x86 64

libgcc-8.5.0-3.e18.x86 64

libgcc-8.5.0-3.e18.x86 64

libgomp-8.4.1-1.e18.x86 64

libgomp-8.4.1-1.18.x86 64

libgomp-8.4.1-1.e18.x86 64

elfutils-1ibelf-0.185-1.e18.x86 64

elfutils-1libelf-0.185-1.e18.x86 64

esmtp-1.2-15.e18.x86 64

libesmtp-1.0.6-18.e18.x86 64

elfutils-
elfutils-1ibs-0.186-1.e18.x86 64

gcc-8.5.0-10.1.e18 6.x86 64

libgcc-8.5.0-10.1.e18 6.x86 64
8.5.0-10.1.e18 6.x86_ 64

libgomp-
libsemanage-2.9-8.el18.x86 64

mokutil-1:0.3.0-11.e18 6.1.x86 64

openssl-1:1.1.1k-7.el8 6.x86 64
libs-1:1.1.1k-7.el8 6.x86 64

openssl-
platform-python-pip-9.0.3-22.el8.noarch

policycoreutils-2.9-19.e18.x86 64

policycoreutils-python-utils-2.9-19.el8.noarch
libsemanage-2.9-8.el18.x86 64

python3-
python3-pip-9.0.3-22.el8.noarch



python3-policycoreutils-2.9-19.el8.noarch

python36-3.6.8-38.module+el8.5.0+12207+5c5719%c.x86 64

Installed:
annobin-10.29-3.e18.x86 64
3.1.20-11.e18.x86 64
bzip2-1.0.6-26.e18.x86 64
cups-client-1:2.2.6-38.e18.x86 64
10.e18.x86_64
ed-1.14.2-4.e18.x86 64
efi-srpm-macros-3-3.el8.noarch
devel-0.186-1.e18.x86 64
esmtp-1.2-15.e18.x86 64
ghc-srpm-macros-1.4.2-7.el8.noarch
17.el8.noarch
kernel-devel-4.18.0-348.18.x86 64
keyutils-libs-devel-1.5.10-6.e18.x86 64
14.e18.x86_64
libcom err-devel-1.45.6-2.e18.x86 64
libesmtp-1.0.6-18.e18.x86 64
14.e18.x86_ 64
liblockfile-1.14-1.e18.x86 64
libselinux-devel-2.9-5.e18.x86 64
3.e18.x86 64
libverto-devel-0.3.0-5.e18.x86 64
1.4.18-7.e18.x86 64
29.e18.x86_ 64
make-1:4.2.1-11.e18.x86 64

ncurses—-compat-1ibs-6.1-9.20180224.e18.x86 64

5-4.el8.noarch
openblas-srpm-macros-2-2.el8.noarch
openssl-devel-1:1.1.1k-7.el8 6.x86 64
11.e18.x86_ 64
pcrez-devel-10.32-2.e18.x86 64
pcre2-utfle-10.32-2.e18.x86 64
2.e18.x86 64

perl-CPAN-Meta-2.150010-396.el8.noarch
perl-CPAN-Meta-Requirements-2.140-396.el8.noarch

YAML-0.018-397.el8.noarch

at-

bc-1.07.1-5.e18.x86_ 64

dwz-0.12-

elfutils-libelf-

go-srpm-macros-—2-

krb5-devel-1.18.2-

libkadm5-1.18.2-

libsepol-devel-2.9-

mé -

mailx-12.5-

ocaml—srpm—macros—

patch-2.7.6-

pcre2-utf32-10.32-

perl-CPAN-Meta-

perl-Encode-Locale-1.05-10.module+el8.3.0+6498+9%eecfeb5l.noarch

perl-ExtUtils-Command-1:7.34-1.el8.noarch

Install-2.14-4.el8.noarch

perl-ExtUtils-MakeMaker-1:7.34-1.el8.noarch
perl-ExtUtils-Manifest-1.70-395.el8.noarch

ParseXS-1:3.35-2.el8.noarch
perl-JSON-PP-1:2.97.001-3.el8.noarch

perl-Math-BigInt-1:1.9998.11-7.el8.noarch

perl-ExtUtils-

perl-ExtUtils-

perl-Math-Complex-
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1.59-421.el8.noarch

perl-Test-Harness-1:3.42-1.el8.noarch
perl-Time-HiRes-4:1.9758-2.e18.x86 64 perl-devel-
4:5.26.3-419.e18 4.1.x86 64

perl-srpm-macros-1-25.el8.noarch
perl-version-6:0.99.24-1.e18.x86 64 platform-python-
devel-3.6.8-41.e18.x86 64

python-rpm-macros-3-41.el8.noarch
python-srpm-macros-3-41.el8.noarch python3-pyparsing-
2.1.10-7.el8.noarch

python3-rpm-generators-5-7.el8.noarch
python3-rpm-macros-3-41.el8.noarch python36-devel-
3.6.8-38.module+el8.5.0+12207+5c5719bc.x86 64

gt5-srpm-macros-5.15.2-1.el8.noarch
redhat-lsb-core-4.1-47.e18.x86 64 redhat-1sb-submod-
security-4.1-47.e18.x86 64

redhat-rpm-config-125-1.el8.noarch
rust-srpm-macros-5-2.el8.noarch spax-1.5.3-
13.e18.x86 64

systemtap-sdt-devel-4.6-4.e18.x86 64
time-1.9-3.e18.x86 64 unzip-6.0-
46.e18.x86 64

util-linux-user-2.32.1-28.e18.x86 64
zip-3.0-23.e18.x86 64 zlib-devel-1.2.11-
17.e18.x86 64

Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /tmp/ontap mediator.JixKGP/ontap-
mediator-1.6.0/ontap-mediator-1.6.0/install 20221021155929.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20221021155929.109)
+ WARNING: This system supports UEFI
Secure Boot (SB) is currently disabled on this system.
If SB is enabled in the future, SCST will not work unless
the following action is taken:
Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow
instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modu
le-signing
to sign the SCST kernel module. Note that reboot will be



needed.
SCST will not start automatically when Secure Boot is enabled and
not configured properly.
+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@scs000099753 ~]# cat /etc/redhat-release
Red Hat Enterprise Linux release 8.5 (Ootpa)
[root@scs000099753 ~]#

=
1. ONTAP ZXHX} MH[A el 27]:

ad. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl1915530002 ~]1+#
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b. systemctl status mediator-scst

[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@scsprl1915530002 ~]+#

2. ONTAP ZX{Xt MH|AO|A AF2SH= ZTEZ s}olst|C}

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260]31784"

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcp6 O 0 :::3260 388% LISTEN

AXl = -
ONTAP S i Xt HHI*E MX|stn AdS 2 ONTAP AEZ|X| A|AHIOM SXH XL 7|52
Is

* MetroCluster IP 40| A ONTAP SAHX} AH|AE AFESIEH™ 2 E IS AL "MetroCluster 1P A0 A
ONTAP ZR{Xt MH|A 4",

* SnapMirror H|ZL|A HEM S AE5IH S HXSIMAILR "ONTAP SAAF MH[AE EX[SH30 ONTAP 22 AH
TEE golgtLch.

ONTAP SX{A} HOot HAZ 1M tL|C}

ONTAP STt MHE 714 7hset of2] 7kX| Eot ™ g X|gtL|ct BE dX™o| 7|22
low_space_threshold_mib:10read-only It 0| A |2 E/L|C}.
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/opt/netapp/lib/ontap mediator/server config/ontap mediator.user config.yaml

Ol BiX|El 2= 2f ontap mediator.user config.yaml & 7|22E FAISI] 2= ONTAP SR}
20| =0 I:HOH SX|ELICt,

£+ = “ontap_mediator.user_config.yaml' 0| Al ONTAP ZXHX} AH|A S CHA| A|ZFRIL|CE

systemctl restart ontap mediator

@ o CtE 7|2 U YULICt ontap mediator.config.yaml &=8Y = gIELICH

* *EfAF SSLABME 7] XAl ME B M| tiMELZ EX[5h= O ArEE= 27 *

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'
cert valid days: '1095' # Used to set the expiration
on client certs to 3 years

x509 passin pwd: 'pass:ontap' # passphrase for the signed
client cert

+* xR of

ot
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7|58 g-etsta{™ of cet 22 AP SLICt window seconds & retry limit
of:
° FEZ 2o 52 HE N3¢t O3 o] = 02 MA™ELICE

authentication lock window seconds: 300
° 712t Lijoll 52| Zol7} WA B ANS FFLIC

authentication retry limit: 5



° 2 NEE HESH| Tof| & dot= X[HE 2Fst0 FAHE = =

%
Ok
b
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-9.'—'
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iul

authentication failure delay seconds: 5

authentication failure delay seconds: 0 # seconds (float) to delay
failed auth attempts prior to response, 0 = no delay
authentication lock window seconds: null # seconds (int) since the
oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to
allow before locking API access, null = unlimited

* * ONTAP SHZt API AtEXF A1 H ol &t =&Y Al Mofst= EE
password min length: 8
password max length: 64
password uppercase chars: 0 # min. uppercase characters
password lowercase chars: 1 # min. lowercase character
password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

* * Ol HRTt R S22 Mosts B™EYULICE /opt/netapp/lib/ontap mediator C|AZ. *

Ok

2H0| BEE LAV LD RO MH| A0 Z11 O[HIES HEBL|CE
low space threshold mib: 10

* *reserve_log_spaceZ N|O{st= AH . *

7122 ONTAP SMAt M= 20| B9l C|A3 ZZhs WHLC X Z2IM2 STHX 220
YAEOZ AHEE & 700MB2| C|A3 SZHE 7HE M 0 37| ot S FELIC.

0| 7|5 H|IgMest 7|2 AT Z7HE A8 H Ch3 HHAIE A A 2.
a. C2 oA A reserve_log_space Zf2 "1"0A "0 Z HABIL|CE.
/opt/netapp/lib/ontap mediator/tools/mediator env

. STHAF CRA] AJ:
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cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE_LOG_SPACE"

RESERVE_LOG_SPACE=0

Il. systemctl restart ontap mediator

"0’ Ol M M2 HFSE D STHALS CHAl AESHYAIL.

(D C|A3 Izt Zbofl TetstH 7|1&E 27} XXX A&LICE O 2= 2 F W E OH2 SMAE
Hatstn CHA| AlEfSh = oIXl A3 SO =2 O|SHLICt.
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