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context = selinux.getfilecon(file path) [1]
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He
{
"commonName" : {
"value": "Smith John R jrsmith"
by
"emailAddresses": |
{
"value": "jrsmith@dod.mil"
}
I
"employeeId": {
"value": "00000387835"
by
"firstName": {
"value": "John"
by
"lastName": {
"value": "Smith"
by
"telephoneNumber": {
"value": "938/260-9537"
by
"uid": |
"value": "jrsmith"
}
}
AFQF "DoD"
UUIDQ!IL|C} b4111349-7875-4115-AD30-0928565f2e15

2Ha|xt Z 5]

"value": "DoD"
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[
{
"value": "ABC1000"
by
{
"value": "DEF1001"
by
{
"value": "EFG2000"
}
]
A1 2N
{
"value": "US"
}
o Rat
[
{
"value": "TS"
b
{
"value": "3"
b
{
"value": "C"
by
{
"value": "U"
}
]
=7HX|S MF :
{
"value": "USA"
}
]
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"classification": "UNCLASSIFIED",
"value": "cn=smith john r Jjrsmith, ou=dod, o=u.s.
government, c=us"

}

s
{
"value": "DoD"
}
DutyOrganization(O|
5 z% (
"value": "DoD"
1
entityType 2
MEHSHL|C} {
"value": "GOV"
1
FineAccessControls
E HXSHAIR [
{
"value": "SI"
bo
{
"value": "TK"
bo
{
"value": "NSYS"
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user.Info

"commonName" : {

"value": "Smith John R jrsmith"
by
"currentOrganization": {

"value": "TUV33"

by
"displayName": {
"value": "John Smith"
by
"emailAddresses": |
"jrsmith@example.org"
I
"employeeId": {
"value": "00000405732"
by

"firstName": {
"value": "John"
b
"lastName": {
"value": "Smith"
b
"managers": [
{
"value": ""
}
I
"organizations": [
{
"value": "TUV33"
b
{
"value": "WXY44"
}
1/
"personalTitle": {
"value": ""
b
"secureTelephoneNumber": {
"value": "506-7718"
bo
"telephoneNumber": {
"value": "264/160-7187"
bo
"title": {

Nira T
Vdiuc

by
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user.geo_point [-78.7941, 35.79506]

2hEof| chot HE ZEAP
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setattr offline-bit, setattr with owner change,

setattr with group change, setattr with mode change,
setattr with modify time change,

setattr with access time change, setattr with size change,
exclude directory

SetAttr 20| i3t auditd 23 AL|TIO| o

type=SYSCALL msg=audit (1713451401.168:106964): arch=c000003e syscall=188
success=yes exit=0 a0=7fac252f0590 al=7fac251d4750 a2=7fac252e50a0 a3=25
items=1 ppid=247417 pid=247563 auid=1112 uid=1112 gid=1112 euid=1112
suid=1112 fsuid=1112 egid=1112 sgid=1112 fsgid=1112 tty=pts0 ses=141
comm="python3" exe="/usr/bin/python3.9"
subj=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023
key="*set-xattr*"ARCH=x86 64 SYSCALL=**setxattr** AUID="jrsmith"
UID="jrsmith" GID="jrsmith" EUID="jrsmith" SUID="jrsmith"
FSUID="jrsmith" EGID="jrsmith" SGID="jrsmith" FSGID="jrsmith"
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