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clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject,DeleteObject, ListBucket -principal userl -resource
bucketl/readme/* -sid "fullAccessToReadmeForUserl"
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clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject, DeleteObject, ListBucket -principal group/groupl
-resource bucketl/* -sid "fullAccessForGroupl"
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clusterl::> object-store-server bucket policy statement create -vserver
svml -bucket bucketl -effect allow -action * -principal - -resource
bucketl, bucketl/${aws:username}/*##
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap

ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap
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$curl -siku <user>:<user password> -X POST
https://<LIF IP Address>/api/protocols/s3/services/<SVM UUID>/users -d
{"comment":"<S3 user name>", "name":<user>,"key time to live":"PT6H3M"}
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$curl -siku FQDN\\user:<user password> -X POST

https://<LIF IP Address>/api/protocols/s3/services/<SVM UUID>/users -d
{"comment":"<S3 user name>",

"name" :<user@fqgdn>, "key time to live":"PT6H3M"}
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$curl -siku FQDN\\user:<user password> -X POST

https://<LIF IP Address>/api/protocols/s3/services/<SVM UUID>/users -d
{"comment":"<S3 user name>",

"name" :<user[@fgdn]>,"key time to live":"PT6H3M"}
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LDAP AHEXt
1. LDAPZ AE2|X| VM2 NAME A{H|A C|O|E{H|O|A 2 X|Xst1 LDAPO| CH3t QS S X|™Bh|Ct.

ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

Oﬂ CHSE XEA|BE I—|'| 2 vserver services name-service ns-switch modify "ONTAP E&H
Ee g

AAI2.

2. S3 AHEX REST API 70| HM|ASH AFSXH K| et Hd:
security login rest-role create -vserver <vserver-name> -role <custom-role-
name> -api "/api/protocols/s3/services/*/users" -access <access-type>
OI ool = RILICE s3-role 2E2|X| VM| ALEX}0]| CHoll HEO| MM EILIC svm-1, B2E HAMA et
27|, 2=7| % LC0|ETF ROE[= T4

security login rest-role create -vserver svm-1 -role s3role -api
"/api/protocols/s3/services/*/users" -access all

0” EH_?j KEM[SE LHE 2 security login rest-role create "ONTAP EH&E &=L CH

o

3. LDAP AEXI &2 MELICE security login HHS HHst D S3 AFEXF REST API AIEEQIEQ|
HNASHY| ot MER AFEXL K™ HeS F7HfLICt Xik
Ol M "ONTAP E&E EZ=L|C}" .

i[5] LOIE MR security login create

security login create -user-or-group-name <ldap-group-name>
—application http -authentication-method nsswitch -role <custom-
role-name> -is-ns-switch-group yes

0| oi[of| A= LDAP 2 ELICt 1dap-group-1 O|(7f) O MM ELICE svm-1"5 AKX X|H
“s3role APl 20| AM| AT 2~ AUTZ O APIO| F7tx[1, HHE HIQIE ZEO[A LDAP HA| AT}
Mot EL|C

security login create -user-or-group-name ldap-group-1 -application
http -authentication-method nsswitch -role s3role -is-ns-switch
-group yes -second-authentication-method none -vserver svm-1 -is
-ldap-fastbind yes

XM LHE2 8 "ONTAP NFS SVMO| it nsswitch 2152 9lslf LDAP 2 HIQIE S AFETL|CE
TAIRSHAAIR.
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Ol CHet XtMIBt LHE 2 security login create "ONTAP E&E EZEQULICH'S EESHY

LDAP OF0f| AFEXF Ho| Agh2 F716HH siE 2F2| AFEXH= ONTAP Off X|SHE! HM[A '_'14°f° 7HE

&LICt /api/protocols/s3/services/{svm.uuid}/users AEXQIE APIE SESI'H LDAP
_'E ALEXH= S3 SE2I0[HEN| HAM|ASH| 2ITH AAM|A F[Q H|L F|E XN MM £ OIA'—-||:|' 7= 2t
MM~ QIO CHE AFEXt= MM £~ i&L LY.

TRl AFE AL

1. S3 AF8 Xt REST API AEXQIE0]| HMAY =~ A= ALK X|H HEg ohSLC

security login rest-role create -vserver <vserver-name> -role <custom-
role-name> -api "/api/protocols/s3/services/*/users" -access <access-
type>

Ol M= s3-role 2EE2|X| VM| ALEX0] Chiet HE0| MHEELICE svm-1 ZE HZ KA, 2SI,
YH0[E)0] £ ELIL.

security login rest-role create -vserver svm-1 -role s3role -api
"/api/protocols/s3/services/*/users" -access all

Ol CHSt XEMIBt LH22 security login rest-role create "ONTAP EHE HZEULICH'E HESIMAIL.

1. THQl AF2X} 252 MHELICH security login BHEHS A |'J_ S3 AFE2X} RESTAPI HIEZQIEQ|
MM ASE| Tt MER AMEX X H A S FItetLICt XM | IOIE MR security login create
Ol "ONTAP B&E FEYL|CH .

security login create -vserver <vserver-name> -user-or-group-name
domain\<group-name> -application http -authentication-method domain
-role <custom-role-name>

Of oflof| A =02l 2E2 domain\groupl HAM MEELICH sym-1, J2[10 AFEX HO| Y s3role API
AEZRIE| MM ASH| I3 FIHE|AS LT

security login create -user-or-group-name domain\groupl -application
http -authentication-method domain -role s3role -vserver svm-1

[=l
mjo

Ol CHet XtM|BE LHE 2 security login create "ONTAP E&E &EQIL ERSHYAI2.

TRl OF00 ALK Ho| A S FII5HH sy &2 ALEXI7E ONTAP Of| MiStA o= M| AT 4~
/api/protocols/s3/services/{svm. uuld}/users AEHQIE APIE S =SIH Ol O
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curl

--request POST \

--location "https://$FQDN IP /api/protocols/s3/services/{svm.uuid}/users "
\

--include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

--data '{"name":"userl@example.com"}'
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JSON =& of

"records": [
{
"access_key": "4KXO7KF7MLS8YNWYO1JWG",
" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"
}
by
"name": "userl@example.com",
"secret key": "<secret key value>"
}
I
"num records": "1"
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curl

--request PATCH \

--location "https://$FQDN IP
/api/protocols/s3/services/{svm.uuid}/users/{name}
--include \

--header "Authorization: Basic $BASIC AUTH" \
-—-data '{"regenerate keys":"True"}'

14

QI&LICH O] RESTAPI =2 Lt

u\



JSON =& of

"records": [
{
"access_key": "DX12U609DMRVD8U30Z1M",
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "userl@example.com",
"secret key": "<secret key value>"
}
I
"num records": "1"
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