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clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [£fd20:8ble:b255:814e:32bd:£f35c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs

AdminVserverServerCaCert
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'Security key-manager external show-status-node_name-vserver SVM-key-server
host_namelip_address:port-key-server-status available|not-responding|unknown’

‘security key-manager external show-status E&HO| ‘security
key-manager show -status’ FHZ CHAMILICE. of CHet XtAeE LIE2
"security key-manager external show-status’
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clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09:1234 available
ksl.local:15696 available
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'Security key-manager add-address key_management_server_ipaddress

clusterl::> security key-manager add -address 20.1.1.1

(D) MetroCluster 820N E & 22AE| RE0|A 0] HS Asefof B,

4. O|E3HE QI3 KMIP MHE FJt2 FIHefL(Ct

'Security key-manager add-address key_management_server_ipaddress

clusterl::> security key-manager add -address 20.1.1.2
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clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available

clusterl-01 5696 20.1.1.2 available

clusterl-02 5696 20.1.1.1 available

clusterl-02 5696 20.1.1.2 available
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security key-manager external enable -vserver <svm name> -key-servers
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‘security key-manager

CHA|
1. S2iAE Q| 915 7|5 YAELCt
security key-manager key create -key-tag <passphrase label> -prompt-for
—key truelfalse
MHZ prompt-for-key=true AFRSHH SRAE Ha|Xjoj|A| YStE Cato|=E oSS o
ArY AT E Z&= HAIX[ZF EA|EL|CH JEX| o™ AJAHIO|
(D Mgt security key-manager key create’ HFO|
create-key S CHM|RLICE Of CHot XEM|SE LHE2 security key-manager key
create "ONTAP B&E EZELICH"'E EXSHYA|2L.
Ct= OlM[o| A= 32HI0|E YT E XIS 2 MM 5= "cluster1"di| CHet 21F 7| E BHSLICH

clusterl::> security key-manager key create
Key ID: <id value>

security key-manager key query -node node
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‘security key-manager key query BHO| ‘security key-manager

query key ' HHZ CHAIZLICE.
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0| EAE[E 7| IDE 215 7|1 HZ6t= ol AF8El= AEXLIL & 21F 7| == H0lH
AT
a

=2 |
to ot 7[7t ot LICt.
CHZ ORI M= "cluster1"0f] CH3H 21F 7[7t WHEIR=X| 2flgtL|Ct.

clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key ID: <id value>
nodel NSE-AK yes

Key ID: <id value>

Vserver: clusterl
Key Manager: external
Node: node2

Key Tag Key Type Restored
node?2 NSE-AK yes

Key ID: <id value>
node?2 NSE-AK yes

Key ID: <id value>

>
o
-
_|T|_
mjo
o2t
[P
ot
>
>
30]

O CHSE XtM|Tt LHE2 security key-manager key query "ONTAP B &

K

=k

—

HT

r

* "ME Yot LA HAI"

ONTAP 9.5 O| T HZT0A 215 7|5 BHSLCt
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Ol CHSt XEMIBt LH2 2 security key-manager create-key "ONTAP HE HZEQULICH'S HXSIMAIL.

@ 0| EAE[E 7| IDE 215 7|18 HZot= ol AF8El= AEXLIL & 21F 7| == H0lH
2f= st 7|7t OF LI,

CHE O ®IOl M= "cluster1"0il CHet 215 7|1E SHELICEH

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01

Creating authentication key...
Authentication key creation successful.
Key ID: <id value>

Node: clusterl-01
Key manager restore operation initialized.

Successfully restored key information.
Node: clusterl-02

Key manager restore operation initialized.
Successfully restored key information.

2. ol

0l

717t W ER =X 2elghLCt,
Hot 7| 2| Xt 72

ofl CHet XtMIB LHE 2 security key-manager query "ONTAP EE EZEL|CH

Mo

HESHMAI.
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Lt ORI M= "cluster1"0f] CH3H 215 717t WHE[RA=X| 2lgtL|Ct.

clusterl::> security key-manager query
(security key-manager query)

Node: clusterl-01
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-01 NSE-AK yes
Key ID: <id value>

Node: clusterl-02
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-02 NSE-AK yes
Key ID: <id value>
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'Storage encryption disk modify -disk_disk _ID_-data-key-id_key ID_'

Ol CHet XtM|Bt LHE2 storage encryption disk modify "ONTAP E&E & ZQLICHE HZSHMAIL.

et
1
20
(u}

@ 'Security key-manager query-key-type NSE-AK' HHOE 0|83t 7| IDE 22!

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

Ol CHSt XEMISH LIS storage encryption disk show "ONTAP E& EEQILICH'E EESHYNAIL.

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data <id value>
0.0.1 data <id value>
[ ]
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