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No Does this

account need Yes
Cisco Duo
2FA7?
No ’__,.-"""f Does this Yes Configure Cisco Duo using
4 account need —— security login duc create
TOTP MFA? e command
Configure account with
password and SSH v
public key authentication P
No Dues this at:t:nunt . Does this account — Yes
' need SSH public Keg.r " need SSH public Key )
as primary as primary
authentl[:ahon’? ~ aumentu:atlnn'?
Configure account with Configure account with Configure account Configure account with
password and SSH public key and with password SSH public key
TOTP authentication TOTP authentication authentication authentication
SSH % TOTPE S¢ll ONTAP CiEHA| Q158 ZdstatL|ct
[EHA| QIZ(MFA)S AFE5HH AFZXE7F admin EE= data SVMO| 2921817 2|3t &= JHX| 215
HHHE M3t E 24160 HotS 2ot = MuLIEf

* O] HUS +StHH 22 A 2t2|Xjo{0F LT},
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security login modify USLICE

Ofl CHSt XEMIBH LIS security login modify "ONTAP E&E EZQULICHE FZSHUAIL.
ok | Xbof| Al EetEl HEt
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security login create -vserver <svm name> -user-or-group-name

<user name> -application ssh -authentication-method <password|publickey>

-role admin -second-authentication-method <password|publickey>

CHS HHE S Aot H 0|2] M| El "admin" HEZ 7tEl SVM 2t2|Xt AE "admin2"7t SSH 371 7|2+ AL X}
A5 E AFRSI0] SVM "engData1"0ll 2 21Q18H{0F $HL|Ct,

cluster-1::> security login create -vserver engDatal -user-or-group-name

admin2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':
Please enter it again:

Warning: To use public-key authentication, you must create a public key

for user "admin2".

Ofl CHSt XEMIBt LIS security login create "ONTAP E&E EZQULICHE FZSHUAIL.

TOTPZ MFAE 2-dstetL|Ct

ONTAP 9.13.1 2E= 2Z AIX7t SSH 37l 7| EE= AHEXt = 2F TOTP(Time-Based One-Time Password)E

AHE35H0] admin = data SYMO| 2 1QISHE S 510] 2ot2 23te 4 QUEL|CH TOTPE MFAO thell AH S
SMSISE S 24 A|-9-I|-'— of| 23918} oF ShL|C} " A 2 2tz BhL|Ch,
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o A ALBRH A Bl FS -

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

password -second-authentication-method totp -role <role> -comment
<comment>

° 7|1E MEXAIF R

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

password -second-authentication-method totp -role <role> -comment
<comment>

2. TOTPE MFAZ} &-d3tE|A=X] helgtL|Ct.,

security login show

SSH 27l 7| % TOTPZ MFAZ &AM slgtL|Ct
1. SSH 37l 7| & TOTPE AME35t0] CIEHA| Q152 29I AL Xt AIY

ox
mjo
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-
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o A7 AFE ARl ZL -

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

publickey -second-authentication-method totp -role <role>
—comment <comment>

° 7|1E MEXAIF R

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method

publickey -second-authentication-method totp -role <role> -comment
<comment>

+

ol CHet XtMIBt LHE 2 security login modify "ONTAP E&E EZEQILICH'E
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security login show

O CHSE XEM|8H LIS security login show "ONTAP E& A ZXQILICHS & ESHUAIL.
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security login totp create -vserver "<svm name>" -username

"<account username >"

3. TOTP 70| AN 2-dtE|0f A=X] gelgfuct.
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security login totp show -vserver "<svm name>" -username

"<account username>"

=

—

i

0
HL

* "Hot 279l totp create”
° IIECLI- El?_l tOtp ShOW"
ONTAP AF2X} A|Xof| CHSH TOTP H|Y 7|2 x{A &S|}

A s9HS S0t TOTP HIZ 717t ANEIYIILE AME Z2 02 BTNkt M 715
3HS0{OF BfLICH,

security login totp delete -vserver <svm name> -username

<account username>
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security login totp create -vserver <svm name> -username

<account username>
4. TOTP 7-80| A YoM 2-d2t=[0f Q=] =HIBL|C.

security login totp show -vserver <svm name> -username

<account username>
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security login totp create -vserver <svm name> -username

<account username >

3. TOTP 740| Ao 2d3te|of A= =St}

security login totp show -vserver <svm name> -username

<account username>
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'Hot 27921 MM - vserver SVM_name -user -or -group -name user_or_group_name -application
application application -AuthMethod authentication_method -role role role-comment'
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A2 JHE SVM #E| Xt AE 'vmadmin2 7t 248l LI CL,

clusterl::>security login create -vserver engData? -user-or-group-name
svmadmin?2 -application ontapi -authmethod cert
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security login modify USLICE.
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security login create -vserver
<svm_name> -user-or-group-name
<user name> -application ssh
-authentication-method publickey
—-role <role>
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security login create -vserver
<svm_ name> -user-or-group-name
<user name> -application ssh
-authentication-method domain -second
—authentication-method publickey

-role <role>

P EE-TE

security login modify -vserver
<svm_ name> -user-or-group-name
<user name> -application ssh
-—authentication-method domain -second
—authentication-method publickey

-role <role>

security login create -vserver

<svm_ name> -user-or-group-name

<user name> -application
<application> -authentication-method
—-comment

domain -role <role>

<comment> [-is-ldap-fastbind true]

security login create -vserver

<

svm_name> —user—-or—group—name

<user name> -application <application>

<
£

authentication-method domain -role
role> -comment <comment> [-is-ldap-
astbind true]
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security jit-privilege show -vserver <svm name>
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security jit-privilege modify -vserver <svm name> -default-session
-validity-period <period> -max-jit-validity-period <period>
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security jit-privilege modify -vserver svml -default-session-validity-period
45m -max-jit-validity-period 30d
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security jit-privilege create -username <username> -vserver <svm name>
-role <rbac role> -session-validity-period <period> -jit-validity-period
<period> -start-time <date>
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security jit-privilege user create -username ontap user -role admin -session
-validity-period 1h -jit-validity-period 60d -start-time "7/1/25 13:00:00"
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security jit-privilege user delete -username <username> -vserver
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'Hob 27901 7 7| MM - vserver SVM_name_-username_user_name_-index_index_-
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Ol CHSt XEMIBt LIS security login publickey create "ONTAP EHE HZEQILICHE HXRSIMAIL.
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security login publickey show -vserver SVM name -username user name -index
index

Ol CHSt XEMIBt LIS security login publickey show "ONTAP E& EEQILICHE EESHYAIL.
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clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"
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SfL|CE ol CHSt XEMIS LH2 2 security certificate install "ONTAP E& &EQILICHE
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security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -x509-certificate install

Ol CHet XtM|Bt LHE 2 security login publickey create "ONTAP E&E HZQLICHE HZTSHUAIL.
2. 3 7|1E &olsto] HE Atetg =elghL|ct,
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security login publickey show -vserver SVM name -username user name -index
index

Ol CHet XtM|Bt LHE 2 security login publickey show "ONTAP EE & ZQULICHE MZTSHMAIL.
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Ch2 ™S HASIH S8 7|2 X.509 QIEM7E SVM 22Xt AFol| AZELICE svmadmin2 SVME 2[5l
engData2. -3— H 7|0fl= Qe s 60| SEELICE

clusterl::> security login publickey create -vserver engData? -username
svmadmin? -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>
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security login publickey modify -vserver SVM name -username user name -index
index -x509-certificate delete

Ol CHSt XEMIBH LH2 2 security login publickey modify "ONTAP HE EEQILICHS HXRSIMAIL.
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security login publickey show -vserver SVM name -username user name -index
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o]
ChE BES AASHH SVM 2| Xt AF-of| A X.509 Q1F5M HZAO| MAHELICH svmadmin2 SVMEZ 9|8 engbata?2
olelA Mz 6
clusterl::> security login publickey modify -vserver engData2 -username
svmadmin? -index 6 -x509-certificate delete
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security login publickey delete -vserver SVM name -username user name -index
index

Ofl CHSt XEMIBt LH2 2 security login publickey delete "ONTAP HE HZEULICH'S HERSIMAIL.

security login publickey show -vserver SVM name -username user name -index
index

SVM 22| X AI-AHIA 271 7|12 X.509 Q1E M7t M EILICH svmadmin3 SVME 2I6

clusterl::> security login publickey delete -vserver engData3 -username
svmadmin3 -index 7
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ﬂJI
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E27210f| Cisco Duo?t &-d2t&lL|Ct, of CHSt XtM[SF LIE2 security login duo create "ONTAP E&H
HZULICHES HESHIAI2.
CHA|

1. Cisco Duo Admin Panelof] 2 1QI8tL|C},
OHZ2(7|0]d > UNIX O Z2|#H[0| M * 22 0| STLICE
E3t 7|, H|Y 7| Y API SAE 0|22 J|2¢LLCL
SSHE AtE3t0{ ONTAP A/Eof| 219!

O] AE2[X| VMOl 3l Cisco Duo 215 S ArE5t=E 2F5t1, &F HEE 2 9] Zto = thAlgL(Ct.

security login duo create \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME>

Cisco Duo 7148 HATILIC}

Cisco DuoZt AFEXAHE IE5h= HH(M: H2 15 TELE £ L= AFEE HTTP ’IEAI)% HEY = ASLIC
AEZ|X| VM(ONTAP CLIOIA 74 HtHE II*')Oﬂ CHet Cisco Duo T4 HFot St= H2 HHES MBS =

U}UELICH security login duo modify. Ol CHot XiM|SH LHE 2 security login duo modify "ONTAP
o2 A ZEOIL|CHS AERSHAIAIL.

chA|

1. Cisco Duo Admin Panel0f| 23QI8tL|C}.

2. OHE2|#H(0|M > UNIX OHZ2[A|0| M * 22 0| SELICt.
3. £% 7], H|Y 7| L API SAE 0|52 7|ZELLCH.
4. SSHE A25I0] ONTAP AHof| 2algtL|C}.
5

=
- O] 2E2|X] VMO| CHEt Cisco Duo T+ HESH 2t YH|0|EE HEE 2 ¢t9| gt = TARLCt

security login duo modify \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \
-apihost <API HOSTNAME> \
-pushinfo true|false \
~http-proxy <HTTP PROXY URL> \
—-autopush true|false \
-max-prompts 1[2]3 \
—is—-enabled true]|false \
-fail-mode safe|secure
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Cisco Duo 7142 H|HEL|Ct

Cisco Duo 7+ 2 M| 73}™H SSH AFEXI7F 221 [ DuoE AHESHO Q13e BRIt iELICH AEE[X|
VM(ONTAP CLIOIA Zt& M2 X|&)0i| CHet Cisco Duo &2 XI71ofE4E'4 %4%4 2 MEFLICt security login
duo delete. Of CHSt XIM|TE LHE S security login duo delete "ONTAP EE HZQILICHE
ERSHAL.

A
1. SSHE AH23t0{ ONTAP A ™of| 2aQlgfLCt.

2. AEE|X| VM O|EE Z CiA|5t0f 0] AE2|X| VMO CHEt Cisco Duo T+48E M ELICE <STORAGE VM NAME>:
security login duo delete -vserver <STORAGE VM NAME>

O|HHA| 5™ o] AEZ|X| VMOl CHet Cisco Duo 70| SFH Q= APH|ElLICH

Cisco Duo 71 & &L|C}

HHZ ALESH] AE2|X| VM(ONTAP CLIOIA 7+ MHZ X[&)of| CHBt 7|Z Cisco Duo #4E & & UESLICH
security login duo show. Ol LSt XtA|B LHE 2 security login duo show "ONTAP E& EZEQILICH
'S BXSHHAIRL.

£
1. SSHE ArE3t0{ ONTAP A Hof| 23QIgfL|Ct.

2. 0] AE2|X| VMO CHSt Cisco Duo TS EAIEILICE ERst AR E A2 £ QJELICt vserver AEZ|X]
VM 0|E2 Z CiH|st= AEE|X| VME K| sH= OH7H “4 2L|C} <STORAGE VM NAME>:

security login duo show -vserver <STORAGE VM NAME>

Ct3at FAFSH £30] EA|EL(CH

—

Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128

Prompts: 1

Comments: -
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Duo 22 MASHL|C}

Cisco DuoOfl £3 Active Directory, LDAP L= 22 AEX} 39| AFEXIZ Duo 215 T2 AN ZatstEE

PPN 912'—“-_* Duo 152 MMst= 2 sie O&2 AHEXITt Duo Q152 Q7 &LICH HHE AHE5I0 Duo
J528 Mde £ security login duo group create YELICL IFS MM f ZQof w2} siek 359

E3 AEXIE Duo 215 ZZH20M 2l 5= AELICE off Cist XpMIS L2

security login duo group
create "ONTAP E&E EZELICH"'E FXSHYA|I.

EHA|

1. SSHE A+83t0{ ONTAP A|H™oj| 2aolgfLct,
2. ol YHE U= Z |2 UL CiMIStH Duo 2EE BHSLICH
O] 22| AE 2| R0l M Y-S ELICt.

ocood

i
0=
ok
Oﬁ

-vserver D7) HEE

security login duo group create -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -excluded-users <USER1, USER2>

Duo 1£29| 0|22 Active Directory, LDAP EE= 2Z 121t LX|sljof SHL|Ct MEHX o7l H42 X| & st
AEXH= -excluded-users Duo Q15 ZEM|AO| ZetE|X| ob&L|CH

Lo -d

Duo & H7|

HHZ A2 7| = Cisco Duo 18 @S2 & £ security login duo group show U&LICE Of CHSE

7(|')\1|°._|' L8 security login duo group show "ONTAP & EZQIL|CHE HZSHYUAIL.

|
1. SSHE AH235t0{ ONTAP AI™oi| 2 algfL|Ct,

2. 2tFo| EHE EHZZ |2 2= U0 Duo 1F &FE EAIYLICE S Wafet FR -vserver OH7H
A
e

2, J1F0| 22{AE 2| Eoi| EA[ELIC.

security login duo group show -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -excluded-users <USER1, USER2>

Duo J&2| 0|2 Active Directory, LDAP EE= 2Z O E1 YX[s{{of BfL|Ct, MEHX of7 H4~2 XY st
AR —excluded-users HA|EX| QF&L|CT

Duo JE2 X|HEL|Ct

HHZ AME6HH Duo I8 &=2 MAHY & security login duo group delete OIAI—||:|' J82 MAHsHH
OH':F 59| AHEXI7t Duo 215 T2 MA0| o OfAF ZBtE|X| QF&LICEH Off CHSE XEAISH LHE

(=]

2 security login
duo group delete "ONTAP EH&E EHZEL|ICH'S HXSIMAIL.

CHA|

1. SSHE AI2310] ONTAP A|™o| 2 39I8tL|Ct.

2. Duo 15 =2 H|7sI0] 2tHo HEE HES oto] 2O Z CHA|EtL|CE & MEFe AL —vserver OH7 BHISZ,
J50| 2HAH 2{[HAAM HHELICH
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security login duo group delete -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME>

Duo 1E2| 0|22 Active Directory, LDAP EE= 22 O 51t Ux|s{of SfL|Ct.

AZXHE 2%t Duo 215 22

Duo SSH 215 Z2M|A0M 2= ALEAL E= EF MEXE MY + ASLICE

2= Duo AFEXHE FIQlEtL|ct
B E A X0 CHall Cisco Duo SSH Q15 S H|2Msteh 4= QU&L|CE

A
1. SSHE A+E3t0{ ONTAP A ™ol 2aQlgfLCt.

2. SSH AFEXtof Chsl Cisco Duo Q1&52 ALE3HX| == AHst SVM 0|S2 = HiELICt
<STORAGE_VM NAME>:

security login duo modify -vserver <STORAGE VM NAME> -is-enabled false

Duo 1& AFEXAHE H|QAFfLICt
Duo JE0 £%t £ AFEX}IE Duo SSH 213 I M| AN H2[E 4~ USLIC
THA|

1. SSHE At83t0{ ONTAP A|Hol| 2aolgfLct.

2. OF9| £EF A8X0l| T3l Cisco Duo 21E5 S H|ZHdstetL|t. Helgh 1 F 0| U AH8At SE2 2= 2t

USE TMIBfLIC

security login duo group modify -group-name <GROUP NAME> -excluded-users
<USER1, USER2>

Duo 122| 0|22 Active Directory, LDAP EE= 2 -E— IX|SHOF gL|Ct. Oh7) HaE= K-S AL XL
I:I

P
-excluded-users Duo 215 ZZNAY| E°FE|X| Qb &L|CY.

Ol CHSt XEMIBt LH22 security login duo group modify "ONTAP HE HZEULICHES HERSIMAIL.

ZZ Duo AEXIE Mgt

Cisco Duo Admin Panel2 At25t0 EH ZZ AI2X}E Duo Q1SS AFESHX| U= HQE £ JUSLICH KMt
LH22 £ FESHUA|R "Cisco Duo A EHA".
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ONTAPO| A CA ME MH QABME H-dstn EX[gL|ct

2F A A= Z2HAE E= SVMS SSL *‘|H'|§ %6% Cil AHEE CA ME CIXH
°|x ME 2X[St= A0 & |-—|r-f. HHS A8 2IE M ME RE(CSR)E dddt,
securlty certificate install BHZ A|'9-0|'03| S 7|‘—f0§'='E'| Ht2 QIS ME

X = security certificate generate-csr AqA&LICEH 2 securlty

certificate install Off CHSt XbM[St security certificate generate-csr
LHEE2 2 "ONTAP BE HZL|CHIEXSHIAIL.

ASM ME R-YS YLt

'Security certificate generate -csr' 3&2 AM5I0] CSR(QIZAM AH 2K)2 MM £ JASLICH 2HE N2(ot =
CA(2IZ 71ZhollM MBE CIX[HE 2B ME EH-ILICEL

e
J

5t7| Hof|
HAS sASIEH S AE = SVM ZE[XHo{of gLt

CHA|
1. CSR MM:

security certificate generate-csr -common-name FQDN or common name -size
5121102411536]12048 -country country -state state -locality locality

-organization organization -unit unit -email-addr email of contact -hash
—-function SHA1l|SHA256|MD5

LIS HES HASIH 0|5 Z2|ZL 0t AML|H| Lol !XTt S|AF £AM 2| serverl.companyname.com
J50M 1T MBE £ JUEE SHA| 7|S0l|A software MM El 2048H|E 742! 7|7t LEtEl CSRO| sSHA256

MAELICH SVM B 22| Xte| O|HY FA = /LICH webRexample . com. =30f| CSR2f 71l 7|7}
HEA|ELICE
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CSR MM of

clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California
-locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

NOTE: Keep a copy of your certificate request and private key for

future reference.

2. CSR 2H0|M QIEM QHEE SAISH CHZ X AI(Of: TXL HY)QZ Mg £ A= EFAL CAR 2L
MELCE

RES M|t = CA= MBE LIXIE ASME 2-LICE JHel 712t CA ME CIXIE IS M SAZS |XISH0F
ol-|__||:|-
= .

CA M MH QISME X[elLct

HHZ A5 SVMOI| CA ME MH B ME HA[e & JELICH security certificate install.
ONTAP= AMH Q1B A Q| 2IZ M HQlS HWMSt= CARIZ 7|2 FE 8l 57t B ME HsI2t= HAXIE
HEAIEL|CE of CHet XtM|SH LHE 2 security certificate install "ONTAP E& EZEQILICHES
KRSIAA L.

Nkl
ot
N
pal

O] S +AHStHH Z2AE L= SVM 2H2|XFo{OF gL|Ct.

1. CA M A IS K HA;

security certificate install -vserver SVM name -type certificate type
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HHS HYSIH SVMO| CA M MH IFA 3L Szt ¢l

CAME Mt QISM St ASM 2K of

ONTAP MH{ 2IZ M2 2IFM Hels HHEdh= CARE 8l S AISME Y= 43}3% H|A[X]Z
HEAELCH HQl2 MH ISME &gt CAS| ISM =2 AI”EIIH CAQ &

E QISMIK

SM AX|of ZogfLict.

SME AX|LLICt engData2.

clusterl::>security certificate install -vserver engDataZ2 -type

server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Do you want to continue entering root

certificates {ylIn}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root
certificates {yln}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root
certificates {yl|n}: n

You should keep a copy of the private

certificate for future reference.

and/or intermediate

Press <Enter> when done

and/or intermediate

Press <Enter> when done

and/or intermediate

key and the CA-signed digital

t
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ME 7] ae| Sl LS Z AE ...

HMAC-SHA256, AES(Advanced Encryption Standard) ONTAP 9.10.1
7|k

Z2{AE{0A] ONTAP 9.9.1 0|8}E AgHstn =rol
HAEZ2{7} 22t Netlogon MH|AZ 9|8l AESS
M= 22 HZ0| MIjBiL|Ct 0] 22 ONTAPLHS
22t 7| HES SR E THQl HEEZES A
TAslfof ghct.

M
pehy

Des ! HMAC-MD5(Z &3t 7|71 A& H2) EE ONTAP 9 [~

Netlogon 2ot MdS HHst= S AES MM 7| ALESIE{EH SVMOIM AES7} E-detz|0] QL=X] 2Heldlof
gLt

=)

* ONTAP 9.14.152E{ AESE SVM2 MAE 1 7|2HOZ A2 MHE|H, Netlogon £ (P MH =
AES MM 7|2 AIRSIEE SVMQ| Hot ME S 22X e It igLICt.

* ONTAP 9.10.1~9.13.10|M= SVMS MMst | AEST} 7| 2X O 2 AL2SIK| A= MHEIL|CE CHE HHES
AHE5I0] AESE ALESIEE Ml of LIt

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

ONTAP 9.14.1 O|&C =2 HTO2|0|=¢ mff 0| ONTAP 2| =2} oA MM El 7|& SVMO| CHE AES
()  u=ol x50 WASIK kLIt SHXITH 0[213 SUMOIM AESE AFSSHES MFetei®i o] HRol
242 einlo|Eefor gic.

HlOJEf SVMS #lslil SMB MHE 0]0] M AL 'security login domain-tunnel create' @2 AL235t0] SVMS
AO|EQ0|Z FH5t7LE, ADOIN S2{AEO| HMASIES _tunnel_S AHEY = JUSLICH

ONTAP 9.16.1 O|H0|= 215 E{E S A2 ADE 22 AE 22|X} A|™HS 2t2|sof ShL|Ct.

AlZtsto| Hofl
* H|0|E SVME I8l SMB MHE FAsHoF &fLct.
* 22{AE{9] admin SVMOI| HA|ASI2{H AD =M ALXF AHE 24 otelof HLICt
* O] HYUS +Hot2H S AH 2| Xt0{0F L.
ONTAP 9.10.12E{ AD M AE 2|3t SVM A|O|ES|O|(=H2! EfE)7t A= R AD =HA0M NTLME

HgHdstot 22 22|Xt 2150f KerberosE AFEE 4= AUELICE 0| 2| =0 M= SVM H|O|E|0]ofl TSt 2t2[X}
252 A0 KerberosE XIASGHA| $AELICE 0 7152 7IEHO = AIBY £ A2M 70| ERBHX| i&LIC

() Kerberos 9152 34 BX AIZELICL 2R7} 2ASHE NTLM 2150 AIZELIC

|
1. 22{AH| T3t AD EH[Ql HES2] HMAE 2T 21F E'E 2 SMB XY H0|E SVM 7#4:
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security login domain-tunnel create -vserver <svm name>

CHot XEM|SE LHE 2 security login domain-tunnel create "ONTAP @& EHZEQILICHS

@ AEXL7} oIF S oM SVMO| A F0|0{0F ehL|LCt.

Ct2 M2 SMB X|¥ H|0|Ef SVM ‘engData’ 2 913 B2 MLt

clusterl::>security login domain-tunnel create -vserver engData

Zoelofl M SVM ARE AES ddELtt

H|O|Ef SVME2E SMB MHE 3
SVMO| CHt AEE AEHS MAHE 4+ JASLIC

0|

—_

EHof| chok

'vserver active-directory create' HHS 1
0| A= AD AHEXL AFol| Chet X ZHE HB5t2ts HIAIXIZF EAIELICH AFS| == HIRIE

(o)

o Zojllo] XIHE R Erolofl HEEIS ke 4 9l

ONTAP 9.16.12E] 0| EXIE A8%I0{ ADE 22{AH 22Xt AFE 242/ = JUSLIC

HAS A H SHAE = SVM ZE[XHo{of gLt

1. AD ZHQloil M SVME ¢let ZFE AHE Wdetct.

vserver active-directory create -vserver <SVM name> -account-name

<NetBIOS account name> -domain <domain> -ou <organizational unit>
ONTAP 9.16.18F -vserver Oi74 -JFOHE 22| S VME At = JASLICE off CHet XEAM|St LHE2
active-directory create "ONTAP & EZEQILICHE EESHYUAIL

CHE HEE AeStH SVME engbata =HIQI0| example.com O|2t= AFE A™O0| MM EL|Ct
ADSERVER1. BHE =0t 2 AD AFEXL AN XA ZEE &st2t= HAIX[7F EA|IEL|CH

MotX| f2 AL 'vserver active-directory create' HHS Ar25H0] =2l
A

9|

vserver
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clusterl::>vserver active-directory create -vserver engData -account
-name ADSERVER] -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"

domain.
Enter the user name: Administrator

Enter the password:

ONTAPO|| A LDAP EE= NIS AMH HMAS B CH

LDAP EE= NIS AE0| SVMO]| HM[ASHE{H HA| SVMO| CHeF LDAP EE= NIS AMH HMA S
T8oF SLICE AQIK| 7|52 AHESH LDAP = NISE CHA| 0|5 A1H|A AAZ AR 4
oIAL_||_-_|.

LDAP AH HMAS BTt

LDAP A& 0| SVMO|| M| ASt2{H SVMO]| Ciot LDAP At HMAES M8 0F SL|CE SVMOI|A 'vserver services
name-service Idap client create’ EE 2 AFE5H0] LDAP 22I0|HE M2 MMt 4 QIELICH O& CFS "vserver
services name-service ldap create" @EZ A2 LDAP 22I0|HE S SVMzt HES 4 QELICY

O] Ztof| ChaH
CHE 22| LDAP A= ONTAPOM X[S5H= 7|2 AF|OHE AH8Y £ JUSLICH

* MS-AD-BIS(CHEE2| Windows 2012 0|4t AD AHOf| Ci$t 7|2 AF|Of)

* AD-IDMU(Windows 2008, Windows 2016 0|4 AD A{H)

* AD-SFU(Windows 2003 % 0|7 AD At{)

* RFC-2307(UNIX LDAP A{H{)

X Q™ 7|2 AF|OHE AHESH= 7*OI 7tE ZELCL 0] 3R 7|2 A7|0FE SASHE SAI2 S +=Fot 1xet
A7|OLE BHE & UASLICH ZHMIS LIE2 THEE TR AIL.
° "NFS ?_é{u

* "NetApp 7|& E11M 4835: ONTAPO|A LDAPES A 5t= gt

AlZHsE7| o

* £ 2Xslof "CA ME MH CIX|Z S A"SVMO|ZfLICE.

* O] HUS +AtHH 2 AH = SVM ZE[XH0{0F gLt
EHA|

1. SVMO|A| LDAP 22}0|91E M2 MAISH|C}.
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vserver services name-service ldap client create -vserver <SVM name> -client
-config <client configuration> -servers <LDAP server IPs> -schema <schema>
-use-start-tls <true|false>

@ AlZF TLS= HlIO|E SVMO| Chist A0 2H X ElLCE. 22| SVMO]| Cigh HAMA = XA K|
OFALl E_I-.

(=]

ol CHet M3t LHE 2 vserver services name-service ldap client create "ONTAP E&E
%

I
HZEQULICHS HZSHAIL,

CHeS HHES MHBH SYMO| engData O|2H= LDAP 22I0|HE 2 MH0| corp MMEILICt 220|HEE IP
A 172.160.0.100 2 172.16.0.1012 A2 LDAP A{H{ol| 2l™ HiQIEStL|Ct 2210|YE = RFC-2307
AF|OHE AHESH0 LDAP #H2|E PHELICH S2I0|HEQf M ZHe| EAI2 A2 TLSE AFESHH S SHE!L|CY.

clusterl::> vserver services name-service ldap client create
-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101
-schema RFC-2307 -use-start-tls true

(D J0tE -1dap-servers BEE OS2 CHAIRLICE -servers EEQILICH CHE S A £
UAELIC} -1dap-servers LDAP M| SAE O|Z0|Lt IP FAE X|HSHE ZEQILCt

<SVM name> -client-config <client configuration> -client-enabled <true|false>

Ol CHet XtM|Bt LHE 2 vserver services name-service ldap create "ONTAP E&E &ZEQIL|CH
X

I
SEC LS NN

o

CIS HA2 LDAP 2210|HE M S HATILICE corp SYVME AFRELIC "engData’ % = SVMO{|A| LDAP
S20|HEE d3tefLCt,

clusterl::>vserver services name-service ldap create -vserver engData

-client-config corp -client-enabled true

Ot=2 vserver services name-service ldap create HH2 A& A4 A52

a
@ TSt ONTAP 0|5 MHO| H&T 4= Ql= 2 2R HAIXIE EgLct

3. vserver services name-service ldap check @d 2 AF25}10] 0| A2 MEHE SholBtL|Ct.

CtE HHE S AAHSHH SVM vs00i| A LDAP MHE HEELICEL

LDAP Z2[0|¢HE 7 E SVMO|| H&: vserver services name-service ldap create -vserver
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clusterl::> vserver services name-service ldap check -vserver vsO

Vserver: vsO0 |

LDAP Status: up |

LDAP Status Details: Successfully connected to LDAP server
"10.11.12.13". |

|
| Client Configuration Name: cl |
|
|

M2 ALY £ JUELICE name service check' U M2 MENE HEst= BHRLICE

NIS Mt M A S Pt

NIS AH0| SVMO]| M| ASHA™ HX SVMO| CHEE NIS M HHAE 6o BrL|CH SVMO| NIS =H[Q T8 S
M A8 ™ 'vserver services name-service nis-domain create' %‘%‘ig g

AlZtst7| o
* SVMOIIA NIS =H[QlS F+517| ol FHE ZE MHE AIEE &= U1 HM AT 5= A0{OF HL|C}
* O HUS sASIHH 2 AE E= SVM ZE[XH0{0F gLt

|
1. SVMOJ|A NIS =@ 1A AM:

vserver services name-service nis-domain create -vserver <SVM name> -domain
<client configuration> -nis-servers <NIS server IPs>

| CHSt XEM|Bt LI 2 vserver services name-service nis-domain create "ONTAP E#
AEULICHE BRI L.

-nis-servers BEE= OS2 HMIRLICH -servers ZEQILICE LSS AIEE
Ct. —nis-servers NIS A‘|H'|9-| S AE O|E0|L} IP TAE X|Hot= ZEQIL|CE.

$0 |1
oy re
r DIJJ

Cte HHES AsistH SYMO]| CHE NIS =l 2AM S engData MAMBILICE NIS EHIQI2 nisdomain IP
FAE AFESI0] NIS MEHQE EAMBILICEH 192.0.2.180

clusterl::>vserver services name-service nis-domain create
-vserver engData -domain nisdomain -nis-servers 192.0.2.180

U MH|A 22X S ddELct

0|2 MH|A AQ|X| 7|58 AF2SIH LDAP EE= NISE CHA| 0|2 MH|A AAZ AT £ QYELICE 'v
services name-service ns-switch modify' %‘%ﬂ‘e’ A8 0|8 MH|A AAL| X3| =ME X[HE 4 JSLILCL

AlZtst7| o
* LDAP 3! NIS M AN A S FHHof LTt
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* O HUS +ASIHH SHAE E|X} E= SVM ZE[XH0{0F BHL|Ct

T
1. 0|8 MH|A 20f| Tt =3 =ME X|FeLCt.

vserver services name-service ns-switch modify -vserver <SVM name> -database
<name_ service switch database> -sources <name service source order>

Ofl CHt XEMIBt LH2 2 vserver services name-service ns-switch modify "ONTAP E&
EEQULICHE HXSHMAI.

CHS EY2 SVMO|| A HO|E{H|0| A0f| engData CH2E LDAP 2 NIS O] AMH[A AA9 X3 &ME passwd
X[™gfL|ct.

clusterl::>vserver services name-service ns-switch

modify -vserver engData -database passwd -source files ldap,nis

ONTAP Z2|Xt S E HATILICE

XS AIAEO| 2018t 3 FA| 7| QS S HHHOF BILICE SVM B2IXHE 'Hor 2391
B|2S H2AS AR sto] b|U ASLICH Felas| 2ol 32 wet 279

* 8%} 0| &f0|0fOF BfL|Ct
* StLt O] &9l 2Atet =AHE Eetelof ghLct
* OHX|9h o & i et Z2E o flELICt

@ HHEES ALESH] X HE Agut AZE A™Ee &z #ElE £EE £ security login role
config modify U&LICH

* Ao E HESHHH S AH L= SVM 22| XHo{0f LTt
* OHE 2Exte| Y= E HESHE S A 22| Xjo{ofF gL

3?”4 SVMO]| tigt 22| X} admin®| &% ( vs1.example.com™ )7t HAEILICH ¥Xf A E
X7t EA=H M S E 2dstn ChA| L2dEL|ct,

—o°=*
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vsl.example.com: :>security login password -vserver engData -username

adminl

Please enter your current password:
Please enter a new password:

Please enter it again:

ONTAP Zt2[Xt AEE &0 &3 six|ghL|ct

'Security login lock' BE0{E 0|836t0{ Zt2|X} AI™S &1, 'Security login unlock' 3EHE

0|83t AE H=S Mg &= ULt
t21 o

o|2fet xte]

[

e

[e]3

o

Aot H S AE 22| XHo{oF BfLICY.

A
1. palx A 12

'Security login lock - vserver SVM_name - username user_name

Ct

dlo

HES AASHH SVMO| CHot 22| Xt AIE admin10] EZLICH vs1.example.com™
clusterl::>security login lock -vserver engData -username adminl

O CHSE XEM|8H LIS security login lock "ONTAP E& A ZQILICHS A ESHUAIL.
2. 22|XFAE EH2 6l

—_

'Security login unlock - vserver SVM_name - username user_name'

CIS S MlstH SVMO]| cist 22| Xt A admin12| 20| i E LIC}. vs1.example.com™

clusterl::>security login unlock -vserver engData -username adminl

Ol CHSt XEMIBt LIS security login unlock "ONTAP E&E & ZQIL|C}"

mo

XA L.
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o At S SEILICE 'audit.log TH 0| A
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Moz = HY AXE 2T o HAE AL £ ASLIC

E4 BX} Qs X2 A E|0{0F SfL|Ct

HHEZ A 0|2t RHYUS S £ security login role config modify U&LICE O CHSE XEA|BE
LI security login role config modify "ONTAP E&E & ZQIL|ICHE MZTSHMAIL.

* HHS AMESIY security ssh modify MZ MMEl BE SVYMO]| CHS |
USLICE. of cHot XpMISH LHB 2 security ssh modify "ONTAP B HZERILICH'S &

>
=
rot
Hu
|
ro
> >

* AEXHA 22 E HESIEE Q7510 7|E MD5 €112|F AESE 20t oSt SHA-512 22|22
aro|a2j|o|MBfLCt.

ONTAP #2|X} AH 2450l SHA-2E ME%tL|Ct

ONTAP 9.0 O|F0f| 2HE ZE|X} AH2 2 E +322 HEY W] ¥ 120|= £ MD5
2 E A& AEELICH MD5= SHA-2ECH QFMSHA| S LT, mh2tA ¥ 2|0|E = MD5
71I’é§ AEXH0 A 2= E HESIH 7|2 SHA-512 SiA| 7|52 AHEdIE SljOF LT},

Of Zte10i| CHH

PN

x|
22 Al 7|SE ALSSHH LHE 2 +8E + ASLICH

© X[EE Al et LA[SHE ALERE AEE EAIRLICE

* XIFE Al 715 (0l: MD5)S AFESH AR BHRsto] ABAPL CHE 2191 Al 2SS WSS BHLC,

et XIFE Al 7152 AF8SH: AF S HBLCH
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smta

pe restore (BN
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system switch ethernet log disable-collection (Z0
system switch ethernet log modify (%'01
timezone (O

volume create (8N

=5 MAH

volume file privileged-delete (B3O
=& FlexCache At

volume modify (BN

volume recovery-queue modify ?

volume recovery-queue purge 2

volume recovery-queue purge-all?
volume snaplock modify'

‘28 2HM XS AN = F

volume snapshot create (80

EE AW AR

volume snapshot modify (ZO

25 AWM N 30 ASE
25 AUAL FA Y
25 AL AT
25 AUAL A 4
25 AWM M AT AHE
28 AU M R AANE

volume snapshot rename (%'01

vserver audit create (B0
vserver audit delete (8%
vserver audit disable (YO
vserver audit modify (O
vserver audit rotate-log (ZX
vserver create (GO

vserver delete (%'O'I

vserver modify ?

vserver object-store-server audit create (°<§0‘|



vserver

vserver

vserver

vserver

vsServer

object-store-server audit delete (80

object-store-server audit disable (B0

object-store-server audit modify (B0

object-store-server audit rotate-log (80

options (GO

'vserver peer delete

vsServer

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vserver

9.14.1
* 22 AE I[0] 4|

O[HIE -
security
security
security
security

security

security file-directory
security file-directory
vscan disable (B0

vscan

vscan

on-access-policy create (

on-access-policy delete (

apply (B0

remove-slag (B0

o
o

vscan on-access-policy disable (B0

vscan on-access-policy modify (B0

vscan scanner-pool create (80

vscan scanner-pool delete(%01

vscan scanner-pool modify(%01

+

anti-ransomware volume
anti-ransomware volume
anti-ransomware volume

anti-ransomware volume

attack clear-suspect '
disable
event-log modify (80

pause '

anti-ransomware vserver event-log modify (BN

'HOF 201 A

'HOF 291 AR

Hot =19l
security
security

security

43
login publickey create
login publickey delete

login publickey modify

AAH e

AAE T AJAR 4

CE2E AW
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* 8 FlexCache 2|

* volume recovery-queue modify ?

* volume recovery-queue purge ?

* volume recovery-queue purge-all ?

* volume snaplock modify'

* 2B AHM XS AH F

* 2B AN A

* EF AHMEM RO AHE

* =5 2HA M MY

* volume snapshot policy delete*®
* 2B AWK EY Y

CEE AMMNEY 2H AHE

* 2B AUN EMY A ATE
EE A S

vserver create (G0
* vserver modify?
« 'vserver peer delete

9.13.1
‘2 AE |0 AR

* OHIE 7Y 47

* security anti-ransomware volume attack clear-suspect'
* security anti-ransomware volume disable'’

* security anti-ransomware volume pause '

« 'HOFZ QI MA

* 'HOF 201 A

®* security login publickey create
* security login publickey delete
* security login publickey modify
SR S A

¢ AARN L E AARD Al

BE AN

* 25 FlexCache |

* volume snaplock modify'
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®* volume snapshot policy delete
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* 'vserver peer delete

9.12.1/9.111

« ‘23 AE T0f A

®* security login publickey create

* security login publickey delete

* security login publickey modify

2l
=

© AAH LT AAH

* 25 FlexCache AHA|

* volume snapshot policy delete*
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22 AHAR XM 1|7 AHS
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* 'vserver peer delete
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https://docs.netapp.com/us-en/ontap-cli/search.html?q=system
https://docs.netapp.com/us-en/ontap-cli/search.html?q=system
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ONTAP 9.15.12F{ Active Directory(AD) AF2XIE MAV Z2|XtZ2 A

EILICH"ONTAP 2t2|Xt= L E".

System Manager XA}

- 0|5: 1F 0|52 YELct
© SR ALB S20jk

CLI Ext
. 'Mail From' & 'Mail Server' O{7{ tH4=0f| Zt0| MH™
O|HIE 14 &

C|AZ2|0l= TSt H| X3l oF LT

cluster0l::> event config show

Mail From:

Mail Server:

Proxy URL:

Proxy User:

Publish/Subscribe Messaging Enabled:

of={et Oi7H & S g5t LSS YA LI
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UELICH AD AHEXHE

£ XA OIS 2|

S2(eiLict 5 . (£ MAVZHOE AE|X| ke 2

admin@localhost
localhost

true

Ch=at

ZOtot

H5S ddstert”
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../authentication/grant-access-active-directory-users-groups-task.html
../authentication/grant-access-active-directory-users-groups-task.html
../authentication/grant-access-active-directory-users-groups-task.html
../authentication/grant-access-active-directory-users-groups-task.html
../authentication/grant-access-active-directory-users-groups-task.html

"OIHIE Y +Y-HY-2H AL O|HIY_Fo -HY-MH_MH_O|E '

% event config modify Off CHSF XtM|BE event config show LHES 2 "ONTAP EE EZELIC
"EFIOI.AIA|9.

2. O3] ZE|X AES He 2E|X AE

—

sts A JEEENER N

Sl 22[XHE EAIRLICH 'HOF 201 A

S| 22| Xte| XA =HE &A™} 'Security login modify_<parameters>_'
M 22Xt A" S BhSLCH 'Security login create-user-or-group-

name_admin_name_-application ssh-
authentication-method password

o gl

Ol CHSF XtMIBt security login show security login modify L&, 3 “security login
create "ONTAP E& HZL|CH 2 HESHA|I2,

3. MAV &2 15 MAM:

4.

security multi-admin-verify approval-group create [ -vserver svm name] -name
group name -approvers approverl[,approver2.] [[-email addressl], addressl..]

° yserver' - O|H 22| XM= 22| SVMEH X[ & ElL|CH
° '-name' - £[CH 64X}2| MAV 115 O|EQIL|C}.

° —approvers- of H 0|49 SQIXI 5. AD AFEXe| AR LIS A Z AE3IMR. domain\user . BIE
=0{, mydomain\pavan .

° email' - RES Y, £, AHRSALL dAe mf EX|E[= StLt 0| 4fQ] OH| Y FAL|CE

=
= o
* O+ L2 B S HYstH HH 271et 2 O|H|Y FATF U= MAV 2E0| W ELCt.
cluster-1::> security multi-admin-verify approval-group create -name
mav-grpl -approvers pavan,julia -email pavan@myfirm.com, julia@myfirm.com

O MM Ol oM

oo X o

o

tol-

—-

At

H
Jtot

security multi-admin-verify approval-group show

o Off: *
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https://docs.netapp.com/us-en/ontap-cli/search.html?q=event+config
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https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+login
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cluster-1::> security multi-admin-verify approval-group show
Vserver Name Approvers Email

svm-1 mav-grpl pavan, julia email
pavan@myfirm.com, julia@myfirm.com

O] HHS A0 X£7| MAV 18§ 74 S +FELICH

© B RS AR Mol MAV 22| Xte] S¢lo] EestL|Ct.

5 EME XL 7| & A HHE &H™SH|C} 'Security multi-admin - Verify approval-group
modify[parameters]'

TS FIt E= HALC 'Hot S 22| Xt - 52l 2ol - OF HHY|[-
vserver_svm_namej - name_group_name_[-
approver-to-add_approver1_[,approver2...]] [-
approver-to-remove_approver1_[,approver2...]'

J5S MrIgL '} O multi-admin-verify approval-group deletel-
vserver_svm_name_J]-name_group_name_'

ONTAPOf| A T+ Zt2|X} 2telS Edst o= HE-g ot gfL(ct

MAV (Multi-admin verification)S HA|MQE 2 43tslof EFLIC} CHE 22| &elZ AL8SIEE
HES 2= MAV 52 JF(MAV 2t2|Xhe| 22| Xt7t 0| & AFX|soF BrL|C.

Of ZhHofl CHaH
MAVZt &GStE|H MAVE =T5H7{LE ALE5HR| S5 St MAV 22|Xte| S¢10] EfL|Tf.

MAV 22| X} 291 ¢i0| CFE 22|k} &9l 7|58 H|Z A S8 0F st —?— NetApp X|
() cis Aes ATSHINR. NetApp 712 AZ: MAV Z2[3Pt AHE 27H53 22 O Bl

—
Hig-dstst= g

MAVE AEStEE AEoHHA LhS 07 H4-E HHHOZ X[Fe = ASLIC.

=28 52 08 55 MAV 7|52 ARSI oLt o|&fe| IF0| Rl

ARP(Autonomous &1 %|0{Protection)2t BHH MA
OMEE @FE SQst= MR E=J[E S0 O

—

£ M83%h= 22 ARP €A BX|, H|2H3} 8l
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st AL O] BHZ ULt
MAV 7|s& 43tetL|Ct "5 9F multi-admin-verify modify-approval-
group1_[,group2...] [-(Es=-5QIXt_nn_] - M2tE & [-
A-OLZ [nnh] [nnm] [nns] [- £Y-2F2Z [nnh] [nns] [
nns]]
* 0o »: Ot HES HAHSHH 1712 52l OF, 2712
ma *°|Xf | 7|12 Bt= 7|Zto] ZEHE MAVZE

%“é? SHELICE

cluster-1::> security multi-admin-
verify modify -—-approval-groups
mav-grpl -required-approvers 2
—enabled true

A& NS 16t 27| S 2tE LT " AL

MAV 74 £ (MAV 52! Q) "5 O Multi-admin-Verify approval-group modify [-
approval-group1 [group2 JFES-SUX _nn_] -2
-2t= [nnh] [nnm] [nns] [- £21-2tZ [nnh] [nns]]
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cluster-1::> security multi-admin-
verify show

Is Required Execution
Approval Approval
Enabled Approvers Expiry Expiry
Groups
true 2 1h 1h
mav-grpl
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OE =0 volume snapshot delete BHOUM & -query 2 BH £ JELICt -snapshot
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smci-vsim20::> security multi-admin-verify rule show
Required Approval
Vserver Operation Approvers Groups

vs01 volume snapshot delete = =
Query: -snapshot 'hourly*, !daily*, 'weekly*
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-query

s

[parameters]
Al

query operation subset]

"orotected operation" [-
"volume delete"
"orotected operation
"orotected operation"
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security multi-admin-verify rule delete

security multi-admin-verify rule modify
-operation

security multi-admin-verify rule create
security login modify <parameters>
security multi-admin-verify rule create
-operation

—-operation
-operation
vserver vs0O"
[parameters]
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Approval request to delete the volume was sent.
Track the request ID 356 from Events & Jobs > Multi-Admin Requests.
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Request to perform delete operation is pending approval.
Retry the operation after request is approved.

CLI Ext
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cluster-1::*> volume delete -volume voll -vserver vsO0

Warning: This operation requires multi-admin verification. To

create a
verification request use "security multi-admin-verify

request
create".

Would you like to create a request for this operation?

{yln}: y

Error: command failed: The security multi-admin-verify request
(index 3) is
auto-generated and requires approval.

* security multi-admin-verify request create "volume delete"

Error: command failed: The security multi-admin-verify request
(index 3)
requires approval.
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cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: approved
Required Approvers: 1
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: admin?2
User Vetoed: -
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Info: Volume "voll" in Vserver "vsO0" will be marked as deleted and
placed in the volume recovery queue. The space used by the volume
will be recovered only after the retention period of 12 hours has
completed. To recover the space immediately, get the volume name
using (privilege:advanced) "volume recovery-queue show voll *" and

then "volume recovery-queue purge -vserver vs0 -volume <volume name>"

command. To recover the volume use the (privilege:advanced) "volume
recovery-queue recover -vserver vs0 -volume <volume name>"
command.

Warning: Are you sure you want to delete volume "voll" in Vserver

"ysO" 2

{yIn}: y
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N 0;":*



cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: vetoed
Required Approvers: 1
Pending Approvers: 1
Approval Expiry: 2/25/2022 14:38:47
Execution Expiry: -
Approvals: -
User Vetoed: admin?
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:38:47
Time Approved: -
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Error: command failed: The security multi-admin-verify request (index 3)
hasbeen vetoed. You must delete it and create a new verification
request.

To delete, run "security multi-admin-verify request delete 3".
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clusterl::> security multi-admin-verify request show-pending

Index Operation

3 volume delete

Query State

= pending 1

Pending
Approvers Requestor

cluster-1::> security multi-admin-verify request approve 3

cluster-1::> security multi-admin-verify request show 3

Request Index:
Operation:

Query:

State:

Required Approvers:
Pending Approvers:
Approval Expiry:
Execution Expiry:
Approvals:

User Vetoed:
Vserver:

User Requested:
Time Created:

Time Approved:
Comment:

Users Permitted:

oll:
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100

3

volume delete
approved

2

0

2/25/2022 14:
2/25/2022 14:
mav-admin?2
cluster-1
julia
2/25/2022 13:
2/25/2022 13:

32

32:
35:

Mol = 3

:03
35:

36

03
36
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clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 pavan

cluster-1::> security multi-admin-verify request veto 3
cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -
State: vetoed
Required Approvers: 2
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: mav-adminl
User Vetoed: mav-admin?2
Vserver: cluster-1
User Requested: pavan
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -
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security dynamic-authorization modify \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \

-vserver <storage VM name>
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security dynamic-authorization rule create \
-query <query> \

<strong>-operation <text></strong> \

-index <integer> \

-vserver <storage VM name>
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security dynamic-authorization rule show

HMetel BES MALICE

S At 202 HEE BY S2OIN BIS MAL 4 UBLICH

105


https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-rule-create.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-rule-create.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-rule-create.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-rule-create.html
https://docs.netapp.com/us-en/ontap-cli/security-dynamic-authorization-rule-create.html

Ol CHSt XEMIBt LH22 security dynamic-authorization rule delete "ONTAP & EZEQILICHE
ERSHAIR
CHA|
1. BHE HAHEYLICH 23(>)2| 2f2 &Z0l| 2| LO|o|EFLICE & AH8SIX| gt BR -vserver U7 HEE,
HEH2 SEAH 2 HoM dHELICH FZE SME EAIE 047] HeTt Bt o}

security dynamic-authorization rule delete \
<strong>-operation <text></strong> \
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security dynamic-authorization group create \
<strong>-name <group-name></strong> \
-vserver <storage VM name> \
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security dynamic-authorization group delete \
<strong>-name <group-name></strong> \
-vserver <storage VM name>
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security dynamic-authorization group show
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security dynamic-authorization trust-score-component modify \
<strong>-component <component-name></strong> \
<strong>-weight <integer></strong> \

-vserver <storage VM name>
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security dynamic-authorization trust-score-component show
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security dynamic-authorization user-trust-score reset \
<strong>-username <username></strong> \
<strong>-component <component-name></strong> \
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User: admin
Role: admin
Trust Score: 50
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security dynamic-authorization trust-score-component create \
—-component <text> \

<strong>-provider-uri <text></strong> \

-score-field <text> \

-min-score <integer> \

<strong>-max-score <integer></strong> \

<strong>-weight <integer></strong> \

-secret-access-key "<key text>" \

-provider-http-headers <list<header,header,header>> \
-vserver <storage VM name>
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security dynamic-authorization trust-score-component create \
<strong>-component <component_name></strong> \

-weight <initial score weight> \

-max-score <max score for provider> \

<strong>-provider-uri <provider URI></strong> \

-score-field <REST API score field> \
<strong>-secret-access-key "<key text>"</strong>
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O

o=z SO0HM * ZAE URI E= HIEHH|O|E] * £ AH23t0{ IDPE 7 E%=X| *

7. ME 8 2L

—_—

©

. System Manager2| &
%I-O|Ef° k|EHo|-|__||:|-.

10. SAML 7|4t QI1Z2 Sdotst2{™H * 27012 * 2 S2IeL|Ch IDP AJAH0)| 1F 3

1. 1dP 201 H|O|X|0ol A SAML 7|4t Xt ZHES A=ISIM Q. Xtz ZHO| Solx|H AJAH 22[X} SH|0[X|Z
O| SELICY.

rE
H
>
L
r
o

CLIZE & XA
1. SAML A S MAMEI0] ONTAPZ} IDP H|EFH|O|E{0]] HM|A S 4~ IE = BHL|C}

security saml-sp create -idp-uri <idp uri> -sp-host <ontap host name>
IDP_Uri= IDP HIEIHO|E{S CIR2EE 4 Q= IDP SAEQ| FTP L& HTTP FAQLICE

UE URLO= S SE?) XL ZEE|0 JSLICH SSHE= ONTAP BHE2| 24
Eomo 2tdoletL|CH S2E 7 = URLS Y063 HA CHS ™S AFE5HH 2y

@ C2YUS |26 oF BILICH set -active-help false .2 =22 LIS OIS
HHZS AL26HH CHA| gMdetet £ QELICH set -active-help true. Xt LHES
"ONTAP B &xQjL|Ct" .

'ontap_host_name' SAML AMH|A 22X SAEQ| SAE 0|2 L& [P FA0|H, 0] 22 ONTAP
AARIQILICE 7| 2MO 2 S A 2| LIFQ| IP AT ALEELICH

ONTAP MH{ QIZM YEE MEHHOZ HST = ASLILE 7|2X 22 ONTAP E M IS M FET}
AEELICE
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cluster 12::> security saml-sp create -idp-uri
https://example.url.net/idp/shibboleth

Warning: This restarts the web server. Any HTTP/S connections that
are active

will be disrupted.
Do you want to continue? {yln}: vy
[Job 179] Job succeeded: Access the SAML SP metadata using the URL:
https://10.0.0.1/saml-sp/Metadata

Configure the IdP and ONTAP users for the same directory server
domain to ensure that users are the same for different
authentication methods. See the "security login show" command for
the ONTAP user configuration.

ONTAP A E HEHH|O[E{0]] AMAT 4 U= URLO| HA|ELILC.

- I[dP ZAENA IdP 714 ONTAP A E HEIH|O|E{E AFREILICE Entra IDE AHE%t= 22 O THA|
o|0| 2= &R ELICE

rir

- 1dP7} M E[H SAML A4S EdstetL|Ct.
security saml-sp modify -is-enabled true
'http' EE= 'ontapi’ OZ2(Z|0] 0] HM|ASH= 7|E AEXH= AHS2=Z SAML 2152 flsH - ELCt.

- AFBXHE ME5™M http EE= ontapi SAMLO| 24 El = O Z2[AH[0| M0l A A A XtO]| CHEt Q1B

HHEHO 2 SAMLE X|HSHUAI2. ONTAP 9.17.1 O|H0f|= 7| = AtEXto]| CHSH SAML 213210| XAHsQ 2
MEELICEH http BE= ontapi SAMLO| E43tEl 32 ALEXL M A= SAMLO SEA| :rl*"OHOF
efL|Ct. ONTAP 9.17. 1—b.'—E‘| SAMLZ A25I0] MM El B E AM2XF= password , domain , £
nsswitch SAMLO| d3t|H o1F WH 2 |dPO| CHe XfS2 = QIS ELIC

a. 2SS MESIH M ALEAIE ¢let 210 WS UELIC user_name IdPO| I E AHEX} 0| 2t
L X|3HOF LTt

user name o2 CHAERXIE FE2LL|CE Entra IDE AFESHA| &= HSL ALK} 0|20t
(D TEstn THQl 22 TEtstX| OHAA|Q. Entra IDS AI23H= AR
_user_name@domain.com_2t 20| =H|QIS EESH0] AL2X} 0|52 MAHE &
oIAL|C}H

security login create -user-or-group-name <user name> -application [http
| ontapi] -authentication-method saml -vserver <svm name>

ol:

cluster 12::> security login create -user-or-group-name adminl
-application http -authentication-method saml -vserver cluster 12
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b. AFEX} &=0| M E|U=X] ZHelgfL|Ct.

'HOFZ2 91 &
o

cluster 12::> security login show

Vserver: cluster 12

Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked
Method
admin console password admin no
none
admin http password admin no
none
admin http saml admin =
none
admin ontapi password admin no
none
admin ontapi saml admin =
none
admin service-processor

password admin no
none
admin ssh password admin no
none
adminl http password backup no
none
adminl http saml backup =
none

+
ol CHSE XtMIB LHE 2 security login show "ONTAP HE EZEQULICHS TESIHMAL.

SAML 2IES HlgateiL|rt

221D _':LI}(IdP)% Eot 1A System Manager AH2Xt Q152 SXI5tH{H SAML ¢!
SAML QI5E H[ZM3}SIH 2 AR Q15 = Active Directory % LDAPS 22 7
SaA7L ALXLE Q1B st o AFZ LIt

BIgrAsrE 4 IBLC,

CIE{2] MH|A

|=2 Y4
o=
A

M
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0] ufet Tt EAIS SBEHIAIL.

ofl 4. ThHA|

NES B SR
1. 22{2H > 8% * 2 2=IYLICL

2. SAML Authentication * 0| A * Enabled * E2 HES 22/%!

3. MEf ARg: * SAML 215 * Fofl = 2 S2let Ch2 * SAML ¢!
UASLIC

2. SAML Q1B E [ Of& ALESHX| @i7Lt IDPE +H3lE = 22 SAML 7182 AtN[RL|CH,

security saml-sp delete

EFAL 1P <1

O Zte10i| CHaH
ONTAP 22 QIF5I2{H IdP 2 S HEFOF & = AFLILE TS MMM = XI-E= 1dPOf| CHer 18 FHE

HMSefct.

i
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L= ID

Entra IDE 78 of M OHZ2|#|0|H S M45t10 ONTAP OflA MISSt= HIEIH|O|E{E AHE3H0] SAML
Z2O00S FEotMIR. o EE|H 0| MY = oiE2[AH[0]1d SAML 22| "&d 8l S2Y" MM S L3t 20|

HESIM K.

=Es !

M= &0}2]:0id:0.9.2342.19200300.100.1.1
4| AH O] A HI9|FAHl2

0|5 &4 URI

£ 7|oIstCt

AA SN AFEXEAFE XL 4| 0|2

Entra IDE 53 M-S0 CH2 AF 22 OF 2 S F75tMR.

My ot

= &tot2|:0id:1.3.6.1.4.1.5923.1.5.1.1
U AmO|A HIRI =AM

A &Y OF IDYL|CE

Entra IDE UUID gAle2 T8 HEE MSELICH Entra IDE AHESIH 82 AHESH= EHOl| CHEh XbAlSt
LHE2 T2 E HZXSIM K. "UUIDE ALE35IH O 52 22l .

OHE2|AH|0| M SAML EH2| "SAML QIS A" MM X|Z=E 4 H|{2|0] M H|ELHO|Ef URL_2 ONTAP 0f
Qladst |dP URIQILILCE.

Entra ID L& 215 710 tiet YE = LSS HZSHMR. "Microsoft Entra LHE 215 BiZ A[2]"
XM LHE 2 CHS 2 & ZESHMIR. "Entra ID 2A1" .

Active Directory H|C{2{|0| M AH|A

AD FS(Active Directory Federation Services)E 7A€ = ONTAP Of|A X33t AH|A SSXE
HIELCIO|EIE AFZSHH 22 22 24 MZ| ':*MIP EE1¢E§ Z=7Vof{oF gLICt M2 ALK ERAET}
AHE|H "LDAP SE4 2 2UE HU7|" DS S A0 M2 AR EHAEQ 2 &g FMo| L2
2 #EE F7rech

1
r=

NP QA

o o

R ESEN LDAP 24 2

o

ol

Active DirectoryS SAM AN 0|2 ID

St

Active DirectoryS SAM AE 0| &tot2]:0id:0.9.2342.19200300.100.1.1
St

Active DirectoryS 0| &4 urn:oasis:names:tc:SAML:2.0:attrname-
SelgL|Ct format:uri
Active DirectoryS EZ IE - =0l 0|ECE N AT}E 2+0t2]:0id:1.3.6.1.4.1.5923.1.5.1.1

St
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4 MqEL LDAP &4 2 EHTE R
Active DirectoryE  SAMAccountName &H0t2|:0id:1.2.840.113556.1.4.221
SagLct

ADFS=O|E HACZ OF

OE YEE MSYLICH AD FSOIAM 2&S AH85h= Yol Tt XEM|EH LHE2 CH2 S
HEStMR. 0|5z OES &

KtMISE L2 LSS EZ0IM K. "AD FS A",

Cisco =2
£ EXSHM|R "Cisco Duo AEHM" 1M HH,

AldtE2 &

Shibboleth [dPE #45t7| F 0| LDAP MHE F-Addl{oF gfL|C}.

ONTAP 0fA SAMLE 2-date mf HSE = AE HEHO|E XMLE XMZ&SHM K. Shibboleth7} AX|El
SAEN M CHS LHE S metadata/sp-metadata.xml Shibboleth IdP 2 C|HIE2| LHS| S A E H|EHH|O|H
XML ArEELLt.

KtMISt I8 2 LSS EXSHMR. "AlHr=2 A"

SAML 7 23 2X|S s 2L/t

SAML (Security Assertlon Markup Language) ¢/&52 7oK Zot 22 SAML 7+40| Afst 2t L EE
S50 Yo E 7Y = USLICE S5 ZEMA F0i| & MH7ECHA] AZH=[ 2 HTTP HZ = HTTPS
HZEO| %'F_*E!'—IEP.

Of =t ol ChaH

SAML 0152 AT AL ONTAPE L EEZ SAML A2 MEIL|CH SAML Q152 MAEstH 724 2X7t U=

Z 2 ONTAPOM AtSC2 2t L EE S76t2{ 10 A|=EL|CH = E0A SAML 80| X7t Q= B2 SAML QIZ2
H| 2t M %tot CHS SAML Q152 CHA| 2 M3%tet 4~ JUELICH SAML Q152 CHA| XSt 0| StLt O] Ate| =0
SAML 80| HEE|X| &&= 7g$7+ US = USLICE SAML -0 Moot LEE 20IoH OIS siE L EE £59=
E1% £ JASL|CH

THA|
1. 12 A

—_

i1l
nE
=2
Hu
|
ro
o
il
ul

ME Ze|He[X| 25
2. SAML 40| Alnjst L= AlH:
security saml-sp status show -instance

ofl:
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cluster 12::*> security saml-sp status show -instance

Node: nodel
Update Status: config-success
Database Epoch: 9
Database Transaction Count: 997
Error Text:
SAML Service Provider Enabled: false
ID of SAML Config Job: 179

Node: node2
Update Status: config-failed
Database Epoch: 9
Database Transaction Count: 997
Error Text: SAML job failed, Reason: Internal error.
Failed to receive the SAML IDP Metadata file.
SAML Service Provider Enabled: false
ID of SAML Config Job: 180
2 entries were displayed.

Ofl CHSt XEMIBt LIS security saml-sp status show "ONTAP E& EEQILICH'S EESHYAIL.
ZHOH7t A - S0l A SAML T2 SELICE.

security saml-sp repair -node <node name>

oll:

cluster 12::*> security saml-sp repair -node node2

Warning: This restarts the web server. Any HTTP/S connections that are
active
will be disrupted.
Do you want to continue? {yln}: vy
[Job 181] Job is running.
[Job 181] Job success.

M ILCEA] A[ZHE[ D 2H MRt El HTTP 12 2= HTTPS HZ0| 25 SETHEIL|CH
Ol CHSt XEMIBt LIS security saml-sp repair "ONTAP & EZEQILICHES EESHYUAIL.
2E 20N SAMLO| AEE|R}=X] 2elgtL|Ct,

security saml-sp status show -instance
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cluster 12::*> security saml-sp status show -instance

Node: nodel
Update Status: config-success
Database Epoch: 9
Database Transaction Count: 997
Error Text:
SAML Service Provider Enabled: false
ID of SAML Config Job: 179

Node: node2
Update Status: config-success
Database Epoch: 9
Database Transaction Count: 997
Error Text:
SAML Service Provider Enabled: false
ID of SAML Config Job: 180
2 entries were displayed.

Ol CHSt XEMIBt LH2 2 security saml-sp status show "ONTAP E& EEQILICHE EESHYAIL.

]

HYE
* "ONTAP BH™ Xt=xelL|Ct
* "HOF SAML - SP"

° ||EOL}. EJOLl Angu

ONTAP 0| A OAuth 2.0 iE= SAML IdP 15 =t

=
ONTAP OAuth 2.0 #$t 20§ MH E= SAML ID 22XH1dP)S 7|Hte
2| M2 HMZLL|Ct oA %“SEJ TJE2 ONTAP Of| A HAMA HEt

AEEl= gt tfEE & ASLICE

52 7d5I=
S

1
2ot o

=
%

—_—

ONTAP 9.17.152E{ SAML IdPA| A Iﬂg—*rf JF HEE ONTAP Sof ojZe £~ Q&LICE 0|E E6l I1dP|

HolEl OES 7IMHOZ AFEXI0A HHE LY = ASLICE XMS HE2 "SAML 215 = FEELIEH. ONTAP

9.14.15.E{ ONTAP OAuth 2.00| izt OF 0| 2152 XA EL|Ct. ONTAP 9.16.15E ONTAP OAuth 2.0 I1&
P

UUID Q1= 3! &t il S X|EL|CE "ONTAP OAuth 2.0 7155 7" .

fEE SAML IdPOIM 15
AEE| 10 HEELICH ONTAP F45t7| Toj| et 20| M E= SAML IdP7t I82

X2fshs YAlS €1 A0{of LT

= 7g5tH S IF2 0[E0|Lt UUIDE AH23H OAuth 2.0 HMA EZ
=
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(D HMA EZ0 o{2] 2F0| ZetE HL? ONTAPE LAot= &=0| AS W7 2t 2ES AH8stE

NS
JE 0|8
e Aot 20f M2t SAML IdP(Active Directory Federatlon Service(ADFS) S)= 0|E2 A4 O82
AlHSHD LIEFHLICE 2 ADFSO|M MEE o3| 282 Z8st= JSON OAuth 2.0 A M[A EEOI LS ALC
0|52z OF2 2efLIC XiMIet LHE=2
"sub": "Userl TestDev@NICADS5.COM",
ngroup ". [

"NICAD5\\Domain Users",
"NICAD5\\Development Group",
"NICAD5\\Production Group"

1y

"apptype": "Confidential",

"appid": "3bff3b2b-8e40-44ba-7cl11-d73c3b76e3e8",

UUIDE 1 EstefL|ct

51

U= A Hod ML Microsoft Entra ID2F 212 SAML IdP= UUIDE ARt
Entra IDOIAM M4 E 2] IS Z &= OAuth 2.0 HM|A EZO| UL ALICE
ZrE|ehe|Ct XEMISE e

C |__|
U
i
>
o
Of
2
[
Hn
mjo

"appid": "4aff4b4b-8e40-44ba-7c11-d73c3b76e3d7",

"appidacr": "1",

"groups": [
"8eadchbbl0-bcad-4e66-8fle-cd395474a448",
"a8558fc2-alb2-4cb7-cc41-590d831840cc"],

"name": "admin007 with group membership",

Aot 50f A E= SAML IdP7L 35S AE5t7| 2/l 0| &2 AHEdts B, ONTAP S2{2E0f 2} 2F0[ Hol%[of
UAEX| 2lotof LIt Hot 2tFof fEf —E | ofo] HolE[f AS == i’iﬁl-llif.

C22 ONTAP 128 Holét= CLI HH | Ol ULICH ME HMA EZO| HHEI OES AETLICEH HHES
AlStiStz{™ ONTAP admin &t —’.‘——’-‘-OI QtLICE

0
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security login create -user-or-group-name "NICAD5\\Domain Users"
—application http -authentication-method domain -role admin

A2 —authentication-method domain BEE= nsswitch SAML IdP % OAuth 2.0 Het 20| MH 159 AR

@ ONTAP RESTAPIE A83t0 0] 7|58 e = JASLICH XM|EE LIE2 "ONTAP AtSet
HEA".

UUIDE AtESHH 255 2Lt

o 20| MH E= SAML IdP7t UUID 242 AH85I O &2 LEIE 22, OE2 AFEsh7| Mol & A 282
+&sHof RILICH ONTAP 9.16.158H & 7}I| E 7|58 AEE 4 UOM Entra IDE Edl| H|AEE|YSLICE.
OAuth 2.02 Entra ID= ONTAP 9.16.15E X|E| 11, SAMLE Entra ID= ONTAP 9.17.158H X[ EL|C}. CLI
HH S MsHStE{™H ONTAP admin et £=Z0| ZRetL|C},

@ ONTAP REST APIE A8 0|2{3t 7|52 Y £ JUSLICE XHA|Tt LHE2 S "ONTAP
Ttsat EHM"EESIMAIL.

UUID Zt2 AFE3I0 O &S LIEH= et 20 MH E= SAML IdPE AE3h= 32, 218 UUIDE 1& 0|20
O§ZsHOoF SfLICE =2 ONTAP CLI 2 Ct2at Z&LICH

3

CtS2 M2t M| I8 ol M2 Holeh & JELICH security login group create . & UUID2t

0|2 #tt 20 A E= SAML IdP2| 1t LX[SHOF BLICH XtMIS| ZOHE 7| security login group
create O|A "ONTAP E& FZ=L|CH .

A5 HEE d85t= ol AR = o7 4= ofeflof] 2B & ASLICE

OH7H = 43

vserver MeiMo= OF0| HAE SVM(SVM)Q| 0|52 X|FELICt Ma2fstH O 50|
ONTAP 23 AESQt A 724%! L|Ct.

name ONTAPOIM AtEY OF°| 117 O|SYLICH

type o] gt2 182 &X7t &= ID 35S LIEHL|CE.

uuid '_'1._|_°.'-_ 0|:| r‘|H'||-|' SAML IdPOM H|Zst= 282 HE 1| AEXE
INESEHE

CHZ22 ONTAP &S Folots CLI BHo| o LICt. MZ HMA EZO| UUID OFS AFERILILE
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security login group create -vserver ontap-cls-1 -name IAM Dev -type entra

—uuid 8eadcbbl0-bcad-4e66-8fle-cd395474a448

IS MMt = OF0| s 1St iV M8 M4 AMHEXII MM EIL|CH
&7t CLI =Y
O| HHS AMaliotH O3St 22 2 JHX| =71 20| X[ A ElL|CE.
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* AR
SHS A5 O F0| Cisf MMEl nest OF IDE AME £ show JUSLICH O CHSH XEM[SH LHE 2 show
"ONTAP E& EEQILICH'S EESHAIL.
JF UUIDE 9&of ofmetL|ct
UUID Zt2 M85t O 5 S LiEf = Aot 20 A = SAML IdPE AIEdt= 22, J82 90| ojze &
UELICE. ONTAP 2| gt 7|dk M| A H[O{0f| CHEt XEM[SH LI 2 CHS S HZSHUAIL. "ONTAP MM A H[Of Sgt
2t2|of| CHal o= L|CH . 2 ONTAP CLI =2 ofzfe} ’E*r;l-llir HH S M3HSIZ{H ONTAP admin et 20|
Tt}

@ HX sjof & €2 5 UUIDE 115 0|20 0HE OF0f cio MME 17 H IDE AAMetL|C.
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* "HOt QIS MIE HAIELICH

* "0t SSL”

ONTAP O M QIS ME ALREL0] 2124 Ab{o] AIS BQIsHE Wil Chal 2ot AL,
ONTAPE O O1E M 7|52 X @510] 212 Mu{o| IDS FolgL|ct

ONTAP AZE9ol T2 22 CIXIE 2I5A 7|5 U ZRESS ALSol0] 2ot B2 XL

* OCSP(22I21 QIEM MEf TZEZ)= SSL U TLS(HS AZ 22 HZE S ALESH0{ ONTAP A{H|A0A C|X|H
AEfE HBELICE 0] 7] H| 2t d3tE|o JSLICt

A
* KMIP(Key Management Interoperability Protocol) 2/ ZME Edf 22{AEH S KMIP MHE &5 15
L

ONTAP 0f|{ OCSPE ArE3t0] CIXIE 2B M7t 7= otX| 2elgfL|Ct,

OCSP(22t¢! 2ASM e Z2E=)= OCSP7} gdstel B2 TLS(HS AE 22 sAS
AFE3H= ONTAP OHEE(Z|0| MO| CIX[E QIBAM HEIE MY & JEE gLt EF

=9
OfZ2|Z|0|M0i| CHet OCSP 21E A MEl 20lS ANEX] gt e= H[Zdete = &L
712X 22 OCSP &AM MEl 202 AFEE|X| E&LICE
A|ZFSE2| Hof|
O| S st g Aot =& AMA Heto| HRetL|CH
o| Zte1oi| ChaH
OCSP= L2 OiE2|AH|0| S X[ ELICt.
» AutoSupport
* EMS(O[HIE 22| A|AH)
* TLSE &%t LDAP
* 7| ge| d= 2E8d T2EZ(KMIP)
* 2L LA
 FabricPool
* SSH(ONTAP 9.13.1 £ A|Zh)
CHA|
1. Y3t £ZF & Advanced:'Set-Privilege advanced’ 2 A& EHL|Ct.
2. EZ ONTAP S& Z2I%0f| Cigt OCSP QB M AEf HALSE AL ALSSHR| =S HXot2 T XAt
HHS AL
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OCSP 21EM HEIE Sl 25 S Z2O:US TH ALE...

stolsteis 22

g otE security config ocsp enable -app app
name

AL ot gt security config ocsp disable -app app
name

LIS HA S M#SIH AutoSupport X EMSO| CHS OCSP X| 20| 2 S}ElL|Ct,

cluster::*> security config ocsp enable -app asup,ems

O||:|-_

OCSP7t gMatz|H o Z2[A|0|M2 Lt SH & StLIE fAELIC
° AT - BNt REOIH S410| RIMELICE
° SHX| - QIBNME UG 2B 70N SEHOE AT gl AR 7HFE|0] 40| TIHE|X| t&L|CH
o & = o3 - Mol ASMoj| CHet MEf ETF ol E410| TIAHE|X| b&L|CH
° OCSP ANt HE7} 215 Mof| g&LICE AMHE OCSPIt HIZAMSE|0] TLS EAS AlSste AN
ZSSHX| O AE) HAs USR] QESLICE
° OCSP AMH{o| SEO| &LICL 88 Z2IME ALY == SUELICH
3. TLS EAIZ ME83tE ZE S8 T2 0| tHo OCSP QS A ME ZALE AF2StAHLE AFESHX| U2
MG Mot HHS ALEELIC
OCSP 21ZM HEf7 BE S8 T2 RO HEE TH ALE..
gholst = 32,
sHAd S} &l 'Hob 1A OCSP &St
“APP ALL'
AHZ oF 3t Hot 14 OCSP H|& 43t
“APP ALL'
O SMS &YooIH 2= S8 Z2 M2 X|HE QBM7I &=, F4 = & = gl MEE SES HELICH
ASMILSHX|E B2 S8 T2 WS A& T ~ gl&LICH oZ2]#|0]40] OCSP HH'IE':'H sH2
SR ZSHALE M| HEE 4 gl= 22 S8 T2 S A& T +~ gi&LICHL
4. 'Security config OCSP show' HHNE AL235IH OCSPE X|st= 2 OfE2|AH 0| Mat X[ AEHE stolgh &
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cluster::*> security config ocsp show
Application
autosupport
audit log
fabricpool
ems
kmip
ldap ad
ldap nis namemap
ssh

8 entries were displayed.

rH

st

* "Hot 14 OCSPE AI8Y 4= A&LICH
* "Hob 74 OCSP H|ZHd3}

* "Hot 74 OCSP &"

ONTAP Of|M TLS 7|2t O ZE2|A|0| M| 7|& 21 A E7|

OCSP Enabled?

ONTAP TLS(H & AZ E9hHE A3t ONTAP OHEZ|AH|0|Mof| Clist 7|2 Mg 4

= E lekl A-”EE X-||_|_0|-|__||:|-_

T — L-O

r
oM
>
rr
rl-J
E
%)
<
<
mjo
0=
0x
_O,t
rr
ofn
e
B
rlr
|_|

20| =3t St

o] ZrAHof| cHaH
oAz 22I0|HE
FabricPool L]

| = A
o
7( |
=

> re

+ Q&Lck

2t A X ELCt.

—

A2 ot QB A AB0| ot O E2|FH[0| M2 AutoSupport, EMS, LDAP, ZAI 22,
Ch 5! P

M7 PEEEIE MEXHA AEM MHME 2FSH= EMS HAIX|7F 2 ZELILE 7|2 AEME 15 AL
MaEARHE

@ 7|12 ABSME MH[5IH UL ONTAP S8 T2 IRO0| O HTHE ZSEHX| 242 2 USLICHO:

AutoSupport X ZHAF 22).

A

1. security certificate show H& g AFE3t0| admin SVMO|| A X|El 7|& ¢l

" security certificate show -vserver —type server-ca™
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clusterl::> security certificate show

Vserver Serial Number Certificate Name
Type

vsO0 4F4E4DTB www.example.com
server

Certificate Authority: www.example.com
Expiration Date: Thu Feb 28 16:08:28 2013

Ol CHSt XEMIBt LIS security certificate show "ONTAP E& EEQILICHE EESIHYAIL.

=C{AE 2 KMIP MHE &2 QISELICE

ONTAP ZZ{AEQ} KMIP AH 712 AT 913

KMIP(Key Management Interoperability Protocol) Mt 2} ZH2 2|5 7| 22| XIS &Y
ALE5HH 7| #2|XH7t SSLE 6l KMIPE AHESHH S2{AEQL EME 4 JSLICE,
OfZ2|AH|0|M EE= EFE 7|s(0: AEEX] Z=3t 7|5)0| M 22F H[O|E HMAE HS35H7
Qo 2ot 7|7t Hett 22 o] 2gs sALICE

ONTAPO|| A 22{AE0f| CHS AIBM ME QES MMEL|CH

P
el

=} 'generate-csr' BH S AFE5I0 2IEM HEH QE(CSR)E MM =+ JASLICL
QEE Mot 2 CARIZ 71EholM MEE CIXH 5

security certificate generate-csr -common-name <FQDN or common name>
-size 51211024|1536]2048 -country <country> -state <state> -locality
<locality> -organization <organization> -unit <unit> -email-addr
<email of contact> -hash-function SHAIl|SHA256|MD5

Ol CHet XEMIBt LH22 security certificate generate-csr "ONTAP H&E EEQLICHE
KXSHAA L
A i o] g .

Ch2 B2 SHA256 dild 7|50l ofoh WdEl 2,048HE 72l 7|1E 71El CSRE WHstL, ALEX H2| 3 &

0|£0| server1.companyname.com 2! S|AtS| IT £ A0A ALESH= AHE Xt JHO| 38 7|7t 0|= Ae2[ZL|otF
MU H| ol ASLICE SVM HEFK 22| Xte| 0| Y A= web@example.com LIEf Z=20f| CSRzt 712! 7|7t
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HEA|ELCE

clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California -
locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

Private Key
24 | Administrator Authentication and RBAC

Note: Please keep a copy of your certificate request and private key

for future reference.

2. CSR ZH0M QIEM 282 SAIS T3 FRH LAI(0f: HAH HY)QR MR 4 Qs Rt CAR U
REETE)
RHE X3 CAE HTE CIXIY ASME RELICE 70l 719F CAME CIXIY ABH2| BAHZE K30}
gL

ONTAP S2{AE{0]| it CA MTE AMH 215X HX|

SSL MHO|A S2{AE = SVM(Storage Virtual Machine)2 SSL 2210|AEZ Q5S4
U 5t{H S AE L= SVMO| S210|E fddat &l CIX|E ASME X[ O3

CHS MEO| EX[5t7] I8 SSL A 2H2[Xtof| 7| 22t0|HE-CA S M E HSELICE

AlZst7| o

SSL M2l R E QIS ME 0]0] 22{AH E= SVMO 'server-ca' Q13X R = MX|sH{of ghL|Ct,

£

1. 2210|HE QB0 XtH| MEEI C|X[E QIS ME AFE35t2{H type client Oi7H H4E AF23SI0] Security certificate
create BHS AL RILICE

Ofl CHSt XEMIBt LIS security certificate create "ONTAP E&E EEQILICHE FESHYUAIL.

2. 220|UE QB0 CAMY CIX|E ASME AHES2{H T

oo

HAIE +ASHHAI2.

-

a. Hot QIF M 'generate-csr' HHZ2 ALESI0] CIXEH QB M AH H(CSR)E MAMeL|Ct.

ONTAPE QIZM &5} Jlol 7|7t ZeHEl CSR £2i2 EASHL LB XY 4 JTE 222 AR
ZARIEE 22 FLC

b. Xt kAl (0f: M} HY)2E CSR £H0lM QIBM HS LE|

ot

= A CAZE L MHSL|CE
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LIS Hxg = JAZE 712! 7[2F CA MY AF Mo ZALES RIS OF BLICt.
RS M|t = CA= MBE CIXE ASME LI

a. "-type client' O{7H tH=2F 74| Hot 2B M 2K FHE AMESIH CAME LASME EX|ELICH
=3

ro
u
i

o
u
of
o

b. HIAIX|Zt HEAI=|H Q1E A2t 7H

C. HAIXIZt BAIE|H £It RE £ S ASME =61 * Enter * & LI

ME[E = A= FE CANIM AZSHD AEXOA ZEEl SSLASMZE BLI= 2IEM Helo] St ASME
FEfote 3% %Hﬁ EiLt SVMO| S2t S ME ARIGLICH S2t AS M= 2[5 AEE| M ASME
LUFH7| floh Mz 4~ A= FEOM LEots otel ASMYULICH T Bt MZH 2 U= FE CANM

[m]

= T A

5 f
AESHH St ABME 7'IX1 AMEXIA R5El SSLABMZ BL= S M M lo] TS0{TLCE

QIAEIA, S2t0|AAE-CA HAIO| U7 HAES 7171 Hot OIS A HA| BYL S2H0|AE-CAQASH HHE
EAFLIC

 "EIOQIZAH Al

* "Eet ASMIE EAIELICH

ONTAP 2 KMIP A{H{0]| CHot CA MH Z20|HE QS M AX|

Z210|HE 8l MH CA R& 1t &7H KMIP(Key Management Interoperability Protocol)(-
subtype KMIP-cert OH7H tl:'-1“-)9—| IZM 5tel Rd2 2 AH H KMIP MHeF 22 2|2 7
ZE|XE M= QIBSH= O B AMIE ALEE S LIEF-ILILCE.

o ZHe1of| CHaH
KMIP 2IZME HX[5H0 KMIP MHE S2{AE0| ot SSL MHZ QIS EL|Ct,

ChA|
1. KMIP MHE KMIP 215 ME MX|S2H "-type server-ca’' U '-subtype KMIP-cert' DH7H t44=2} SHH| 'Security
certificate install' B2 AL2SHYAIL.

2. HIAIX|7t EA|=[H QIS ME et CHS Enter 7|1E FELICEH

I

ol
—

ONTAPE LIE0| Ex2g = JAEE ASM SAES EHHEE 2] FLIC)
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clusterl::> security certificate install -type server-ca -subtype kmip-
cert

-vserver clusterl

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for future

reference.

clusterl::>
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