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security anti-ransomware volume attack-detection-parameters show
-vserver vsl -volume voll
Vserver Name : vsl
Volume Name : voll
Is Detection Based on High Entropy Data Rate? : true

Is Detection Based on Never Seen before File Extension? : true
Is Detection Based on File Create Rate? : true

Is Detection Based on File Rename Rate? : true

Is Detection Based on File Delete Rate? : true

Is Detection Relaxing Popular File Extensions? : true

High Entropy Data Surge Notify Percentage : 100

File Create Rate Surge Notify Percentage : 100

File Rename Rate Surge Notify Percentage : 100

File Delete Rate Surge Notify Percentage : 100
Never Seen before File Extensions Count Notify Threshold : 20
Never Seen before File Extensions Duration in Hour : 24

2. GAE RE TE B2 e MA o2 AXSH A QIAL|CH THEE 2XM5IHEH 2 Al

SLICE security
anti-ransomware volume attack-detection-parameters modify EH.

Of7H HEo] MH| SE2 2 TERSHYUAIL "ONTAP EE & EQULICH,

2T MX|E B Ct

ARP 24 SO M 2K 0h7E40f CHSH 71 242 A4 £RBLICH 28 BE(12]4 MX| £ M2Z2 HANO|
S0l AfX))o| 35S Y NP HOR W0} BLICL 25O O[2fEt AXIS OFHEt HOZ KSR ARPS
9|3 Wote| WETE 0= ol =20| HLITt.

o

N dold MX|7F 2dstn o= &2l ARPZGH|et MXIE 2052 IAZE S| A

security anti-ransomware volume workload-behavior clear-surge -vserver
svm _name -volume volume name

1. B0 MX|7F H4Z0l S8 T2OM SEOZ 7HRE|0{0F 5= 2 MXIE E16te 7|& M| 22

security anti-ransomware volume workload-behavior update-baseline-from-surge
-vserver svm name -volume volume name

ARP Z11E FAMBtL|Ct

ONTAP 9.14.152E{ ARPZ AI23IH &= ARP O|HIEQ| it ZTE X|HE £ Q&L|CE

14


https://docs.netapp.com/us-en/ontap-cli/security-anti-ransomware-volume-attack-detection-parameters-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-anti-ransomware-volume-attack-detection-parameters-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-anti-ransomware-volume-attack-detection-parameters-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-anti-ransomware-volume-attack-detection-parameters-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-anti-ransomware-volume-attack-detection-parameters-modify.html

= ELICt sV

=
ILICE 7| 2Xo 2

=
=]

pak=l
S
ES
=

PS|
=

K| SVMO]|
0 Aol A

FL|CE

el

|.

—

T O[HIE
AMEIIER

¥

.
o
—

k=3

2ES

* SEOIM M ot =HYFS 2
A

* ARP
&bkl X| gtE Lt

021
orz
=

=

ol

LICE XpMISE L2 S HZOHHAIR ARPE ESE= =28

15



o
=
o
=

ofzfe] =EELCt
ofziol =&t

=
=
=
=

e A

e |

AlZ
[=Rem |
AlZ
O

o=H

=

Cr.
woqH
Ct.

=13
2901 Ol

o

O

L|C}.

k

Zo|5d

**o

=
=

2. HOb XM= Of2{ofl M QtE| #HMRof =S F&LICH O~ Cf

1. AER|X| VM**QOZ 0]

NEN=REIN
SVMO]| CHst

HEAlL2

o
Kq
xa
i

t

QIZfLICt anti-ransomware volume event-log show EHE.

security anti-ransomware volume event-log modify -vserver svm name -1is
security anti-ransomware volume event-log modify -vserver svm name -1is
security anti-ransomware vserver event-log modify -vserver svm name -1is

-enabled-on-new-file-extension-seen true
-enabled-on-snapshot-copy-creation true
-enabled-on-new-file-extension-seen true
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ofH

security anti-ransomware vserver event-log modify -vserver svm name -is

-enabled-on-snapshot-copy-creation true
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NESTE LY
1. Al B5" UUS 24 Y
o|SBLICt.

Iu

£ a7t AR, EEE * Volumes * 7HR2| * Security * O 2

Z1E * Events * |52 * Overview * 0| EA|EILIC

M

2. “Detected abnormal volume activity(H| A0l 25
=LCt

ru*';+

SO| ZX[E) HIAXIZ; EAE[H o de|= IHAS

Ok * Ol A] * QIS T HA| 1]+ B &

o

[

EfetL|Ct.

3. o MEl IFY Q- that ARHIM 2 T QES TARSIOLHX 3T EE EYHQl Mo T2 o=

HEABL|CE
0| ZfS MEHSH AL, O] ZX|E FISHMAIL...
3 &M O|0|E * 8l * oM = MY R X|R7| * £ MEHsto] 2HEE 7|28t HAHOI
ARP ZL|E{ZS xHIHELICE.
ONTAP 9.13.1 £E{, ARP A& E E55l7| 2|8 MAVE Al2%t=
@ AR, o|MAZ{2 XHAH0| stLt O] Ato| Tt BH2|XI9| £012
OBt= HA|X|E EAIELICE "2 E 22| A2 EE 4012 2hotof
giLC MAV £Q! 51 HEtE| AL ZH4 0] MuffstL|Ct,
Aol Mo 24 Zof| St ES = HIO|HE SELICH O3 O * HHI0|E * Y * oM E|=
r°' Y X|R7| * E MEist] 2™ S J7|E6tn MAMX QI ARP ELIE1E'°
TH7HErLICt.
Y 252 S 22 AN E oMAz Ot F0| gl&LICE
CLIE EXsIAAIR
1. 2H M0 2H0| o ME|= HLQ CFS AtEtS EXISH0] 29| A|ZH 8l MZIEE SIS A|.

'Security Anti-Z & 2[0f volume show -vserver_svm_name_-volume_vol_name_'

>~
MK

H

=gq.
= EEE!

Vserver Name: vs0

Volume Name: voll

State: enabled

Attack Probability: moderate

Attack Timeline: 9/14/2021 01:03:23
Number of Attacks: 1

EMS HIAIXIE &folgt = ASLITY.

O|HlE 21 show-message-name callhome.arw.activity.seen’

N
Ok

A HIME st £ 9XIE 7|SHLICHL
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'Security Anti-Z & 2[0f volume attack generate-report-volume_vol _name_-dest-path_file location_/

"Report" report_file_vs0_vol1_14-09-2021_01-21-08" ZZ "vs0:vol1/" 0| AT 4= QU&LICH

3. 2| 22H0|AE A|A”OIM EME EUCE oS S CHaat Z&L T

[root@rhel8 mnt]# cat report file vsO0 voll 14-09-2021 01-21-08

19 "9/14/2021 01:03:23"  test dir 1/test file 1.jpg.lckd
20 "9/14/2021 01:03:46" test dir 2/test file 2.jpg.lckd
21 "9/14/2021 01:03:46" test dir 3/test file 3.png.lckd’

4. TP S WItol w2t O AP B SIS S
© IR %Y
CHe TS Yiolel AW ARS 7IS6HD, S8EE HEX 220l M IS A48 3, B o

Ai910] BLIEIZIS TIHBILICY,
anti-ransomware volume attack clear-suspect -vserver svm name -volume
vol name [extension identifiers] -false-positive true

CHS Of7] M B SHLEE AHESHH 2 AEl= S 20| Q= T2l '[-seq-no_integer | AIZRA HS
AIHBIL|CE “[-extension_text_,... [-start-time_date_time_-end-time_date_time ™ MM/DD/YYYY
HH:MM:SS dAlo = X| 2 It Hele| A% 8l Z= Azt

30| CHot TS 3! "ARP M B AHAO ZHE H|0|HE S L CH. CIo|E7t E1E = O3
S Yoo 2 S 7I1=5t HHH ARP ZELEZ S RHIHELCE

'OtE| 2890 £8 32 clear-suspect-vserver_svm_name_-volume_vol_name_[extension
identifier]-false-positive false'

CHS OH7H = J SHLEE AME S| a7 2ARIK| 2RISHY A2, "[-seg-no_integer_]" 2| &&=
220 Q= THU9| A|RA HT [-extension_text_,... [-start-time_date_time_-end-
time_date_time_]"™ MM/DD/YYYY HH:MM:SS JMQE X2 M HQ o] A|ZEHE!I =F A|ZE

jt”tl =52 5%3._* B2 MAE o d A2 I RHO| YELICH ARP Hd e ARHLFO| MAHE2 SF

5. MAVE At U1
SUAtE LSS sAslof LTt

a. QHE HEA:
security multi-admin-verify request show

b. FH&=Ql A YX| ZLIER i 28 S S



security multi-admin-verify request approve -index[number returned from
show request]

OFRIZE D8 SOIRK Tt SE2 BEO £MEIAUD 71e40| /| SEAUSS LiERLIC,
6. MAVS AFSSHT 21 MAV 18 £0IXf0l B2 NARI2 Q¥ JEE 25 &L,

security multi-admin-verify request veto -index[number returned from show
request]

=t 8=

* "KB: At2 A0 E= S X2 Yo 2= AR O5H"

HH?0 =4 = HloJE =&

Anti ransomware backup JEFIH’H Mo 22 Xt B2 0|2{ot ARP AL
of I:'||O|E‘|E S = JASLICH

Of ZfHofl 3

=50 SnapMirror A7t &= &

? A B2 2= 0|2 SAHE S =322 SXgLC
JZX| §oH Oj2] SARES ALEE &= QU =22 FA

=
=
S AHISHLL CHA] 24 g5HOF LTt

OH

7b ofl CHE ARMAFOIM SRELICE Anti ransomware backup ARHAF A|AH ZHO0| AHE|H HX ARP

2SS SHiEISHOF hL|Ct.

|M S76H0F LICH Anti ransomware backup 12 CHg, MEHTH

System Manager &= ONTAP CLIE AtE3I0] H|O|HE SR 4 AUSLICH
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1. ARP AEHARO A Selotei ol 2EA|2 ALEILICE OfF AUAL SALZO| A ZISte T BIX ARP A4kl
a3 shmIsHor et

C. MIAUZ "HA LFH"O= HA|
d. Update * & * Clear Suspect File Types * & MEHSIL|C}

2. 280 Snapshot EAH2S HA|EL|C}

-

o -
AEEX| > =5 S MY LS =8

H.U

| * Snapshot SAHE * S MEHSL|C

3. BT AMAL EALE Qo] 2 MEfSIT * He * S MEBtLIC ;.
A" 20| ghols|x] gk AL Belstct

1. 250|l Snapshot EAH2E HA|SL|C}

AEEX] > 28 * 2 MEUSI 12 E5 9 * Snapshot SALE * S MEHSIL|CY

>.|.U

4. Snapshot Copies * ' 2 S0t7tA AF2E Snapshot SAHES MEHBILICH Restore * & MEHBIL|CY

=1

1. ARP A4 SAL20|M S246H2H 2EHA| 2 A ELICH O™ AMAF AH20|M C|O|E S =2I5I2{H ARP
ARl HZE stiAstof LT,

E M8 32! 2 0| Snapshot SAI20[A S25t7]|0] 2 M Anti-ZHA 2|0 SnapLock 2t

@ 22| =5tH EIL|CE volume snap restore Of2HO| AHEI CHE HHS AMHTIL|C Flex
Clone, Single File Snap Restore &= 7|El & E AM2SH H|0|EHE S45t= 4 20= Of
0| HRoHK| &Lt

27 7R 2y 9 "BOlR BAI'E BAL
anti-ransomware volume attack clear-suspect -vserver svm name -volume
vol name [extension identifiers] -false-positive true

CHS OH7H Ha= B SHLEE AFE5HH =S AlE gL

[-seg-no integer] 2dEl= FSE0| QY= THAL| A|AA HS QLI
[-extension text, .. ] Ot SHEX}

[-start-time date time -end-time date time] X2 Oop Hlo| A=t 8l

"MM/DD/YYYY HH:MM:SS" &4l)

O

= AlZHOl:
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volume snapshot show -vserver <SVM> -volume <volume>

CHS Gl = "vol1"el 2A-HAF SAIE S B0 FLCH

clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl voll hourly.2013-01-25 0005 wvalid 224KB % %
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.

3. AL SALROIM 2E 2UXE SRELICEH

volume snapshot restore -vserver <SVM> -volume <volume> -snapshot
<snapshot>

CtE OloiIM = vol12| LHES SRIELICE

clusterl::> volume snapshot restore -vserver vsO -volume voll
-snapshot daily.2013-01-25 0010

AlA% BZ0| lolz|x| o2 HP =g |ct
1. BEO| AN EARS LIFBLICH

volume snapshot show -vserver <SVM> -volume <volume>

CHZ olol M= "vol1"o] ARAE SALE S 20 FLICH



clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl voll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.
2. AWA =AM 2 2HAS SRBLIC

volume snapshot restore -vserver <SVM> -volume <volume> -snapshot
<snapshot>

CHE OloIM = vol12| LHES SRELICE

clusterl::> volume snapshot restore -vserver vs0O -volume voll
-snapshot daily.2013-01-25 0010

3. Ydt= AWM EALZE ALROI0 28 SRI6HAT 1THA|QF 28 A BrESL T

—

27t g

* "KB: ONTAPO||A| ZHM 0 2X| & 57 7|52 ALEE £+ J&LICH

Ats A-SF SARE0] Cigh 54

ONTAP 9.11.182H CLIE AI231 Q4= HMY O SHo| LS Xtso =2 MME|l=
ARP(X25 sHMQ 0] K}t AMHAF SALRO| HE HAH S M +~ JASLICH

AlZtst7| o
- E SVMO|M= ARP A HAF S4TH =88 = ASLITH.

£

1. $iX| ARP ARAF A AX S R E HEA|SIE{H 'vserver options -vserver_svm_name_arw *'S J24¢tL|Ct

@ £ 2&l8LICt vserver options BHS &AL HHRLICH man H|0|X[E E2{H £
QUBILIC man vserver options ONTAP CLIO|A|

23
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2. MEiS HxH ARP AHAF SAL HH S HAISHHH 'vserver options-vserver_svm_name_-option-

name_arw_setting_name_'S ZgIL|Ct

3. ARP AHAF 2A MH S £X5t2{H 'vserver options-vserver_svm_name_-option-

name_arw_setting_name_-option-value_arw_setting_value_'S 2igtL|Ct

ARW &7H

am mx
08

>

arw.snap.max.count M AIZHo 280 E2ME & = ARP Snapshot SAH22| |t &~& X|™gfL|CH
ARP Snapshot SAH22| £ 7t X|HE ot LHOf| YEF 0[N SAHEO|
APH|EL|CH

£ S2YLICt -option-value 174 H4:0l= 32 8 ALO|2] HHE ALBE &
UELICE 712242 6 LICE

- HATC

arw.snap.create.in ARP ARAF ALE ALO|Q| ZHAS A[ZH BRI 2 X|HBILICH MER2 ARP ARAF
terval.hours SAI22 H|0o|H AEZD| 7|89t SH0| oM E| 1 JHE £|20f| MM EI ARP ARAF
SAH20| XM El ZtAECH Qe El 220 MM EL|CE
£ S2IYLICE -option-value Of7H H0l= 10{|A 48 ALO[S] 4B ALY £
UELICL 7|22 4LICE

— HA'LC

arw.snap.normal.re ARP AL SH[E0| RX|E= 7(2t2 A7t HHeI2 X[HELICH ARP AHAF
tain.interval.hour SALEO0|EZE A Zt0| ZESHH AK|E[7] Hof| MM E CHE ARP AHAF SAHRO|
s MMEILICH HZ AA|ZIECH Qe El ARP AHAF SALE2 = 0|4 =xE

-

£ Z22IBLIC}t -option-value Of7H H0l= 40 A 96 ALO|S] M4E ALY £
USLICE 7|24 48QLILCE

L HAL—

arw.snap.max.retai ARP AHA SAEZZ QX 4 U= i X
n.interval.days 0| 7|ZtECt 2 El ARP ARMAF SAIE2 S50 E10E S 20| g™ AN EL|CE

HE /0| ZX|=[HARP AHA SALRO| 2| HE 7HA2

FAELICE Yol Chet SEHORE MY E ARP AHA SAHEE
@ Qlgdoll SEE w7tX| RXIELICH 2/eE false positive= HEA|

SE0|M ARP ARAE SAHE S AFH[RILICEH

£ ZEIPILICt -option-value D17 EH40= 10 A 365 ALO]Q|

H+E M8 £ JUSLICH 7|28 5L Lt

- HATC

arw.snap.create.in =EO0| 0[0] Z[CH ARP AL SALE £7F ZE|0 US [ ARP AHAF AR

terval.hours.post. AlO|2] ZHA(A|ZHE KIFELICE X|CH 20 ZEHSHH M SAL2E 2ot S22

max.count S7] Y ARP AHAF SAHRO| AKX ELICE O] SME ALESHH O SAEE
HESIZE M ARP AHAF SALE MM £ E EQ 4 JSL|CH SE0f o|0] X|CH
ARP ARAF SAE £7F ZRtE[0] Ql= 22 O] M0 X" E 7HA2 CHE ARP
AL SAE MM CHA AFEEILICHarw. snap.create. interval .hours.
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