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BHAO| MZHOZ 2ZEl F ZAHO| POST_BACKUP THAIO|A EE= #HH0| MEHOZ AR E|X|
FAILED_BACKUP EHA[O|M Atz ASZIETF M EL|CH
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() Pt umste welo] 4ZHOR 2= D F HAIX|Z HSELC
ASEE Zfo| MAHET| HOIBIRHY CSS SN

* PERL 23 EQ| BL: /support/support/log env.log
*#ll ASZEQS| B! /support/support/log file.log
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AAZEQ| S B0 Lio U= &t HEE AMEE = ASFLICE
o Ha =k
BACKUP NAME ol O| S YLICE.
Has AQlo20F MEELICE
BACKUP_DATE S M (E A yyyymmdd
Has Ao 20E MEELICE
BACKUP_TIME M AIZHEA! hhmms s
Haps A 20 M EL|CH
BACKUP_PHASE ASEHEES g M chALCt.
faot 2 Ch3a Z5LCH PRE BACKUP,
POST BACKUP, and FAILED BACKUP.
Ha = el AlE ASRER MEELICH
STORAGE_SNAPSHOTS B o] AER|X| ARMAF 2RILICTH
Has Ao =0 MEFEIL|CH
STORAGE _SNAPSHOT. # Mol AEE|X| AMHAF = SILE CHS Al
<filer>:/vol/<volume>:<ONTAP-snapshot-
name>
Hps 2O 20 M EL|CH
VIRTUAL MACHINES ol VM =L Ct
Ha = Y Al AT EE MYELICH
VIRTUAL MACHINE.# ChE gAo=Z HolEl 7t il § otLt:
<VM name>[vertical bar]<VM
UUID>[vertical bar]<power-
state>[vertical bar]<VM
snapshot>[vertical bar]<ip-addresses>
<power-state> has the values POWERED ON,
POWERED OFF, or
SUSPENDED
<VM snapshot> Of 2f0| J}ELICl true EE= false
Ha = MY Al ASEEZ MEELCH
AIZE A|ZF XDt
e AT EQ AIZHHet2 1520|0 =FY = ¢l&LICt
PERL A3 ZE #19| 0f
CtE PERL AJEE= #o| MM ujf 2t HE QlafjgL|ct

#!/usr/bin/perl
use warnings;
use strict;

my S$argnum;

my $logfile = '/support/support/log env.log';
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open (FH, '>>', S$logfile) or die $!;
foreach (sort keys %ENV) {

print FH "$ = SENV{S$ }\n";

}

print FH "=========\n";

close (FH);

PERL A3 ZIE #29]| of
CIS ool A= i Rdof| CHEt MES QIMBHL|CY.

#!/usr/bin/perl
use warnings;
use strict;

my Sargnum;
my S$logfile = '/support/support/log env.log'
open (FH, '>>', S$logfile) or die $!;

print FH "BACKUP_PHASE is $ENV{'BACKUP_PHASE'}\D";

print FH "Backup name SENV{'BACKUP NAME'}\n";

print FH "Virtual Machine $ENV{'VIRTUAL_MACHINES'}\H";

print FH "VIRTUAL_MACHINE # is $ENV{'VIRTUAL_MACHINE.l'}\n";
print FH "BACKUP_DATE is $ENV{'BACKUP_DATE'}\H";

print FH "BACKUP_TIME is $ENV{'BACKUP_TIME'}\H";

print FH "STORAGE_SNAPSHOTS is $ENV{'STORAGE_SNAPSHOTS'}\H";
print FH "STORAGE_SNAPSHOT # is $ENV{'STORAGE_SNAPSHOT.l'}\n";

print FH "PWD is SENV{'PWD'}\n";
print FH "INVOCATION ID is S$ENV{'INVOCATION ID'}\n";

print FH ":::::::::\n" ;

#!/bin/bash
echo Stage $BACKUP NAME >> /support/support/log file.log
env >> /support/support/log file.log

2| AA TJ20f T VM EE= H|0|E HEAZS x7}¢h

SnapCenter Plug-in for VMware vSphere®| Al &2[st= 7| & 2|aA T
CIO[E] MEAE WEH FIte 2 JUSLICE

Of ZhHofl ChHaH
SAN ! NAS H[O|E] MEAE 371 = AUX[2H VSAN &= VVol H|O|E] MF A= F=ote
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Attach Virtual Disk(s)

Click here to attach to alternate VM
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E Z=/2LICt scbr.override 7+ O 2 SnapCenter 0= 2[AH|0|M 7|8 LH[O[H E=
A S X|2StE 2HH0lM VMware vSphere2 SnapCenter Z2{ 1210{| A A2 ElL|C}.

1. 2 0|SEtL|Ct /opt/netapp/scvservice/standalone aegis/etc/scbr/scbr.override-
template.

2. E SMELICE scbr.override-template 2h= M TN IS HERILICE scbr. override O Y&LICH
\opt\netapp\scvservice\standalone aegis\etc\scbr ClAER.

()
Of LIE=l &MS AEY 4= UELICE scbr.override 7| 222 HAS A O QIL|C}.

*J|2MoE HIESI2 SiA| 7|ZE A8St] M S0l FME E £ JSLICHL SHE A8 M S
+H5IHH 2 HHsHof eL|Ct # 2XL.
* HEA A2 XM E5t2{H SnapCenter Plug-in for VMware vSphere S A E0f| Al A{H| CHA| A|ZH8HOF HL|CH
of LEE CHS S48 MEE 4 USLICH scbr.override 7|28 HAY 714 THAQLICH

* dashboard.protected.vm.count.interval=7* S 2 F2|SIMA|L2
CHAIEEO| VM E= HEf7F HEAE= & =5 K™ LI

7|22 "Lt

— HA —

+ * disable.weakciphers = true *

VMware vSphere % SnapCenterE SnapCenter 22|12} off LI =l 71 &t sA| ZX| ZHe| E41 &' Eof|
CHoll CHe 2FetS HI2HMottLICl include.weakCiphers:

TLS_RSA_WITH_AES 256 _CBC_SHA256 TLS_DHE_RSA_WITH_AES 256 _CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA256 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 TLS_ECDHE_RSA_ WITH_AES_128 CBC_SHA256
TLS_RSA_with AES_128_GCM_SHA256

TLS_RSA_WITED_AES_256_GCM_SHA384

+ * global.ds.exclusion.pattern *

S XrAof| A |2l StLt o &te| 7| & E= VVOL HIO|E MEAE X|™ELICH f7T Java B A2 AHE5H0
ClOlE MEAE K™ & USLICH

oAl 1: global ds.exclusion.pattern=.*21 O|E £0{, 3 &0 Y= O|O|E MEA= FMLELICH
datastore2l % dstest21 H|Q|& AYULICE

01|X1|2 | global.ds.exclusion.pattern=ds-.*|"vol123 7t LgrEl B E H|O|Ef H{ELAE H|QetL|Ct
s- (0l scvds-test) = 2 AIREILICH vo1123.

* guestFileRestore.guest.operation.interval=5* 22 F2|SIMA| L
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VMware vSphere£ SnapCenter Z2{1210| H|AE0| CHst HAE Zf(22t2] C|A 3 8l 28 ntel)g tZ 7|
Qs ELE{>SH= AlZE 2HH(X)S X[FELICE & 7| AlZh2 of 2fs 2FE LIt
guestFileRestore.online.disk.timeout % guestFileRestore.restore.files.timeout.

7|22 "5"YLCt.

* guestFileRestore.monitorinterval = 30 *

SnapCenter VMware EE1_'?_|0| Ot2 = AAE oY 57 NME BLEHESH= AlZH 2HE(2)2 RI- gL Ct,
TAE MM AZEE x0tsto] A3l ol D E M[Me| HAO| HOo{EILCE.

7|222 "30"YLCt.

» * guestFileRestore.online.disk.timeout = 100 *

SnapCenter VMware 211210 AIAE VMO 220! C|A T 0| k=& W7HX| CH7 |5tz AlZHE)E
XggL|ct E2{aelo] 22l ClAS X AR E EZSH7| Tof| F7LE 30 7| A[ZHO] UELICE

7123t "100"lLIc,
» * guestFileRestore.restore files.timeout = 3600 *

SnapCenter VMware S2{3210| HAE vMe| It S 2H0| b= & W7tX| CH7|SH= AlZHE)S RI-ELICt
AlZtO] Z=tE|H T2 M|ATF ZEE|D XA0| MIfZ FA|ELICH

7| 2242 "3600"(1AIZHLICE.

» * guestFileRestore.robocopy.directory.flags=/R:0/W:0/ZB/CopyAll/EFSRAW/A-:SH/e/NJH/NDL/NP *
AAE IHY S &Y Sof| CIHEZ|E SAFE I AHEE 27t Robocopy E211E X gL|LCL.
MZASHK| OFY AR /Nl = 2 FIFLICH /ngs 0|2 Qs =2l Z39| 77 2410] ZHE|7| W2 LICt.

HM7Hotod FHISE A =E 51 85HK| OHHAIR /r E27) 0] 2 ATieh At=0f thal XA = X7} Foto]

o
=
4 gLt

N

222 LCh"/R:0 /W:0 /ZB /CopyAll /EFSRAW /A-:SH /e /NJH /NDL /NP".
» * guestFileRestore.robocopy.file.flags=/R:0/W:0/ZB/CopyAll/EFSRAW/A-:SH/NJH/NDL/NP *
ALE oY =2 2] S0l JHE iU S SA U AH8E =7t Robocopy 2215 X|FgLCt.
MK OHYAR /NJH EE= 2 FIHELICH /ngs O| 2 QI3 =@ £39| 12 24{0| SThHE|7| MiEL|Ct

2 M7t 2He A =S 515X OHMA|L /r E2) 0 F2 ATfish Ab=0fl THal| XA = X7} Foto] E

% QBLILh

_|

N

gzte QLctv/rR:0 /W:0 /2B /CopyAll /EFSRAW /A-:SH /NJH /NDL /NP".
* guestFileRestore.sessionTime=1440* 22 29|5IAA|2

VMware vSphere& SnapCenter E2{JQI0| AAE MY S MHS &d MEE FXISt= AZHE)S
X|&BHL|C}
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7|=2k2 "1440"(24 A1 ZHLICH,

* guestFileRestore.use.custom.online.disk.script=true* 2 2 29|54 A| 2
ALE O 7 HHS ddett H A3 5 22tQl dEiZ 2F5tn E2t0|E Z2XHE AMSH= ol AR X[E
ATEEE MEYX| R E XHYLICE ATZE= off AO{OF LIt [Install Path]
\etc\guestFileRestore onlineDisk.psl. &X| A| 7|2 AJZETI HSELICE 2t LHeL/Ct
[Disk_Serial Number], [Online Disk Output], ¥ [Drive Output] ¥Z& ZEAMA Fof
ATEEN|AM CHAE LT,
7| 2%42 "false"YLICH

* include.esx.initiator.id.from.cluster=true* O 2 Z9|5IAA|2

SnapCenter VMware 2211210 VMDK $=2 —?—% Sl ofZ2[7[0| M2 SHAH0| Y= ZE ESXi
SAEQ||SCSI & FCP O[L|A|0O|E{ IDE E%" t=E X -g ot

71222 "false"QIL|Ct.

* *include.weakciphers *(t = 3t It *)

Al7| disable.weakCiphers 7t 2 HH™E[0] UYELICE true, H|ZHS}52 = oot At 2t s
K| ™HSL|Ct disable.weakCiphers 7|2MOZ H|2HMSHEIL|CH

i

* * %|tl S A| .ds.storage.query.count = 15 *
SnapCenter VMware Z2{1210| 0|5 MZE Ao AEZ|X| ZZH2 AMSIY| 2|8 SnapCenter Server0]| I1H3H
Lelish 4 Ql= K| SA| & 42 K| ™HEL|Ct. SnapCenter VMware Z2{ 121 VM S AE0| A Linux AH|A
EMl Al’&*ﬂﬁ E2{JQl0lM 0|23t S =S SHFLICE

+ * nfs.datastore.mount.retry.count=3 *

SnapCenter VMware 22{1210| vCenter®| Al 252 NFS H|0|Ef HEAZ OFRES2{ 1 A|E5H= £ 31
Xg gL Ct.

7|22 "3"LCt.

nfs.datastore.mount.retry.delay=60000* S 2 2|5t A|2

SnapCenter VMware 22{1210| vCenter®lA| 2&2 NFS H[0|Ef HTAZ OFR2ESI2{ = Al ALO|Of| A
CHo ISt AlZH(RE|X)S RIFL|C

7|23t2 "60000"(60%)QIL|C},

* script.virtual.machine.count.variable.name = virtual_machines *

% Tefots 8 W OIS XIBLIC HEd Xe S0l AHEX 8o A3 RES d¥o| Hof
Ct.

O|E =01 virtual_machines=2& 5 7i2| 7t& H{Al0| BHAE| D A S S 20| -fLICE.

* script.virtual.machine.info.variable.name=VIRTUAL_MACHINE.%s* 2 29|5IMA|L
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O|E £0{, &4 ¥ virtual_machine. 20| M= B0 & Huf 714 HAlof| CHot HEE HSSLICE
* script.virtual.machine.info.format= %s|%s|%s|%s|%s *
7He T Alof| CHEE XEMISH LIE 2 off Liok UELICH 28 Ha0l B-E 0] M| A2 Ch3a Z&LIC v

name |VM UUID| VM power state (on|off) |VM snapshot taken (true|false) |IP
address (es)

ChE22 AREAL RIS = A= FEQ o LCt,

VIRTUAL MACHINE.2=VM 1]|564d6769-£07d-6e3b-
68blf3c29bal3a9a|POWERED ON| |true|10.0.4.2

* storage.connection.timeout = 600000 *

SnapCenter A7} AEZ|X| A|ARIS| SEE Ch7|5t= AlZH(RE|ZX)E XIFgL|C

7|22t "600000"(102)JL|C}.

vmware.esx.ip.kernel.ip.map* & 29|35t A|2

7|22k0| QIE&LICE O] 22 AF2SIH ESXi IP T4 2 VMkernel IP A0 oZstL|Ct 7|2X O Z SnapCenter
VMware E2{3212 ESXi SAEQ| 2| VMkernel {RIE] IP £AE ALEILICH SnapCenter VMware
S2{3210|| M CHE VMkernel O{RIE] IP FAE ALE0IH{™ ™| 242 XS 6H0F Lt

CtS ool M= 22| VMkernel {RE] IP 347t 10.225.10.560|X|2t SnapCenter VMware 22{1212
10.225.11.57 % 10.225.11.582| X|HE FAE AFEELICE 22| VMkernel O{RHE] IP 2471 10.225.10.60¢!

AR Z2{19212 10.225.11.61 TAE AF2EL|CE.

vmware.esx.ip.kernel.ip.map=10.225.10.56:10.225.11.57,10.225.11.58;
10.225.10.60:10.225.11.61

* vmware.max concurrent.snapshots = 30 *
SnapCenter VMware Z21210| AHOf| A £35H= X(CH SA| VMware AHAF 5 X|HgiL|CH.

O s=X|= ClIO|H XMZa HHel= =telk(i FHMof| "vMm Fehd E&"0| MEHE[of A= B2 2l ELC 5=
6‘OH

A
e
Alofl = e 22 WS +A5h= F0= o] 2Ho| HEE|X| 4&LIC

7123te "30" LI,

vmware.max.concurrent.snapshots.delete=30* 2 £ 29|5tAA| 2

Yal
[
n

0

t k

SnapCenter VMware Z2{1210| MHO||M +=#t= X|C SA| VMware 2H4F AFH| 2t =& H|0[E X
X|&EHL|C}.

0.

O +=X|= IO MEAEZ =QlEL|Ct.

7|222 "30" YL Ct.
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* vmware.query.unresolved.retry.count=10 *

Ju
HO
2
g=l-
MY
n
Ral
62
rlo
i
o
=2
i
rot
U
]
il

SnapCenter VMware Z211210| /OE E75t7| [t A|ZH Aot @
CHAl 2L = Z[Ci 218 XF gLt

7|22 "0 YLt

* vmware.quiesce.retry.count=0 *

]

Bl v &= HE A2 St " F 2 2Islf SnapCenter VMware 221 1210] VMware A'HAF0]| CHsH 2
Hif= 2o 3I+E X|FgLCt

71222 "0"LCt.
|

vmware.quiesce.retry.interval=5* Q2 2|t A2

B 0| SnapCenter VMware Z2{1910| VMware AHAF " [/OE EFot7| I8t A|ZH M|t "ot 2=l
2|8 Bz s8¢t th7|8t= AlZh(E)E K™ L Ct.

7|22 "5 L.

* vmware.query.unresolved.retry.delay= 60000 *

SnapCenter VMware £2{1210| "...I/0E EF5I7| let Azt Mot @F 20 sH A= X| $2 =SE0f Ciet
HelE &= SO th7|5k= AlZH(E2|X)2 XIHELICE 0| 2F &= VMFS HIO|E MEAE 22 MMty
S BtLICE.

7|22+2 "60000"(602) ! L|Ct.

* vmware.reconfig.vm.retry.count=10 *

SnapCenter VMware E2{1210| "I/OE EFot7| 2ot Azt Mgt "= QI8 VM Xt AM0f| Ciot 2| E ME5H=
E| o +E K™

71222 "10"YLICt.
vmware.reconfig.vm.retry.delay=30000* £ 22|5tAA|2

SnapCenter VMware £2{1210| "...I/0E EF5t7| /et Azt Mot @F W20 VM - 1p 2HAE 2|2
M&ste St th7Iste 2o AlZHEE2|X)S X[™EL|Ct

7|2242 "30000"(30%)QIL|C}.

* vmware.rescan.hba.retry.count=3 *

SnapCenter VMware E2{1210] "...I/OE EF5t7| |t A2t H|ot." 2F IfE0| SAE HA O{HEE CHA
AZMSEY| 21T F2|E HESH= St t7|6H= AlZHEE|X)2 X|FEELIC]

712242 "3"YLCk
vmware.rescan.hba.retry.delay=30000* £ 2|t A|2

SnapCenter VMware E2{1210| S AE HA O{HE E MZAAISE?| ?I8 A =ok= 2[ch &l+5 XIFELICH



7| 2242 "30000"YLICE.

VMware vSphere£ SnapCenter 22| 12/2 SSHE MA LIt

Lo d

SnapCenter VMware E2{1212 #155tH 7|2MO 2 SSHIt AFEE|X| &L CH

CHA|
1. VMware vSphere Client0| A SnapCenter VMware Z2{1210| = VMES MEHBIL|C}.

[ N =

2. VMS OFRA Q2% CHER S203t C1S 714 0fZ2f0|oi A0 * Qof * B0l * 12 28 AI%t* 8 2olo]
QAR+ 28 H2 Y1 2ILELICE

= = — g

FREs 250 BMA N 2325H= Y| Chet XMt LHE2 2 HXRSMA R "FA 24 &0
H N ABH|C}",
S - VMware Remote Console

Maintenance Console : "SnapCenter Plug-in for UMware uSphere"

Discovered interfaces: eth0 (ENABLED)

Main Menu:
1 ) Application Configuration
2 ) System Configuration
3 ) Network Configuration

4 ) Support and Diagnostics

Exit

Enter your choice:

3. F HROIM HliF M * 2) A AR 24 * S MEfBIL|CE

4. AN2H - HF0M Hlm S48 *6) SSH HAMA 2dst» S MEot CHZ 2ol ZEXEN| " *y * "E LHASLCE
O. "SSH AUAM|A Bt F..." HAIX[Z} LIEFE Wi77kX| Z|CHRIL|CE 2 Chg AI&L512{H * Enter * & 521
QX4 BES E@stats HAIXI7} LIERLIE * X * S lzigL|ct
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REST API
Ne

SnapCenter Plug-in for VMware vSphere REST APIZ AF25t0{ YetAQl HIO|E B
XAS f3e &~ JAELICE 0] E2{1210f|= Windows SnapCenter Swagger & H[0| X| 2
Swagger & H[O|X|7} C}ELILCY.

* VMware vSphere€ REST APIE AF235t0] VM 2 O|0|E K& A0 Cist CFS ZHH0]| CHsil REST API
AEZ LRIt EM3LE UYSLICE

° 2EE|X| VM B 2HAEE FL +F 8 ARELIC

REST APIOIM X[ ¥ = K| ¢4= ZHHLICH

<
<
=
o
o
<
wn
o)
0
@
®
0

HAAE miY 22

i

° SnapCenter VMware Z2{1919| Mx| gl A
° RBAC &g = HM|A HBHS AFSXIOf| A ZEEL|Ct

uri O§7H B

£ 2EYLIC uri 0 He= g "null” 242 BratetLlct

712 Azt £3H= 1202 (2A1ZHRILICE vCenter BEO| M CHE AlZE X3t ZlS Y + ASLIC

s EZ e
HOtS 26 REST API= 2f 280 HEE1 22I0[E AES It ZE API 2E0| AEEH= B+ EE
AE3tLICE VMware vSphere2 REST API= VMware 215 APIE AtE8t0] E28 P ELICH VMwares EE‘
22|18 HSELCh

Hm
rlu
mjo
ne

O2{H E AFEILICt /4.1/auth/login REST APIZ AF23t0{ vCenter X2 ZHE |3 gtL|Ct,
* API HH XN
Z} RESTAPI 0|22 RESTAPI7t {2 &2|AEZl SnapCenter HE HS E T EIBLICE 0| S £0{ RESTAPIS

QUEBILICt /4.1 /datastores/{moref} /backups SnapCenter 4. 10|M XS ZA|=[A}ELICE.
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o= AE|A9 RESTAPIE YO Z O KT} o2l HR0 2t M 7|sE 88 = UA=SF +FE LIt

Swagger API E H[O|X|Z AE3I0{ REST APIO|| HM|ABIL|CE

REST API= Swagger & H|0|X|2 E3ll EA|E/LICE Swagger ¥ HO|X|0f| M| A SO
SnapCenter At EE= VMware vSphere REST API€ SnapCenter 22|12/ EA|SI11 API
SES 0= Hde £ JEGLICt VMware vSphere REST API€ SnapCenter E2{1212
AHE30] VM U H|O|E K EA0| CHEE 2t H S A BtL|CL.

[

0] Z2{12l0fl= SnapCenter At Swagger #! H|0|X|2| Swagger ¥ H|O|X|7} CtSL|C}.

AlZtst7| o

VMware vSphere REST API& SnapCenter E2{1¢12
0|52 otof gfL|Ct.

SAE

rr

AL SnapCenter VMware 22{1Q19| IP =4 &

| 5HH PowerShell cmdlets EE=

rio

@ =212 2 EfAt o Z2|A|0| Mt SRS 23l REST APIEE X|
CLI= X[#3tX| gt&Lct.

T
1. H2tXo| M URLS 25t Z2{121 Swagger 2 H|O|X|0f| M| ATL|CY.

https://<SCV_IP>:8144/api/swagger-ui/index.html
(D) RESTAPIURLO +, 28 AIBSIX| OHUNI2., % U &

o
SnapCenter VMware E2{7121 REST AP| HM[A:

https://<SCV_IP>:8144/api/swagger-ui/index.html
https://0OVAhost:8144/api/swagger—-ui/index.html

21392l vCenter 215 HZLIE 2 AIESIH EES MM eL|Ct.

2. API 2|AA QWS

iy

2I5t0] o 2|22 REO| APIE EAILICE

AEZ|X| VME F7} 8 +H%= RESTAPI ¥IEE2

VMware vSphere REST API2 SnapCenter Z22{ 1212 AIE35t0] AEZ[X| VM EHHS F7t
8l >Hst2{H F ™= RESTAPI & =M E 2tof BfL|C}.

2} REST APIO| & Z£7}8tLICt <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> REST API2| HHN A M| EXS GMetL|CH

AERIX[ VM ZUS FI5IE L2 Q2 22RE HEHAL.

1M


https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://<SCV_IP>:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html

CHA| REST API Mo

—

1 /4.1/storage-system Add Storage System A|HE
AE2[X] VME VMware vSphere&
SnapCenter S2{1¢!0f| =7}gfL|Ct.

AEE[X VM HYUS +ToIHEH L2 222 RE MEHAL.

CHA| REST API Ao

—

1 /4.1/storage-system getSvmAll A 7tsSt 2E
AEZ|X| VMO SE2 7HNZLICL.
+HstH= AEE|X| VM| * 0| & *
ol felshAl2.

2 /4.1/storage-system Modify Storage System PNESES
AEE[X VME SHELIC
CHE 2= 2 S0 &M 1EHA0A

=S
*0|§ * & HEYLICL

2| AA OFE MM Ol 2X6l= REST API YIAEER

VMware vSphere REST API2 SnapCenter 2211212 A3t 2|AA O F XA
MMStT £Xst2{H FHE REST APl & &AME wz2tof tL|ct,

Z} REST API0]| £ F7}8tL|Ct <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> REST API2| HHN|AM MK EXS GMetL|CH

Z|AA 2SS OtEa{H S Y IZZE WEL|C}

—

CHA| REST API Mo

—

1 /4.1/policies Get Policies VMware vSphere
Z20|HE M FEZ I ZLICL
2lAaA 5 W MU+ E 0
o AFEE * HM D * E ZelgLCt.
LIEE Hxo| gle™ E AtggL|Ct
Create Policy RESTAPIE
AHESH M MM Mot

2 /4.1/resource-groups Create a Resource Group
XHE HMS A8 2|lAaA OFS
MMt
1EHAI0 M * policyld * & MEst
CHE ZE = &4 20 * frequency
* M AN E HEE AL
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CHA| REST API M
1 /4.1/resource-groups Get List of Resource

Groups VMware vSphere Client
2lAA OB 222 JHSLICt

2H3t * resourceGroupld * £
sholgfL|Ct.

2 /4.1/policies SeE HME O Get
Policies VMware vSphere
Z20|HE M T ES I ZLICL
Plas IE UMM < HIE * B 2EY

o A * WM D * § ZhelgtL|ct.

3 /4.1/resource-groups/ Update a Resource Group
{resouceGroupId} XHE 2|AA OFZ H™TLICH
1EHA|I0| M * resourceGroupld * &
MLt
LRt AL 2EA0| A * policyld * £
Mol CHE BE B4 24 2lof *

frequency * M5 HEE =giL|Ct

R A HHS ?le RESTAPI H{ISESR

VMware vSphere REST API€ SnapCenter S2{ 1212 AFE5H0] T A| Q] XA S
Slst{H F ™=l A9l REST API S E2 [}2t0F gLt

Z} REST APIO]| £ F7}8tL|Ct <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> REST API2| HHN|AM M| EXS GMetL|CH

chA REST API Ao

1 /4.1/resource-groups Get List of Resource

Groups VMware vSphere Client
2laA OF 52 7IHZLICL
i 2|laA JFof it
resourceGroupld * 2 * policyld * &
StoIgtL|C}.

2 /4.1/resource- Run a backup on a Resource
groups/backupnow Group ZR Al 2|&AA OFS
HHOISHL|C}.

1EHAOf| A * resourceGroupId * Qf
policyld * & MY gtL|Ct,

VM 2212 9|3t REST API §AEZES

VMware vSphere REST API€ SnapCenter Z22{ 1212 AF230] VM #H 0| CHst 2312
XA g flisie{H M El RESTAPI &= M E watof gLct.

Zt REST APIO]| & F71&fLICt <code><a href="https://&It;server&gt;:&It;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> REST API2| HH|AM TN EHS YMetL|Ct.
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chA REST API Ao

1 2 0|SELICt http://<vCenter— VMware Managed Objects
IP>/mob URLO‘“A'I VM% Qg[_l[l-
252 = VM| * moref * 0f|
FOIBHAAI2.

2 /4.1/vm/ {moref}/backups Get VM Backups AX|™E VM|
el = =2 7N ZLIC
1EHAIO| A * moref * & HMEBILICE,
S5t = A2 * backupld * &
7|88l SLICt.

3 /4.1/vm/backups/{backupId} Get snapshot locations
/ X9 E 2ol CHot AEAF SAHRQ
snapshotlocations IXIE 7t SLICt.

2CtA| 0| A * backupld * €
HEeL|Ct
snapshotLocationsList* 82 &
StolgtL|CE.

4 /4.1/vm/{moref}/backups/ Get available ESX Hosts
availableesxhosts BHAO| &=l SAEQ CHet HEE
7t &ZLIC}.

A2 7153t EsableEsHostsList*
HHEE =stolghL|ct,

5 /4.1/vm/{moref}/backups/ Restore a VM from a backup
{backupId}/restore XY E HAS SASLICE
RestoreLocations * £A19| 3¢-HA| 9t
ATHA|S| HEE MEBtLICE.

WECYET
HHojo] HO =
THL- OoT =2

@ A-etct
restartvM O47H
HE "false" 2
Aetct,

() BExuwme
=olst 4 gLt

AH|El VME =3#%= REST API |13 222

VMware vSphere REST API€ SnapCenter 22{1212 AF230] VM #H 0| CHst 2372
g fliste{H M E RESTAPI 2 M E atof gLct,

Z} REST APIO]| £ Z7tEHL|Ct <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> REST APIS| HHO|A FHA| ZHS YHetL|Ct.
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CHA| REST API

1 2 o|seict
http://<vCenter-IP>/mob

2 /4.1/vm/{uuid} /backups

3 /4.1/vm/backups/ {backupId}
/
snapshotlocations

4 /4.1/vm/ {moref}/backups/
availableesxhosts

5 /4.1/vm/{uuid} /backups/

{backupId}/restore

VMDKE 235t= REST API }3E=Z

VMware vSphere REST API€ SnapCenter 22{10212 AL
2eStH FHE YHO| REST APl @£ [I2t0F grL|C}.

Zt RESTAPIO| £

29

VMware Managed Objects
URLO|A VM UUIDE QQLIEF
S VMe| * uuid * & ZelgtL|Ct.

Get VM Backups X|HE VM2
e =52 7INZLICH

1EHAIIA * uuid * & ML EHL|Ct
S5t = A2 * backupld * &
7|=8l SLCt.

Get snapshot locations
X[HEl iAol CHEE AHAF SARRO
QX 7FHq ZLICt.

2CtA| 0| A * backupld * €
HESLCE
snapshotLocationsList* 82 &
grolgtL|C}.

Get available ESX Hosts
gHAO| MZEEl SAEQ Cist HEE
7t™ &LICt.

At2 7+53t EsableEsHostsList*
HHE stolgtL|C}

Restore VM from a backup
using uuid or restore a
deleted VM X|HEl HAZS
SELICE

1EHAO| A * uuid * & M RIL|CE
2¢HA|0| A * backupld * &
TS|},

RestoreLocations * £419| 3¢HA|2}
ATHA|O| HEE MERILICE

VM EiQj0] 22 ol A E
HAHBILICt restartvM OH7H HEE
"false"= M™EEIL|Ct
*&or"HESIl VM2 &
.M.:.'—IEP

510 VMDKO| CH3H =23 =2

Z7tEtL|Ct <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> REST API2| FHN|A HX| &2

He dgeiin
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Z 0|SLICt http: //<vCenter-

IP>/mob

/4.1/vm/{moref}/backups

/4.1/vm/backups/ {backupId}
/

snapshotlocations

/4.1/vm/{moref}/backups/
vmdklocations

/4.1/vm/{ moref}/backups/
{backupIid}/
availlabledatastores

/4.1/vm/{moref}/backups/
availableesxhosts

29

VMware Managed Objects
URLOIA VME &&LICH
VMDKZ} = VM| * moref * £
SfOIBHLILY,

Get VM Backups KX|™HEl VM2
e 2E2 7Y ZLCE

1EHAO| A * moref * & MEBtLICE.
S5t = A2 * backupld * &
7|E38H EL|Ct.

Get snapshot locations

K| ™l uHdof CHot ARHAF SAHES
IXIE 7t SLICt.

2CtA| 0| A * backupld * €
HEeL|Ct
snapshotLocationsList* 82 &
StolgtL|CE.

Get Vmdk Locations VMDK
SES 71N SLIC

K™l VM| ER
vmdkLocationsList* 82 E
soletL|Ct,

Get Available Datastores
S 2G| AHEY = U= H[o[H
NEx 252 7H4 3L C
1EHAI0 M * moref * & ™EEL|CE.
2CHA|I0| M * backupld * £
et

DatastoreNamelList * HEE
stolgtL|Ct,

Get available ESX Hosts
BHHO| KEEl SAEQ Cist HEE
71X ZL|ct,

1AM * moref * & FEHL|CE.
At 753t EsableEsHostsList*
HHE =tolgtL|C}
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k| REST API Ao

7 /4.1/vm/{moref}/backups/ Restore a VMDK from a

{backupId}/restorevmdks backup X|HEl AN X|™HE=
VMDKE S&gfL|C}.
esxHost* £40j| A 6THA2| * 72 M
EsxHostsList*0| A HEE
HEeLC.
SEHAIO| A STEAMX|S] HEHE *
vmdkRestoreLocations * &40 2
HEgtL|CY,

* RestoreFromLocation <230 A
3CHA| 9|
snapshotLocationsList0l| A
HHE MYSL|CE

* vmdkToRestore £410{| A

4%HA 2] vmdkLocationsListO| A
HEHE MeEeh|ot

* RestoreToDatastore £4301| A

5EHA|9] DatastoreNameList
OlM HEE MHBILICE

VMDK= & 3 E2[ot= REST APl ${32=E?

VMware vSphere REST API€ SnapCenter £2{12/2 AFE5t0{ VMDKO| Lot A& 5l 22
XA S Aot H FHE RESTAPI S& =AME [M2t0F gfL|Ct.

2} REST APIO|| € F7tEILICt <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt:port&gt</a>;</code> REST API2| MHH| M FH| 2HS YMTHLICt

VMDKE HZst2{H LHE YA EZRE WEHAL.

CHA| REST API Mo
1 2 0|S8LCt hitp: //<vCenter- VMware Managed Objects
IP>/mob URLOIIAM VME Z&LICE

VMDKE &g VM2| * moref * &
gtolghLct.

2 /4.1/vm/{moref}/backups Get VM Backups X[HE VM|
el =52 7N ZLIC
1EHAO| A * moref * & HEBILICE,
EotH= HAHO| * backupld * E
7|Z38H sL|Ct.
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REST API

/4.1/vm/{moref}/backups/
{backupId}/vmdklocations

/4.1/vm/{moref}/attachvmdk
s

VMDKE 22[5}23{H LIS YIEERE MENUAN L.

A
1
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REST API

2 0|SYLICt http: //<vCenter-
IP>/mob

/4.1/vm/{moref}/backups

/4.1/vm/{moref}/backups/
{backupId}/vmdklocations

/4.1/vm/{moref}/detachvmdk
S

29

Get VMDK Locations X|™E
VM2 VMDK S£8 7t ZL|Ct.
2CHA|9] * backupld * 2F 12HA|Q] *
moref * £ MEStL|CH
vmdkLocationsList* M2 E
stolgtL|Ct,

Attach VMDKs X|™El VMDKE
el vmol| HZE LIt

2CtA|9] * backupld * 2 1THA|Q| *
moref * & MESIL|C},

3CHA[0| A * vmdkLocationsList * £
* vmdkLocations * 489 2
et

VMDKE LCHE VMOl
HESHHH

@ alternateVmMoref
£40f| A CHA VME
morefE MEgfLICE.

EE

VMware Managed Objects
URLOIIAM VME #&LICH

VMDKE 2&[35t2{&= VMe| * moref *
£ gfelgti|ct.

Get VM Backups X|HE VM
e =E2 7Y ZLICH

1EHAI0I M * moref * & MEEL|CE
S5t = #HA 2| * backupld * E
7|Z8l FL|Ct.

Get VMDK Locations X|HE
VM2l VMDK S&& 7} gLCt.
2CHA|9] * backupld * 2 1THA|9| *
moref * & MESIL|C},
vmdkLocationsList* 82 E
sholetL|Ct,

Detach VMDKs X|™El VMDKE
=2[ gL Ct.

1EEA| 0| A * moref * & FEEHL|C
3EHAI0| A * vmdkLocationsList *

ME HEE * vmdksToDetach *
Mo Z MEShL|Ct
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O|O|E] MEAE OIRESH OFRE ofX[St= REST API ¥ 2A=EER

VMware vSphere REST API& SnapCenter 2211212 AF25t0 H|O|E HE A sHA0f CHst

02 E Sl 02 E S|

S st H 1™ E RESTAPI 2& &AM E W2tof gfL|Ct,

Z} REST APIO|| £ F7tEtLICt <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> REST API2| MHO||A| HA| E2XS A-detLICt.

HIO[E MEAE Ot

A
1

Eot2H 1S YIBRLE WYL,

e |

REST API

2 0|SYLICt http: //<vCenter-
IP>/mob

/4.1/datastores/{moref}/
backups

/4.1/datastores/backups/
{backupId}/snapshotlocator
S

/4.1/datastores/{moref}/
availableEsxHosts

/4.1/datastores/backups/
{backupId}/mount

TE

VMware Managed Objects
URLO|A HIO|E] K& A mpefE
RELICH

OF2Eg 0| MZ&E A2 * moref *
E 7|84 sLICL

Get the list of backups
for a datastore X|™E GH|O|H
XEA0 CHEH Y 522

1™ ZL|ct,

1EHA|O| A * moref * & HMEBILICE,
OFREg * backupld * £ 7| =8l
SLICH

Get the list of Snapshot
Locations X[™E | 2[X|of
CHEH M2 HEE T ZLC
2CtA| 0| A * backupld * €
e Ct

* snapshotLocationsList * SZ0]| A *
ClOJE] XMZ&A * oF /IX|E =elgfL|Ct,

Get the list of Available
Esxi Hosts OFRE X0 At
L QAEESXiSAE BEEZ

7t ELICt.

1EEA M * moref * & FEEHL|CY
At2 7}+53t EsableEsHostsList*
HEE golgtL|Ct,

Mount datastores for a
backup X|"QE C|O[E] K& A WAS
o2 EgL|CE.

2¢HA|0| A * backupld * &
eS|t

datastore * %! * location * &4 0{| A
HEE MESL|Ct
snapshotLocationsList 3EHA.
esxHostName* S-80{| A 4THA|2f *
712 M EsxHostsList*0|A| HEE
et
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HIO[E ME A

£ O+2E dhi|otz{H Cf

gjo

YIB2LE may

CHA| REST API A
1 /4.1/datastores/backups/ Get the list of mounted
{backupId}/mounted datastores.

OH2E Sf{x|e Hlo]e MEA * o
FOSHA 2.

2 /4.1/datastores/unmount UnMount datastores for a
backup X|QE O[5 KZEA HAS
02 E sif&|gfLCt.
1EHA[O| A Ti[O]E K& A * moref * &
e Ct

=] o re) = roy L
AAS CIRECESID HIME MAMSt= REST API

VMware vSphere REST API€ SnapCenter Z22{ 1212 AI2310] VMware vSphere
Z2I0|HE &0 tiiet EOME MHstn 238 CIR2EESH{H VMware vSpheredi| CHot
REST API| @ &S AHZ5H{0f &fL|C},

Z} REST APIO|| £ F7tEtLICt <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> REST API2| HHH| M FH| 2HS YMTHLICH

X0l st XEMI3 HBS 224 X1 M Mo M CIS REST APIS ALSSHIAIR.

REST API M
/4.1/jobs Get all jobs 02 2o Cliot 2 MR HBEE
7P ZLICE ot 22 =Y RYE K-St RE HelE

&g & JUELIC backup, mountBackup, £

restore.

/4.1/50bs/{id} Get job details X|HE ZHof Cist XiMst HEE

7t™EELct.

Hu

2 dlF0ll M Ot REST APIS AFE5I0 2t 215 CH2Z =L T,

REST API

mx
ox

/4.1/jobs/{1id}/logs

i

getJobLogsById X|™El 2o cist 21
CHREEgLCh

Hx MM0j|M CZ REST APIE AHE5I0{ EIME ddetL|Ct.

REST API A

4.1/reports/protectedvM Get Protected VM List K|ttt 78 5S¢ HSEl VM
FEES 7t ZLICL

/4.1/reports/ Get Unprotected VM List X[t 7% S¢ HSE[X]

unProtectedVM %= VM =58 7t SLICH
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VMware vSphere REST API2 SnapCenter 2211912 AF235t0d VMware vSphere
20| E ol Cheh 7|2 HZ E™HE +Hot2{H #EE RESTAPI 2& =AM & W2tof
rL{C
712 ME LdE2 MEe dREE HSE= AAHZULICHO: MySQL HIO|E{H|0O|A HIE M), O3 YHE 8L +
UAELICH
Schedule-DatabaseDump
Schedule-PurgeBackups
Schedule-AsupDataCollection
Schedule-ComputeStorageSaving
Schedule-PurgedJobs
Z} REST APIO]| £ F7}8tL|Ct <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> REST API2| HHNAM M| EX S QM etL|CH
CHA| REST API M
1 /4.1/schedules Get all built-in AHAIES
HZof 22 MSE = 2go
222 JtMgLCt
T8 AAE 0|} 2 cron Al S
gholetLct.
2 /4.1/schedules Modify any built-in

schedule BEE AHS
HASLIC

1EHA|o] AA|ZE 0|2 MESI
AHEQ| M cron ESAIS
Mgt Ct

SCHEl 21 S A= B A= REST API

VMware vSphere REST API& SnapCenter £2{12|2 A5 VMware vSphere
S2I0|AHE =Hof| CHot 2 IDE & o2{H VMware vSpherelll CHSt REST APl S &2
ArEdHof gtL|Ct. 0]2{3t REST API= SnapCenter Plug-in for VMware vSphere 4.40]
FIt=[ASLICE

Z} REST APIO|| £ F7t8tLICt <code><a href="https://&lt;server&gt;:&lt;port&gt"
class="bare">https://&lt;server&gt;:&lt;port&gt</a>;</code> REST API2| MHO||A| HA| E2XS A-detLICt.

e MMO| L3 REST APIE ALZ5I0] HH T MEll= DA &

re
mjo

A MEj= HERLIC

REST AP M

/4.1/jobs/{id}/failJdobs Ao F ME 2 nxE ZHo| IDE MYHSHH failJobs
Ol2{st A2 MIHZ FEA|RLICtH Al F AEfZ DAL=
A2 MEsHH 2 EL|E GUIE AFESIH 2
Etiof AMEHQ} £ IDE &QISHA|2L.
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A 235 MMSH= REST API

swagger REST API ¥ SCV Z2{121 AFEX} QIE{H|O[AC|M ZAI 20 M HEE T
A&LICE.

Of2i= Swagger REST APIRILICE.

1. 4/Z4A2D Q7| BE 270] Cigt ZHAL CIOIE £ JH SLct

2. Get 4.1/audit/logs/{filename}: 5™ 21 ItAU0]| LSt ZrAF HIO|E{E 7t SL|Ct
3. 4.1 0| /Aol ZHAL 21 2ol E2|A,

4. Get 4.1/audit/config: ZtAI & syslog A H S 7t ZL|Ct

5. Put 4.1/audit/config: ZtAt & syslog At 18 S HH|0|EEHL|Ct

VMware vSphere REST API€ SnapCenter 2211212 AFE350{ VMware vSphere 2210|HE 20| CHSH ZHAL
205 H452{H VMware vSphere0| Ci$t REST APl @£2 AtE4H0F LTt

2t RESTAPIO| & F7HL|Ct https://<server>:<port>/api RESTAPIS| MHYA MK EHS
S MetL|C}.

o o

0| chet XpMet SEE 2 &Y MM0jM TS REST APIS AFE5HHAIL.

REST API M
4.1/audit/logs FZM Oo|E 7t ZEE ZAF 20 I S dretatL|Ct
4.1/audit/logs/{filename} DZM HO|HE AIEst EX ZAt 2O IS

7t Lt
4.1/audit/verify ZAL ES 2 E2|AHZLIC
4.1/audit/syslogcert syslog At QIZME HOO|ERLICE
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1. VMware vSphere& SnapCenter 22{1212 AIE35IX| U= F Mt YI2|0|=E FH|RLICH

0

a. VMware vSphere #z2| GUIE SnapCenter =g{Jelof| 2aQlgtLCt.
SnapCenter VMware 22119212 F#251H |P7t EME L f
b. 212 B HoflA * 74 * 2 Z2/ot CHE E2{02 M2 ZE MMoA * MH|A * M S 2260 E2{21S

Hlg-detetL|ct,
2. 40|EE CHREEHLICE . iso OHY.

a. NetApp Support AFO|EO|| 2 QIEL|C} (https:/mysupport.netapp.com/products/index.html)E
EE IS

b. HZ ZZ0f|A * SnapCenter Plug-in for VMware vSphere * & MEHSt C}S * download latest release *
HES SegLCt

C. VM re vSphere 20| =8 SnapCenter 2211212 CIREEFLIC} . iso I

o
mjo
0
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3. ¥0|=EE HX|EHL T,

]

. H2I2X0| A VMware vSphere vCenterZ 0| S&fL|LC}.
vCenter GUIO| A * vSphere 22I0|AE(HTML) * E S&lgfLICY.
VMware vCenter Single Sign-On * H|O|X|off 22 2IFtL|C}.

d. BtM7| HolM FzolEg VME 22T O3 * QoF * H¥g S2eL|C}
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o
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VM SFES|0f* &2 CD/DVD EEOA 2f2 "HZA six|"=|0{0F §HL|CE.

i. CD/DVD EEO|M AZ ofo|2S 226t * H|0|E XZE 42| CD/DVD o|a|X|of HZE *

mo

MEHghL| T,

Summary
Total hard disks
Annbute Value
Network adapter 1
CD/DVD drive 1 Disco Qv

Video card

VMCI device

Other ~

Compatibility ESXiS.0 ater (VM ver

VM Storage Policies

j- OFEAOIM CH2E SRS
o]

i. Datastores EO|A £ HZCH O|O|E HEAS MEHBIL|CE | iso OFY.

i. ZXSOM 2 0|SHYLICH . iso YEED MHAUS MY HA HEO|M "ISO 0|0|X|"7t MEHE|0] U=X]
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Mware vSphere& SnapCenter 22112129 S5t 22| X9 M
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VMware vSphere JHA|E X211 K2|0|E L= SE M| MHE CEA| A|ZFSHOF BFL|CY,
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Zt 22| =0 cigt O o|Fo| HAEL|CL.
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SO IHAIE X|RK| LH L2 ALE| 201 M £[Z 20| CHA[EE 3 &Y ZLE0f| EA|Z|X]| G5 LTt

* VMware vSphereE SnapCenter 2217122 vCenterE AI25t0] &3t = LIS St 22|=9| X2
|0 =R ELICE.

* SnapCenter VMware 7t4 {E2H0|AHA = vCenter 10f| B E =} SLICH LIE| Of SnapCenter VMware
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