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<VM snapshot>

false Hae

PERL A3Z E Oo|A| #1

Ct2 PERL 238 E Ofx|= o] 22 o &F H-E SHEILIC.

#!/usr/bin/perl
use warnings;

use strict;

my Sargnum;

my $logfile = '/support/support/log env.log';
open (FH, '>>', S$logfile) or die $!;

foreach (sort keys SENV) {

print FH "$ = SENV{S$ }\n";

}

print FH "=========\n";

close (FH);

PERL A3 Z E 0Of|A| #2

CHS olloll M

= ol chet YEE SHELICL

—

#!/usr/bin/perl
use warnings;

use strict;

my S$argnum;

my $logfile = '/support/support/log env.log';

open (FH, '>>', S$logfile) or die $!;

print FH "BACKUP_ PHASE is $ENV{'BACKUP_PHASE'}\D"'

print FH "Backup name $ENV{'BACKUP_NAME'}\D";

print FH "Virtual Machine $ENV{'VIRTUAL_MACHINES'}\H";

print FH "VIRTUAL MACHINE # is $ENV{'VIRTUAL_MACHINE.l'}\n";
print FH "BACKUP_ DATE is $ENV{'BACKUP_DATE'}\H";

print FH "BACKUP_TIME is $ENV{'BACKUP_TIME'}\H";
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print FH "STORAGE SNAPSHOTS is SENV{'STORAGE SNAPSHOTS'}\n";
print FH "STORAGE SNAPSHOT # is S$ENV{'STORAGE SNAPSHOT.1'}\n";

print FH "PWD is SENV{'PWD'}\n";
print FH "INVOCATION_ID is $ENV{'INVOCATION_ID'}\1’1";

#!/bin/bash
echo Stage $BACKUP NAME >> /support/support/log file.log
env >> /support/support/log file.log
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HH A SHH ONTAP tools for VMware vSphere SE2 F A6t M HZHS Z CHA| SE8HO}
vVol 0| §tstA| =tEefLCt.

AlZst7| o
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SnapCenter Plug-in for VMware vSphere 2| IP £} 212 XtA ZHZ 20tof &L|Ct |FX| 22| 2501 A
MME MFA E2L 7|6l F0{0F LCt.
* SnapCenter Plug-in for VMware vSphere B{EE|H IP A7t HEA|Z[AESLICE.

* SnapCenter Plug-in for VMware vSphere B Z5t= S0t ®|ZE =212 Xt ZSHS ALESALL LIS +F &
209 XA ZHE AL2SHM 2.

* B 2 2& A2 7 FHE AEOHH 642 MFA EZS WEBLICt

ChA|
1. SnapCenter Plug-in for VMware vSphere 0ff 2 1QI%tL|C}.

HAZ AMESIMR https://<appliance-IP-address>: 8080

M NetApp SnapCenter Plug-in for VMware vSphere

Dashboard

Configuration

...............

Plug-in Details

) Enabled

m

& Connected

3. M H0|X|2| vCenter M MO|| A *HE*S MEHFIL|CE,

o A
HERXI 48 =4
SnapCenter Plug-in for VMware vSphere 0llA4 1M E HE3 ™S T 5 JSLICH
olz{st ™2 E2{19210| vCenterdl| AN ASH= O] AFREILILCE,

AlZFsE7| o

SnapCenter Plug-in for VMware vSphere ©| IP A2t 212 Xtz ZHS 20tof gLICH RX| 2| ZE0i|A
WS E MFA E25 7|28 S0{oF B
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* SnapCenter Plug-in for VMware vSphere HHZE|™H |P A7t EA|E[A}SLICH

2 Y2 AEotLE LISl +=HE

>

* SnapCenter Plug-in for VMware vSphere B{Z 5= SO X2 =l 2791
E0Q XA ZHSE ME5HM K.

* B 22 2& A2H- 7 SHE A8OHH 62| MFA EZS WHELICH

ChA|
1. SnapCenter Plug-in for VMware vSphere 0| 2 32I%}L|C},

HAMZS AFESIMR https://<appliance-IP-address>: 8080

2. Y =T 230 2F Ol0|2S MEHSIMIR.

A admin [ SignOut |6y

M NetApp SnapCenter Plug-in for VMware vSphere

= Version Support User # Edit
Produst emicn hitps:ffmysupportnetapp.com N S Rl

Configuration odwct Versios :

Build Generate Support Bundia

Dateand Time / Edit Network Settings @ / Edit s

lamf2a 2021 [=17] IPVE

3. M™ Mo|X|2| EYT HF MMO|A IPv4 EE= IPv6 FAE MEISHCHS *HE*S MEIFL|CE
MZ2 YEE YD M-S HEEHA K.

4. HEQIZ 2HE MHots R LSS AR,

° IPv4: IP 4 HEO| CHE22 Y=SHMR. 0.0.0. 0 O L3 *ME*S MEISIN K.

o [Pv6: IP A L0 CHE S UAHSIMIR. : 0 O3 CHS *X &2 MEHSIM| Q.
@ IPv42t IPv6 =AE 25 AE6HE HR F UIESI 4EHE 5 MAHY £ ei&LICH LIHX|
HER 3= DNS Aot M ool L=Z X| &6l of fL|Ct.

A
7d 7|2 =8
2282 MMSHH OS2 3T = JUSLICH scbr.override 7|24 HESIZHH
Q ASH =

FERLICE ol2fst gt2 MY S0 WAL ARIEl= VMware 24F =L} 21
EEJI H¥E SXIot7| TatX|e| AlZt S| 4FS Ho{gLCt.
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J932 scbr.override 74 O 2 SnapCenter 0HZ2|F|0|M 7|8t HO|E ES &S X =
SnapCenter Plug-in for VMware vSphere Of|A] A& L|C}. O] It 0| EXYSX| o™ HIZS! M| A PHS0{0f

L.

scbr.override 7+ O S Ot5L|LC},

182 scbr.override 74 M2 SnapCenter OHE2[AH|0|M 7|8t HIO|E| ES XS
X|&st= 2tE0f| A SnapCenter Plug-in for VMware vSphere Of| Af AFE-ElLILCE,

1. 2 JICt /opt/netapp/scvservice/standalone aegis/etc/scbr/scbr.override-template.

2. BAFSICE scbr.override-template IFUS M I Z #HE scbr.override Of|A
\opt\netapp\scvservice\standalone aegis\etc\scbr OllHH 1A,

THROISE 4 QUi &4

= T A\
CS0l LIS =l £42 M2 £ UJELICE scbr.override 7|23/ HESIZH 24 Ot S
AL T
* 72O HESI2 SiA| 7|ZE AH8SI] M £Mol| FMS HELICHL 42 ALt #M S Tt
CHSE HMAsHOoF ZLICE # 2Xt.
« HZA ARStE X 26129H SnapCenter Plug-in for VMware vSphere 0| A MH|A S CEA| A|ZFSHOF BHL|CE.
CHS $42 AFE 4= USBLICE scbr.override 7|22 HASIEH 714 TS ASTLICH

* IANEE. ESE . vm.IRE.7HH=7
CHAI2E0| VM E MENZE BEAE = Y45 K™ ot

7|22 "7yt

* disable.weakCiphers=%!

SnapCenter Plug-in for VMware vSphere 2t SnapCenter Zt S41 X'20]| CHsli C}S weakCiphersE
HlgtMetstd CHEO| LIEEl 2 &7t weakCiphersE HIZ A3l 2tL|CH include.weakCiphers :

TLS_RSA WITH_AES_256_CBC_SHA256 TLS_DHE_RSA_WITH_AES 256_CBC_SHA256
TLS_RSA_WITH_AES_128 CBC_SHA256 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_128 GCM_SHA256 TLS_RSA_WITH_AES._256_GCM_SHA384

* 228.ds. M 2| .o{E

o] Stoiofl A H /& SHLt 0|At0| 7|E S Wol HIO|E| HEAZ X FFLICH K&t Java B EHAIS
Abgtol Blo|E| HBAS X BT 4 YLt

Ol 1: E¥d4 global.ds.exclusion.pattern=.*21 35 I{E2 %= 0| HEHLAE NQEL|CL OIS
=0 datastore21 J2|1 dstest21 M| EL|CE

O 2: #9414 global.ds.exclusion.pattern=ds-. *|Avoll23 CIS2 Zost= R E HI0|H HEAE
HI2IZfLICE ds- (HE &M scvds-test ) EE LSO E Al&F vol123.
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+ guestFileRestore.guest.operation.interval=5

SnapCenter Plug-in for VMware vSphere A|AE0|M AAE &g (22l ClA3 U IHY S))0| t2El= AS
DLIEESH= AlZF 2HH(X)E KI™ELICH B 7] AlZt2 CH20l ofsi ™ EL(ct,

od
guestFileRestore.online.disk.timeout 12|11
guestFileRestore.restore.files.timeout .
7|22 "5"YLCt.

—

+ guestFileRestore.monitorinterval=30

SnapCenter Plug-in for VMware vSphere Bt2El HAE MY SR N M S ZLIEHESH= A2t ZHHE(B)2
XELCh A E MM AZHS Xosto] k= BE MMA2 HZ0| B EILICE

—— L E
712242 "30"YLICE
» guestFileRestore.online.disk.timeout=100
SnapCenter Plug-in for VMware vSphere A E VMO|A 22121 C|A 3 X0 k= & wihX| 7|CHE|= AZK
x)2 XggLct E8{a¢2lo| 2l C|A3 =go| 2tz & wi7tX| EZoH7| Hof| F7t= 30%k2] CH7| A|Zt0]
ULCt= Eoll RSt K.
71232 "100"YLck.

» guestFileRestore.restore.files.timeout=3600

SnapCenter Plug-in for VMware vSphere A|IAE VMO|A It S 2tf0| b= E W7HX] 7|Ct2l= AlZhE)S
XIEELICE AlZFO| R3tE|H T2 MAIL BEE|D A2 A2 FA|ELICH

7|22k "3600"(1AIZhH LT,

* guestFileRestore.robocopy.directory.flags=/R:0 /W:0 /ZB /2% S At JEFSRAW /A-:SH /e INJH /NDL
INP

ALE ot =2 %Y S0 LA EL| S SAF off AF8E =7} robocopy Z2i1E X|HELICH.

HMAHSHA| ObMlR /NoH EE= 371 /ngs O[FA| ot =8 &9 712 24{0] SHE[7| HEYLICE

SRS HAIES SIBOHXI DRYAIR(RIZHBH) /R (B27) 0|27 5121 AlTfst Z ALl o Rt AT}
S & UBLICH

71222 oSt &&LICH "/R:0 /W:0 /ZB /CopyAll /EFSRAW /A-:SH /e /NJH /NDL /NP".
* guestFileRestore.robocopy.file.flags=/R:0 /W:0 /ZB /25 S A} [EFSRAW /A-:SH /NJH /NDL /NP

AAE md =2 2] S0l 7HE I 2 SAK of AH8E 7} Robocopy 22115 X|F&LICE

HMASHA| OrMIR /Non EE= 71 /Ngs O | otH =2l 232 12 2410] STHHE7| LI

FHE A =S 51 5HX| DR A (M AHBIA) /r (F2H2) O|HA| St Mgt SAtof| CH3l FotdE THA| =7t

2 = ASLICE

71222 oSt &&LICH "/R:0 /W:0 /ZB /CopyAll /EFSRAW /A-:SH /NJH /NDL /NP" .
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guestFileRestore.sessionTime=1440

SnapCenter Plug-in for VMware vSphere AIAE Mt S MME &M MElZ |X[St= AIZHE)S XD LICH
7|22 "1440"(24 A ZH I LICE.

guestFileRestore.use.custom.online.disk.script=true

AAE Y S/ MME Yo o CIASE 220102 HMetstn E2L0|E EXHE HMSH| 6 AHE Xt X[H
ATZEE MNEEX| R E X HLLICHL ATZE= CHS fIX|0f] AO{OF BLICE [Install Path]
\etc\guestFileRestore onlineDisk.psl.&X| Al 7|2 ASIEETI} MZELICL 74K

[Disk Serial Number], [Online Disk Output], g [Drive Output] ATRENM HE

T2 MA S0l CHA|EL|C

7|22t "false"QL|C}.

include.esx.initiator.id.from.cluster=true

7|22t "false"L|LCt.
include.weakCiphers

AN disable.weakCiphers & MY ELICE true , H[ZM3}StH = A5 2S5 2|0 H|ZM 3ot = kst
AT E X|HBILICL disable.weakCiphers 72X QO 2 H|gM3}HEIL|CE

A . SAl.ds. AE2|X|.H2].4=15
SnapCenter Plug-in for VMware vSphere H|O|E{AE0{2| AE2|X| Z7tS HMSL7| 2[8ll SnapCenter AH ||
SAl 25Y 5 A= Ao == $E XFYLICH 0] E2{3212 SnapCenter Plug-in for VMware vSphere 0f| A
Linux AMH|AZ CIA| A|RHEH I 0|23t S &S 48lstL|C}

nfs.CIO|BH{ AEO.ORE.HA| £. 2 4==3

SnapCenter Plug-in for VMware vSphere vCenterOf| Al 2&& NFS H|O|E{AENZ ORESIH 1 A =5H=
E|of SI~E K™ eL(Ct,

71282 "3 YLt
nfs.O|O|E{ A E 0.0 E.XHA| £.X|H=60000

SnapCenter Plug-in for VMware vSphere vCenter®iiA] 2&& NFS HIO|EH{AEN 2 OHRESH 1 A E5H=
Atoloi| Z|Ct2l= AlZH(RE|xX)S XIF Lot

7|22t2 "60000"(60%)QIL|C},
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OlE S0, VIRTUAL_MACHINES=2& F 719 7t Ao A EICH= AHS 2 OIRfL|Ct.

|>
|U

HE I IAEE H018=71_7 7. %s

SHOLOIA] neH 7t DY MO CHS &7 Tehel 32 40| 0|22 MBELICH Wl Zof AFRR &o| ARUES
Alste| Hojl of #a2 MEsof ghic

OlE &0, 24 ¥ VIRTUAL_MACHINE.2= SH2| & My 7Ha T{Alof| CHot M2 E HS gLt
ASRE JHAE D ALEE BAl= %s|%s|%s|%s|%s

7hat Ao CHet HEE MSELICH 2h8 Ha0 A™E o] HEo| HAI2 Lt 2&LICH VM name | VM
UUID| VM power state (on|off) |VM snapshot taken (truel|false) |IP address (es)

ChE22 st M3 =+ A= 22| o Lct.

VIRTUAL MACHINE.2=VM 1|564d6769-£f07d-6e3b-
68blf3c29bal3a9a|POWERED ON| |true|10.0.4.2

& HE A2 £24=600000

SnapCenter AH7t AEZ|X| A|AROZRE SHE 7|02 = AlZHEE|X)S XIFELICH
7|22t2 "600000"(102) LI CF.

vmware.esx.ip.712.ip.

71272 QIELICE O] 2 AF2SI0 ESXi SAE IP FAE VMkernel IP A0 0T EL|CL 7| 2K O =2
SnapCenter Plug-in for VMware vSphere ESXi A E9| 22| VMkernel HHE] IP TAE AFETLCE
SnapCenter Plug-in for VMware vSphere Ct2 VMkernel HHE] IP FAE AISIE 2 st2™ H™ Q| 242
M| SOk Lct.

CtS ofloll A 22| VMkernel H{RE] IP F2A = 10.225.10.56 4 LICH SHX| 2t SnapCenter Plug-in for VMware
vSphere X|™MEl F42110.225.11.572 10.225.11.582 AFEELICt 2| VMkernel {HE] IP =247t
10.225.10.600|H Z2{3212 F4 10.225.11.612 AFEEL|CE

vmware.esx.ip.kernel.ip.map=10.225.10.56:10.225.11.57,10.225.11.58;
10.225.10.60:10.225.11.61

vmware.max.SA|. A HA=30
SnapCenter Plug-in for VMware vSphere AMH0|M s=2lidt= SA| VMware A# 4| X ~& X|FgfL|Ct.

O] =Xt= CIO|E MEAHE Sl FMoA "M L2tAd"0] MEHE ZR0|TH HIEL|CH F&5 Lty HAS
ot= B2 0| 282 HEL K| sl

2oL 10
7| 222 "30"YLICt,

vmware.max.concurrent.snapshots.delete=30

SnapCenter Plug-in for VMware vSphere AH{0l|A ~@5t= HIO|[HAEO T SA| VMware ARAF APK| ZHR1 9|
e[ = NPl ul
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O =AtE CIOIH MEAEZ 2l E LT,
7|22 "30"YLCt.

—_

vmware.query.0|S{Z. XA =.2l+=10

FIO

=50l ch

rot

SnapCenter Plug-in for VMware vSphere "...1/0 E& A|Zt H$t..." QR Z Qldl| s ZAx|X| ¢
#H2|E d&5h= 2o I8 X|FeLct.

7|22 "0 YLt
vmware.quiesce.retry.count=0

B F0f| "...1/0 27 A2t H[$t..." RFZ QI8 SnapCenter Plug-in for VMware vSphere VMware A AF0]|
et A2 S ﬁé*f" Z|Cf 4+=E XLt
71232 "o Lt

—

vmware.quiesce.retry.interval=5

SnapCenter Plug-in for VMware vSphere B¢ S0 VMware 2H4F"...1/0 EF A[ZH XS, QT 0| CHSH
#H2|E U= Atofof| 7|CtE|= AlZh(E)2 XIF gLt

7|28t 5Lt
vmware.query.0[5{ Z. X A| =.X|H= 60000

"0 ER AlZtHet.. " RFE Qlsl sHEEX| 42 =SEO I3H°* #Hz2|E 2= AL0]o| SnapCenter Plug-in for
VMware vSphere 7|Ct2|= A|ZHEE|X)E X FELICL 0] 2F = VMFS HIO|H KNEAE SXe uf YMerL|C}

7| 22t2 "60000"(60%) LIt
vmware.reconfig.vm.retry.count=10

SnapCenter Plug-in for VMware vSphere "...I/10 E& A[Zt H|3t..." @FE QlsH VM X740l CHst 2| E
M&SH= 2o Sl+E K-t

AT =

7|222 "10"YLCt.

vmware.reconfig.vm.retry.delay=30000

"0 BF AIZt ATt " R E Qs VME MFAMSt= At A El 2|8 B = Ato]ol| SnapCenter Plug-in
for VMware vSphere 7|Ct2|&= X|CH A|ZH(E 2|ZX)S X[™FEL|Ct.

7|=Zke "30000"(30%)2IL]C}.
vmware.rescan.hba.XjA| E.3l 4=

SnapCenter Plug-in for VMware vSphere "...1/0 23 A[Zt M|gt..." RLEEZ QIS SAE HA O{HEE LA
AMSH= Aat 2HE 2| E 2= ALolof 7|Ch2]= AlZh(EE|X)S XIF Lt

71222 "3 YL ct.

vmware.rescan.hba.XjA| =.X|%=30000



SnapCenter Plug-in for VMware vSphere A E HA O{HE E CIA| AZHSH| 2[5t RE S YA =5H= Z|CH
sl+E XL Ch

7| 2242 "30000"YLICE.

SnapCenter Plug-in for VMware vSphere 0| SSH &3}
SnapCenter Plug-in for VMware vSphere H{Z5tH SSHE 7| 2HO = H| 2 MSHEILICE

oHA|
1. VMware vSphere 220|2 E0f| A SnapCenter Plug-in for VMware vSphere = VM

e 2 MLt
2. 7h OfZ2L0| 1A 20 A *HZ 2 ATHS MEolo RX| B2 24 B2 ¥1 2ILHLICE

=1

FX 2] 2E00| HMASHD 2005H= EH| it WE= LSS EXSIMRQ.F A ZE] 200 HAMA" .

Maintenance Console : "“SnapCenter Plug-in for UMware uSphere"
Discovered interfaces: ethO (ENABLED)

Main Menu:

1 ) Application Configuration
2 ) System Configuration

3 ) Network Configuration

4 ) Support and Diagnostics

Exit

Enter your choice:

-
[l

3. oQl HlFoIM s SM *2) A AR PA*S MERD
4. AA"” 7Y 0F0 M 6) SSH M| A 2ot o SMHS MEHDH 1S 2fol TEXEO|AM “yS 2 etL|Ct
IT

5. "SSH M| A ZHAB} " B|A|X| 7} LIENS Ti7tX| 7|CH2l CFS, *Enter*E E2] A4 X3stn
Qladsto] X| 22| TEE =Z L},
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scpivs44_access_the_maintenance_console.html
scpivs44_access_the_maintenance_console.html
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scpivs44_access_the_maintenance_console.html
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SnapCenter Plug-in for VMware vSphere At36tH 2HtHQI H|O[E| H &HS Y
A&LICE 0] E2{12l0fl= Windows SnapCenter Swagger €l H|0|X|2} CtE Swagger &
H|O|X| 7} /LS LILCE.

* VMware vSphere& REST APIE AHE510{ VM 5! H|O|Ef ME 20N CHS 2P S 3 st= REST API
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° SnapCenter Plug-in for VMware vSphere &X| & 714
° AFEXI0IIH| RBAC 9t EE= HM|A ot &t

“uri DH7HEH 5=

712 HMgt AZE2 1202 (2A1ZH Y LICE vCenter B0 A CHE AlZh X3t gtE 7Y & UFLICH

HM
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e
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HOtS 2|l RESTAPI= ZH Q8T o ME R = H EZS AHESHH, 220|HE HE 2 2ldl
S =0 AF2ELICE VMware vSphere€ REST APIE VMware 215 APIE M85 EZE Y ELICL
VMware= EZ2 22| HSELICt.
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2t REST API O|20j|= REST API7} K12 ZA|E SnapCenter HZ Hdz?f ZSHEIL|CE O S S0, REST AP

/4.1/datastores/{moref}/backups SnapCenter 4. 10X HqS ALY SLIC}.

gz 22| A9 RESTAPIE YHIMOZ O KT} oete|H Qo 2t M22 7|58 #8355 +3E

ALt

Swagger APl & H[O|X| S AIE5t0{ REST APIO| 2 Al A

REST APIl= Swagger & H|0|X| £ Sdf S7HE/LICt. Swagger ¥ H|O|X|0f & &5HH
SnapCenter A|[H{L} SnapCenter Plug-in for VMware vSphere EA|St11, 592 API

SES MY & ELICE SnapCenter Plug-in for VMware vSphere AF23510{ VM 5! H| 0| E

KZEA0M 2HE BT
0] £2{22l0fl= SnapCenter Server Swagger 2 H0| X2} CtE Swagger & H|O|X|7} }ELICH.

AlZtst7| o

SnapCenter Plug-in for VMware vSphere 2| 2<% SnapCenter Plug-in for VMware vSphere 2| IP FAL SAE

0| Otof gfLICt.

@ 0] Z2{1QI2 EtAt OfZ2[A|0]F 2t S&5H7| 218t REST APIZH X|SHH PowerShell cmdletO|Lt
CLI= X[&otX| g&LICt.

EHA|
1. B2t X0|M URLS 2218t0] Swagger Z21 1921 ¢ H|0|X|0f] &M Q.

https://<SCV_IP>:8144/api/swagger-ui/index.html
() RESTAPIURLOIE CiS 28 AISSIX| DLHIR: +, ., %, 12/ &

o
SnapCenter Plug-in for VMware vSphere M| ASIA|R.

https://<SCV_IP>:8144/api/swagger-ui/index.html
https://0OVAhost:8144/api/swagger-ui/index.html
vCenter 215 H|IFL|ES AL 2015t EE2 MLt

2. APl 2|24 RUS MEHSIH ST 2|AA RO £3h= APIZH HEAIELICH

AEZ|X| VME 2716t £83817| ¢/t REST API {3 E=2

SnapCenter Plug-in for VMware vSphere AF26t0{ AE2|X| VM 71 9 8 XY
ZestE{M FHEl REST APl @& &M E w2tof ghuCt,

flo

Z} REST APIOf| CHSH TS S F7FLICH https://<server>:<port> REST APIS| MHO| Q| X|5t0] 2tF ot

A=HQIES AGLCt.
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AEE[X VM HYS FI10IHE CHZ 2AEZE MEMN K.

CHA| REST API

1 /4.1/storage-system
AEZX| VM &Y E +FoIHH LIS 9 IE=E MEN Q.

CHA| REST API

1 /4.1/storage-system
2 /4.1/storage-system
2|AA O5Z MMSIT

CH=
=

*Add Storage System x| & &l
AEZ|X| VME SnapCenter Plug-in
for VMware vSphere Of| Z&=7F&HL|C},

CH=L
=

‘getSVMmAII'ALE 7tset 2 E
AEE[X| VM 252 7tNZL L
S5t = AEE[X| vMe| *0|E*S
7|1=8H ELIC}.

“Modify Storage System X| & &l
AEZ|X| VME SFELCH 15242
*O|S* I CHE BE E £4E

ML,

£M3817| 25t REST API {3E=Z

L

SnapCenter Plug-in for VMware vSphere A5t 2|AA 5 MM 5l 28 XAS

2aist{H FHE RESTAPI 2= &M E watof gfL|Ct,

2} RESTAPIOf| CHH CHS 2 F7FLICH https://<server>:<port> REST APIS| MHO| | X|5t0{ 2tH ot

ASHOIES HABILICL

2lAA DS BHSEIR OIS Y2E2S KL,
CHA| REST API

1 /4.1/policies

2 /4.1/resource-groups
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I ELICH. 2lAA OES MMt
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=M. Ho| Ligsof K|
UOM [I2SS AFRIIMAIL.
‘Create Policy ME2 HMS
MM8L7| 9t REST APIRIL|CE.
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MHMOZ B|AA IS MAMBIL|CY,
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1
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X O3] HHOHS o
FTEYH HHAS 2

REST API

/4.1/resource-groups

/4.1/policies

/4.1/resource-groups/
{resouceGroupId}

REST API &3 =

SnapCenter Plug-in for VMware vSphere A5t E Q0| 2} 2 =

™ E RESTAPI @& =A|E U20F TrL|Ct.

Zt REST API0]| CH3H CH2
A=ZQIES H-GELCt.

A
1

REST API

/4.1/resource-groups

/4.1/resource-
groups/backupnow

VM2 E&5t7| ¢/ot REST API &3

SnapCenter Plug-in for VMware vSphere AtE

™= REST APl & & A E 2o} ghL|Ct.

Z} REST APIO]| CH3H Ct2

A=EHQIES AGLCt.

CH=
S

"Get List of Resource
Groups'VMware vSphere
S2l0l9lE 2|44 I 228
7t ZL|Ct 35t =

*resourceGroupld*S 7|2 M Q.
SetE HME SO Get
Policies VMware vSphere
S20|QE MM =53 JHNFLICL
ZAA I22 2XSHI| ARSI =
*policyld*2t HA *frequency*S
7|=28 FMHK.

"Update a Resource Group X|H
2|AaA JIES $HLICH 1EHA 19
resourceGroupld*S HYetL|C,
MEHH O 2 20HA| 9| *policyld*E
HMEStn OE R E s 54 2o
*frequency M| HEE =BL|Ct,

o
1
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2 FIILICH nttps://<server>:<port> REST APIQ| MHY| | XSt 2t 5t

cH=
x=

"Get List of Resource
Groups'VMware vSphere
S2io|9lE 2[aA 18 228

7V SL|C} eHste = 2|AA OEQ
*resourceGroupld*2} *policyld*E
7|28 FMR.

"Run a backup on a Resource
Group  ER0] 2} 2|AA IES
SHABFL|CH. 1THA|Of| A
*resourceGroupld*2} *policyld*E
HESLCE

8104 VM Q10| et =2l Ttele susteH

2 F7IELICE https://<server>:<port> REST APIQ| MHY| |X[St0] 2tH 5t
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1 Z JICt http://<vCenter- Xt LHE2 VMware Managed
IP>/mob Objects URLO|A| ZtQI5HM| 2.

2I8t2{= VMO]| CHet *moref*S
M| 2.

2 /4.1/vm/{moref}/backups "Get VM Backups X|HEl VMO]| CHet
el S22 7N SLICH 1EHA|9|
*moref*E MYSIM|R2. S5 =
BHA 9| *backupld*S 7|28l FMIR.

3 /4.1/vm/backups/{backupId} “Get snapshot locations X|HEl
/ S0l CHot ARAFS| @IX|IE
snapshotlocations 7t ZLICt 2EHA 2] backupld*E

ML C
*snapshotLocationsList 82 E
XM 2.
4 /4.1/vm/{moref}/backups/  Get available ESX Hosts #{¢0]
availableesxhosts HEE SAEN et HEE
7tXSLILCt. availableEsxHostsList
HEE QIS R.

S /4.1/vm/{moref}/backups/ ‘Restore a VM from a
{backupId}/restore backup' X[’ &l HS SSLICE
3CHA[QL 4CHAISl HEHE
restoreLocations £A10f|
HEeL|C

VM #eio] 22
Wl AR LSS

@ ALt
restartVM
7 H+E "false"E
AL

Q) EExuwme
=gt 4 gigLc

AH|El VME =35H7| f/et REST APl /122

SnapCenter Plug-in for VMware vSphere AF&35t0 VM B 0]l Cliot S =S st ™
THE RESTAPI 2& &ME m2tof gL|Ct.

2t REST APIO]| CHal| CHS 2 F7FLICH nttps: //<server>:<port> REST APIS| HMHO| Q| X|5t0] 2tF ot
A=ZRIES AMTL|CE.
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1 2 7t VMware Managed Objects
http://<vCenter-IP>/mob URLOIA] VM UUIDE &&LIC.
St = VM| *uuid*E 7|=3H
FHR.

2 /4.1/vm/{uuid} /backups ‘Get VM Backups' X| & El VM| CHSt
A 52 7INSLICH 1THA|2

===

*uuid*E MEELICH S5 =

B9l *backupld*E 7|EdH FAH|R.

3 /4.1/vm/backups/{backupId} “Get snapshot locations X|& &
/ S0l CHEE ARAEQ| @IX|E
snapshotlocations 7t ZLICt 25| 2] backupld*E

Lo
*snapshotLocationsList 825
XM 2.

4 /4.1/vm/{moref}/backups/  Getavailable ESX Hosts 20|
availableesxhosts HEE S AEN CHet HEE
7tX-ZLICt. availableEsxHostsList
HEE 2QI5HM| 2.

5 /4.1/vm/{uuid} /backups/ Restore VM from a backup
{backupId}/restore using uuid or restore a

deleted VM A|™E HAS
SRYLICE. 1EHAIQ uuid*E
HMERLICE, 2EHA2f
*backupId*ES HMETLICE.
3THAIRE 4EHA|Iol HEE
*restoreLocations &H40|
HMErstLCH, vm #o] BE
Heiel 32 38 HTELICE.
‘restartvM Of7HE "false" 2
AFtL(Ct &1 "HESIl VM2

SEY + sLo

VMDKZE E&5t7| /et REST API ¥ 2=

SnapCenter Plug-in for VMware vSphere At23510 VMDKO| Cigt 53 A
T8 E RESTAPI 2= =M E [I2tof L|Ct.

fujo
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—

Zt REST APIO]| CHal CH2 S Z7t8tLICt https: //<server>:<port> RESTAPIS| THO|| 2|X|5t0] tF st
A= IZOIEE AMBL|LCE.

tHA| REST API cha
1 2 7ICt http://<vCenter- XMIst LHE 2 VMware Managed
IP>/mob Objects URLO||A| SHQISHA|R.

VMDKZ} | X[ gt vimo]| cHEt
*moref*E A 15N Q.
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2 /4.1/vm/ {moref}/backups "Get VM Backups' X|&El VMO]| CHgt
e 2 =22 74 ZLICH 15|29

*moref*E HMYSIH Q. SRSt =
8Q19| *packupld*E 7| =2 FMIL.

3 /4.1/vm/backups/{backupId} ‘Getsnapshot locations x| &l
/ SHefof CHot ARAF| X[E
snapshotlocations 7t ZLICt 2EHA 2] backupld*E

gLt
*snapshotLocationsList S22 &
XM 2.

4 /4.1/vm/{moref}/backups/ *Get Vmdk Locations K| &=l VMO||
vmdklocations CHet VMDK =82 7t ZL Lt

vmdkLocationsList ZE2E
M| 2.

5 /4.1/vm/{ moref}/backups/ GetAvailable Datastores’ =S¢l
{backupId}/ Aol AtEE £~ Q= HI0|E HEA
availabledatastores S22 714 SLICt 1S4 2] moref*E

HMYSIMR. 2EHA2| *backupld*E
MestL|C *DatastoreNamelList
MHEHE ®15IM| 2.

6 /4.1/vm/{moref}/backups/  Get available ESX Hosts 20|
availableesxhosts HEE S AEN CHet HEE
7t ZLICt 1EHA2] moref*E
HESN 2.
*availableEsxHostsList 82
SHOISHM| L.

7 /4.1/vm/{moref}/backups/ "Restore a VMDK from a

{backupId}/restorevmdks backup' x| &l A0l A X|HEl
VMDKE =S/ &tL|C}. esxHost
£ 40| A 6EHA 2|
availableEsxHostsList*0i| A{
HEE MESL|CH 3THA R E
5THAMIX| S| HEE
*vmdkRestoreLocations £A10]|
HESLC,

* restoreFromLocation <40 A
3CHA| 2|
snapshotLocationsList0l| A
HHEE MYt

* vmdkToRestore 240{| A
4THA|9] vmdkLocationsList2|
HEHE MESLC

* restoreToDatastore <10 A
5CtA|9| DatastoreNamelList2|
HEE Mest|ct,
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SnapCenter Plug-in for VMware vSphere A&35t0{ VMDKO]| Cliiet HZE 3 22| 2HS
>lste{H F ™= RESTAPI & = AME 2tof BLC}.

2} RESTAPIOf| CHaH CHS 2 F7FLICH https://<server>:<port> REST APIS| MHO| 9| X|5t0{ 2tF ot
ANEZQIEE AMTILICE

VMDKE Zot2{B [t3 YIB2S ma 8.

EHA| REST API g
1 2 JICt http://<vCenter- XMIst LHE 2 VMware Managed
IP>/mob Objects URLOIA| 2QISHA| 2.

VMDKE ¢Z5t2{= VMO st
*moref*E & 15N Q.

2 /4.1/vm/ {moref}/backups "Get VM Backups A& El VMO]| CHet
el 2 =2 7N SLICH 1EHA|9|

*moref*ES MEISIM| Q. 262 =
BRI 9| *hackupld*S 7| =28 FAHIQ.

3 /4.1/vm/ {moref}/backups/ *Get VMDK Locations' X[ & &l VM|
{backupId}/vmdklocations CH$t VMDK S E2 7H4ZL|LC}.
2CHA|2] backupld*2t 1THA| 2
*moref*S METILI|CE
*vmdkLocationsList 82 E
ET5HM| 2.

4 /4.1/vm/{moref}/attachvmdk “Attach VMDKs X|&El VMDKE
s el VMol HZBIL|CE 2THA 2

backupld*2} 1THA|2] *moref*E
HEgLICH 3THAQ|
*vmdkLocationsList*S
*vmdkLocations £4 02
HEgL|C.

VMDKE CHE VM|
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@ alternateVmMoref
£40] ci& vme
morefE ™EgL|C}.

VMDKE Z:2[st2{H LtZ 222 E 2N K.
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1 Z JICf http://<vCenter- XtMIst LHE 2 VMware Managed
IP>/mob Objects URLO|A] Et2ISHM|R.

VMDKE Z2[5t2{= VMO CH St
*moref*E & 15HAM|R.
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/4.1/vm/{moref}/backups

/4.1/vm/{moref}/backups/
{backupId}/vmdklocations

/4.1/vm/ {moref}/detachvmdk
s

CH=
S

*Get VM Backups X[ & €l VMO]| CHst
A S22 JISLICH 1THA|2

*moref*E HMYSIH Q. SRSt =
8Q19| *packupld*E 7| =2 FMIL.

*Get VMDK Locations' X| &=l VM|
CHe VMDK SE2 7tM3LICt.
2CHA19| backupld*2} 1¢HA|2]
*moref*S MESIL|C},
*vmdkLocationsList HE25
XM 2.

‘Detach VMDKs X| 8 £l VMDKE
22[gLICt 1THAQ] moref*S
HMYSIH 2. 3THA|9] VMDK
*vmdkLocationsList M5 HEE
vmdksToDetach E40 =
HEeLC.

H|O|E MEAE OIRE 8l 02 E S{A|SH7| 2/et REST API

SEE

SnapCenter Plug-in for VMware vSphere At&35t0{ Ci|O|E{ A E0{ BHL0f| CHH OFRE Sl
OIRE siH| XA S £ast2{™H FHE RESTAPI & &M E 2tof fL|ct.
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REST API

Z 7lCt http://<vCenter-
IP>/mob

/4.1/datastores/{moref}/
backups

/4.1/datastores/backups/
{backupId}/snapshotlocator
S

CH=
A=

XtAMlet CilofE ME A= VMware
Managed Objects URLO| A
gtolstM| . Ot Estad = H|0|E
XME 20 CHSE *moref*E EH1ISHAR.

"Get the list of backups for a
datastore’ X| & &l C|O|E{ X &0
Chist M) S22 7hMFZLCh 1242

*moref*E MYSIM|R. OIRESHH=
*backupld*E 7|Sdl FMR.

"Get the list of Snapshot
Locations k| &l S 2| 2[X|0f| CHSt
ME EEE 7t ZLICH 2EHA 9|
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4 /4.1/datastores/{moref},/  Getthe list of Available Esxi
availableEsxHosts Hosts O E ZAH0f| AFEE = Q=

ESXi sAE 228 JIHSL|LCT,
12HA|1C] moref*E MM .
*availableEsxHostsList 82
SOISHM 2.

S /4.1/datastores/backups/ Mount datastores for a

HIO[E MEAE OF2E ofiMSte{H L2 AIAEZE HEM K.

{backupId}/mount

backup X|™E G[O]E XZEA
HAES OrRESLICH. 2EHA|f
backupIid*E HEELIC.
*datastore % location
SM0M CHe BEE HESLICE.
“snapshotLocationsList
3CHA[O[A]. esxHostName &40 A
4THA 9|
*availableEsxHostsList*0| M M2 S
ML

HA| REST API o=
1 /4.1/datastores/backups/ Get the list of mounted
{backupId}/mounted datastores . OI2E ojX|st2d=
H0|E| XEtA moref(s)E 7| =3l
FAHR.
2 /4.1/datastores/unmount "UnMount datastores for a

backup X[ &l C[O|E] A& HAZS
O E SHAIL|Ct 1EA|9f H|0]E
XE A moref(s)S MEEtL|CE,

AAZS CIRESSHT HIME MMst= REST API

SnapCenter Plug-in for VMware vSphere AF&35t0{ VMware vSphere 20| E 211 0f|
CHSE HOME MMst 2O E CHREE5H™ VMware vSpherel| CHSH REST API S £2
AHZ3sHof gLt

Zt REST APIO]| CHal CH2 S Z7t8tLICt https: //<server>:<port> RESTAPIS| THO|| 2| X|5t0] tF st
A=IZOIEE AMBILILCE.

CtE REST APIS 2t M0 A AFESHEH 20l CHet XfMet SEE ¢S + ASLICL

REST API =

/4.1/50bs Get all jobs O{g] XZ0 Cigt 22 NB HEE
Jb4ZL|CE. Ched 22 &Y |fd2 XHsHo o2F
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/4.1/jobs/{id} "Get job details’ X[ M &l 20l CHSE XtM|ot HEE
dEL|Ch

A MMOj|M CFS REST APIS AFE5I0] Z1g 215 LI2ZE5HM| 2.

REST API =

/4.1/3obs/{id}/logs "getJobLogsByld X| ™l ZHHo] CHet 25
Cl2E=gfL|ot

HIM MMM CH2 REST APIE ARSI EINME MHSHA Q.

REST API !

4.1/reports/protectedvM ‘Get Protected VM List K|t 72 SOt HSEI VM 228
71X ZL|ct,

/4.1/reports/ "Get Unprotected VM List X|h 78 S0t B E|X| @42

unProtectedVM VM SEE 7t SLC}.

L{&El €ES +8ol7| fIe RESTAPI {3 =

SnapCenter Plug-in for VMware vSphere AFE3I0{ VMware vSphere 220|HE =0
CHSH 7|2 Hls Y™ S +-ot{H ™8 E RESTAPI @& &AME M2(0F gL},

LY L2 ME2 LR2 MSEl= LFYLIC oS S0 MySQL Cl|O[E{H|0] A HE UHO| JAFLIC TS LEE

o
SHY 4 UBLICH
Schedule-DatabaseDump
Schedule-PurgeBackups
Schedule-AsupDataCollection
Schedule-ComputeStorageSaving

Schedule-PurgeJdobs

2} RESTAPIOf| CHH CHS 2 F7FLICH https: //<server>:<port> REST APIS| MHO| 9| X|5t0{ 2tF ot
AEZQIEE FMetL|CE

CHA| REST API iz

—

1 /4.1/schedules *Get all built-in"schedules= 24
MEo HSE &Y LN 2ES
JtqZLICt +H5l3 = L™ o| St
HEl Cron EHAE 7| E6} SLICE

2 /4.1/schedules “Modify any built-in schedule” X| & =l
U S HHTLICE 1THA 0N X H St

UM 0|52 HMES et L™
CHst M2 Cron B8 AIE OHSL|C.
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SnapCenter Plug -in for VMware vSphere A2t VMware vSphere S20|HE |

CHSH 2t IDE & 22{H VMware vSpheredi| Lt REST APl &S A6l 0f oH_||:r o|2{st

REST API= SnapCenter Plug-in for VMware vSphere 0l =7+=| A} &L|CH

2t REST API2| Z2 REST API 2H0]| https://<server>:<port>"E &7t5t0{ LT st AIELOIES HMTHL|CE,
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REST API =

/4.1/jobs/{id}/failJobs Al MEjol| HE EHo ID% MESHH, faildobs S
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AEfL 2 IDE ISt K.

A 235 MMSH= REST API

Swagger REST API2I SCV Z2{1Q1 ALEX} QIE{H|O|A0M ZAI 20 MR HEE +Td

OI A |__| |:_|-
CHS2 Swagger REST APIRILICE.

1. GET 4.1/audit/logs: 2= Z 0] Ci$h ZHAF HIO|E{ 7t 27|

2. GET 4.1/audit/logs/{filename}: E& 21 A of| ciet ZHAL HIO|E 7t 27|
3. POST 4.1/audit/verify: ZAt 23 AZ S E2|AHELICL.

4. GET 4.1/audit/config: ZtAt & syslog Al 714 714 27|

3. PUT 4.1/audit/config: ZAt % syslog AH 74 |0 E

i

SnapCenter Plug-in for VMware vSphere At&35t0 VMware vSphere 220|HE ZtAof| CHot ZHAF 23
MAM5t2{™H VMware vSphere0f| Lot REST APl @ &2 AH23H0f ErLILCt.
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4.1/audit/verify ZAL A2 E2[AELIC
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