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| Log in to the SnapCenter Servar using a web browser, |

v

| Identify storage types supported. |

v

Review installation prerequisites and
install plug-in package for Linux or Windows.

v

et up credentials.

v

Irnstall and configure the plug-ins

v

Add databases and assign them to users.
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Provide information for the Credential you want to add
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Use sudo privileges

Linux

Cancel

A 3 * Ho|X|of|M Xt BF 7

=2

Lot YEE XFHLCH




O ZEO| 8., A A
AHEX} Ol SRLIC 250 At AFEXL 0|2 L= E YUBILICY.

SnapCenter 22171012 MX[2 A|AHIS £ Q!
Z2|xt Ee 22 X 350 YRS XFELIC
A%t 0| HEO REdHY

Z&Lct.

> NetBIOS\AIEXAt 0|
o M9l FQDN\AIEXA 0|

Z HERHEY 2F02 oY)

—

Hu

1A

g% J—E— I—i-.*—?_ A A9l AL SnapCenter
=228 X AlAH 7I% Nz =24
ZE|XE KIHBLICEH AL XE A ™ of| A5 E
0| JUHLE SAE A|ARIO| A AFEXE AMA
Hof 7|s0| H|gMdetEl 2« =2Z 22Xt O2F0
&5tz 24 MEX AI™E K™Y &= AsLC
ALEXL 0| HES| SHIE HAI2 _ ALKt 0|2
_ Lot

]

o 2MSHE(") Ee HWEI()S AFROIHX]
ORI, HLOF 2 Z(<) ! EAE(NE MM =
ot EILICH Y= E AT 7= . OE &
LessThan <!10, Lessthan10 <!, backtick'12.

A=E ZE AEE 01E HEE MENBHL|CE
sudo HetS AP EILICE FEJ} Ot AF2XI0f| CHEH Xt SHS MMSt= 22
* sudo HTH AR * <QI2tE MEHBHL|CY,

(D) Linux At HELIC,

Windows Server 2012 O| A0 A GMSAE 1M etL|C}

Windows Server 2012 O| &S AFEoIH 2t2|=[= ZH 2 AFo|M XtS2tE MH|A AE 2= 22| E ®3 st
GMSA(Managed Service Account)S 2t& £ U&LILCE.

rr
[
[



et A~

Windows Server 2012 0| &2| =Oi|Ql AEE2{7} QL0{0f SL|LCt.
Toele] 24 Ql Windows Server 2012 0|4 S AEJ} QL0{0f BfL|C},
THA| *

1. KDS RE 7|5 44510 GMSAQ| 2} iAo Chel 1Rt =S MLt

2. Z} =oj|elof chslf Windows =M@l 71E £2{0f| A Add-KDSRootKey-Effectivelmmediately @HS
AaetL|Ct

3. GMSA MM 5! Y.
a. Ct2 Ao 2 AL I8 AEE oHEL L

domainName\accountName$
380 ZARE JHHE FIteiLICt.
g2 Mdot ALXA OEE AME%tH cusaE MMEtL|ct.

o

Il
muin

H, Ch22t Z5LC

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
<fgdn> —PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1,SPNZ2,

Get-ADServiceAccount EHZ M°H°|'o:| MH|A A™E =telstct,

4. SAE0NM GMSAE FyRtLCL

a. GMSA AIHE Ar2E S AEO0| A Windows PowerShell2 Active Directory &2 &M SHeL|CH

O 7| 3t2{™ PowerShell0f| A CtE HES AASILICE



PS C:\> Get-WindowsFeature AD-Domain-Services
Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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* -DUSER_INSTALL_DIRZ Linux& SnapCenter Z2{192! I{j7|X|E Mx|& C|2AE2|E X|HTL|C}.
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1. /<M X| C|H E2|>/NetApp/snapcenter/SCCletc/SC_SMS_Services.properties It S HES CHS
plugins_enabled=HANA:3.0 O{7{f 45 7}t Ct,

2. Add-Smhost cmdlet 5 Z4 Of7H H4&E AFESH0] SnapCenter A{HO| SAEE Z=JtgHLICE

mo

Yo A" = A -
2
=

Q=0
Q&L £E g Azt

T H40f sjet MHo| CHS MEE  get-Help command_name_ & A&liso]
N
[=] = T

UAELICt "SnapCenter 2ZE 2|0 cmdlet £ =X 70| ="

12


https://mysupport.netapp.com/matrix/imt.jsp?components=100747;&solution=1257&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=100747;&solution=1257&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=100747;&solution=1257&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=100747;&solution=1257&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=100747;&solution=1257&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=100747;&solution=1257&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=100747;&solution=1257&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=100747;&solution=1257&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=100747;&solution=1257&isHWU&src=IMT
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143

SAP HANAE =2{1¢21 dX| ME{E ZL|E & gLt

=Y H|O[X|E AHE3H0 SnapCenter Ol 7 [X[ X THES ZLIHT Y & ASLICEH EX T d&2
efolste] EX| @tz Al7| e ERI7E UK 2elE = ASLICH

Of ZHedof| CHer H= ~

Z H|O[X[of| C}Z OtO|ZO| LIEIL 2 2| HEHS LIEFHL|CE.

z% Feu|ct
o MBHoE pRE|YBLIC

© x HEIYSLIC

o ol = EUALE B = Qlol AIEE 5= gl&LICH
* D 7|0 ASLICH
=
1. 2% M HojlM * ZLE * & 22T T

=
2. ZL|E * H|o|X|oi| M * =] * & S=IgLICH

.09

Z2{ 09l MK TR LIRE|ES * X * Ho[X0AN S5 EIYst2B TS 3L
a. HWE{ * 8 SBLICL

=
b. MEH A}

4. x| ztelg MEfSH D * N2 FE * £ 2EI5t0] 2] M2 FEE ST
E_

CA IS M E FdEfLct

CAQIZXM CSR IS HHelLCt

CSR(YUEM ME 2F)S M5t MY E CSRE A3 CA(RIE 712H)0llM 7t E &= = ABME THHE =

UASLICH ASMof| HZE el 717 i’lﬁl—ltf.
CSR2 MEE CARISME ZHol7| ?l8 32 SN S5LMo| MSE= AR E HAE SFLIC
CSR ddof| ChHet XtM|Eh LHE2 2 HZSHIAIR "CA QIS A CSR I 2 ddsh= 2"

EQl(* .domain.company.com) EE= A| A&l (machine1.domain.company.com CA IS ME

@ A951T ol HO CA OIZA| CSR Tf2 MAS 714 2 o AL(C} SnapCenterE AL2310] 7|=

CA °|’°A1§ |=|HE%F & ASLILE

S AH 749 32 22{AH 0|F(7H4 221AH FQDN) 3 8iE = AE 0|F

mo

CA S ol A=ohof BfLICt.

13


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

|-

SLICH AUET}
L|C}.

=

A Ol
T M
E%I-E

=
=

(=13

E
o

Of 2fAIH

=

=]

SAE Q|

o} * > * Spapin Z7H/A|AH * £ SalgL|ct.

SnapCenter A{H 3! Windows @A E

-

=

=

o %
[m]

X *

o

ol M~ HFE Al

L|C}.

k

=

.
(<)

t7] 0l SAN(Subject Alternative Name) ZEE x| IS M E 0]
7™ LIt

=

A (* .domain.company.com)2| Z<2 QIZA0f E0ele BE
=

1. MMC(Microsoft Management Console)Z 0|5t Ct

2 QIO F JtX{etot

MMC(Microsoft Management Console)E AF25t0{ CA Q1S A
o CHAL

CA QIS A

I

=

Ko

1!

=

=

o
| |

=
=

Ct

=

St 7t 27|

—

* 5% I Q7| *
7tM 2 .t
=

=

=

*Finish* & 2

.
o

T

MEist el 7|

|.

—_

-
[

L|Ct.

|.

Rofs dE
s
=]

e
2 NS ELIChE

|

=

2

e
o
O

iRl 712t

—

—

=M 71K 7|

—

ZFM L
o

=

=

®

ASAM 7IH 27| DtEAL 2t=
7. "7fQlm ZHofl sl 5

Of OHHAL TOl|A...
o HA IR

il 7|

1
<1
ol

ol
Ok

Klo
od

N[l

|Ct.

L
1. GUIOIM CHE S +-EfLIC

| X0 A AL

—

E

1

e -

.l

Q1= M thumbprint

7

S SEIEL.

* El
=

H

KO
Ry
4 T
-«
B2z

S
mn £
1 <0
uk m
T
X X
Ko Klo
od ol

© o

FLICE.

2|
=

AFESIO * Thumbprint * & 2

14



d. &xtollM 16%I4 ZXHE SAFSLICH.
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a. Lt BES 2t EX|E Al HXIETME XS LIgstn 22 dX|2 AEME FH 0|F 22

Get-Childltem-Path 215 :\LocalMachine\My

b. &Ax|

e

7t X2 S SARLIC.

Windows @A E E2{11¢Q1 MH|AE AHE30{ CA ASME FHELICE

MR E X B ME o5t H Windows SAE Z2{1921 MH|AE ALE3I0] CA B ME F6loF &fLCt
SnapCenter At 3! CA Q15 A7t 0|0| HHEEl BE Z2{ 00l SAE|AM LIS TS £3stL|Ct
© CHA -
1. CtS HYS H¥ABI0] SMCore 7|2 ZE 81455 AF8510] 7|E QEAM HiQlT S M AHFLICH

">netsh http delete sslcert ipport=0.0.0.0:_<SMCore Port>"S MEHSIL|C}

of
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™ OHEa 25Ut

> netsh http delete sslcert ipport=0.0.0.0:8145
e Bds st Mz dXE ABME windows TAE ZF2{OQ1 MH|AS
HFQIE SrL(C.
">$cert="<certificate thumbprint>"
'>$GUID=[GUID]::NewGuid().ToString("B")'
">netsh http add sslcert ipport=0.0.0.0:_<SMCore Port>_CertHash=%$cert AppID="$GUID""
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™ OtEa 25Ut

> Scert = “a9%909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert
appid="$guid"
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=z h
1. AFEXEXIE 22132 of0|HE £ mHUM ALEXL XIF E211Q 7| MEA 7|2 AT E Mg &
olAL|C}
M- .

2. 7| MEA A= E HESLIC

keytool -storepasswd -keystore keystore.jks
7] MEA0 A= MR 7] =9 BEE EHO| Ciet d=E 7| ML AEEE= ST
A2 HALICE.

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

agent.properties Tt 2| keystore_pass 7|0f| CHoH A = STt AO|0|EE SHUA| 2.

3. USE WYY T AHIAS CHA| AIREILICH
() aextx Z2i00 7] ME4 L okel 7|0l BE BR By Yol tie ges SYshof Bt

A2 X|E 2200 ERAE MEAN RE £ F7HASME FMELIC
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o
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keytool -import -trustcacerts -alias myRootCA -file

/root/USERTrustRSA Root.cer -keystore keystore.jks
2E Tt F7 USME AIBX AE Z209 EBAE HEA0| 1AM S MHAS

—

CHAl AIZfRILICE.

(D) ==caeizse 7 CAUSMHE Hoksor Bt

AEXE XY 221021 EMAE XMEA0 CAME 7| ¥S FMBLICE
CAME 7| ¥g AMEX XHE E3{12 EHAE XEA FLdsoF gL|Ct.
© EHA
1. AF X X|1™ E2{1192 7| K& A/opt/NetApp/snapcenter/SCC S0| X &tel ZHZ 0| SEHLICt

2. 'keystore.jks' It S F&L|CH
3 (o]

7| E-2| A E-v-keystore keystore.jks
4. 7iel 7|2t 37| 7|1E 25 A8%t= CAABME F7HetLCt

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype JKS

S. 7| MEA0 FIHE QABME LIZeLIC

7| &-2| A E-v-keystore keystore.jks
6. keystoreOf| keystoreOfl =7HEl A CA Q1B A0l s st= HAO| ZEE|0] J=X] SelgiL|Ct.
7. CAQIZMO|| FItEl JHQl 7| L= E 7| MEA Y= 2 HATLIC

712 AFEXL K™ 2213921 7| HEA 4S5 = agent.properties IHY Q| keystore _pass 7| ZE&ILILC.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

ca 9IZAQl #H 0|0 2D Iy =
O|EE Tt 0|ECZ HZATILIC

a2 =1 —_od
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4 Bxp(ren, v, 7t EBE FS @y

keytool -changealias -alias "long alias name" -destalias

"simple alias" -keystore keystore.jks
agent .properties ISl ca QASMOUA HA 0|ES FHLLICE.

0| Zt2 SCC_CERTIFICATE_ALIAS 7|0f CHslf KC|0|ERLICE.
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'opt/netapp/snapcenter/SCC/etc/CRL & L|LC}.

© CHAl
1. agent.properties It 2| 7|2 C|E2|E £Ht0] CRL_path 7|0f 7| FHO|EE &~ UASLICH

Of C|ZE{2[ofl = O|4fe| CRL IS BiX[E = AELICE S0{= S A= 2f CRLO|| Chal 2l E LIt

Windows S A E0f|A| SnapCenter SAP HANA Z2{ 1921 MH|A0| Ci$t CA QIS ME
JASH|C}
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AEXF XY 2213212  C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc 0l =
file_keystore jks = A1Z| MEA 9 7| MEAZ AFREHL|CH

AR XE 2213 7| MEA 3 A2 52 CA MY 7| ol EHof tiet 2= 5 22| Ct

LA

1. AR X|H E2{0021 Of0|NME £4 MU ALK XE E3{0Q1 7| MEA 7|2 Y= E MY
olAL|C}
A H .

key_keystore_pass_Ofl siiZst= ZHILICH
2. 7| M&a 4SS HFEL O
_keytool - storepasswd - keystore keystore.jks _

@ Windows B TEIEO0||AM "keytool" BHEZ QAT £ = B2 keytool HHES TH|
ZEE HREL|CE

_C:\Program Files\Java\<JDK_VERSION>\bin\keytool.exe" - storepasswd -keystore keystore .jks _

AA [= R

3. 7l MEA0 Uz He 7| =0 BE A e A= E 7| MEA0| A8E= S =2 HAYLIC
_keytool -keypasswd -alias "alias_name_in_cert" -keystore keystore.jks
agent.properties It 2| keystore pass 7|0f| CHSHAM = STt FH[0|EE SHAAI2.

1. A5 E HASH S MH|AS CHA| AZFgfLICE
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A

27| A 2Rl 7|9 BE 2E EE

1. AF Xt X1 E2{32l keystore_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}

HZotEl 202 O|SELIC
2. 'keystore.jks' It S F&LICH
3. 7| ME A0l FItE IBEME LIE
keytool -list -v -keystore keystore.jks

2t ol

=
4'$EE ST -

Ol

NEYE

—_

FIF

_keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore

keystore.jks _

£ MEXXE 2

AL X} XA Z2{091 EB{AE XZEA0 CA MH

CA N 7| WS ALSX} K| 22|09l ERAE X

L

ZIteHOoF LTt

7| 42 LI

2|70l E2AE XE A0 7AB

a0l Fdstiof L.

& MHA

E CHAL A%

1. Ar Xt X|™H E2{392l keystore_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}

TetEl EM2 o|sELCt
2. keystore jks TtA S F&L|CE
3. 7| ME A0 FtHE

AEME LIE

LC.
keytool -list -v -keystore keystore.jks

4. J4el 7|2 371 71§ 2F AH83h= CA ¢l

_keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12

SME FIHLIC

-destkeystore keystore.jks -deststoretype jks _

6. keystore0f| keystore0ll =7+l M CA Q1S A0f s

7. CAQIZMof| £7}El 740l 7| ASZ 7| X
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712 AMEX K™ 22|09 7] MEA 2S5 = agent.properties I Q| keystore pass 7| 2fILILCE.
_keytool -keykeyasswd -alias "alias_name_in_CA_cert" -keystore keystore.jks
1. agent.properties THU 2| CA QIS MOf|A EE 0|ES FMELICH
0| gt2 SCC_CERTIFICATE_ALIAS 7|0]| CHs{f &Cf|0| EgfLICE.

2. CAMY 7| 42 MEX X|H 22110 ERAE MF A0 4ot

O

ot

MH[AE TEA] AIZFRILICE

SnapCenter AFEX} K| E2{0210f| CHSE CRL(QIB A sHX| 55)2 FeL|Ct
* O] XHof ciet HE =

* 2t CA QIS MO CHSE X|A CRL IHY S CHREESIE{H £ H XTSI AL "SnapCenter CA 21Z MM QIS A
SiX| 22 TS AUH0|Edt= i,

* SnapCenter AFEX} X Z213Q12 AFM &l CIZE{2[0f| M CRL IS ZHMBfL|CY.

* SnapCenter AFEX} X[ E2{J2l0f Cigt CRL Ot Q| 7|2 C|HE2|= 'C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc\CRL' QIL|C}.

© A~
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