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Add resources and assign them to users.
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MK 2 27 142 /custom_location/snapcenter/logsdl & LILCE.

cmdlet2 ALE510] {2 ¥E SAEQ Linux E£= Windows £ SnapCenter S2{19
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=
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1. PowerShellS AstistL|Ct

2. SnapCenter At S AE0|A Open-SmConnection cmdletE AFE St MM 2 AT Ct
gLt

A2 59

glo
o

3. Install-SmHostPackage cmdlet %! B4~ 07 H4-E AL 02 SAE0N 2210012 AX|RL|C.

cmdletzt BHH AFEE = U= D47 H==2F 0]0]| CHEE MHE running_get-Help command_name_0f| A
o A& QIALIC} "SnapCenter A TEY0f cmdlet &= 70| =",

TSOE MA|IMOH SAETL E2{0018 MX|SH= o] ER% 7 AFYE £F5H=X| &QlstX|
2 -skipprecheck M2 AtE% 4= QELICEH

SnapCenter UI(AF2 X} QIE{H|O|A)E AL S0 SnapCenter AHE Xt X|H E2{10212 M X[sHO}
SrLICH AFE Xt 2HZ0A SnapCenter UIOIA E2{0012 YJHOE A& £ Ql= B2
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* -dport= SMCore HTTPS EAl ZEE X|H&tL|Ct.

* -DSERVER_IP= SnapCenter MH |P TAE X|™EhL|C}

* -DSERVER_HTTPS_PORTE SnapCenter A{H{ HTTPS ZEE X|™gfL|C}.

* -DUSER_INSTALL_DIR® Linux& SnapCenter 2211921 I{7|X|E MA|& C|AE2|S X|HEfL|Ct.
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b. QIE A CHat MXto|A * M2 HE * HE S2IFL|Ct
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b. AX[&7t2 X|E2 SARSLICH
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1. te

(03]

HE HASHH SMCore 7|2 EE 81458 AE5I0] 7| & QIS A HIQIY S HAHLICE

HSH

">netsh http delete sslcert ipport=0.0.0.0:_<SMCore Port>"S ME{SIL|C}

of

™ OtEa 25Ut

i
mujn

> netsh http delete sslcert ipport=0.0.0.0:8145
g BES st MZ HX|E QIZEME windows 2AE E2{1Q1 AMH|AL}
Hf?_l'é'?:.“—llif.

">$cert="<certificate thumbprint>"
'>$GUID=[GUID]::NewGuid().ToString("B")'
">netsh http add sslcert ipport=0.0.0.0:_<SMCore Port>_CertHash=%$cert AppID="$GUID""

o

™ ChZ o 2L

Il
muln

> Scert “a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert

appid="$guid"

Linux 2AE0||A SnapCenter AFEXt X E2{1¢21 MH|A0| CHot CA IBME FL-dTLICE

AERFAE S22 7] ME A 8 EAMS| 2= E 22[st, CARUSME Fdot, AR X|H &2 ERAE
KEA0l Ciot RE = 2 ABSME 41, SnapCenter ALEXL X8 E2{1¢1 MH|AE AL ALEXL X|E
S22 EHAE ML CAME 7| ¥2 #5160 EX[E LIXE ABSME Sdstatiof Lict.

e

MEXXIE E5 W NEL=E

AtE LY.

[

Q2 _/opt/netapp/snapcenter/SCCletc_Ofl = 'keystore.jks' IHL S AM2| K&

AMEX XIE 22131 7| ML AL T2 CA MY 7| Yol B tigt A= E 22|t

=z
1. AF8XH X|™ Z2{ 301 00| HE &4 Mo M ALEX XIH E2{ 101 7| ME A 7|2 Y= E AMY &
olAL|C}
A H .

'keystore_pass' 7|01l s Zot= 2L ALICH

keytool -storepasswd -keystore keystore.jks
7] MEA0 A= MY 7] =9 EE EHO| tiet d=E 7| HEL0 AMEEH= S
A2 HFYLICE.

HJQ
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3. ¢

(D

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

MEX XIH Z2{1Q EHAE MELM RE L= 2 ASME LG

AMEXL A E211Q ERAE M0 Oigt 712l 7| 80| RE L& 2 ASME Fdstiof LCt,

L

1.
2.
3

ALEXL X[E 221021 7| E AT ZotEl ECE 0| SELICE. /opt/netapp/snapcenter/SCC &
'keystore.jks' IS FELICL.
(o]

=
- 7| ME A =7HE QIS ME LIE 'L

7| &-2| A E-v-keystore keystore.jks

=
2E & 57

—

-

ASM =7t

rr

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks
SE b B7 ASNE ABX KT B209 EAE NI T T AH|AS

CHAl AIZFRILICE.

FE CAQIEBAMet 57t CAABSME F7I6H0F LCt.

AR X[E 2212 EMAE XEA0 CAME 7| ¥S FAGeLCt

CAMTE 7| &2 ALEXL X[F E3122 EHAE MFA0| FL4stof &Lict.

L

1.
2.
3

ArE Xt X|1H ZE21391 7| ME A/opt/NetApp/snapcenter/SCC S0| Z&t=l ZEC{Z 0|S8tL|Ct

7
'keystore.jks' IY S F&L|CE.
o

=
- 7| MER F7HE QIS ME LIERILICE

7| E-2| A E-v-keystore keystore.jks

. JHol 719t B 712 B ALSHE CA QIBME EteiLICh

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype JKS
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O 7| M0 FItE ASME LIESLCE

6. keystoreOf| keystore0l Z=7}+=l A CA QIS A0 sliTst= HAO| ZatE|of QEX] 22l

7. CARUBMOI =7HEl 71l 7] 2= 5 7| MEA A2 2 HEPLICH

7|2 AHEXFX|E E2{191 7| MZE A &S = agent.properties IHY Q| keystore pass 7| 2fILICE.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

ca QIEAS| ®A 00| LI JY = S4 BR (v, v, )7t ERE Fe A
O|§2 Etie O|EQ=E HATLIC.

keytool -changealias -alias "long alias name" -destalias

"simple alias" -keystore keystore.jks

agent.properties IO}l ca CUFAO|A EHA 0|E2 FHTLICE.

0| gf2 SCC_CERTIFICATE_ALIAS 7|0f| cisf 20| ERL|Ct.

8. CAMY 7| &S A X £2{12 EBAE MEAN 7% = MHIAS CHAl A|ZFRLICY.

SnapCenter AFE2 X} X|H E2{3210]f| CHSE CRL(2IB A SiX| 28)2 +defL|Ct
* O] =dojl cHet HE *
* SnapCenter AtEXt X[ 2213212 AHH M El CI2E 2|0 A CRL IHY S ZAMEHLICE,

* SnapCenter AFEXt X|H E2{3210] CHE CRL It | 7|2 ClHER|&=
'opt/netapp/snapcenter/SCC/etc/CRL & L|C}.

L

1. agent.properties It 2| 7|2 C|AE2|E $H6t0] CRL_path 7[0f XH| FO0|EE 2 JESLICE.

Of C|ZE{2[of = O|&fe| CRL S HiX[E = ASLILE SLE S M= 2 CRLO)| Chal &l EL(Ct.

Il

Windows @ AE0|| A SnapCenter ALEX} X E2{21 AH[A0| CHSE CA IS A E
ABHL|C}

AFERFA[E 223 7| ME A 8l QIEAMe A= E 2A2[st, CARJUSME 75k, AHEA X E211Q ERAE
XExof Ciet RE = F7F ABSME #4511, SnapCenter AHEX} X[ E2{3Q1 MH|AE AL AL X|H
=232 ESAE MEAM CAME 7| ¥5 7510 EX[E LIX|E USME edstafiof Lict.

A XM 2213212 _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_ 0l =
file_keystore.jks_E 2| K& 8 7| HEAZ ALSELICE
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AMEX XIE 22131 7| MEA S AL T2 CA MY 7| Yol BHof tigt A= E 22|t

- e -
1. AR X|™ E2{001 Of0|NME £4 UM ALEXE XE E3{1Q1 7| MEA 7|2 Y= E MY &
AELICH.
key_keystore_pass_0i| s{=t= gfILICE
2. 7| NEA dSE HERL|CE
_keytool - storepasswd - keystore keystore.jks _
@ Windows Ed TEIEO0||A "keytool" BHES QA £ gl= E 2 keytool HHEES HH|
Z2Z HiFLCt

_C:\Program Files\Java\<JDK_VERSION>\bin\keytool.exe" - storepasswd -keystore keystore .jks _
3. 7l MEA0 Uz Hel 7| g=o BE A e A= E 7| A0 AH8E= S =2 HAYLIC
_keytool -keypasswd -alias "alias_name_in_cert" -keystore keystore.jks
agent.properties It 2| keystore pass 7|0f| CHSHAM = STt FH[0|EE SHAI2.

1. ASE HASH S MH|AZ CIA| A|EFSHL|CE

—

@ AMEXFRIE F232 7| Mg S el 7|9 BE 2 BE g2 tiet o= SOk
gfLict.
MEX XH Z2{ ¢ EHAE MELM RE L= S ASME FHEELIL

MEX RE E2Q ESHAE M2 cet iRl 7| §l0] RE E= St ASME Fdstiof LTt

L

1. AF2 Xt K| Z2{32l keystore_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}
ZotEl EME o|SELICH

2. 'keystore.jks' IY S & &LICE.
3. 7| A X7t QIBEME LIEELIC,
keytool -list -v -keystore keystore.jks

4 BE w= B7H QSN Foh

—_

rr

_keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore
keystore.jks _

S. RE L= FUQIBSME MEX X 2211 EZAE MEA0 FHet = MH|AZS CRA| AJZFgILICE

(D) =E=caeizMe 7t CAUSMHE Hokfot BiLict
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A RIE B3| E2{AE XEA0| CA MY 7| g PAELICH
CAMZ 7| 42 AIZX KIF B2|700l E3{AE XE 20| L0 FLICH
*

1. AF2X}F X|IH 2|29 keystoreC:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}
ot ZEME Ol SELICH

2. keystore.jks Tt 2 AELICE

3. 7| MEA0| FI7HE AIBME LIFRLIC
keytool -list -v -keystore keystore.jks
4. J0Q1 7|9F 37 7|E 25 A8%t= CAQJEME FIHLICL

_keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype jks _

5. 7| MEA0| F7HEl QIBME LG C
keytool -list -v -keystore keystore.jks
6. keystore0f| keystore0ll =7+l M CA 1B AM0f| si{Zst= HAO| ZLBtE[of U=X| 2HolFfL|CE
7. CAAB MOl F=IHEl 71l 7| Y= E 7| MEA 22 HEFRL|CL
7|2 A2t XHE Z2{109Q! 7| MEA 25 = agent.properties I 9| keystore pass 7| ZfLILCE.
_keytool -keykeyasswd -alias "alias_name_in_CA_cert" -keystore keystore.jks _
1. agent.properties TtL 2| CA QIS MOf|A EE 0|ES FMELICE
0| Zt2 SCC_CERTIFICATE_ALIAS 7|0f| CHslf &iC|o|EgtL|C.

2. CANMY 7| 42 ALEXt X|E E210Q1 EZAE NMEAH 24T = MH|AES CHA| A|ZFELICH

SnapCenter AFEX} K| E2{0210f| CHSE CRL(QIB A sHX| S55)2 FetL|Ct
* O] =dofl ciot HE *

* 22l CA QIS Mofl chet 2|4 CRL U2 CHR 2 =312 T & HZ3HYAIR "SnapCenter CA 21 Z A0 21Z A
SiX| 22 MY S HO|0|Edt= Hi

== -d - od .
* SnapCenter AFZX} X|H 221012 AX T E CIZE 2|0 CRL IHY S HMELIC

* SnapCenter AL X} X[ Z2{32l0f Cigt CRL Ot Q| 7|2 C|EE2|= 'C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc\CRL' OII—| C}.

o CHAL
1. agent.properties Tt 2| 7|2 C|HE{Z|E £X5l0 CRL_path 7|0{ 27| FHO|EE £ JASLICE.
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