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<plugin_name>.pm It = X Es{0f BFL|CH
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* clone_pre, clone_post
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23k IHH A E

DE AEX XA Z2{00l Zie At K| E Mo|slof HL|Ct 0] JHH|= HAIX], Z2 FE, stdout B stderr= CHA|
SAE OO|MER EHL|CE,

23t IHA:

my Sresult = {
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exit code

stdout =>

stderr =>
b8

ZH

21t

1| et

.

return S$result;

e
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HE| HHS Mt &Y 7t HO|HE SYtt /I EE A3 R E HES £ JUSLICE O] HH2 7| 24 WS
ArESH] SAEILICEH HIO|E 2| 7| gf A2 Zt 7iK[e] YR 2 HHEH St YIAEEL =5 ZHM AL 7tSTt
Ao 2 FX|ELIC
CtS 3E ME2 H=S [0|HE H™YEL|LCt.
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
b8
Sresult->{env}->{‘keyl’} = ‘valuel’;
Sresult->{env}->{‘key2’} = ‘value2’;
return S$result
Slo] AEE £ U0l 7| 2t WS HMsID, 0[2(8t 7| 3L W B4 XIA0IM YO ABE 4 UBLICL IS REE
ALESHH & 7| 2f 40| AN AS = JASLICEH

sub setENV ({
my ($self,
my Sfirst value

Sconfiqg) @ ;
Sconfig->{‘keyl’};
Sconfig->{‘key2’};

my Ssecond value

=== Logging error messages
P4 PN
— =

A X
Ty

L PNPALY(F=as; PNPN
X ELICE.

d2 FHXE HEASD NESHE SAE O0|HEZ HAIX|E CHA| EH

A OlA
T e
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EUJARIT S HAIX] BIAETL ZotELICH. o8] & HIAIX|7}
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Load the SnapCreator::Event Class:
my SmsgObj = new SnapCreator::Event();
my @message a = ();

msgObj £ AFE3t0 Collect HIMEE AESHO] HIAIX[E ZXBILICE

$msgObj->collect (\@message a, INFO, "My INFO Message");
$msgObj->collect (\@message a, WARN, "My WARN Message");
$msgObj->collect (\@message a, ERROR, "My ERROR Message");
$msgObj->collect (\@message a, DEBUG, "My DEBUG Message");
$msgObj->collect (\@message a, TRACE, "My TRACE Message");

21 K0 HIAIX] X E:

$result->{message} = \@message a;
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E2{0Q10| 2t HQBtL|C,
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package MOCK;

our @ISA = gw(SnapCreator::Mod);

=headl NAME

MOCK - class which represents a MOCK module.
=cut

=headl DESCRIPTION

MOCK implements methods which only log requests.
=cut

use
use
use
use

use

strict;

warnings;

diagnostics;

SnapCreator::Util::Generic gw ( trim isEmpty );
SnapCreator::Util::0S gw ( isWindows isUnix getUid

createTmpFile );
use SnapCreator::Event gw ( INFO ERROR WARN DEBUG COMMENT ASUP
CMD DUMP ) ;

my SmsgObj = new SnapCreator::Event();
my %config h = ();
23
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setenv &=
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sub setENV ({
my ($self, $obj) = @ ;
$config h = %${Sobj};
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i

return S$result;
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sub version {

my Sversion result = {
major => 1,
minor => 2,
patch => 1,
build => 0

b8

my @message a = ();

SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
$version_result—>{message} = \@message_a;

return Sversion result;

x| Ty

Quiesce A2 resources OH7H H40f| LIZ =l 2[AA0 CHoll S T2
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sub quiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
i
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
Sresult->{message} = \@message_a;
return Sresult;
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sub unquiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
bi
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::unquiesce");
Sresult->{message} = \@message_a;
return Sresult;
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if ($args.length -ne 1) {
write-warning "You must specify a method";
break;
}
function log (Slevel, Smessage) {
$d = get-date
echo "SC MSG#$Slevel#Sd#Smessage"
}
function quiesce {
$app name = (get-item env:APP NAME) .value
log "INFO" "Quiescing application using script Sapp name";
log "INFO" "Quiescing application finished successfully"
}
function unquiesce {
Sapp name = (get-item env:APP NAME) .value
log "INFO" "Unquiescing application using script Sapp name";
log "INFO" "Unquiescing application finished successfully"

switch (Sargs[0]) {

"—-quiesce" {
quiesce;

}

"—-unquiesce" {
unquiesce;

}

default {
write-error "Function $args[0] is not implemented";
exit 99;

exit 0;
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package com.netapp.snapcreator.agent.plugin.TutorialPlugin;
import
com.netapp.snapcreator.agent.nextgen.common.result.Describe
Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.VersionR
esult;
import
com.netapp.snapcreator.agent.nextgen.context.Context;
import
com.netapp.snapcreator.agent.nextgen.plugin.AbstractPlugin;
public class TutorialPlugin extends AbstractPlugin {
@Override
public DescribeResult describe (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result quiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result unquiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public VersionResult version() {
// TODO Auto-generated method stub
return null;
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@Override
public VersionResult version() {
VersionResult versionResult = VersionResult.builder

.withMajor

.withPatch
.withBuild
Louild () ;

()
(1)
.withMinor (0)
(0)
(0)

return versionResult;

Below is the implementation of quiesce and unquiesce method. These will be
interacting with the application, which is being protected by SnapCenter
Server. As this is just a tutorial, the

application part is not explained, and the focus is more on the
functionality that SnapCenter Agent provides the following to the plug-
in developers:

@Override
public Result quiesce (Context context) {
final Logger logger = context.getLogger () ;
/*
* TODO: Add application interaction here
*/

logger.error ("Something bad happened.");
logger.info ("Successfully handled application");

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;

return result;

O| M| E= Context A0 MEEILICH 0470 = Logger Y Context Store 22 02 0|20t OfL |2t HXH ZFH0f|
CHst ™ & (workflow-ID, job-ID)x EEHEILICE FINAL Logger = CONTEXT.getLogger(); & S &3t 2HE 71H2
2 UELICH Logger 7HA|= CHE 22 T2 30N LA T FASE HIA E(0]: logback)E M3ELICt 22t
A0 B2 ZEE XY =L JASLICE o] oxo| M= X7t gieE = 00| gtetElL|CH CHE 35 ZE=LCHE
A AlLt2| 0] DHEE 4~ JSLICE
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Result result = Result.builder ()
.withExitCode (0)
.withStdout (stdout)
.withStderr (stderr)
.withConfig(configqg)
.withMessages (logger.getMessages())
Lbuild()

OE 50|, 38 ZTEE 02 % MHStL, stdout ! stderr0f| CHSt Z =2 *e’éﬁh_ config 07 H-E HHSHD, MHE
CiA| M&E 23 HAIX[E F=ofetL|ct 22 0f7) ot LeskX| o™ Lot o7 M40k HYHLICE 2} of7H
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At Xt X" Z21191 DB20|| tH$t Plugin_descriptor.xml It Q| o= CS1t ZH&LILCE.

<Plugin>

<SMSServer></SMSServer>

<Name>DB2</Name>

<Version>1.0</Version>

<PluginType>Perl</PluginType>

<DisplayName>Custom DB2 Plugin</DisplayName>
<SupportedOS>

<0S>

<OSName>windows</OSName>

<0OSVersion>2012</0SVersion>

</0S>

<0S>

<OSName>Linux</0OSName>

<0OSVersion>7</0SVersion>

</0S>

</SupportedOS>

<ResourceTypes>

<ResourceType>

<ResourceName>Database</ResourceName>
<Parent>Instance</Parent>

</ResourceType>

<ResourceType>

<ResourceName>Instance</ResourceName>

</ResourceType>

</ResourceTypes>
<RequireFileSystemPlugin>no</RequireFileSystemPlugin>
<ResourceRequiresAuthentication>yes</ResourceRequiresAuthentication>
<SupportsApplicationRecovery>yes</SupportsApplicationRecovery>
</Plugin>
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* DB2 £2{12l: DB2.pm % Plugin_descriptor.xml It S “DB2.zip 0| Z=7}gfL|C}.

* Javas AME26t0] Y= {30l jar MY, T4 jar THY U Plugin_descriptor.xml IS EC{0f| F7t5t
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* PowerShell: *

» Upload-SmPluginPackage cmdlet
o€ E0{, PS > YZE - SmPluginPackage - AbsolutePath c:\DB2_1.zip

PowerShell cmdletO]| CH$t XtA|$E LHE 2 SnapCenter cmdlet =22 S AF28t7{LE cmdlet & x HEE
EZSHAIR.

"SnapCenter 2L E9||0{ cmdlet X 7}0|E",

MER XY S22 B

OlM| =&l MEAt XIH SIS * FIH* S * S AE 2H * JIEZO| LR YUtz SAEQ HiZES 5
AL 2] Mo E2{1¢l= SnapCenter HH'IOiI WEE% = ACH EH SAEQ HiEZY HMS MEE
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SnapCenter ¥=d E2{10219| HX| I FEER

AL X[H 22121 2|AAE HZ5t2{H SnapCenter AFEXL X|™ S2{1012 AX[5t1
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| Log in to the SnapCenter Server using a web browser.

-

| |dantify storage types supported,

+

Reviaw installation prerequisites and install plug-in
package far Linux or Windows

v

| Setup credentials.

v

| Download or create a custom plug-in.

¥

Upload, install, and configure the plug-in.

v

Add resources and assign them to users.

7tstd E2{3¢Ql oj7|X
212 Windows 2! Linu

| EX[ot7] T ZE Q7 AtetS 2t=oH{OF BLICt AHEXL

x 2td ZE0M A

* MySQL &= DB2 0E2[7|0| M2 22|52 NetAppdlAl Ml335H= MySQL % DB2 AL XM E2{1012

Ct2ZE6H{0f gfLICt.
* Linux EE= Windows SAEW| Java 1.

* Windows SAE0| Z23{1012 Mx|&t

ALEZXtof| £ot 3R ZAEONM UACE

* SAE 27} 39J0| sl Z2f0[of

QlH}

==

8, 64H|EE 2X|3l{OF LT}
o 7|2 MSE=X 242 XHA

H| 2t oF gLt

ruI

E SAENM AFSAL XIE E2{001E MEE

iISCSIE At83%t= E<R iSCSI AH[AT &3 F0[0{of gL Ct.

Windows SAE

« QA SAEO| LSt 22 20! HBto|

* SnapCenter0|A| 22{AE LEE T2

gLt

Linux SAE

* RE L= RE 0[2]2] ArEXI0] Choh 2= 7|H SSH H&S

* Linux SAEO0| Java 1.8 64H|ES A X|sl{O} SFL|C}.

Sk
=0

Stafjof LIt

A
e

ol
PN

HE XIGSHALL ALEAZL 22 &Y 08

33



* o] F=0f Chet HMAE MSotHH H|FE ALEXI0]| CHl sudo ZeHE F43H0

SnapCenter At S AE0| Windows 2019 = Windows 20162 AH2dt=E AL Java 1.8, 64H|EE MX|dljof
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Cmnd Alias SCCMD = /opt/NetApp/snapcenter/scc/bin/scc <non root user>
ALL=(ALL) NOPASSWD:SETENV: SCCMD

non_root_user & AFEXI7t A Mot RETL Ol AFEXtel O] S ILICE.

Linux& SnapCenter 21101 If7|X| HX[E ¢|ct 2 AE Q7 Atet
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Credential

Provide information for the Credential you want to add

Credential Mame

Username Username [ ]
Password Password
Authentication Linux -
Use sudo privilages @
Cancel OK
4. XtA ZE * HO|X|of|M XtH Y ol ERot HEE XIFEL/Ch
o] WEo| LhE. Sas xhey
A2 E% 0|2 Lct Az SEo| |22 YsLct
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SnapCenter 22171012 MX[2 A|AHIS E0Of|Ql
22|Xt Ee 22 X 350 YRS XFELIC,
AHEX} 0| HEO REdHY
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Windows Server 2012 O| &0l Al GMSAE A etL|C}

Windows Server 2012 0| &S AFEoIH 2tE|=[= ZH 2 AHo|M XtS2tE MH|A AE = 22| E M3 st
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1. KDS RE 7|5 M d5t0f GMSAQ| 2} iH|of el Rt A= E MLt

2} =i 21of| thslf Windows M9 71 E £2{0f|A] Add-KDSRootKey-Effectivelmmediately EE 2

gt

3. GMSA M 3! 1 4:

a. C}S GAIOZ ALKt 08 AME ntsL|CH,

domainName\accountName$
JF0| ZAFH JHHME FIHtLct.
22 Wt AEX 282 AL85H0 cusaE MATLICE.

H, Ct2at Z5LC

o

i
mujn

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
<fgdn> —PrincipalsAllowedToRetrieveManagedPassword <group>

-ServicePrincipalNames <SPN1, SPNZ2,

Get-ADServiceAccount HHZ *'°H0|'0=| MH|A AX™E ZolsiC

4. SAE0NM GMSAE FTARLICE

Q5

a. GMSA AIHE AL8E S AE0|A Windows PowerShell2 Active Directory 2

O|&H| 3t2{™ PowerShellof| A CtE HHE S AASL|CH

PS C:\> Get-WindowsFeature AD-Domain-Services

2
==

.

dstetL|tt.

=

Display Name Name Install State
E_;_;;;;;;_;irectory Domain Services ;g:gomain—Services ;;;;l;gi;____
PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result

rree o Success  (Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your

newly-installed role or feature is
automatically updated, turn on Windows Update.

a. SAEE ChA| AIEfRILIE,

b. PowerShell 33 TE I E0|A| 'Install-AdServiceAccount<GMSA>'E A&t} SAEN GMSAS
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C. 'Test-AdServiceAccount <GMSA>' HH S M5t GMSA A™ S felgtL|Ct
1. SAEAN LME GMSAN| &2| sts ahetsti|Ct,

2. SnapCenter AHO|A M=l GMSA AE S XA Windows SAEE F7tgtL|C}.

SnapCenter A= MEfot E2{719212 SAE0| AX[st1 X|HE GMSAE E8{1¢! AX| Fof AMH|A
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2. SnapCenter At S AE0|A Open-SmConnection cmdletS A23st0] MM S MESHCIS XHE SHS
|23t |C}.

3. Install-SmHostPackage cmdlet % E<~ 0f7f HKE AHESI0] 02| SAEO| Z2{12lg MXIFLICE

cmdletzt BHH AFEE = U= D47 BH4=2F 0]0]| CHEE MHE running_get-Help command_name_0f| A
E = A
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HHZE QIE{I|0|AZ ALK Linux A E0| SnapCenter AF2X}F X| & 221912 MX[SHL|C}
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1. C:\ProgramData\NetApp\SnapCenter\Package Repository®lA] Linux &X]|
ot (snapcenter_linux_host_plugin.bin)& SnapCenter 22{1Q! {7 |X|E ALEXL XM E2{0Q12 x|
SAE AL Ct.

SnapCenter A|H{7} X2l SAEO|A O] ZZ20f HMNAE 4 ASLICH

2. BH TETEO|M HX| IUS FAIS CIAEZ| 2 0| STLICE
3. £2{1 2l 'path_to_installation_bin_file/snapcenter_linux_host_plugin.bin -i silent

-dport= port number_for_host -DSERVER _IP=server _name_or_ip_address
-DSERVER_HTTPS_port=port_number_for_serverS A X|&tL|C}

* -dport= SMCore HTTPS EAl ZEE X|H&tL|Ct.

* -DSERVER_IP= SnapCenter AH |P TAZE X|™ghL|C}

* -DSERVER_HTTPS_PORTE SnapCenter A{ltHH HTTPS ZEE X|™gfL|C}.

* -DUSER_INSTALL_DIRE Linux& SnapCenter 22|12 I{7|X|E MX|& C|2AER|E X|HELICE
* DINSTALL_LOG_NAMES 21 mlo| 0|2 X|™gtL|Ct.

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
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Define a backup strategy.
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Add resources,

.

Create a backup policy.

!

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule.
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Back up the resource or resource group.

.

Maonitor the backup operation.

|

View related backups and clones in
Topology page.
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Add-SmResource -HostName '10.232.206.248' -PluginCode 'DB2'
-ResourceName NONREC1 -ResourceType Database -StorageFootPrint ( @
{"VolumeName"="DB2 NONRECIDB";"LunName"="DB2 NONRECIDB";"Vserver"="vs
erver scauto secondary"}) -Instance db2instl

3. Add-SmPolicy cmdlet2 AF23t0] B! M S otEL|Ct.

Of oflofl M= M 2 XS HdetL|Ct.

= o

Add-SMPolicy -PolicyName 'db2VolumePolicy' -PolicyType 'Backup'
-PluginPolicyType DB2 -description 'VolumePolicy'
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Add-SmResourceGroup -ResourceGroupName

'Verify ManualBackup DatabaseLevel MultipleVolume unix' -Resources
@(a

{"Host"="10.232.206.248";"Uid"="db2inst2\NONREC"}, @{"Host"="10.232.20
6.248";"Uid"="db2inst1\NONREC"}) -Policies db2ManualPolicy
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New-SMBackup -DatasetName

Verify ManualBackup DatabaseLevel MultipleVolume unix -Policy
db2ManualPolicy
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PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime
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Clone backup.
Monitor clone operation,
If required, split the clone.
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o ChA| *
1. Open-SmConnection cmdletS At235t0] X|™El AF2X}0]| Ci$t SnapCenter Server 32 NMS
A|ZFEtL|CE,

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup Ei= Get-SmResourceGroup cmdlet2 ALEst 222 MAE U= WMAS LIFTL|CE.

Ol ol M= AE 7t 2= ol et HEE EAIRLIC

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

CHZ AR M= XIFE 2|22 OF0f et YEE EAIRLICE

PS C:\> Get-SmResourceGroup

Description :

CreationTime : 10/10/2016 4:45:53 PM
ModificationTime : 10/10/2016 4:45:53 PM
EnableEmail : False

EmailSMTPServer
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EmailFrom

FEmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
EnableAsupOnFailure : False
Policies : {1
HostResourceMaping : {1}
Configuration

SMCoreContracts.SmCloneConfiguration
LastBackupStatus : Completed
VerificationServer
EmailBody
FEmailNotificationPreference : Never
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat

SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Tag

IsInternal : False
EnableEmailAttachment : False
VerificationSettings : {}

Name : NFS DB
Type : Group
Id : 2

Host

UserName

Passphrase

Deleted : False
Auth : SMCoreContracts.SmAuth
IsClone : False
Clonelevel )

Hosts

StorageName

ResourceGroupNames

PolicyNames

Description :

CreationTime : 10/10/2016 4:51:36 PM
ModificationTime : 10/10/2016 5:27:57 PM

EnableEmail : False



EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
EnableAsupOnFailure : False
Policies 3 1)
HostResourceMaping : {1}
Configuration

SMCoreContracts.SmCloneConfiguration
LastBackupStatus : Failed
VerificationServer
EmailBody
EmailNotificationPreference : Never
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat

SearchResources : False
ByPassRunAs : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Tag

IsInternal : False
EnableEmailAttachment : False
VerificationSettings : {1}

Name : Test
Type : Group
Id : 3

Host

UserName

Passphrase

Deleted : False
Auth : SMCoreContracts.SmAuth
IsClone : False
Clonelevel : 0

Hosts

StorageName

ResourceGroupNames
PolicyNames

Ol ol M= 2E 2O ALESH XY E oM 222 HLHLICH



New-SmClone -BackupName
Verify delete clone on gtree windows scc54 10-04-2016 19.05.48.0886
—-Resources @{"Host"="scc54.sccore.test.com";"Uid"="QTREE1"} -

CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'

-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-
05.com.microsoft:sccb4.sccore.test.com' -igroupprotocol 'mixed'
4. Get-SmCloneReport cmdlet2 AtE5t0 22 9| AEHE FLICL
of ofloll M= X[EEl 2t IDO]| Ciet 28 E10ME EAIRLICE
PS C:\> Get-SmCloneReport -JobId 186
SmCloneId 1
SmJobId 186
StartDateTime 8/3/2015 2:43:02 PM
EndDateTime 8/3/2015 2:44:08 PM
Duration 00:01:06.6760000
Status Completed
ProtectionGroupName Draper
SmProtectionGroupId 4
PolicyName OnDemand Clone
SmPolicyId 4
BackupPolicyName OnDemand Full Log
SmBackupPolicyId 1
CloneHostName SCSPR0054212005.mycompany .com
CloneHostId 4
CloneName Draper clone 08-03-2015 14.43.53
SourceResources {Don, Betty, Bobby, Sally}
ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}
SmJobError
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