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1. AEE|X| A[AHIOIAM CHE BE S =ioto] Af HES MyelLict

'Security login role create <role_name\> - cmddirname "command" - access all — vserver
<svm_name\>'

* SVM_NAMES SVM2| O|EIL|C}. o] ZEE H|Y FH 7|EMO= S2{AH #2|Xt7t EL|Ct.
* role_name 2 A0 CHsf X|HSt= O|SL|C}.
= HZHLS ONTAP 7| s¢QlL|Ct.
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A8 ATt S =00 chet ZtMiet 82 S ERSIMAR "Aet s Mot #ets 2Esh= ONTAP CLI

2. T2 HYS YActo ALSRH 015 S MABILICY,

'HOF 291 MM . AF2X} 0|2 <user_name\> - 22 T Z 1 ontapi - AuthMethod <password\> - &gt
<name_of role_in_step 1\> - vserver <svm_name\> - & "user_description"

* user_name2 THE11 U= AHEXI| 0| S |ILICE

* password>= AFEAIS| A2 LICE 22 E X|FSHA| e AL d=E HStt= HIAIX|I
HEA|ELCE

* SVM_NAME2 SVMe| 0| EQIL]C}.
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=}

'Hob 27901 £ AL Xt 0|5 <user_name\> — vserver <svm_name\> - role <role_name\> - application
ontapi-application console - AuthMethod <password\>'
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'Security login show —vserver <svm_name\>-user-or-group-name <user_name\>'

user_name 2 3THA|0f| A BHE AFEX}Q| O[S QILICH.
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'Hot 201 g MM — vserver <svm_name\> - role <SVM_Role_Name\> - cmddirname
<permission\>'

1. AFEXHE ‘d st siig ALEXtol|A| HS EetLict

'Hob 201 MM - A2 X} <user_name\> - vserver <svm_name\> - application ontapi - AuthMethod
password - role <SVM_Role_Name\>'

2. AF2X}H &S 2 s,

‘2ot 2701 &2 sHA| - AF2Xt <user_name\> - vserver <svm_name\>'

SVM &g i 3! #Mot 2= ?/et ONTAP CLI BE
™ 2 JtX| ONTAP CLI HES AMats{of Ehu|Ct.
« 'Security login role create - role SVM_SVM_Role_Name - cmddirname "SnapMirror list-destinations" -
vserver SVM_Name - access all'

* 'Security login role create - role SVM_SVM_Role_Name - cmddirname' event generate-autosupport-log" -
vserver SVM_Name - access all'

« 'Security login role create - vserver SVM_Name - role SVM_SVM_Role_Name - cmddirname "job history
show" - access all’'O| FEA|E/L|Ct

« 'Security login role create - vserver SVM_Name - role SVM_SVM_Role_Name - cmddirname "job stop" -
access all'

* 'Security login role create - vserver SVM_Name - role SVM_SVM_Role_Name - cmddirname "lun" - access
all

« 'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun create" -



access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun delete" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup add" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup create" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup delete" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup rename"
- access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup show" -
access all's MEHSIL|C}

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping add-
reporting-nodes" - access all'

'Security login role create - vserver SVM_Name - role SVM_SVM_Role_Name - cmddirname "lun mapping
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping
remove-reporting-nodes" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping show"
- access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun modify" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun move-in-
volume" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun offline" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun online" - access
all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun resize" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun serial" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun show" - access
all

'Security login role create - vserver SVM_Name - role SVM_SVM_Role_Name - cmddirname "network
interface" - access readonly'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror policy
add-rule" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "snapmirror policy
modify -rule" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror policy



remove-rule" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror policy
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror
restore" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "snapmirror show" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror update"
- access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "snapmirror update-
Is-set" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "version" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone split
start" - access all’

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone split
stop" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume create" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume destroy" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume file clone
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume file show
-disk-usage" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume modify" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume offline" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume online" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume gtree
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume gtree
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume gtree
modify" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume gtree
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume restrict" -



access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume show" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
modify" - access all’

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
rename" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
restore" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
restore-file" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume unmount" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs share
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs share
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs share
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs show" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy rule create" - access all'

'Hot 2701 Ag MM - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-policy
rule show" - access all'S MEHEIL|Ct

'Hot 201 Agt MM - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-policy
show" - access all " *&£Qt 221 A% MM - vserver SVM_Name - role SVM_SVM_Role_Name -
cmddirname "vserver iscsi connection show" - access all"

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver" - access
readonly’

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver iscsi" -
access all'



« 'Security login role create - vserver SVM_Name - role SVM_SVM_Role_Name - cmddirname "volume
clone split status" - access all'
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ONTAP 2 AE d&ts MAMStD x| A Hets aotst £ Ql&L|Ct
. Cho| *
1. AER|X| A AEIO|M 2SS MASIT oSt BE A3t SefetL|ct,

() 2 st chel of e uh=shof stuict.
1. AFRAHE MAISID St AR Rt S BBt

'Hob 2701 MM - AF2Xt <user_name\> - vserver <cluster_name\> - application ontapi - AuthMethod
password - role <role_name\>'

2. A X H=2 smetLIC.
'Hob 2701 &2 sHH| - AF2Xt <user_name\> - vserver <cluster_name\>'
o " O AL L
22| AE A s ddota Aots EEoh= ONTAP CLI 33 YL|CY
S AH Y3 dyotn Asts s H S 7HX| ONTAP CLI B35 2&eHOF giL(Ct.
®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly
®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all
®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all
®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all
®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all
®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all
® security login role create -vserver Cluster name -role Role Name -cmddirname

"event generate-autosupport-log" -access all

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "job history show" -
access all'
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'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "job stop" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun’

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
reporting-nodes" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
reporting-nodes" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

' - access all'

create" - access all'
delete" - access all'

igroup add" -

igroup create" -

igroup delete" -

igroup modify" -

igroup rename" -

igroup show" -

mapping add-

mapping create" -

mapping delete" -

mapping remove-

mapping show" -

modify" - access all'

move-in-volume" -

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun offline" - access all'
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun online" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun persistent-
reservation clear" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun resize" - access all'
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun serial" - access all'
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "network interface
create" - access readonly

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "network interface
delete" - access readonly'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "network interface
modify" - access readonly
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'Security login role create - vserver Cluster_name - role Role_Name - cmddirname' network interface show
"-access readonly

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "security login" - access
readonly'

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror list-destinations" -access all

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy add-
rule" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
delete" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "snapmirror policy
modify -rule" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
remove-rule" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror restore" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "snapmirror show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "snapmirror show-
history" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror update" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror update-Is-
set" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license add" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license clean-
up" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license delete"
- access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname' system license show "-
access all'S HZsHMAIL

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license status
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system node modify" -
access all'



'Security login role create - vserver Cluster_name - role Role_Name - cmddirname' system node show "-
access all'S ME{BL|Ct

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system status show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "version" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone split
start" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone split
stop" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume destroy" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume file clone
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume file show -disk
-usage" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume offline" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume online" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume gtree create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume qtree delete" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume qtree modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume qtree show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume restrict" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume show" - access
all

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
delete" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
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modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
promote" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
rename" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
restore" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
restore-file" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume unmount" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs delete" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
delete" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export - policy
delete" - access all'

'Hot 201 Ak MM - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy rule
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
rule delete" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
rule modify" - access all'



« 'HoF 2791 Aot MM - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy rule

<)
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
show" - access all'

* 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver iscsi
connection show" - access all'

« 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver modify" -
access all'

« 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver show" - access
all
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