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AEE|X| A|AHIO|AM 0|23t Hets Ztets| M| 2IsH NetApp 7R LIE| 0| AHIA|Zl RBAC A Xt ZHE X} for
Data ONTAP 2 ALEY &~ JUSLICE

0| =7t AEOR ONTAP 28t 488 B6h22{ H2[FLICh OIS 50f, RBAC Data ONTAPS A/8XH &4 =7 =
BE eiN|A 2Asto| pix| LIEILIES SHI2 242 ABHS SO £IBILICE 27| ME HHHS B £7/2t C12

HE AMA HTS FII5IEH ONTAPOIA 2= HMA TS SECZ HAISHY —rkl gfLiCt.

LIZ=0f|l SnapCenter EE= ONTAPE 120 =8 AL RBAC AL XL MM 7| for Data ONTAP =S
@ CIA| 2lsto] O|Fof| THE ALEX} &2 .:.HIOIEOHOF ghL|Ct. O] HF 2| SnapCenter EE=
ONTAPO|| CHsl THE AFEXL 2 A 02[0|=F HHO|A FNICHE 2FSSHXA| ek&L|Ct O] E-_rla CFA|

(=]

HASIH X522 FO0|=5 XMa[ghL|ct. HS LAl M8e 2R= gELIt.

IT=2= — HAHK
ONTAP RBAC &g HH0f| CHSH XtA|SH LI 2 2 ZRSHYA|2 "ONTAP 9 22|} 1F 9 RBAC T 7I0| =",

242 9I8H SnapCenter 2M= AL #otS A3t A& S LIEHLICH. OnCommand AlAE

E.T_'
@ 2[R GUIE ™S CHA &A™ S AF2ELICH. ONTAP RBAC Siatg M ff 0| £ 80 25
olStH

=2 2 o=
*
1. AE2|R AIABOIA CHS S 2fsto] 4 SYS MaBLIC

'Security login role create <role_name\> - cmddirname "command" - access all — vserver
<svm_name\>'

* SVM_NAMES SVMQ| O|EIL|C}. o] ZEE H|Y FH 7|EMOo = S2{AH #2|Xt7t EL|Ch.
* role_name 2 A0 CHslf X|HSt= O|SLIC}.

* HZ2 ONTAP 7| 5L}

Sefor BLICH BE AHA HHL 97| B BY ol

@ 2} 2ol CH3l o] FHS it
Lt&E | 0{0F gfLCt.

AE Hot =0 ot XtM|ot LIE2 S XA "It s MAMst Hots 2edh= ONTAP CLI
=
o

2. Lt3 BYS LI ALEXL 0|5 S HIFLICt

'HOot 291 MM - ALEXL 0| <user_name\> - S8 L= ontapi - AuthMethod <password\> - St
<name_of_role_in_step_1\> - vserver <svm_name\> - A& "user_description"

* user_name BHE11 U= ALEXIS| O|SQILICE.

* password>= AFEAIS| A2 LICE f2E X|FoHA| L AL Y2 E YHSEt= HIAIX[I

—_

HEA|EL|CH
* SVM_NAME2 SVMe| o|EQL]C}.
3. OIS HHS YASIo] AFEX0A Fets getetL|ct

'Hob 27901 £ AL Xt 0|5 <user_name\> — vserver <svm_name\> - role <role_name\> - application
ontapi-application console - AuthMethod <password\>'
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user_name>2 2EHAO| A BHE ALEXtQ| O] EQILICE. O] H

AHAL = ASLICL
* svm_name>2 SVM2| 0|2 IL|C}.
* role_name>2 1THA[0f| A THE Aol o] SRILICE.
* password>= AFEXIC| A ULICH L= E X|FHSHA| o™ A|AHI0| A= E SEt= H|AIX| 7t
HA|ELICH
4. CH2 HES Y=SH0] ALEXI7L SHIEA| M=} =X ol gL Ct

'Security login show —vserver <svm_name\>-user-or-group-name <user_name\>'

user_name 2 3ttAO|A THE AM2XtQ| O| S RIL|CY.

XA MBSO Z SYM HE MM
ONTAPO|| A A SVM ALKt det3 M et off AS5HOf 5= ONTAP CLI E@dH2
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Of &fgto| ERBfLICY,

7tX| 7t /JELILCE, ONTAP01|A'| SnapCenter2t 7| St E SVME 46t vsad
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L

St A

o

1. AE|X| A|AEIOA

(=}
=

pakel |

ez
=

‘c'>'I-A

Sk A A

'Hot 2701 o
<permission\>'

— vserver <svm_name\> - role <SVM_Role_Name\> - cmddirname

(D = astol oot o] B2 ur=sof BrLck.
1. LSS HASIT o2 AL ROl SferS BEEL,

'Hob 2701 MM - A2 X} <user_name\> - vserver <svm_name\> - application ontapi - AuthM
password - role <SVM_Role Name\>'

2. AFEXt ZZ22 sHAELICt
'Hob 2701 &2 Sl H| - AF2Xl <user_name\> - vserver <svm_name\>'
SVM S ‘44 ol Aot 22 2IT ONTAP CLI B
SVM S& 2 MMstn Hots eetsta{™ 3 74X| ONTAP CLI EE S AdlisoF ghL|Ct.

'Security login role create - role SVM_Role_Name - cmddirname "SnapMirror list-destinations"
SVM_Name - access all'

SVM_Name - access all'

access all'
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'Security login role create - role SVM_Role_Name - cmddirname' event generate-autosupport-log"

'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "job stop"

o4&

min

ethod

- vserver

- vserver

'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "job history show" -

- dCcess



all
'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "lun" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun create" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun delete" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup add" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup create" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup delete" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup rename"
- access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup show" -
access all'S ME{SL|Ct

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping add-
reporting-nodes" - access all'

'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "lun mapping
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping
remove-reporting-nodes" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping show"
- access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun modify" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun move-in-
volume" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun offline" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun online" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun resize" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun serial" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun show" - access
all

'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "network interface"
- access readonly'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror policy
add-rule" - access all'
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'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "snapmirror policy
modify -rule" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror policy
remove-rule" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror policy
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror
restore" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "snapmirror show" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror update"
- access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "snapmirror update-
Is-set" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "version" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone split
start" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone split
stop" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume create" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume destroy" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume file clone
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume file show
-disk-usage" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume modify" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume offline" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume online" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume qgtree
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume gtree
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume gtree
modify" - access all'



'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume gtree
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume restrict" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume show" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
modify" - access all’

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
rename" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
restore" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
restore-file" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume unmount" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs share
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs share
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs share
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs show" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy rule create" - access all'

'Hot 2701 Ak MM - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-policy
rule show" - access all'S ME{TL|C}

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy show" - access all'

'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "vserver iscsi
connection show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver" - access
readonly’
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« 'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy" - access all'

* 'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver iscsi" -
access all'

« 'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "volume clone Spllt
— — —

SnapCenterdi| A =+

|> 0
m 4y

= = —/
FHstoOZ ONTAP 25 St MMl OF BFLICH 0421 ONTAP CLI HH S Aldlso]
ONTAP 22{AEH Ho2 MMst D XA HotE otehst £ USL|CH

=2k
1. AE2|X| A ARI0|A HEtg MAstn ool RE H3tg Syt
'Security login role create — vserver <cluster_name\> - role <role_name\> - cmddirname <permission\>'
() 2 st cieh of B2 uk=shop stict,
1. ALEXHE WMot s ALEXtol|AH JgE gEeLch

'Hob 2701 MM - AF2Xt <user_name\> - vserver <cluster_name\> - application ontapi - AuthMethod
password - role <role_name\>'

2. \FEXF ES S s,

'Hob 2701 EZ siH| - AF2Xt <user_name\> - vserver <cluster_name\>'

22| AH AYES g5t AHsts 2= ONTAP CLI BB ILICE

S2{AE GES g0t Aots 2Eot2H H KX ONTAP CLI BE = AHsHoF LT

security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all
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security login role create -vserver Cluster name -role Role Name -cmddirname

"event generate-autosupport-log" -access all

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "job history show" -

access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "job stop" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
reporting-nodes" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
reporting-nodes" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

' - access all'

create" - access all'
delete" - access all'

igroup add" -

igroup create" -

igroup delete" -

igroup modify" -

igroup rename" -

igroup show" -

mapping add-

mapping create" -

mapping delete" -

mapping remove-

mapping show" -

modify" - access all'

move-in-volume" -

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun offline" - access all'
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun online" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun persistent-
reservation clear" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun resize" - access all'
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun serial" - access all'
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "network interface
create" - access readonly

53



54

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "network interface
delete" - access readonly'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "network interface
modify" - access readonly

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname' network interface show
"-access readonly

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "security login" - access
readonly'

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror list-destinations"™ -access all

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy add-
rule" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
delete" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "snapmirror policy
modify -rule" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
remove-rule" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror restore" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "snapmirror show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "snapmirror show-
history" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror update" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror update-Is-
set" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license add" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license clean-
up" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license delete"
- access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname' system license show "-
access all'S HESHIAL



'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license status
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system node modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname' system node show "-
access all'S ME{SL|Ct

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system status show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "version" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone split
start" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone split
stop" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume destroy" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume file clone
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume file show -disk
-usage" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume offline" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume online" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume qtree create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume qtree delete" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume qtree modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume qtree show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume restrict" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume show" - access
all

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
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create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
delete" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
promote" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
rename" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
restore" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
restore-file" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume unmount" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs delete" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
delete" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export - policy
delete" - access all'

'Hot 2701 Agt MM - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy rule
create" - access all'



« 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
rule delete" - access all'

* 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
rule modify" - access all'

« 5ot 2791 At MM - yserver Cluster_name - role Role_Name - cmddirname "vserver export-policy rule
show" - access all’

* 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
show" - access all'

« 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver iscsi
connection show" - access all'

« 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver modify" -
access all'

« 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver show" - access
all
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= 2 AE2|X| ZHEZE2{7} Cloud Volumes ONTAP, ONTAP Select EE= EX AEZ|X| ESHE0|
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(D SnapCenter BE ZHEEZ| 7|4t 2to|dlA = HEE2{0| SnapManagerSuite 20| MIAZ HA[EL|LCE,

o
1. ONTAP BHES AF25I0] NetApp ZIEE2{0| 2QIEHL|Ct,

2. license show HHES =%t CI2 &S 24016t SnapManagerSuite 2H0|MIA T MX| = =X| SHQIBHL|CL,

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

0| Oi| M|l M= SnapManagerSuite 2t0|MIA 7} MX|E|0f Y22 2 27} SnapCenter 2H0[AIA ZH10|
o Q&IX| &L C}.
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1. ONTAP BHES Ar835t0 ZHEE2{0| 2IQIEL|Ct
2. system show-instance B2 &t I3 Z=S A4

clusterl::> system show -instance

Node: fas8080-41-42-01
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

2 entries were displayed.
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-0R -
» Show Me All: | Serial Numbers with Licenses v| For Company: |:| Go'
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PS C:\> Get-WindowsFeature AD-Domain-Services
Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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Define a backup strategy.

l

Configure HDB User Store Key and
HDBsOL OS5 User,

l

Determine whether the resources are
available for backup.

v

If needed, add resources,

l

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule,

i

Back up the resource or resource group.

i

Monitor the backup operation.

|

View related backups and clones in
Topology page.
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1. Open-SmConnection cmdletS AtE3t0 PowerShell H#Z M4 S AIZFELIC}
PS C:\> Open-SmStorageConnection

2. Add-SmStorageConnection cmdlet2 AtE5t0] AEZ|X| A|ARI0|| CHSE A &

D22 A
— == o

OFA
(Eo=1

O|Ext 1Rt H|O|E] LIF IP A8 7H4O0F gfL|C}.

L|Ct.

gLt

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https

-Timeout 60

He o
=

3. Add-SmCredential cmdlet2 AF25I0] M XtH SHS oHELILCL.

Ol XK M= Windows XtH SEHE A2t FinanceAdmin O|2t= A Xt
EL|C}.

Y

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows

—-Credential sddev\administrator
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4. SnapCenter Server0fl SAP HANA £l SAEZ Z7tghL|C}

PS C:> Add-SmHost -HostName 10.232.204.61 -0OSType Windows -RunAsName
FinanceAdmin -PluginCode hana

5. I{7|X| 2 SAP HANA Gi|O|E{H|0O| A& SnapCenter 22{ 1212 SAEN| HX|gfL|C}.
Linux2| 4

PS C:> Install-SmHostPackage -HostNames 10.232.204.61
-ApplicationCode hana

Windows?2| 2%

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode hana
-FilesystemCode scw —-RunAsName FinanceAdmin

6. HDBSQL 22I0|HES| HA2E HAHELIC
Windows?2| &2
PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61

-PluginCode hana -configSettings @{"HANA HDBSQL CMD" = "C:\Program
Files\sap\hdbclient\hdbsgl.exe"}

Linuxe| A<

Set-SmConfigSettings -Plugin -HostName scs-hana.gdl.englab.netapp.com
-PluginCode hana -configSettings
@{"HANA HDBSQL CMD"="/usr/sap/hdbclient/hdbsqgl"}

cmdletzt BH AFEE 2~ L= D47 H4=2F 0]0f| CHSE M H2 running_get-Help command_name_Of|A] &tQIgh o~
UELICE E= 2 XY £ JSLICH "SnapCenter 2ZE |0 cmdlet &= 70| =",

PowerShell cmdlet2 ALE6H0{ H|O|E{H|0| A S W ASHL|CH

O] E{HH|0] & SA0jl= SnapCenter MH{2HS] 912 AT, 2|AA 27, B4 27}, el 2|AA
OE A 9 welo] EEILIC

. LWQSF A *

= [

* PowerShell cmdletS A&5t2{™ PowerShell 212 & Z=H|8H{OF &fL|C}.
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AEEX] AA” HES FI1510 XHE TS H-J8H0F Lt

THA|

1. Open-SmConnection cmdletS AHESH0] X El AL X0 CHSt SnapCenter Server 22 MM S
A ZFefL|Ct,

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

ALEX} O|E 8l s TETEJ EA|EL|CE
2. Add-SmResources cmdletE AFESI0] 2| AA S Z=T18tL|Ct.

0| of| |0l M= SingleContainer $4!2| SAP HANA Gi|O|E{H|0|AE X£T}6H= S Hof FL|Ct,

o

C:\PS> Add-SmResource -HostName '10.232.204.42' -PluginCode 'HANA'
-DatabaseName H10 -ResourceType SingleContainer -StorageFootPrint
(@{"VolumeName"="HanaDatalO";"StorageSystem"="vserver scauto primary"
}) —-SID 'H10' -filebackuppath '/tmp/HanaFileLog' -userstorekeys
'HS10'" -osdbuser 'hlOadm' -filebackupprefix 'H10 '

o

0| oi|&|0ll M= MultipleContainer 82| SAP HANA H|O|E{H|0| A S F7t5H= EHE Hof FL|Ct
C:\PS> Add-SmResource -HostName 'vp-hana2.gdl.englab.netapp.com'
-PluginCode 'HANA' -DatabaseName MDC MT -ResourceType
MultipleContainers -StorageFootPrint
(@{"VolumeName"="VP HANA2 data";"StorageSystem"="buck.gdl.englab.neta

pp.com"}) -sid 'Al2' -userstorekeys 'Al2KEY' -TenantType
'MultiTenant'

O oflofl M= HI HIOIE =F 2[22E Hdst= YHE B0 FLIC.

C:\PS> Add-SmResource -HostName 'SNAPCENTERN42.sccore.test.com'

-PluginCode 'hana' -ResourceName NonDataVolume -ResourceType
NonDataVolume -StorageFootPrint

(@{"VolumeName"="ng pvol";"StorageSystem"="vserver scauto primary"})
-sid 'S10'

3. Add-SmPolicy cmdlet2 AE35t0] W MM S ob5L|Ct

O oflofl M= ARHAE S AR 7| HH W o] Cheh i HMS Mg efLTt.

—
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C:\PS> Add-SmPolicy -PolicyName hana snapshotbased -PolicyType Backup
-PluginPolicyType hana -BackupType SnapShotBasedBackup

Of oflofl M= mb 7] W of| CHot #Hef HMS WofLict.

— 1 o o

C:\PS> Add-SmPolicy -PolicyName hana Filebased -PolicyType Backup
-PluginPolicyType hana -BackupType FileBasedBackup

4. 37} SmResourceGroup cmdlet2 At26t0] 2| 2AE ES8tHLE SnapCenter0i| M 2|&A AES
A8t C}H

0| Oflofl A= £ HE(O|Lf 2| AAS RHBBILICH

C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="SID"} -Description
test -usesnapcenterwithoutfilesystemconsistency

Of ool M= o4 ZE[O|L] E|AAS H LIt

C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources Q@{"Host"="host.example.com";"UID"="MDC\SID"} -Description
test -usesnapcenterwithoutfilesystemconsistency

Of fiFIof M= XIFEl EM Bl 2|aAE AFESIH] M 2|22 OFS ZHELIC.

C:\PS> Add-SmResourceGroup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
—-Resources
Q(Q@{"Host"="sccorelinux6l.sccore.test.com";"Uid"="SID"},Q@{"Host"="scc
orelinux62.sccore.test.com";"Uid"="MDC\SID"})

-Policies hana snapshotbased,hana Filebased
-usesnapcenterwithoutfilesystemconsistency -plugincode 'HANA'

Of of|oil M= Cllo|H =2&0| oLl 2|22 OFS MLt

=
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C:\PS> Add-SmResourceGroup -ResourceGroupName
'Mixed RG backup when Remove Backup throguh BackupName windows'

—-Resources

@(@{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="H11";"PluginName"="
hana"}, @{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="MDC\H31"; "Plug
inName"="hana"}, @{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="NonDa

taVolume\S10\NonDataVolume"; "PluginName"="hana"}) -Policies

hanaprimary

C:\PS> New-SMBackup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'

-Policy hana snapshotbased
CHE GlM = Bl 2|22 S MARL|C]

C:\PS> New-SMBackup —-Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID"; "PluginName"="hana"} -Policy

hana Filebased
1. get-smJobSummaryReport cmdletS AFES0] 2t MEf(AH T, 2= = HIY)E ZL|EAEL|CH
PS C:\> Get-smJobSummaryReport -JobID 123

WA A ME ZYEE ZLIEHESHH

rlo

-Sm BackupReport cmdlet2 AHE5H0] B D, HiQf o| S Z
CC

- Get
L B els amic:
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PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime

Q= 07}

A -
S PN

Aol chet HE

T SYLIct
HSHOE ARE[ASLIL

H=2f 0]0f Chist 2

2l H|O|X|of| LIEFLED =49 BHE

{DB1}

{}

False

False

269

2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470
10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows
211

test2

20

Verify ASUP Message windows scc54 10-04-

NotVerified

SCC_BACKUP
NotApplicable

2
—_
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Define a restore strategy.

Restore and recover the auto discovered
database

Restore the manually added resource.

Monitor the restore operation,
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1. Open-SmConnection cmdletS AFESH0] X El AL X0 CHSt SnapCenter Server 212 MM S
A|ZFtL|CE.

Open-smconnection

-SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup % Get-SmBackupReport cmdletS AF2SI0] SIEh sils AHSHL|C

O oflofl M= =70l A

AL — =
A= F e

PS C:\> Get-SmBackup

BackupId

BackupType

AM Full Backup

AM

0| o=

2

2015 13 29¢

HAO| AS2 2™ FLICL

BackupName BackupTime
Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupld
PolicyName
SmPolicyId
BackupName
VerificationStatus

"2/3/2015"

SmBackupId : 113
SmJobId 2032
StartDateTime 2/2/2015 6:57:03 AM
EndDateTime 2/2/2015 6:57:11 AM
Duration 00:00:07.3060000
CreatedDateTime 2/2/2015 6:57:23 AM
Status Completed
ProtectionGroupName Clone
SmProtectionGroupId 34
PolicyName Vault
SmPolicyId 18
BackupName Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified

3. HANA Studiot| A £3 ZZMHAE A|ZFStL|CE

CO[E{H|o| A7t S = ELICE.

4. Restore-SmBackup cmdlet2 AtE3t0] Bi{0f| A H|O|E{E S EL|C,

AppObjectld= "Host\Plugin\UID"IL|Ct. 6{7|A UID=SID= T ZAE|O|L] R 2[4 A0
Ciet A2 2, UID=MDC\SID= 2] ZIE|0[L 2| A A0 CHSE ZARIL|C}. get-smResources
cmdletof|A| ResourcelDE 7t 2 4 UY&LICEH

Get-smResources -HostName cn24.sccore.test.com -PluginCode HANA
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Restore-SmBackup -PluginCode HANA -AppObjectId
cn24.sccore.test.com\hana\H10 -BackupId 3

O ol M= Ex= AEZ|X|0f| M C|O|E{H|0| A E S75= WHE 2o FLIC.

Restore-SmBackup -PluginCode 'HANA' -AppObjectId
cn24.sccore.test.com\hana\H10 -BackupId 399 -Confirm:$false -Archive Q@
@{"Primary"="<Primary Vserver>:<PrimaryVolume>";"Secondary"="<Secondary

Vserver>:<SecondaryVolume>"})
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Clone backup.

Monitor clone operation,

If required, split the clone,
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3. 7|

C:\PS> Get-SmBackup

BackupId

BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015
11:02:32 AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015

11:23:17 AM
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All-access T23: ONTAP 8.3.0 O|Af0j| ¢t |4 &
* SnapMirror H* £7} 7%
* SnapMirror B modify-rule2 & Z8HMAI
* SnapMirror H* remove-rule2 & XSHMA|Q
* SnapMirror X &
* SnapMirror 22
* SnapMirror £
* SnapMirror 7| =
* SnapMirror YH|0|E
* SnapMirror |0 E - Is -set

* SnapMirror 32 - CH4t
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* SVM CIFSE

* SVM CIFS shadowcopy show £ & Z38IA|R

* vserver show £ & ZXSHMAI

* HIESRIZ 2AEmo[&

* HIER 3 NE{m|O] ATt HA|ELICH
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All-access H&: ONTAP 8.3.0 O|Atof| Z st X[ A At

* MetroCluster &

Oracle H|O|E{H|O| A2 SnapCenter S2{121S MX|gtL|C}

Oracle Cl|O|E{H|O| A2 SnapCenter 22{1Q! MX| /I EZL

Oracle O|O|E{H|O|AE ES352{™H Oracle H|O|E{H|O| AL SnapCenter E2{1212 A X|5t1
MHHof ghL|Ct,

Review the installation prereguisites.

Add host and install the plug-ins package for Linux or
Al

v

Configure SnapCenter plug-in loader service.

=

Configure and enable CA Certificate.

If required, import data from SnapManager.

SAEE FI5HA Linux = AIXE 221221 I{7|X| & AX|5H7| St AP 27 Ak
SAES FIK5tn E21a0 Ii7|X| S AX|5H7| Hof| 2= @7 AFeS =50 BfL|Ct.

* iISCSIE A%tz H<R iSCSI MH| AT} &8 Z0]0{0F ghL|Ct.
FE L= RE 0[2[9] ArEXI]| o = 7|H SSH HE S &-d=talof gfLct.
Oracle HIO[E{H[0] A& SnapCenter S211212 FETJ} Ot AFEXIZF XS 4= JUELICE J2{LH H|RE

AHE Xt Tt sudo 4,_49_}; ot 220 T2 HAE AXStn A[Zfs{of LIt Z2{a0ls EX|5HA
T2 MATL 2 bRl RE ALSXtZ H-ELIC

* AIX 2AEO0| AIXE SnapCenter 221121 IfF|X|E HX|5t= 22 CIHEL| 2| &= @3IE 3522 S| ZH0}
==

AIX& SnapCenter 22112 1{{7|
st CIMER BE MEAIE=S

0 A
rir
=
|'u0
o
rﬁ
|:|>

i
o
Al
i
Rl
ol
|0
Hu
l_?_}
ro
oF

tXI2t java_home HCH Z2E &7|

* MX| At CHell 215 BZEE Linux E= AIXE AHESH0] AHH ZHS 2Bt Ct

* Linux EE= AIX SAEO0| Java 1.8.x, 64H|EES MX|sljof EfL|LC}.
JavaE CIRZLst= B0 CHeh KNS LHE S CHS 2 RERSHAIL.

o "R E 2 MAo| CHSt Java CHREE"

° "AIXE IBM Java"
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* Linux == AIX 2AE0|M A&l 2! Oracle H|O|E{H|0]| A2 B2 Oracle H|O|E{H|0| A& SnapCenter
Z2{1913} UNIXE SnapCenter Z22{ 1018 25 MxX|s{of ErL|Ct.

@ Oracle Database® Z2{ 19212 At23510 SAPL Oracle H|O|E{H|O|A = 22|E 4= QSL|CH
J2{L} SAP BR * Tools E&2 X| I &|X| t&L|CE.

* Oracle H|O|E{H|O| A 11.2.0.3 O| &2 AtE5t= H S 13366202 Oracle XS A X[sHOF BFL|C.
@ SnapCenter0l|l A= /etc/fstab T+ 2| UUID 0HE S X|ASHA| Q4&LCt.
Linux SAE Q7 Alet
Linux& SnapCenter 22|10 I{7|X|E HX[st7| M| SAET} @7 AtetE ZF6H=X| &lsof gL|Ct,

3

0ot

T MY

=
& M| + Red Hat Enterprise Linux

Ho

e Oracle Linux

Oracle Linux = Red Hat
Enterprise Llnux 6.6 L= 7.0 *F
@ M2l LVMOIA Oracle
CIO[EHIO|AE AtEot= B £|A
H 2| LVM(Logical Volume
Manager)2 & X|sHof BfL|Ct.

* SUSE Linux Enterprise Server(SLES)

ofl CHst (| A~ RAMEIL|CH 1GB

B2 C|A3 B2
SLich West 20 272 Uy

(D) oEfElo] 2ot Holg 2 zteio| vz
2t Z2tRIL|CH ClA3 S7H0] S 261K
SrOD! A2 A% xtolol et 217t
AHA‘IE|x| l'*|_|[_|—

Qs AT EQ 0| I{7|X| Java 1.8.x(64H|E) Oracle Java % OpenJDKQ| 7|5

Javag %4l HMO= ¢20|Est 32
/var/opt/snapcenter/spI/etc/spI properties 0l A=
java_home 0| SHIE Java HH 1} SHIE 74§§
HEE|O JA=X| ZHlsoF ShL|C.

A[el= HE ot 2| M 2= & BZYAIL "NetApp d= 284 IHEEA 5"
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Linux SAE0| Cis £E7} Of:l ALZXAt0f et sudo #etS F-ERfLICH

SnapCenter 2.0 0|4 HEO| M= FET Ot AF2 X7} Linux2 SnapCenter 221921 IH7|X| & M XSt Z2{19!
TZMAS AZE 4 JASLICEH 02| Z20]| ot HNAE St FET} ofl AFEXI0f| CHal sudo HetS

=2 T M-

Tgotiof LI,

- a2

* sudo H7* 1.8.7 ~ 1.8.19P2.

* REJt Ot AKXVt Oracle x| 2F0l| £5t=X| gelgtLct.

[
ne
=
o
afy
mjo
-u
0x
Ot
i
rg

* MAC HMAC-SHA2-256 & MAC HMAC-SHA2-5129| H|A|X| Q1= 3
_letc/ssh/sshd_config_fileS TR EHL|Ct

T8 oA S AOO|ESt = sshd MH|AE CHA| A|ZFEfL|CY

ol:

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

FEJ} Ofl ALEXI0l| CHEH sudo #ehe F435t0] THE F=0f| thet HAMAZ HSSHOF gLt

» /home/sudo_user/.sc_netapp/snapcenter_linux_host_plugin.bin
* /custom_location/netapp/snapcenter/SPL/AX|/Z2{ 21QI/ A

* /custom_location/NetApp/snapcenter/SPL/bin/SPLIL|C}

o« A

1. Linux& SnapCenter 22{10! Ij7|X|E AX|& Linux SAE| 23QIELCE,

2. visudo Linux SE2|E|E AF23I /etc/sudoers THUOf| CHS S F7t8tL|Ct.
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Cmnd Alias SCCMD = sha224:checksum value== /home/
SUDO_USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
SUDO_USER/.sc_netapp/Linux Prechecks.sh

SUDO USER ALL=(ALL) NOPASSWD:SETENV: SCCMD, PRECHECKCMD
Defaults: SUDO USER env_keep=JAVA HOME

Defaults: SUDO USER !visiblepw

Defaults: SUDO USER !requiretty

_sudo_user_= AHEX7} Aot FETL Ot AL XS] O|F/LILY.

H3M 22  C:\ProgramData\NetApp\SnapCenter\Package Repository Off = * oracle_checksum.txt

 TheloflAf sFolgt 4 sick

M H

ArEXL X H XS K-S AL /1K= CUSTOM_PATH\NetApp\SnapCenter\Package
Repository LILCt.

(D) ol oiF= DR3HCIOIES BHS7| 913t HE20H AFGOF BHLICH
D Afel): Bote| 0|92 K| S @IS BE 22D S sudo F2S HHHoF BLICH

AIX TAE 271 AtS

AIXE SnapCenter 221121 T{F|X[E HX[57| HOf| 2 AETF Q7 Alets SF5H=X| 2Qls{oF ghLCt.

o

(D AIXE SnapCenter Z22{ 12 I{7|X|2] LEQI UNIXE SnapCenter 22|02 SA| 28 18
X|&SHX| ek&L|Ct.

3

0Ot

= 27 AR
o H|A| AIX 6.1 O| &t

Ho

b

SAEQ| SnapCenter Z2{1Q10f| Lt 2|2 RAMYILICH 4GB

rot

rot
fivas
[
nx

AEQ| SnapCenter Z2{1910j| X213 1GB
7

—

OF fot

—_

9
(D) otEEl 2o sl S Hete| Hso|
il

OD:| x|:L AIoH II-O-I()“ EH-‘.’.-_ §17|'
*c'i’é!EIII &Lt
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o= 27 Ate

st AT EQ|0f IHF|X| Java 1.8.x(64H|E) IBM Java
JavaE %4 HMO= ¢2|0|Est 32
/var/opt/snapcenter/spI/etc/spI properties 0l A=

java_home SM0| SHIE Java HH 1} SHIE 74§§
MHE|0] U=X| ZQlsl{oF BfL|Ct.

X El= HHof ohigt 2|4 YE= S HZSHYAIL "NetApp 4= 224 IEZA ="

AIX 2 AE0]| CHet RETL OF AFEX0]| LiSh sudo 2ots F4eLICt

SnapCenter 4.4 O|M0|M = R ET} Ot AFEXI7LAIXE SnapCenter =232l Ij7|X|E XI5t E2{0¢l
TZNAS AZE 4= QELICH of2] ZZ0] st HNAE H|BotAH FET} OFLl AF2X}0f| CHal sudo #etS
TAdsof BfL|Ct,

R

* sudo H* 1.8.7 ~ 1.8.19P2.

s EE7J} Otl AF2XL7t Oracle MX| JE0f| £5t=X| &olgtL|ct,
* MAC HMAC-SHA2-256 3! MAC HMAC-SHA2-5129| HIA|X| 215 ZE L N2|E5S FASHEH
_Jetc/ssh/sshd_config_fileS MXIStL|C.
TN IS AHH|0|ESt & sshd MH|AZS CHA| A|ZFEHL|CE,
off:
#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal

#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2

HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

FEJt ofl ALEXt0l| CH3 sudo #ehs F435t0] LHE F=0f| CHet HMA S HSSHOF gLt

» /home/aix_user/.sc_netapp/snapcenter_aix_host_plugin.bsx
* /custom_location/netapp/snapcenter/SPL/AX|/Z2{ 191/ A

* /custom_location/NetApp/snapcenter/SPL/bin/SPLIL|C}
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b

1. AIXZ SnapCenter 22|12 I{7|X|E HX|& AIX SAE0| 2IQI8HL|CY,

2. visudo Linux SEZ|E|E A2 /etc/sudoers THUO| CH2 HE Z=T)gtL|Ct.

Cmnd Alias SCCMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc netapp/AIX Prechecks.sh

AIX USER ALL=(ALL) NOPASSWD:SETENV: SCCMD, PRECHECKCMD
Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty

_AIX_USER_& MEXt7t 2det RET} Ofl ArEXt2| O] EILICE.

H3M Zf2 C:\ProgramData\NetApp\SnapCenter\Package Repository 0l = * oracle_checksum.txt

ST N

ArEXE X H XS K-S 2L fIXl= CUSTOM_PATH\NetApp\SnapCenter\Package
Repository IL|Ct.

(D ol oiF= DR3CIOIES BHS7| 913t HE20H AFGOF BHLC

DY AR 2Qr42| 0|/ 2 EX| £= YO 0|EE EF 2= = sudo =S H73HOF BfLICt.

apCenter 22 Q[ AFE2XIE QB LICE. Linux = AIX SAEQ|
=232 I{7|X|E XIS flet XtH SES 2HAM6ljof hL|Ct.

O] X} ZHE R E AL8Xt K= sudo 0| U= HIRE ALEXto|| CHeH MME|0] E2{00 ZENAS HX| 2
AlZtet 4= A LICE

XtMISE LI 2 ChS

2 BZBHYAIR. Linux SAEO| thef SEI OHcl AFBROl Tt sudo HEHS TABILICH s
AIX SAEQ| CHSE RET}

ol AF2XH0]| Ciet sudo #MotE LI

* @Y A2 SAES PHSHT B2 0918 MK S0l XA SUS YN > AX|E, SAES HSD
E2|70lg Hx(sP7| Hol SVME F7tet £ X2 5 st 20| 1% FSLIC

b -
1. I B BN+ M * 8 2B
2. 4475 TO|XIOIA * Xi2 3 * 2 SYBLICL
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ALEXL 0| B/ = QUBO| AHES ALEX} O| S 2t LS E Y= TLLCY.
. TO|ol 2|t

SnapCenter £211212 AX|g A|AHIOf| =l
Z2|XHE X HELICE AF8X} 0| HEo| R=et
HA2 Lt Z2&LIC

_NetBIOS\AHEX} 0| & _
° QI FQDN\ALEX} 0|2
© 22 HE|XHEY O3S0t s

A JF0 £ A|ARIS| 2 SnapCenter
20018 MK A|AH o 7|E s =2Z2
Z2|XtE RIFELICH AL AL AE | A5 E
HBHo| QUAHLE SAE AJAHIO|A ALE X} A M|A
Mo 7| 50| H|Z2dStE 22 2 E2|XH 2F0l
£5l= 24 A8XH AEE ™Y + JASLICH
AHEX} 0| EHES| SHIE HAI2  AEX O[S
_ dct

ro
oM
Ha
[N
>
o
mot
o
o[
Ha
[n
i

>

m

ot
-
iul

sudo TS AFERILIC FEJt Ot ALEXtof| Tt Xt2 SHS WHsts 82
*sudo HTH AE * &HQIZtS MERL|CY,

— —

A Y 2FS 01l =+ ALEXL 8L MM A * HO[X|Of| M AFX} EE= AFE R O F0H At BF |l &2 S 2
A
=

Oracle Gi|O|E{t| 0] 20f| Lt Xt SES I ELICE
Oracle HIO|E{H|O] A0 M H|O|E B2 XHS +&dt= O AFEEl= AHH SE S K0 gLICt.

* O] ZHof chet YL *
Oracle H|O|E{H|0| A0|| X|IE|= CIksE Q15 HHHS ZHESOF HL|Ct XHM|SH LIRS S AXSHAIA|QAHA ZHo|

Chiet Q15 LI
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e 2lAA DZ0f Ciet X2 SYS MFSkT ALGXF 020 FA| BH2IXt HBHO| g B ALSK 01S0) Hol=
2|44 08 W [Bto| 2L0fof BhLict
Oracle H|OJE{HIO| A QIFS ABSIEE AT S 2| A H7|0| B X}24] 00| 20| FAEILICL.

HIO[EH[O| AE ED5t7Lf 2|22 O F0H HIO[EH[0|A Xt SES =715t H|0|H 2= AE Aot
HIO|E{Hf|0] A Xt ZHE FLdatiof ZfL|Ct.

() FA5essusi so usd e e g NElH oF WATVL EAEUC, 54 ¢ § 2
Ch2 CAl A afof gtLich

LA

1. 1% A HO|M * BlAA 2 S ChS S2o)M HHS Z2{19l

O 1 o —_ =2 = [== B ]

2. 2|24 HO|X|Q] * H7| * ZZ0{| A * C|O|E{H|0| A * E MEHSILCE,
3. 2 S=YLCH FESAE 0|1} CIO[EH|0]A RHS MEiSIY 2|AAS HEHFLIC
O OS2 22Y > UASLCHTY S =8 ZE &2 g5LIch

4. HIO|E{H[O] A S MEADH CHS * Cl|O|E{H| 0] & M7 * > * C|O|E{H|0| & 71 * & S2IgfLICt

S. C|O|E{Ho|A &
s

EERCER

g @9+ 7|1E X4 EE AL * EELH2 S0 M Oracle H|O|E{H|0] 20f| A TI| O] &
= O ArEe xtH SES MEgfLIct.

f

(i) Oracle At sysdba 3t 74X QI0{0F BILICE,

fjo
My

2/ot0] T2 SYS YA A& ABLICH 4.

6. Configure ASM settings Al42| * Use Existing Credential * EECH2 S=0i|A] ASM QIAE A0 A C|O]E

= MAUS +ASH= O AL E X4 SES MERlLC.

H G

() ASM AFZXH: sysasm #3H2 7HxI T 2Aofof BiLIc
S 22510l X7 5US WHY +E YBLICH 4.

EELCH2 ==0||M Oracle RMAN( ecovery
5= O A2 S XtH S MEfetL(Ct

1T oo=2

7. RMAN 7t2f20 48 1M MMo| * 7| & XA ZEH AL *
Manager) 7}Ef23 I1'||0|E1|=|'||0|*01|)\1 ool Bz &

HJIO

S 220l0] X1 BYS YT 2 ABLICH 4.

TNSName* Z =0 SnapCenter A{H{7} G|O|E{H[0]| AL} EMSH= Of| AFREY B HEQ3 7|Z(TNS) It
O|E2 Y=HTtLCt.

8. Preferred RAC Nodes * ZE0f| A HA0]| AL2E RAC(Real Application Cluster) ==& K| gLIC}.

M=dte =E= RAC HIO[EH[O] & QIAEIATE Ql= St = RE 282 LEY 4= ASLIC WY
HE2 7|2 28 =AM Z of={et 7|2 HF iEOiIH”* EEIHE'—IEF.

>~

RAC One NodeOl A= StLto| LLERE 7= = =0f LIEE|Y 0] 7|2 B3 === H|O|E{H| 0| ATt S XY
S ARE[E EEYLC

RAC One Node Cf|O|E{H|0[ 22| T Y KL= B X| = SnapCenter 2|22 H|O|X|0f| M 2|AAS M=z



K™ HIO|E{H|O| AT} O| M| SAEIE|YH * M5 RAC & * SEE0|M SAETL M AHELICE
GIO|E{H|O| A7} RHX|El RAC = E= * RAC £E * 0| LIZE|H 7|2 RAC = E2 £50=F Asljof gfL|Ct.

XiMIEE LHE2 2 BZSHIAIR "RAC 2E 2| 14 =&

1.

to

o1 * 2 B2yBiLic

J

GUIE A3 Linux EE= AIXE E2{ 1921 I{7|X|E HX[5t] S AEE FItetL|Ct
SAE X7} HO|X|E ARSI SAEZ X718t L} Linux& SnapCenter Z2{ 191 {7 | X|
= AIXE SnapCenter 221391 IHF|X|E HXIE £ JSLICH 22022 A SAE
sz AX[EL(CE

* O] Zfeof cHet HE
SAEE FIItI HH A E 2{AEOf et 221001 IHF|X|E HAIE 2= JL&LICH S2{AH(Oracle
RAC)0 E2{1¢ls *E*Iloré 2 SAEQ BE =0 E211¢l0] X|EL|Ct Oracle RAC One Node®| &
OHE|H LEQIIfAE LE BF Ig 2 QIS MX|soF ghL|Ct.

Z2{091 x| U ®MAH HHo| U= A (0ll: SnapCenter 22| X HEhol| Z2HE|0{0f BrLICE.
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(D sl sAEE ZHZ Anst| Hol oig SASO| tiet RE 221 HaE ool HEE
X ofoF BHLICE.

XA A|ZH0] ORACLE_PLUGIN_RMAN catalog_timeout OH7H H4:0]] X| ™=l A|2F X

1
St a9l SR T F20) ATHE 29 C1S S Aastol oY v 28

S Z047| 2o
el oF LTt

"lopt/netapp/snapcenter/spl/bin/sccli Set-SmConfigSettings-ConfigSettingsType Plugin-PluginCode SCO-
ConfigSettings" key=oracle_plugin_RMAN_catalog_timeout, value=user_defined_value"

OW7H = 2tE Tt

ot

Ot HHES M0 SnapCenter SPL(Plug-in Loader) AJH|A S CEA| A|ZFStL|CE,

'lopt/netapp/snapcenter/spl/bin/spL X A| &}

HHO| AL = = 047 H2} o]of] EHE MH2 get-help command_name 2 A&t} S 4 USLICE E=
2 &xe £ QUELICE "SnapCenter AZE Q|0 HE Atx 70| =",

HHOY A Z

A HID(AZE f)= EMo XHEH MY AAE2 2|AA OF M0 XIFELICH M BIE E= AAES
A% HE B0 @A s 2|AAS| HA £ I O|0[Ee ZRELICE XtF AHE5t= E|AAS UY oF HM

St A QT KFE AFRSIK| Q= 2| AAZ SL20]| S tH HHRISH A QIALICH 7|E} Q010 2= ZXloj| CHst
A9 FRY, SLAGMHIA £F A|oh) W RPO(ST AIE SH)7H ABLIC

SLAE Ol &&= MH[A —’.-_‘—% Zolstn 7t8d 8 MH|A Y52 H|RE Cheet MH[A 2t ZX|E s ARLIC

—_ — =

|
RPOE ZoH = HAMKQI ZIAS RHIHSL7| 2l6H A AE2|X[0f| A Z28HOF St THUQ| AL 7|ZHo)| CHsH MEFS
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SolgtLCt. SLA 5! RPOE= H|O|E 2 HEfof| 7| fL|Ct.

AFBZO| B2 2| AA0| 0| 5H20j B ¥ L £ b 0o FA| MUS NS LR} QIBLIC 012 Sof
Folxiel Sglmy 21 wRlORE dan Mol Yx) olY £ YL HOIEIOILE of 11 HYaR
SnapCenter= 52 A| AFSSHOF o= E2HTM 212 Cf M7 ASotol B2 el of M2 28 4 JALIC,

rr
=

213210 thsl _schedule type Ol2t

AL = oY (9] 48 YIT)= TR 40| AmQlL|Ct, HMo|
HIZE A|ZHE, U, F Ll HE S MeEs 4 QIALICE O[2{8 BT B SHLHS MESHX| eto R AN E F&O)
SCipis S FHYILIC AF > %+ 8 B2olo] 0| YA 4 ABLICS

ol AJ|Z (UG S HEB AR 2|24 0F PO YLLICE O S0 FE o chet Hao]
THE BlAA D20| Y AL HhF SRY OF 1040 AHTE AHES T £ YALICH 2l2A 2 -
>+ 2lAA 0 * 2 22ot0] 2lAA 08 Yo ANAS 2 YALITH

ot B )

7| AAF EANE B A2 ALBSIALE ALSTE NIHE B FAS NSY £ UBLICH 7|2 we Y Fae

ARAF SAPE 0| S0f EF) AIE #7}510] SAEO| MAE AZHS AlEetES CotELt
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o
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=
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k=]
o
o
rr
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X
els
o
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_|T|_

© _dts1_2(&) 2lAA OF o|SYL|CE.
* mach1x88 2 S AE 0|=QlL|C},
* _03-12-2015_23.17.26_2 &M} 5! EfUARITQIL|CE,
= * Use custom name format for Snapshot copy * & MEHSIO] 2|AA L= 2|AA IES HSSHHA AMAF

EME 0|5 dAIE X[HY & JUELICE ol E S0 customtext_resourcegroup_pollcy_hostname =
resourcegroup_hostname% UHBILICH 7[2Ho = EIJARMI HO[ATF AMAF SALE O|E 0| Z=IHEL|CH

ol B g
ot HALES HESE Ol 22 MEfSIILE XIS WY HAHZ 42 A|0H 25574 AHZO| ONTAPE XIR 2t 4 UBLICH
OIZ S0f, ZX0IM 1027t Q) ZApE L 130710 e ZAHRS BEeHOF B 25 YaLiC
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gHo| e =28

SnapCenter= AH|E |t LX|SH= HE 20[50| U= EEE WHS AFMSLICE 2|AA E= 2|aA TF0] Tt
AHE FYO| HEE FR 0|T AFZE RY 20|20 U= MAHO| A|ARO| HOl UAS == AFLICE

() we=a=e 57i7 2Eet2IB Snapvault HeiS AtgeoF gLICH
2F E= HX AEZX| 252 AHE5I0] ¥ ZAI2S =elghL|ct
2F AER|X| 28 E& SnapMirror & E Sn apVauIt X AEZX| SE0|M MY SAHES =old & /JUSL|CHL BEX
AERX| 2ES MBI HEoIH 2F AEZX| 282 EE7 AL Tt
2F E= 24 2EE[X] 280 U= MY S 2ARIStH BE 2F 3 2% ARAE SAH20| 2ol E HA|ELICH

o| Ui EALE S 20152 ™ SnapRestore 2H0|MIA 7} L QBHL|Ct,

el S M PSol| CHet AFE FolEl 2t Ha QLT

SnapCenterS AFE5tH e HMS Mdot= St MYt PSS HAY off 0[] Hol& &
HeE ALY 5= AFLIC 0| 7|'5 VMDKE H|2|3t ZE Oracle A0|A XA ELICE.
SnapCenter= @ ASIRIE 7 MSE|S SHAOIM XIT AUMAT & QUi Of7H o] 32 0]2] MOIBiLITE ASBES
Asst f ol2f3t oj7l 4o 22 +502 X|WY Wak AL

oll: 256
* *SC_ORACLE_SID * = H[O|E{H|0] A 2| A[ARI AMHEXIE X[HSHL|CE,
A0 o42] C|O|E{H|O| AT} etEl AL Of7f H4= Oio| T2 E2|=l G|O|E{H[0]|A 0|E2 EetL|Ct.

Of 7K tA

0il: NFSB32 | NFSB31

* *sc_host * = HIO|E{H|0| AL TAE O|EE

£ OE 2|7 0|d =F0f| CHall xH A ELICE.

X gt

RACS| 22 SAE 0|E2 #Y0| £¥E|= SAEQ| 0|EQLICE
O| 07l H=~= ol Z2|AH|0|d SE0| CHol xHEILICE.

0l: scsmohost2.gdl.englabe.netapp.com

* *SC_OS_USER * = H|O|E{H|0|A2] 2F KK ARXAHE X[FSfLICE
HIO|E{ & <db1>@<osuser1>|<DB2>@<osuser2>=Z U ElL|Ct

0ll: NFSB31@ Oracle | NFSB32@ Oracle
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* *SC_OS_GROUP * 2 H|0|E{#|0| A2| 2% MK 122 X|HELCt
HIO|E = <db1>@<osgroup1>|<DB2>@<osgroup2>= HCHEIL|C},
oll: NFSB31@ & X| | NFSB32@ oinstall

* * sc_backup_type * " #el 932 X HBiLICkzatel XK, 2atol Hlo|E, 2atel 21, @majel E&,
omaol 0ISE),

ol:

Z<2: ONLINEFULL
£ t1Ql: ONLINEDATA
° 21 Mg ue}: ONLINELOG
* *SC_BACKUP_NAME * 2 ¢} 0|52 X|™gtLICt.

Of o7 Ha= O Z2|AH 0| =F0fl CHaH xR ELICE.

0ll: DATA@RG2_scspr2417819002_07-20-2021_12.16.48.9267_0 | LOG@RG2_scspr2417819002_07-20-
2021_12.16.48.9267_1 | AV@RG2_scspr2417819002_07-20-2021_12.16.48.9267

* *SC_BACKUP_ID * = "} IDE X|™&LIC}.

Of O{7H H=== O ZE2|AH[0]d =& 0| CHol A ELICE.

0ll: data@203|log@205|AV@207
* *SC_ORACLE_HOME * 2 Oracle  C|HE2|9| ZZE X|™TtL|LC.

0ll: NFSB32@/ora01/app/oracle/product/18.1.0/db_1|NFSB31@/ora01/app/oracle/product/18.1.0/db_1
* * sc_backup_retention * 2 M| 2|l HE 7|Z7tS X|IFEL|Ct

ofl:

o MA| o] HL: hourly | data@days:3 | log@count:4
o ZIQ A| O|0|E ¥ M&: OnDemand | data@count:2
c e A 23 HE W] H2: OnDemand | log@count:2

* *sc_resource_group_name * 2 2|AA OF°| 0|E2 X|HgL|C}.
ol: RG1

* *sc_backup_policy_name * 2 2] X0 0|2 K| HELILCE.
0oil: backup_policy

* *SC_AV_NAME * 2 0fZ2|7|0|d 252 0|5 & XIFELCt.

ofl: AV1 | AV2
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* * SC_PRIMARY_DATA_VOLUME_FULL_PATH * = SVMz H|0|f I C|HER|| 2§ 7t AEZ|X| (TS
K|EELICt LUN 2 gtreef| et &89f 2F2| 0|F0| ELICE

Cl|0|El = <db1>@<SVM1:volume1>|<DB2>@<SVM2:volume2>Z T EIL|CH

off:
° SYe 2[AA OF0 A= 2702] H|O[E{H|0[A: NFSB32@b

/vol/scspr2417819002_NFS_CDB_NFSB32_data | NFSB31@

Ivol/scs42417819002_NFS_CDB_NFSB31_data

° O|O|E mto| A= THH C|O|E{H[0] A7t 2| 2 & 24E|0 /U= R b
t:/vol/scspr2417819002_NFS_CDB_NFSB31_DATA, herculus:/vol/scspr2417819002_NFS

* *SC_PRIMARY_ARCHIVELOGS_VOLUME_FULL_PATH * = SVMzt 21 It C|eE2|o| 28 7t AE2|X|
OS2 K™ ELICH LUN 5! gtreeOf| CHEH A9 =2&2| 0|E0| ELILCt

=
o
EH
—
EH
-

ol:

° EH C|O|E{H|O[ A QIAEIAQ

: H:/vol/scspr2417819002_NFS_CDB_NFSB31_REDO

FSB31@
NFSB31_REDO|NFSB32@*:/vol/sscspr2417819002_NFS_CDB

o Of2] Ci[O|E{H|0| A QIAEIAQ]
&:/vol/sspr2417819002_NFS_CD
_NFSB32_REDO

* *sc_primary_full_snapshot_name_for tag * = AEZ|X| A|AH”| 0|1 =& 0|E0| ZEl AHAO| ZES
INESIHE e

N
B

oll:

o Chl H|O|E{H|O| A QIAEIAS| HR: b
&:/vol/scspr2417819002_nfs_cdb_NFSB32_data/RG2_scspr2417819002_07-21-2021-
221 02.28.26.3973_0, H:/vol/scspr2417819002_nfs_cdb_nfs_redo r2032_sprsd-
28.07226873_228228228721-2267_2327_02.07_02.73_02.

CHE CIO|E{H|O| A QIAEIAO| H: NFSB32@
&:/vol/scspr2417819002_nfs_cdb_NFSB32_data/RG2_scspr2417819002_07 _07-21-2021-
2021_02.28.28.26.3973_0,
/vol/scsprec2417819002_sprdl_sprec282282d|_sprdl_sCDB_sprdl_s2021.22.1722.172282d|_sCDB_s
CDB_sCDB_sCDB_sprdcdb_sCDB_s20122.1722.07_sCDB_22822.07_sCDB_22.1722.07_sCDB_sC
DB_s2022_sCDB_S22.07_S22.1722822_22822_27.07_27.07_27.07_27.07_27.

o

* *sc_primary_snapshot_names * = ¢! 0| MM El 7|2 AHAC| 0|ES X|™BLICE
ofl:
o TH H|O|E{H|O| A QUAERIAO] HL: RG2_scspr2417819002_07-21-2021_02.28.26.3973_0,
RG2_scspr2417819002_07-21-2021_02.28.26.3973_1

° 042] H|O|E{H|O| A QUAEIA O] AR NFSB32@RG2_scspr2417819002_07-21-2021_02.28.26.3973 0,
RG2_scspr2417819002_07-21-2021_02.28.26.3973_1|NFSB31@RG2_scspr2417819002_07-21-
2021_02.28.26.3973_0, RG2_scspr2417819002_07-21-2021_02.28.26.3973_1

° 2712l 280| Tt HotM B OF ARAR CG3_R80404CBEF5V1_04-05-

* *sc_primary_mount_points * = S| ALQI OIRE X ME D2 E X|™gtL|Ct.
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A Mol 250| DI2EE 0] oD wel S0l male] XEXel 2avtof Cl2E2|7 ERELICL ASM
T4 32 C|A3 189 0IZYLIC,

Cl|l0|E{= <db1>@<mountpoint1, mountpoint2>|<DB2>@<mountpoint1, mountpoint2>= ZEHEIL|C},

oll:

° CHY |O|E{H|O| A QIAEIA O] AL /mnt/infsdb3_data, /mnt/nfsdb3_log, /mnt/nfsdb3_data1

> 042{ O[O|E{H|O| A QUAEIA S| HR: NFSB31@/mnt/nfsdb31_data, /mnt/nfsdb31_log,
/mnt/nfsdb31_data1|NFSB32@/mnt/nfsdb32_data, /mnt/nfsdb32_log, /mnt/nfsdb32_data1

o ASM: + DATA2DG, + LOG2DG

v 2t b2 E R|FHO| MY F0| MAE Asto| 0|22

* *sc_primary_snapshots_and_mount_points
S

ol

o CH Of|O|E{H|O| A QIAEIA Ol AR RG2 scspr2417819002_07-21-
2021_02.28.26.3973_0./mnt/nfsb32_data, RG2_scspr2417819002_07-21-
2021_02.28.26.3973_1:/mnt/nfsb31_log

> 02{ Cf|O|E{H|O| A QIAEIA Q| HQ: NFSB32@RG2_scspr2417819002_07-21-
2021_02.28.26.3973_0:/mnt/nfsb32_data, RG2_scspr2417819002_07-21-
2021_02.28.26.3973_1:/mnt/nfsb31_log | NFSB31@RG2_scspr2417819002_07-21-
2021_02.28.26.3973_0:/mnt/nfsb31_data, RG2_scspr2417819002_07-2323_2mnt_323 2n32

* *sc_ARCHIVELOGS_locations * = Ot7}0|E 21 C| E2[2Q| |X|E K™ eL|LCt.

=
—

CIAME2| 0|2 o}710|E 210 mpUo| R QI 2Rt EILICH OfFt0|H 271 & O|Are] 2[X|of o™ =2
OX|7F ZHA EIL|CEH Of7|0ll= FRA A|LIZ| Q& ESHEIL|CH C|2ER|0f L3l AT E2ITJ} AIRE|= 2R =St
oA 0| AHFIL|C.

ofl:

> NFS:/mnt/nfsdb2_log2| T+ Cf|O|E{H|0] A

° NFS2| o2 L|O|E{H|o| AL} & 7| CHE 2[X|of| BiX[E NFSB31@/mnt/nfsdb31_log1,
/mnt/nfsdb31_log2|NFSB32@/mnt/nfsdb32_log2| &L

° ASM:+LOG2DG/ASMDB2/ARCHIVELOG/2021_07_15&

* *sc_redo_logs_locations * = redo 21 C|ZE2|Q| Q|X|E X|HEILICE.

rr
ox
omn
ne
rot

Cl2E2] 0|2 redo 21 WAl HIZ 2| et=0| ElL|Ct. CIAE2|0f CHEH ATZEZIT} AL
mIo| A ELICE
off:

> NFS:/mnt/nfsdb2_data/newdb12| £t H|O|E{H|0| A

° NFSO| = 042 CO|E{H|0| A9 HL
NFSB31@/mnt/nfsdb31_data/newdb31|NFSB32@/mnt/nfsdb32_data/newdb32

> ASM:+LOG2DG/ASMDB2/ONLINELOG?| &<

* *sc_control_files_locations * = |0 It C|AE2[Q| 2[X|E XIHELILCE.
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C|2E 2| O|§2 W|0f It of HtZ &89 &=0| EL|CE CIHE2[of Tl 2AZEZ I AEEE 3% S
I Of A FLICt.

oll:

> NFSQ| £t Of|O|E{H| 0] A 2] AL /mnt/nfsdb2_data/FRA/newdb1, /mnt/nfsdb2_data/newdb1

° NFSO| = 02 H|O|E{H|0| A 2| HL: NFSB31@/mnt/nfsdb31_data/FRA/newdb31,
/mnt/nfsdb31_data/newdb31|NFSB32@/mnt/nfsdb32_data/FRA/nfsdb32, /mnt/nfsdb32_data/ndb32

° ASM:+LOG2DG/ASMDB2/controlfile2| ZA<L
* * sc_data_files_locations * "= HIO|E| I} C|AE2|9| 2|X|E X|HELICE

CIHE{2] 0|§2 HIO|E ol HtZ ¢ &=0| gLt Tl EE|of tioh 2ATEJ I MEE= 3R S
I Of A ELICt.

ol:

° NFS:/mnt/nfsdb3_data1, /mnt/nfsdb3_data/NEWDB3/datafile2| £t C|O|E{H|0] A

o NFS:NFSB31@/mnt/nfsdb31_data1,
/mnt/nfsdb31_data/NEWDB31/datafile|[NFSB32@/mnt/nfsdb32_data1,
/mnt/nfsdb32_data/NEWDB32/datafile2| 042{ |O|E{H| O] A0f| CHaH

° ASM:+DATA2DG/ASMDB2/H|0|E{ I, +DATA2DG/ASMDB2/TEMPFILE

* *sc_snapshot_label * 2 EZX 2|0|29| 0|22 X|HEtL|Ct.

of: AIZHE, 28, FE, 8 E£= AR X[F 2ol=

XEEE A2 7=
***28VMO|ED =25 0|2 F=0t= ol MEELILt

Ol: buck:/vol/scspr2417819002_nfs_cdb NFSB32_ data/RG2_scspr24178002_07-21-
2021_02.28.26.3973 0, b
H:/vol/sprspr2417819002_nfs_cdb_NFSB32_redo/RG2_scspr2417819002_28.07_02.73 22.73 02.07_02.
73 _02.73_02.73 _02.73_

**@ * = HIO|EE H[O|E{H|o|A O|Z1t 22|ot sHE 7|2t 2t F=25t= Ol AFEElL|CE.
oll:

° NFSB32@b®:/vol/scspr24178002_nfs_cdb NFSB32_data/RG2_scprsprs2417819002_07_07-21-
2021-2021_02.28.28.26.3973_0_sprdl:
Ivoll/sprec1782.172262282dl_sCDB_sprdl_n22.1722.1722.1722.172dl_ndl_22.1722.1722.172dl_n22.1
722.172dl_ndcdb_n22.1722.1722.1722.172dl_ndcdb_22.172dl_22.07_ndl_ndcdb_ndI_22.1722.1722.0
7_ndcdb_n22.1782.1722.1722.1722.1722.07_2

o NFSB31@0Oracle|[NFSB32@0Oracle

* *|* = MZ CHE & H|O|E{H|0| A Zhol| T|O|E{E 22|53t SC_BACKUP_ID, SC_BACKUP_RETENTION 3!
SC_ BACKUP NAME OH7H tH4=0fl thell M2 CHE & AEE[ ZHof| CIO|H S 22[5h= bl ArEE LTt

oll:
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o Data @ 203 | log @ 205
> hourly | data@days:3 | log@count:4

> DATA@RG2_scspr2417819002_07-20-2021_12.16.48.9267_0 | LOG@RG2_scspr2417819002_07-
20-2021_12.16.48.9267_1

* */*=8C_PRIMARY_SNACSHOT NAME % SC_PRIMARY_FULL_SNSHOT NAME_FOR_TAG
Of7HH~0f CHot AL 2 E 0|52 #+26t= ol AFEELICH

ol: NFSB32@H:/vol/scspr2417819002_nfs_cdb_NFSB32_data/RG2_scspr2417819002_07-21-2021-
2021_02.28.26.3973_0,
t:/vol/sprspr2417819002_nfs_cdb_nfs_redo_rredo/RG2_sc2822.17226722_327_2021-

282327 _327_sprec2021-282327 _

** * = S DBO| Lt M M EE FE5H= Ol ARSELICE
Ofl: -NFSB32@H:/vol/scspr24178002_nfs_cdb NFSB32_data/RG2_scsprspr2417819002_07_07-21-2021-
2021_02.28.28.28.26.3973_0, duck:
/vol/scsprec17819002_sprecdl_n22.1727.21 _sprdl_sprdcdb 22.1722.1722.07_27.21 _sCDB_ndl_s2021 s
CDB_ndl_sprdl _22.1722.1722.1722.1722.1722.17228002_ndl_sCDB_sCDB_228002_sCDB_228228002_
sCDB_sCDB_228002_228002_s20127.21_27.07_27.07_s

Oracle H|O|E{H|O| A

11

A0 ALY =~ UK HEE oIt
2| AALE SnapCenterdi| A 22|5t= SAEQ| Oracle H|O|E{H|O| AQIL|CEH AL 7t $t
C|O[E{H|O| A S AT = 0|21t H|O|EH{H|O|AE E|AA OF0| FI15H0] HIO|E E= &HES
2ol & QlA LT}

o= T MH .

e TIQSH A *

= — A

* SnapCenter Mt &X|, SAE 37}, AERX| A[A” HE MY, tH TF 71 S| S 2= 0F BLCt.
H

o THdH=
* C|O|E{H[O| AT} 7H& A CIAS(VMDK) EE= #A| C|HHO|A OHZ(RDM)O| &43F38H= B2 VMware vSphere&
SnapCenter E2{1212 $#23}11 SnapCenter0fl E2{1212

tMst I 8 & ZESHIAIR "VMware vSphere€ SnapCenter 221191 &,

* OIO|E{H|O| AT} VMDK It A|AHIO| Qs AL vCenterd| 218110 * VM SM *>* 18 * > * 1AM TE| *
O = 0|=335t0] _disk.enableUUID_2| gt2 VMO]| Cis TRUEZ A& 5HOf gfL|Ct.

* SnapCenter?t £+¥85t= T2MHA S HAESHH CHASH R | Oracle H|O|E{H|O| A S A M of LT,

* Of Ztdofl Chot HE *

2l AXISHH ST SAES| HBE H|O|EH|0| AT XIS E HME[0] 2|AA HO[X|0f| FEA|ELICE
CIOIE{H[O| AT HZHo = HME|L X St2{™ C|O|E{H|0| A7} O EEl AEH 0[4F0[0{0F ELICt. Oracle RAC(Real
Application Clusters) A0 A HMS 23SH= SAEO| RAC H|O|E{H|0] A QAR A= HIO|E{H|O]A QAAHAE

Hd3Hoz HMSH2H OF2E HEl 0|2F0|0{of L. ZHAHEl Cl|O|EfH|O[ ARt 2] A A T FO| =7t = JUELICE

S AEN A Oracle H|O|E{H|0| A E AlH|St AL SnapCenter Server= 0| QIAISHK| 238t AMH|El Cf|O|E{H|0| A S
LIEBILICL. SnapCenter 2|2 A EE2 AUH|0|ESIHH EZ|[AAE 522 MZE 11O BfLCE,

L
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Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
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automatically updated, turn on Windows Update.
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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Define a backup strategy.

v

Determine whether the resources are
available for backup.

|

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and create
an optional schedule.

Back up the resource or resource group.

h 4

Monitor the backup operation.

:

View related backups in Topology page.
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Server HIO[E{H|O] A QIABIA L= Windows It A|AR ZAM, Fx 7t Y 2|2 A TF ), e 3l s
gtolo| atEL|Ct.

c Lot A

* PowerShell cmdlet2 &85t PowerShell 2t & FH|sHOF grL|Ct,

* AEEX| AL LS FI6LD XHE ZHE WHsof gLICt.

2| AAE

* DAE S AHME =7t OF gL L.

C e
1. Open-SmConnection cmdletS AHESH0] X|HEl AL X0 CHSt SnapCenter Server 12 MM S
INESE-IE I
Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146
ARt 0|8 Y &5 TETETL HA|ELICE

2. Add-SmPolicy cmdlet2 AH2sH0] B MM S ot5L|Ct
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of oilMlofl A= SQL Y REO| FullBackup?! Af B HMS oHEL|CEH

PS C:\> Add-SmPolicy -PolicyName TESTPolicy
-PluginPolicyType SCSQL -PolicyType Backup
-SglBackupType FullBackup -Verbose

0| 0f|0fl M= Windows IHY A|AE! BiQ) ©510| Crash 2t (crash 2H4)Q1 A B HxHS AL |C}

PS C:\> Add-SmPolicy -PolicyName FileSystemBackupPolicy
-PluginPolicyType SCW -PolicyType Backup

-ScwBackupType CrashConsistent -Verbose

- Get-SmResources cmdletS AFE%I0 TAE B[AAS ZHMetL|C}

o o[™|oll M = XIHEl S AENA Microsoft SQL E2{ 12101 CHSE 2| AA S ZHMBHL|CH

C:\PS>PS C:\> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCSQL

o| of|H|oi M= XI™HE SAENM Windows IHY A|AERIO| CHSE 2| AAS ZMBHL[CH

C:\PS>PS C:\> Get-SmResources -HostName vise2-f6.sddev.mycompany.com
-PluginCode SCW

- 37t SmResourceGroup cmdlet2 AH&35H0| SnapCenter0il M 2|A2A OFE FIFELICE.

Of iRl M= XIFEl M Bl 2|aAF AHESH0] A SQL C|O|E{H| 0| A MY 2| A A A FS PHEL|CEH

PS C:\> Add-SmResourceGroup —-ResourceGroupName AccountingResource
-Resources @{"Host"="visef6.org.com";

"Type"="SQL Database";"Names"="vise-f6\PayrollDatabase"}
-Policies "BackupPolicy"

O ool M= XIFE Fx 8l 2| AAS AFESHO] AH Windows IHY A|AR 8] 2|4 A TFES MLt

PS C:\> Add-SmResourceGroup -ResourceGroupName EngineeringResource
-PluginCode SCW -Resources @{"Host"="WIN-VOK20IKID5I";
"Type"="Windows Filesystem";"Names"="E:\"}

-Policies "EngineeringBackupPolicy"

3. New-SmBackup cmdlet2 AH25H0] A 2Q) Xt S A|ZFEILICE
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PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy

FinancePolicy
6. Get-SmBackupReport cmdletS At&3t0] ¥ Fo| MefE ZLICH
0| Oofl= X|™E Emof| HHE BE XA &Y RofF HIOME HA[LICE

PS C:\> Get-SmJobSummaryReport -Date '1/27/2016'
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PowerShell cmdletS Adtist2{™ PowerShell 24 S Z=H|8H{0F SHL|C}.

cmdletd} E7H A2 E 4= U= 0471 H~2f 00| ciet AH2 running_get-Help command_name_Of| A ZQlgh
UELICE Es 2 ®XY £ JSLICH "SnapCenter 2ZE |0 cmdlet &= 70| E",

*

1. Open-SmConnection cmdletS AFESH0] X|HEl AL X0 CHSt SnapCenter Server 212 MM S
Al ZFehL|Ct,

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Remove-SmBackup cmdlet2 AF25H0] StLt O] AtQ| A S AFK|EHL|LCE,

Of ool M= Y IDE ArESH T 7He| WS ARSI

— g

Remove-SmBackup -BackuplIds 3,4

Remove-SmBackup
Are you sure want to remove the backup(s) .
[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help

(default is "Y"):

PowerShell cmdlet2 ALESH0{ EHX i 5 He|etL|C}

=2 2 UASLICH SAHE
HAF SALE HE A LRISHK] §42 M O cmdletS

I
1

Remove-SmBackup cmdlet2 AF26H0] AHAF SAHR20| §f
2| EZEX|0f EAIE & AHAF SAR0| EX AER[X] A
AHEe & USLICH

PowerShell cmdlet2 A&ist2{™ PowerShell 242 FH|s{OF EHL|LCE,

H7H =2} oof| CH$t MHE running_get-Help command_name_Of|A] 2olgt &
&LICt "SnapCenter 2ZE¢||0{ cmdlet &% 70| E",
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1. Open-SmConnection cmdlet2 AH25t0] X|HEl AL X0l CHBt SnapCenter Server & MMS

INESEHEI S
Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/
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Ol HEQO| LHE... T =Y.,

SnapCenter At O|HIEE AE2|X| A|AH! SnapCenter At O[HIEE AEZ|X| A|AHIQ|
syslogOil 7| S gLt syslog0ll 245t2{H o] FMS MEfBIL|CE.

Al st ZHA0f| CHSE AutoSupport 2218 AEZ|X]| AutoSupportE AHE5I0] Aot 2o st HEE
ANARIO= HML|C NetAppOi| ELi{2{H o] M S MEdSIL|Ct

oM 7|2 4N S S/ = 4K A| o|HY HIAIXIE

Hij2{H * Always *, * On Failure * EE= * On
failure BE= Warning * 2 ME{BILICL SMTP AH,
= 0|U1|°I HE & 9 e AR 2 AR oY
FAE LHBLICH

8. Qo2 ZESID * Finish * £ 22IgtL|CT.
9. ILIE *>* & * 2 SEI5t0] 2t T Asbs DL EZISHL|CE,
SE op A|AHIO] Ci|O|E{H|O| AT EEHE|Of E H|O|E{H|O| A = = @IsHOF BHL|CE,

@ ClIO|E{H|O| AS S#ISHA| 842 C|O|E{H|O| ATF EREl MEY 4= ASLICE C|O|E{H|0] & S2of CHet
XiMet LIE2 3l Ci|O|E{H|0| A2 T|O|E H= Jt0|= % HZSHHAIL.

PowerShell cmdletS A5 2|AA B2

2| AA A Z210]l= SnapCenter AHRIS| HZA MM A|ZF S 25 HA| G $H] HE HM 8 =17}

PowerShell cmdlet2 A&ist2{™ PowerShell 242 FH|sH{OF EHL|LCE,
o ChA|
1. Open-SmConnection cmdletS AFESH0] X|HEl AL X0 CHSt SnapCenter Server 212 MM S
A ZFfL|CE,

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup %! Get-SmBackupReport cmdlet2 AtE3st0] Stz oLt 0| Ao] U0yl CHSt MEE
AMBIL|CE
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

0| 0fl= 2015 1& 29U E| 2015 22 3UMX| L0l CHDH XpM|ot HEE HA|HLICE.

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

VerificationStatus

PS C:\> Get-SmBackupReport —-FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08
NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified
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1. Restore-SmBackup cmdlet2 AH25H0] BiI0f| A C|O|E{E S RLIC,

Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch4.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:$false

output:

Name : Restore
'sccb54.sccore.test.com\DummyPlugin\NTP\DB1'

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : O
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {}
ParentJobID : 0
EventId : 0
JobTypeIld

ApisJobKey :
ObjectId : 0
PluginCode : NONE
PluginName

cmdletd} E7H AH2E 4= U= 0471 H42F 00| Ciet AH2 running_get-Help command_name_Of|A] &Qlgh
UELICL s 2 g T JELICH "SnapCenter 2AZE 90| cmdlet &= 70| =",
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1. Open-SmConnection cmdlet2 AE35t0] X| ™M El AFEX}0]|| Ci$t SnapCenter Server 32 NMS
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Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

2. Get-SmBackup == Get-SmResourceGroup cmdlet2 A5t 222 AT & U= HAS LIFTL|CE,
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6 08... 8/4/2015
11:23:17 AM

Ol dHAIME X|HEl 2|AaA OF, 2[AA S

e
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PS C:\> Get-SmResourceGroup -ListResources -ListPolicies

Description

CreationTime : 8/4/2015 3:44:05 PM
ModificationTime : 8/4/2015 3:44:05 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup

EnableAsupOnFailure : False

Policies : {FinancePolicy}

HostResourceMaping : {}

Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus

VerificationServer

EmailBody

FEmailNotificationPreference : Never
VerificationServerInfo : SMCoreContracts.SmVerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat

SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Id : 1
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Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

ClonelLevel : O
ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : 0
RetentionDays : O
ApplySnapMirrorUpdate : False
SnapVaultLabel
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath
PreScriptArguments
PostScriptPath
PostScriptArguments
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSQL

Name : FinancePolicy

Type

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

Clonelevel : O
clab-al3-13.sddev.lab.netapp.com
DatabaseGUID

SQLInstance : clab-al3-13
DbStatus : AutoClosed

DbAccess : eUndefined
IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SqlDbFileGroups : {}
SglDbLogFiles : {}
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AppFileStorageGroups : {}
LogDirectory

AgName

Version

VolumeGroupIndex : -1
IsSecondary : False

Name : TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

3. New-SmClone cmdlet2 ALE25t0] 7|Z BHANM 2
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PS C:\> New-SmClone

-BackupName payroll dataset vise-f3 08-05-2015 15.28.28.9774
-Resources @{"Host"="vise-f3.sddev.mycompany.com";
"Type"="SQL Database";"Names"="vise-f3\SQLExpress\payroll"}
-CloneToInstance vise-f3\sglexpress -AutoAssignMountPoint
-Suffix clonefrombackup

-LogRestoreType All -Policy clonefromprimary ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

0| of|d|ol| M= X|™ =l Microsoft SQL Server QIAE A Cist 22 S MMBHL|C

PS C:\> New-SmClone

-BackupName "BackupDS1l NY-VM-SC-SQL 12-08-2015 09.00.24.8367"
-Resources @{"host"="ny-vm-sc-sqgl";"Type"="SQL Database";
"Names"="ny-vm-sc-sgl\AdventureWorks2012 data"}
-AppPluginCode SMSQL -CloneTolInstance "ny-vm-sc-sqgl"

-Suffix CLPOSH -AssignMountPointUnderPath "C:\SCMounts"

4. Get-SmCloneReport cmdlet2 AHE6t0{ 22 22| AEiE FLICH
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PS C:\> Get-SmCloneReport -JobId 186

SmCloneId : 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId : 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}
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<add key="CloneSplitStatusCheckPollTime" value="300000"
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X E CXE ABME 4ot H Windows @A E S2{ Q1 MH|AE AZ3510] CA IS ME F48Hof eLCt.

SnapCenter A{H| 3! CA 21Z A7t o|0| HiEE HE S2{12 SAENM O3 HHAE - eL|C
© CHA
1. Ot EES Maisto] SMCore 7|12 X E 81455 AFE50] 7|1E QIS M HIQIY S HAHELICE,
">netsh http delete sslcert ipport=0.0.0.0:_<SMCore Port>"S ME{SIL|C}

of

i
mujn

™ oS 25t

> netsh http delete sslcert ipport=0.0.0.0:8145
L2 BES st ME HX|E QIZME windows 2AE E2{1Q1 AMH|AL}
HFQIE etLICt.
">$cert="<certificate thumbprint>"
'>$GUID=[GUID]::NewGuid().ToString("B")'

">netsh http add sslcert ipport=0.0.0.0:_<SMCore Port>_CertHash=%$cert AppID="$GUID""

o

Il
muln

H L3 2L

> Scert = “a%909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"
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cmdletd} E7H AH2E 4= U= 0471 H~2F 00| Ciet AH2 running_get-Help command_name_Of| A &Qlgh
UELICEH Es S ®XY £ JESLICH "SnapCenter 2ZE |0 cmdlet &= 70| E",

*
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1.

S E DAG =E0{| A PowerShell2 AE3}0{ SnapDrive for Windows VSS Hardware ProviderZt
SEEU=X] R E 2HletL|Ct. _ vssadmin list providers _

C:\Program Files\NetApp\SnapDrive>vssadmin list providers

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware
Provider Id: {ddd3d232-a96f-4ac5-8f7b-250fd91fd102}
Version: 7. 1. 4. 6845

. SnapDrive C|2|E2|0{|A] SnapDrive for WindowsOl|Al VSS SIES0 S2Xt S22 FATtL|CL,

navssprv.exe -r service —u

- VSS Hardware Provider?} M7 =|}=X| 2tQIfL|Ct. _ vssadmin list providers _

. SnapCenter0f| Exchange SAEE F7}3t CHS Microsoft WindowsE SnapCenter £2{121 5! Microsoft

Exchange Server2 SnapCenter 22{ 1212 MX[gfL|C}.

2 E DAG = E9| Microsoft Windows& SnapCenter Z2{ 1921 C|ZIE2|0f| A VSS 3tE20 2 SX7t
SEEIJ}=X] &IELICE vssadmin list providers

[PS] C:\Windows\system32>vssadmin list providers
vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware
Provider Id: {31fcab584-72be-45b6-9419-53a3277301d1}
Version: 7. 0. 0. 5561

Microsoft Exchange Server B2l A& 0| Ci$t SnapManagerE & X gfL|LC.
SnapCenter GUIE AFE5I0{ HR A| HH S MMStD, offE WS 5t EE dE S FLdgL

Microsoft Exchange Server2 SnapManagerS H|7{&LICt.

Microsoft Exchange Server& SnapManagerE X|2 H|7{5HX| @11 L& 0f| Microsoft Exchange Server&
SnapManager M S S5t = 22

a. @ E DAG ==X Microsoft Exchange Server2 SnapCenter 22|19 S2 #|4: navssprv.exe -r
service -u _
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C:\Program Files\NetApp\SnapCenter\SnapCenter Plug-in for

Microsoft Windows>navssprv.exe —-r service -u

b. C:\Program Files\NetApp\SnapDrive\ C|#HE2|0|A 2= DAG = =0f SnapDrive for WindowsE&
SEZLICE. _navssprv.exe -r service -a hostname \\username -p password _
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Define a backup strategy.

v

Determine whether the resources are
available for backup.

|

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and create
an optional schedule.

Back up the resource or resource group.

h 4

Monitor the backup operation.

:

View related backups in Topology page.
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PS C:\> Open-SmConnection

2. Add-SmStorageConnection cmdlet2 A5t AEZ|X| A|ARIOf CHE A H& 2 MAMBILICEH
O ofloll M= A AEE[X| A|AR] HES MdLIC]
PS C:\> Add-SmStorageConnection -SVM test vsl -Protocol Https
-Timeout 60
3. Add-Credential cmdletS At&5t0{ Run As AlEE MZ SHELICH
0| Kf|x|of| M= Windows AtZ SHE AF25t0{ ExchangeAdminO|2H= M Run As A/E S BHELILCE.

PS C:> Add-SmCredential -Name ExchangeAdmin -AuthMode Windows
-Credential sddev\administrator

cmdletd} E7H A2 S 4= U= 0474 H24 0of| ciet AH2 running_get-Help command_name_Of| A Zoleh &~
UELICH E= 2 BEY £ QYELICE "SnapCenter 2T E )0 cmdlet &%= 70| E",

PowerShell cmdlet2 AL2510{ Exchange 2|AAE BHABIL|CE

Exchange Server H|O|E{H|O| A BHA 0= SnapCenter Server2te| HZ AH Exchange
Server HIO|E{H|O| A ZM HA 71 ] 2|AA OF M, eie] 51 i A 2|7t
ZotEL|CH
- e A -
* PowerShell cmdlet2 A&st2{™ PowerShell 222 ZH|dl{OF EILICE.
* AEE|X| AAE HEZ It Xt SHE AMsHof gLt
%

=
- SAE 9l ZHME 3| AAZ X7}sH0} BT}

@ Exchange2 Z2{10I2 22 &S X|SIHX| 2O Z Exchangeg Z2{ 120 M= 27t SmPolicy
cmdlet®| CloneType OH7i H=7} X[ E|X| gt&LICH

* A
1. Open-SmConnection cmdlet2 AH23t0] XA El AL X0l CHSt SnapCenter Server & MMS
NESEHEI S
Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146/
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2. Add-SmPolicy cmdlet2 AFE3st0] B MM S ob5L|Ct

Of oflofl M= HA M 3 21 MAS AFESHO M W FH S HHLICL Exchange #Y R :

C:\PS> Add-SmPolicy -PolicyName SCE w2kl2 Full Log bkp Policy
-PolicyType Backup -PluginPolicytype SCE -SceBackupType
FullBackupAndLogBackup -BackupActiveCopies

Of oflofl M= AIZHE TA| W S =210 MAS AFESHo] M Wi FA S WHBLICH Exchange HY /&

C:\PS> Add-SmPolicy -PolicyName SCE w2kl2 Hourly Full Log bkp Policy
-PolicyType Backup -PluginPolicytype SCE -SceBackupType
FullBackupAndLogBackup -BackupActiveCopies -ScheduleType Hourly
-RetentionSettings

@{'BackupType'="'DATA"'; 'ScheduleType'="Hourly'; 'RetentionCount'="'10"}

0| 0of|0il M= Exchange 210t Bii5t7| @

ot
>~
-
£

O MAHS MAMSHL|C}.

Add-SmPolicy -PolicyName SCE w2kl2 Log bkp Policy -PolicyType Backup
-PluginPolicytype SCE -SceBackupType LogBackup -BackupActiveCopies
3. Get-SmResources cmdletS AHE5l0] TAE B|AAS HMBIL|CEH
o| KMol M= K| El S AEN M Microsoft Exchange Server Z2{1Q10]| Ci$ 2|AA S HAMBHL|CL,
C:\PS> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCE
4. =7t SmResourceGroup cmdlet2 AF230] SnapCenter0| M 2|AA OFS Z=I4ELICE

Ol Gl M= XM E MM 5l 2|AAE AHESH0] A Exchange Server H|O|E{H|O|A HiQY 2|AA O F
M ASH|C}
ood .

o

C:\PS> Add-SmResourceGroup -ResourceGroupName SCE w2kl2 bkp RG
-Description 'Backup ResourceGroup with Full and Log backup policy'
-PluginCode SCE -Policies

SCE w2k1l2 Full bkp Policy,SCE w2kl2 Full Log bkp Policy,SCE w2kl2 Log
_bkp Policy -Resources @{'Host'='sce-w2kl2-exch';'Type'='Exchange
Database'; 'Names'='sce-w2kl2-exch.sceqga.com\sce-w2kl2-exch DB 1, sce-

w2kl2-exch.scega.com\sce-w2kl2-exch DB 2'}

O] oM XM=l HA 8l 2|2 AE A0 M| Exchange DAG(Database Availability Group) #¢ 2[AA
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Add-SmResourceGroup -ResourceGroupName SCE w2kl2 bkp RG -Description
'Backup ResourceGroup with Full and Log backup policy' -PluginCode
SCE -Policies

SCE w2k1l2 Full bkp Policy,SCE w2kl2 Full Log bkp Policy,SCE w2kl2 Log
_bkp Policy -Resources @{"Host"="DAGSCEQ1l02";"Type"="Database
Availability Group";"Names"="DAGSCE0102"}

5. New-SmBackup cmdletS At25t0] A B 21 S A|ZFStL|Ct

C:\PS> New-SmBackup -ResourceGroupName SCE w2kl2 bkp RG -Policy
SCE w2k1l2 Full Log bkp Policy

Of ol M= B AEE|X|0f M| WS HdetL|Ct.

New-SMBackup -DatasetName ResourceGroupl -Policy
Secondary Backup Policy4

6. Get-SmBackupReport cmdlet2 AF25t0] B o MEHE FLICL.

O Ofl= XIE Mol HHE 2= 2P| &Y Qo HIME HAL|CE
C:\PS> Get-SmJobSummaryReport -Date ?1/27/2018?
ol ofl= £H &< IDOI| Cieh 2 29F EME HA[SLICE

C:\PS> Get-SmJobSummaryReport —-JobId 168

cmdletzt S7H AME T 4 Q= OH7H 42 0|0f CHEE HH2 running_get-Help command_name_Of| A &tolgt 4~
USLICH £= S HXSHAIL "SnapCenter 2AZE |0 cmdlet &= 70| =",

e RS ELIEHERLICE

—

SnapCenterJobs H[O|X|E AtE3I0] O3] W Ao TIMES ZLIHYY = AFLICH T d&S =AQUSHH 2tz
Al7| = 2W7F A=K 2elgt = JAELICT.

* Of ZHofl cHer Y& *

CHS OFO| 20| 2t H[O|X|of] LIEFLI Zrof 3iE SEHS LIEFELICE
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PowerShell cmdlet2 AF25t0{ Exchange U2 M &L Ct
CHE O[0|E 2= =r0f| Exchange B10| O O| & HQ5HX| 42 Z 2 Remove-SmBackup

H2 Al
H= T

cmdlet2 AHE5H0| Exchange 24

o

PowerShell cmdlet2 A2i5t2{™ PowerShell 2t&

SRR

L|C}.

M -

S EHI[oHOF gLt

cmdletd} EH AF2E 4= Q1= 0471 42} 0[0]| et AHE running_get-Help command_name_Of|A] 2olgth &
USELICE E£= 2 FxT £ YELICEH "SnapCenter 2T E 0] cmdlet &= 710 =",

=

1. Open-SmConnection cmdlet2 AF23t0] X| & &l
INES SIS

Open-SmConnection

-SMSbaseurl

2. Remove-SmBackup cmdletS AF23t0{ L 0] A
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Remove-SmBackup -BackupIds 3,4

Remove-SmBackup
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my Sresult = {
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exit code => 0,
stdout => "",
stderr => "",

b8

Za} 25 e

b

.

return S$result;
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my Sresult = {

exit code => 0,
stdout => "",

stderr => "",

bi
Sresult->{env}->{‘keyl’} = ‘valuel’;
Sresult->{env}->{‘key2’} = ‘value2’;

return S$result

Qo] FELE
AESH & 7| gf A

sub setENV ({
my ($self, Sconfig) = @ ;
my Sfirst value = Sconfig->{‘keyl’};
my Ssecond value = Sconfig->{‘key2’};

=== Loggling error messages
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Load the SnapCreator::Event Class:
my SmsgObj = new SnapCreator::Event();
my @message a = ();

msgObj £ AFE3t0 Collect HIMEE AESHO] HIAIX[E ZXBILICE

$msgObj->collect (\@message a, INFO, "My INFO Message");
$msgObj->collect (\@message a, WARN, "My WARN Message");
$msgObj->collect (\@message a, ERROR, "My ERROR Message");
$msgObj->collect (\@message a, DEBUG, "My DEBUG Message");
$msgObj->collect (\@message a, TRACE, "My TRACE Message");

21 K[ HAIX] & E:

$result->{message} = \@message a;
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package MOCK;

our @ISA = gw(SnapCreator::Mod);

=headl NAME

MOCK - class which represents a MOCK module.
=cut

=headl DESCRIPTION

MOCK implements methods which only log requests.
=cut

use
use
use
use

use

strict;

warnings;

diagnostics;

SnapCreator::Util::Generic gw ( trim isEmpty );
SnapCreator::Util::0S gw ( isWindows isUnix getUid

createTmpFile );
use SnapCreator::Event gw ( INFO ERROR WARN DEBUG COMMENT ASUP
CMD DUMP ) ;

my SmsgObj = new SnapCreator::Event();
my %config h = ();
23

ALEXE X|H E213210f| M X|&I5H= setenv, Version, Quiesce % Unquiesce?t 22 CHsh X2 IH S &
ol&L|Ct
A H .

setenv &=

PERLZ AFZ0}0{ BHE Z2{ 19101 setenv XH{0] HRBILICH ENVE AH6LT 221191 4 #40] 27| A A
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sub setENV ({
my ($self, $obj) = @ ;
$config h = %${Sobj};
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i

return S$result;

T =
rad
il
8%

ra
12
2
rlo
0l0

8 I2IM HA

0l

——

HE ghetefLct.

sub version {

my Sversion result = {
major => 1,
minor => 2,
patch => 1,
build => 0

b8

my @message a = ();

SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
$version_result—>{message} = \@message_a;

return Sversion result;
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sub quiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
i
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
Sresult->{message} = \@message_a;
return Sresult;
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sub unquiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
bi
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::unquiesce");
Sresult->{message} = \@message_a;
return Sresult;
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if ($args.length -ne 1) {
write-warning "You must specify a method";
break;
}
function log (Slevel, Smessage) {
$d = get-date
echo "SC MSG#$Slevel#Sd#Smessage"
}
function quiesce {
$app name = (get-item env:APP NAME) .value
log "INFO" "Quiescing application using script Sapp name";
log "INFO" "Quiescing application finished successfully"
}
function unquiesce {
Sapp name = (get-item env:APP NAME) .value
log "INFO" "Unquiescing application using script Sapp name";
log "INFO" "Unquiescing application finished successfully"

switch (Sargs[0]) {

"—-quiesce" {
quiesce;

}

"—-unquiesce" {
unquiesce;

}

default {
write-error "Function $args[0] is not implemented";
exit 99;

exit 0;
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package com.netapp.snapcreator.agent.plugin.TutorialPlugin;
import
com.netapp.snapcreator.agent.nextgen.common.result.Describe
Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.VersionR
esult;
import
com.netapp.snapcreator.agent.nextgen.context.Context;
import
com.netapp.snapcreator.agent.nextgen.plugin.AbstractPlugin;
public class TutorialPlugin extends AbstractPlugin {
@Override
public DescribeResult describe (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result quiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result unquiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public VersionResult version() {
// TODO Auto-generated method stub
return null;
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@Override
public VersionResult version() {
VersionResult versionResult = VersionResult.builder

.withMajor

.withPatch
.withBuild
Louild () ;

()
(1)
.withMinor (0)
(0)
(0)

return versionResult;

Below is the implementation of quiesce and unquiesce method. These will be
interacting with the application, which is being protected by SnapCenter
Server. As this is just a tutorial, the

application part is not explained, and the focus is more on the
functionality that SnapCenter Agent provides the following to the plug-
in developers:

@Override
public Result quiesce (Context context) {
final Logger logger = context.getLogger () ;
/*
* TODO: Add application interaction here
*/

logger.error ("Something bad happened.");
logger.info ("Successfully handled application");

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;

return result;

O| HIX|E= Context M0 MEEILICH 0470 = Logger Y Context Store 22 02 0|20t OfL |2t HAXH ZFHof|
CHst ™ & (workflow-ID, job-ID)x EEHEILICE FINAL Logger = CONTEXT.getLogger(); & S &5t 2HE 1M 2
2 UELICH Logger 7HA|= CHE 22 T2 Y30 LHT FAFSE A E(0]: logback)E M3ELICtH 22t
A0 B2 ZEE XY =L JASLICE o] oxo| M= X7t gieE = 00| gtetElL|CH CHE 35 ZE=LCHE
A AlLt2| 0] DHEE 4~ JSLICE
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Result result = Result.builder ()
.withExitCode (0)
.withStdout (stdout)
.withStderr (stderr)
.withConfig(configqg)
.withMessages (logger.getMessages())
Lbuild()

OE S0, 38 ZTEE 02 % HHStL, stdout ! stderr0f| CHSt Z =2 *e’éﬁh_ config 07 H-E HHSHD, MHE
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Result result =
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Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;
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final Config config = context.getConfig();
String myParameter =
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At Xt X" Z21191 DB20|| tH$t Plugin_descriptor.xml It Q| o= CS1t ZH&LILCE.

<Plugin>

<SMSServer></SMSServer>

<Name>DB2</Name>

<Version>1.0</Version>

<PluginType>Perl</PluginType>

<DisplayName>Custom DB2 Plugin</DisplayName>
<SupportedOS>

<0S>

<OSName>windows</OSName>

<0OSVersion>2012</0SVersion>

</0S>

<0S>

<OSName>Linux</0OSName>

<0OSVersion>7</0SVersion>

</0S>

</SupportedOS>

<ResourceTypes>

<ResourceType>

<ResourceName>Database</ResourceName>
<Parent>Instance</Parent>

</ResourceType>

<ResourceType>

<ResourceName>Instance</ResourceName>

</ResourceType>

</ResourceTypes>
<RequireFileSystemPlugin>no</RequireFileSystemPlugin>
<ResourceRequiresAuthentication>yes</ResourceRequiresAuthentication>
<SupportsApplicationRecovery>yes</SupportsApplicationRecovery>
</Plugin>
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| Log in to the SnapCenter Server using a web browser. |

-

| |dantify storage typet supportad, |

+

Reviaw installation prerequisites and install plug-in
package far Linux or Windows

v

| Setup credentials. |

v

| Download or create a custom plug-in. |

"

Upload, install, and configure the plug-in.

v

Add resources and assign them to users

v

Cenfigure and enable CA Certificate.
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Credential

Provide information for the Credential you want to add

Credential Mame

Username Username [ ]

Password Password

Authentication Linux -

Use sudo privilages @
Cancel OK
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PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60
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PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator
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PowerShell cmdlet2 At25H0] 2|AA S BHABHL|C}
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Add-SmResource -HostName '10.232.206.248' -PluginCode 'DB2'
-ResourceName NONREC1 -ResourceType Database -StorageFootPrint ( @
{"VolumeName"="DB2 NONRECIDB";"LunName"="DB2 NONRECIDB";"Vserver"="vs
erver scauto secondary"}) -Instance db2instl

3. Add-SmPolicy cmdlet2 AF23t0] B! M S otEL|Ct.

Of oflofl M= M 2 XS HdetL|Ct.

= o

Add-SMPolicy -PolicyName 'db2VolumePolicy' -PolicyType 'Backup'
-PluginPolicyType DB2 -description 'VolumePolicy'

4. 27t SmResourceGroup cmdlet2 AFE610] SnapCenter0l M 2|AA OAES FIHeLICL

Of Mo M= X HE A 8l 2|22 5 AESHH M 2|24 OFS THEU

Add-SmResourceGroup -ResourceGroupName

'Verify ManualBackup DatabaseLevel MultipleVolume unix' -Resources
@(a

{"Host"="10.232.206.248";"Uid"="db2inst2\NONREC"}, @{"Host"="10.232.20
6.248";"Uid"="db2inst1\NONREC"}) -Policies db2ManualPolicy

5. New-SmBackup cmdletS At25t0] A B 21 S A|ZFStL|Ct

— =

New-SMBackup -DatasetName

Verify ManualBackup DatabaseLevel MultipleVolume unix -Policy
db2ManualPolicy

ol o= RIEE Mol 2HE 2= 2ol &Y Qof EUME HAIRfLIC
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PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime
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False
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10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows
211

test2

20

Verify ASUP Message windows sccb54 10-04-
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SCC_BACKUP
NotApplicable

S HEHE LIEFRHLICE.
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Clone backup.
Monitor clone operation,
If required, split the clone.
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PowerShell cmdlet2 A345t2{H PowerShell 214 S ZH|8l{0OF BL|C}.

PowerShell cmdletOf| CH3t XtA|SE LI 2 SnapCenter cmdlet =S H2 AFESHLE 2 HZESHUA|L "SnapCenter
AT EQI0| cmdlet &= 70| E".

o ChA| *
1. Open-SmConnection cmdletS AF235t0] X| ™ El AF2X}0]| Ci$t SnapCenter Server 32 NMS
A|ZFEtL|CE,

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup Ei= Get-SmResourceGroup cmdlet2 ALEst 222 MAE U= WHAS LIFTL|CE.

Ol ol M= AE 7t 2= ol et HEE EAIRLIC

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

CHZ AR M= XIFE 2|22 OF0f et YEE EAIRLICE

PS C:\> Get-SmResourceGroup

Description :

CreationTime : 10/10/2016 4:45:53 PM
ModificationTime : 10/10/2016 4:45:53 PM
EnableEmail : False

EmailSMTPServer
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EmailFrom

FEmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
EnableAsupOnFailure : False
Policies : {1
HostResourceMaping : {1}
Configuration

SMCoreContracts.SmCloneConfiguration
LastBackupStatus : Completed
VerificationServer
EmailBody
FEmailNotificationPreference : Never
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat

SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Tag

IsInternal : False
EnableEmailAttachment : False
VerificationSettings : {}

Name : NFS DB
Type : Group
Id : 2

Host

UserName

Passphrase

Deleted : False
Auth : SMCoreContracts.SmAuth
IsClone : False
Clonelevel )

Hosts

StorageName

ResourceGroupNames

PolicyNames

Description :

CreationTime : 10/10/2016 4:51:36 PM
ModificationTime : 10/10/2016 5:27:57 PM
EnableEmail : False
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EmailSMTPServer
EmailFrom

EmailTo
EmailSubject
EnableSysLog
ProtectionGroupType
EnableAsupOnFailure
Policies
HostResourceMaping
Configuration

LastBackupStatus
VerificationServer
EmailBody
FEmailNotificationPreference
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassRunAs
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames
PolicyNames

ol ol M= 2E ZOE AESH X|ZE MM

False
Backup
False
{}

{}

SMCoreContracts.SmCloneConfiguration

Failed

Never

False
False

Production

{SMSQL}

False
False
{}
Test
Group
3

False

SMCoreContracts.SmAuth

False
0



New-SmClone -BackupName

Verify delete clone on gtree windows scc54 10-04-2016 19.05.48.0886
—-Resources @{"Host"="scc54.sccore.test.com";"Uid"="QTREE1"} -
CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'

-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-
05.com.microsoft:sccb4.sccore.test.com' -igroupprotocol 'mixed'
4. Get-SmCloneReport cmdlet2 AtE5t0 22 9| AEHE FLICL
of ofloll M= X[™El 2t IDO]| et 28 210 ME EAIRLICE
PS C:\> Get-SmCloneReport -JobId 186
SmCloneId 1
SmJobId 186
StartDateTime 8/3/2015 2:43:02 PM
EndDateTime 8/3/2015 2:44:08 PM
Duration 00:01:06.6760000
Status Completed
ProtectionGroupName Draper
SmProtectionGroupId 4
PolicyName OnDemand Clone
SmPolicyId 4
BackupPolicyName OnDemand Full Log
SmBackupPolicyId 1
CloneHostName SCSPR0054212005.mycompany .com
CloneHostId 4
CloneName Draper clone 08-03-2015 14.43.53
SourceResources {Don, Betty, Bobby, Sally}
ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}
SmJobError

AERHRIE S5l 2|las 22 MYS ZLEHZERLICH
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