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'Security login role create <role_name\> - cmddirname "command" - access all — vserver
<svm_name\>'
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ontapi-application console - AuthMethod <password\>'
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'HOot 2791 gt MM — vserver <svm_name\> - role <SVM_Role_Name\> - cmddirname

<permission\>'
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'Hob 2701 MM - A2 X} <user_name\> - vserver <svm_name\> - application ontapi - AuthMethod
password - role <SVM_Role Name\>'

'Hob 27901 &2 Sl H| - AF2XF <user_name\> - vserver <svm_name\>'

SVM &gt MM gl Aot S 2 (e ONTAP CLI EE
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« 'Security login role create - role SVM_Role_Name - cmddirname "SnapMirror list-destinations" - vserver
SVM_Name - access all'

« 'Security login role create - role SVM_Role_Name - cmddirname' event generate-autosupport-log" - vserver
SVM_Name - access all'

« 'Security login role create - vserver SVM_Name - role SVM_Role _Name - cmddirname "job history show" -



access all'

'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "job stop" - access
all

'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "lun" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun create" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun delete" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup add" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup create" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup delete" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup rename"
- access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun igroup show" -
access all'S ME{BIL|C}

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping add-
reporting-nodes" - access all'

'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "lun mapping
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping
remove-reporting-nodes" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun mapping show"
- access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun modify" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun move-in-
volume" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun offline" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun online" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun resize" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun serial" - access
all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "lun show" - access
all

'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "network interface"
- access readonly'



'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror policy
add-rule" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "snapmirror policy
modify -rule" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror policy
remove-rule" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror policy
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror
restore" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "snapmirror show" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "SnapMirror update”
- access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "snapmirror update-
Is-set" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "version" - access
all

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone split
start" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume clone split
stop" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume create" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume destroy" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume file clone
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume file show
-disk-usage" - access all'

'Security login role create - vserver SVM_name - role SVM_Role _Name - cmddirname "volume modify" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume offline" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume online" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume gtree
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume gtree
delete" - access all'



'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume gtree
modify" - access all’

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume qgtree
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume restrict" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume show" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
modify" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
rename" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
restore" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
restore-file" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume snapshot
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "volume unmount" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs share
create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs share
delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs share
show" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver cifs show" -
access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy create" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy delete" - access all'

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy rule create" - access all'

'Hot 2701 gk MM - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-policy
rule show" - access all'S MEHEIL|C}

'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy show" - access all'

'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "vserver iscsi
connection show" - access all'



« 'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver" - access
readonly’

* 'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver export-
policy" - access all'

« 'Security login role create - vserver SVM_name - role SVM_Role_Name - cmddirname "vserver iscsi" -
access all'

* 'Security login role create - vserver SVM_Name - role SVM_Role_Name - cmddirname "volume clone split

status" - access all'
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'Hob 201 MM - AF2Xt <user_name\> - vserver <cluster_name\> - application ontapi - AuthMethod
password - role <role_name\>'

N

MEXt EHFE SHEELIC.

'HOoF 291 &3Z SiA| - AF2X} <user_name\> - vserver <cluster_name\>'

ONTAP CLI EHILIC}

NE

7tX| ONTAP CLI Z & &AdHoF gLt
* security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

® security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify"

* security
"cluster

* security
"cluster

* security
"cluster
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login role create -vserver

identity show" -access all

login role create -vserver

modify" -access all

login role create -vserver
peer show" -access all

—-access all

Cluster name -role Role Name

Cluster name -role Role Name

Cluster name -role Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname



security login

"cluster show" -access all

security login

"event generate-autosupport-log" -access all

role create -vserver Cluster name -role Role Name -cmddirname

role create -vserver Cluster name -role Role Name -cmddirname

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "job history show" -

access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "job stop" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
reporting-nodes" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
reporting-nodes" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun
access all'

' - access all'

create" - access all'
delete" - access all'

igroup add" -

igroup create" -

igroup delete" -

igroup modify" -

igroup rename" -

igroup show" -

mapping add-

mapping create" -

mapping delete" -

mapping remove-

mapping show" -

modify" - access all'

move-in-volume" -

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun offline" - access all'
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun online" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun persistent-
reservation clear" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun resize" - access all'
'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun serial" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "lun show" - access all'
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'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "network interface
create" - access readonly

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "network interface
delete" - access readonly'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "network interface
modify" - access readonly

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname' network interface show
"-access readonly

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "security login" - access
readonly’

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror list-destinations" -access all

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy add-
rule" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
delete" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
modify" - access all’

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "snapmirror policy
modify -rule" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
remove-rule" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror policy
show" - access all’

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror restore" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "snapmirror show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "snapmirror show-
history" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror update" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "SnapMirror update-Is-
set" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license add" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license clean-
up" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license delete"
- access all'



'Security login role create - vserver Cluster_name - role Role_Name - cmddirname' system license show "-
access all'S HESHIAL

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system license status
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system node modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname' system node show "-
access all'S MEfBL|Ct

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "system status show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "version" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone split
start" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume clone split
stop" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume destroy" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume file clone
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume file show -disk
-usage" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume offline" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume online" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume qtree create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume qtree delete" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume gtree modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume qgtree show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume restrict" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume show" - access
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all

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
delete" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
promote" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
rename" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
restore" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
restore-file" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume snapshot
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "volume unmount" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs delete" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs modify" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
delete" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
modify" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs share
show" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver cifs show" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver create" -
access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export - policy
delete" - access all'



« 'HoF 2791 Aot MM - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy rule
create" - access all'

'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
rule delete" - access all'

* 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
rule modify" - access all'

< 'Hot 2701 gt MM - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy rule
show" - access all'

« 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver export-policy
show" - access all'

« 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver iscsi
connection show" - access all'

« 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver modify" -
access all'

« 'Security login role create - vserver Cluster_name - role Role_Name - cmddirname "vserver show" - access

all'
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