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* Windows Server 2012 O|A&te| 0|9l ZAE E2{7} Q!0{0F BfL|C}.
« Tojele] M 219! Windows Server 2012 O|AF S AE Tt Ql0{0F BfL|CE.
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1. KDS RE 7|2 MM3st0d GMSA2| 2t 7HA|ofl ol 1 Qs A E MAMstL|CE.

2. 2t o elofl CHsH Windows =0 Q! 71E E2{0f A Add-KDSRootKey-Effectivelmmediately &2
gLt

3. GMSA MY 3! 1 N:

a. OtE gAMo= AKXt OE AYE thEL

domainName\accountName$
Og0| AR JHME FIHLct.
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New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
<fgdn> —PrincipalsAllowedToRetrieveManagedPassword <group>

-ServicePrincipalNames <SPN1,SPNZ2,.
M3 “Get-ADServiceAccount’ ':gic'i‘g A|'9“ t MH|A AF™ES 2elgtL|Ct.

4. SAEO|A GMSAZS FAEhL|CY.
a. GMSA A|H g A28 S AE0|AM Windows PowerShell2 Active Directory &S &M ShetL|C}

O|& | 5t2{™ PowerShellof|A| CHS HH S AHEL|CE

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert
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C:\Program Files\NetApp\SnapDrive>vssadmin list providers

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware
Provider Id: {ddd3d232-a96f-4ac5-8f7b-250fd91fd102}
Version: 7. 1. 4. 6845
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[PS] C:\Windows\system32>vssadmin list providers

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware
Provider Id: {31fcab584-72be-45b6-9419-53a3277301d1}
Version: 7. 0. 0. 5561
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Define a backup strategy.

v

Determine whether the resources are
available for backup.

|

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and create
an optional schedule.

Back up the resource or resource group.

h 4

Monitor the backup operation.

:

View related backups in Topology page.
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Exchange Server& PowerShell cmdlet2 ALE3H0{ AEZ|X| A AR HAZAD} XHH
AHA—I ol-|__||_'_|-
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PowerShell cmdletS AtE5H0] B 3l F55H7| 0|l SVM(Storage Virtual Machine) &
Xt =02 A AMSHof BHL|C}

Too= oo

R A

HIHOF gfLICt.

MHA

* PowerShell cmdlet2 28e 4~ JLE PowerShell &tE S

* S22 AX|7t T 0| oblX| 2felsof BiL(ct.

SAE WA L0 EE|X| @511 H|O|E{H|O]A EHZ} SnapCenter GUI01| "HAS o AR = RIS =
"NetApp 2E2|X|0fl RSO = HAIE £ JOOZ AER[X| A| LA™ H&S FI15ts ¢ 22E S8{1¢

X7t TAE[of M= oF LTt
* AEE[X| A A" O|F2 1F3HOF BHLCE,

SnapCenter= A2 CHE S22 AE0|AM St
SnapCenter0i| A X|&5t= ZF AEE|X| A|A

9| oz AEE|X| A|ARS X[JSHX| gigL Tt

0 rok
ro o

1. & Ar838t0] PowerShell 82 NME A|ZHEILICEH Open-SmConnection cmdlet.

0| of|M|0l| M= PowerShell MM S EL|LC}.

PS C:\> Open-SmConnection

2. E M85t AEZ|X| A|AHIOf CHEH A

It

2 MMBIL|C Add-SmStorageConnection cmdlet.

of ol M= M AEE|X| A|AH> B2 ML ]

PS C:\> Add-SmStorageConnection -SVM test vsl -Protocol Https
-Timeout 60

3. 8 AF2510 M Run As A™S BHSLICH Add-Credential cmdlet.

0| Kol A= Windows AtZ ZEHZ AH25I0{ ExchangeAdminO|2h= M Run As A/E S BHELILCE.

PS C:> Add-SmCredential -Name ExchangeAdmin -AuthMode Windows
-Credential sddev\administrator

=
IR o[ 1R CIOIH LIF IP FAE J7HA0F ZLIC

cmdletzt BH AFEE 2~ U= OH7H H4=2f 0[0f| CHSE M H2 running_get-Help command_name_Of|A] &tQIgh o~
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PowerShell cmdlet2 At235t0{ Exchange 2|2 A S WAL C}

Exchange Server H|O|E{H|0| A HH10||= SnapCenter Server2te| HZ HH, Exchange
Server Cl|O[E{H|O| A ZAM HXH £t HHH 2|AA TF M4, s 31 Q] MEf &7|7t
ZotEL|CH
c Lot A
* PowerShell cmdlet2 A&st2{™ PowerShell 22 ZH|ljOF HLICE.
* AEZ|X| AAE H&E Tt X1 SHE A Msiof gLt
2| AAE

* SAE Sl AME Z=7}3H{OF it

(D Exchange& £2{1¢212 S & &2 X|6IX| F2EZ Exchange& 2211210 M= &7t SmPolicy
cmdlet®| CloneType O§7H M7} X| 21| X| gt&LICH

o ChA *
1. Open-SmConnection cmdletS AFE3t0] X| M=l A2 Xtofl T3t SnapCenter Server $1Z MME
NES ==

Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146/

AHEXt 0|8 Bl = TEXEJL HAELICE

2. Add-SmPolicy cmdletE AHE35t0] W) MM S ghSL|CE

29

Of oflof M= T i 5L 270 A

o
0o

2
>~

AHESHO] Al e FH

o

MMBILICH Exchange ¥ f¥:

C:\PS> Add-SmPolicy -PolicyName SCE w2kl2 Full Log bkp Policy
-PolicyType Backup -PluginPolicytype SCE -SceBackupType
FullBackupAndLogBackup -BackupActiveCopies

Of oflofl M= AlZHE T W Sl 20 MAS AFESHH M W FH S WHRLICL Exchange MY R :

C:\PS> Add-SmPolicy -PolicyName SCE w2kl2 Hourly Full Log bkp Policy
-PolicyType Backup -PluginPolicytype SCE -SceBackupType
FullBackupAndLogBackup -BackupActiveCopies -ScheduleType Hourly
-RetentionSettings

@{'BackupType'='DATA"'; 'ScheduleType'="Hourly'; 'RetentionCount'="'10"}

Of of|ofl A= Exchange 22t B 5t7| 2t M 4 HH S Mgt Ct
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Add-SmPolicy -PolicyName SCE w2kl2 Log bkp Policy -PolicyType Backup
-PluginPolicytype SCE -SceBackupType LogBackup -BackupActiveCopies
3. Get-SmResources cmdletS AH85l0] TAE B|AAS HMBIL|CE
0| KMol M= K| El S AEN M Microsoft Exchange Server Z2{ 10101 it 2|AA S HAMBHL|CT,
C:\PS> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCE
4. &7t SmResourceGroup cmdletE AF26H0] SnapCenter0l M 2[AA OAES FIHeLICE

Ol Oflofl M= X = A 5l 2|AAE AFESH0] M Exchange Server Cl|O|E{H|O]| A B 2|[AA O F
AHAMSHL|C}
ood .

o

C:\PS> Add-SmResourceGroup -ResourceGroupName SCE w2kl2 bkp RG
-Description 'Backup ResourceGroup with Full and Log backup policy'
-PluginCode SCE -Policies

SCE w2k1l2 Full bkp Policy,SCE w2kl2 Full Log bkp Policy,SCE w2kl2 Log
_bkp Policy -Resources @{'Host'='sce-w2kl2-exch';'Type'='Exchange
Database'; 'Names'='sce-w2kl2-exch.sceqa.com\sce-w2kl2-exch DB 1, sce-
w2kl2—exch.sceqa.com\sce—w2k12—exch_DB_2'}

o] ofloflA= X|™H=l H& 5l 2| AAE AMRSI0] M| Exchange DAG(Database Availability Group) B¢ 2| A A
J5S MMt

Add-SmResourceGroup -ResourceGroupName SCE w2kl2 bkp RG -Description
'Backup ResourceGroup with Full and Log backup policy' -PluginCode
SCE -Policies

SCE w2kl2 Full bkp Policy,SCE w2kl2 Full Log bkp Policy,SCE w2kl2 Log
_bkp Policy -Resources @{"Host"="DAGSCE(01l02";"Type"="Database
Availability Group";"Names"="DAGSCE0102"}

5. New-SmBackup cmdletS AH2SH0] A B4Q) Xt S A|ZFRILICE

C:\PS> New-SmBackup -ResourceGroupName SCE w2kl2 bkp RG -Policy
SCE w2k1l2 Full Log bkp Policy

Of ol M= B AEE|X|0f M| S HehL|Ct.
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New-SMBackup -DatasetName ResourceGroupl -Policy
Secondary Backup Policy4

6. Get-SmBackupReport cmdletS AF235t0] 8] X

Ol ofl= XIFE Lmofl HHE 2= ZHfo| 2t Qof HIME HAIRLIC

C:\PS> Get-SmJobSummaryReport -Date ?1/27/2018?
O o= 5% = IDOf| CHet 2] RoF HOME HA|ZLICE
C:\PS> Get-SmJobSummaryReport -JobId 168
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AlEE .. ZXK|

DLIE Ho|X| a. 1% EhA KO M * DLIE * > Kl * S
Salt,
b. Rteie Me#st Ot * Xtef #|4 * 2 S=g|Ct
xtol & a. wol xtQIS A|Xtot & XHQ) MO M ** * S
EN=2i5t0] Jhe 22| 57 Relg =Lkt
b. xtQi2 MeHEL|C}
o X MIE HE HO|X|oA * &) F4 * S
S2g|ct,

0| F| k1 2|AAT} O™ HENZ SOHZLIC

PowerShell cmdletS ALE3}0{ Exchange # &S | gfLICt

CHE H[0|E B 2H0f| Exchange HR10| O 0|4 EQ5HX| 42 Z 2 Remove-SmBackup
cmdletS AF235H0] Exchange B S AMK|E £ U&LIC

PowerShell cmdletS Asist2{™ PowerShell 22 & ZFH|8l{0F SHL|C}.

cmdletzt BHH AFEE = U= 047K H=2F O0f| CHE MHE2 runnlng get-Help command_name_0|A| &tolEt 4
USLICH = 2 HE8 £ "SnapCenter 2AZE |0 cmdlet & X 7}0| ="QL&LICE.

. ||:_|-7_1| *
1. Open-SmConnection cmdletS AFE&SH0] X|HEl AL X0 CHSt SnapCenter Server 212 MM S
Al EFgiL|Ct,

Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146/

2. £ M85t fL} 0| 2t Wil S AH|HL|Ct Remove-SmBackup cmdlet.

Of ool M= Y IDE ArESH T 7He| WS AL

Remove-SmBackup -BackuplIds 3,4

Remove-SmBackup

Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"):
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() EASEIRO Sl wigiel OIBE WML MYE ANY + RBLC At B
S ONTAP i A0l SIo HelElLILF
E - =
Exchange 2|AAE S38tL|Ct
YaE=s 2ALIL

SnapCenterE AFE5}0] StLt Of 40| HiAS 2t M A|AEI0| S22 M Exchange
HIO|E{H|0|AE FH7Y & JASLICH

AN

ClE Y13 E20|M = Exchange HIO|E{H|0|A S HAS

Define a restore strategy. w

Restore the resource.

v

Monitor the restore operation,

PowerShell cmdletE S92 AFE8tHLE AITIEN|A AFRSH0] B Bl

=
PowerShell cmdletOf| CHat XtA|$H LHE 2 SnapCenter cmdlet =2HE ALE
AT EQ0| cmdlet &= 7I0|E",
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Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146/

2. £ N850 S5t = StLt 0| &t Mo Cist HEE HMBLICt Get-SmBackup cmdlet.

O oflofl M= AHE 7kt 2= W0l st HEE EAIRLIC

PS C:\> Get-SmBackup

BackupId BackupName

BackupTime BackupType

341 ResourceGroup 36304978 UTM... 12/8/2017
4:13:24 PM Full Backup

342 ResourceGroup 36304978 UTM... 12/8/2017
4:16:23 PM Full Backup

355 ResourceGroup 06140588 UTM... 12/8/2017
6:32:36 PM Log Backup

356 ResourceGroup 06140588 UTM... 12/8/2017
6:36:20 PM Full Backup

3. & Ak85t0] B A0 M HIO|E{E SR;BLICI Restore-SmBackup cmdlet.

C:\PS> Restore-SmBackup -PluginCode SCE -AppObjectId 'sce-w2kl2-
exch.scega.com\sce-w2kl2-exch DB 2' -BackupId 341
-IsRecoverMount:S$true
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C:\ PS> Restore-SmBackup -PluginCode SCE -AppObjectId 'sce-w2kl2-
exch.scega.com\sce-w2kl2-exch DB 2' -BackupId 341

-IsRecoverMount:$true -LogRestoreType ByTransactionLogs -LogCount 2
O] oilM= Hx AEE|X|2 MAS 1K} Atel|l= St
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-BackupId 81 -IsRecoverMount:S$true -Confirm:S$false

—archive @{Primary="paw vs:voll";Secondary="paw vs:voll mirror"}
—-logrestoretype All
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1. B AE25t0] X[™HEl AL XI0f| Tl SnapCenter MH2EO| HZ MM S A|ZHEILICH open-SmConnection
cmdlet.

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. £ ME5t0] HIO|E{H|O|AE CIA| A|YMELICE reseed-SmbagReplicaCopy cmdlet.

0| oo M= ZAE "mva-rx200.netapp.com” 0| A| i S AEQ| X[ Al BHA S AHESI0] A Tlfet H|O|E{H|0[A
EX|2S CHA| AYEILICE

reseed-SmDagReplicaCopy -ReplicaHost "mva-rx200.netapp.com" -Database

execdb

O] GIH|0[A = CHE SAE "mva-rx201.netapp.com." Cl|O|E{H[O] A Q| X| Al BHA(2H/=2X|2)S ARSI
execdbzl= H|O|E{H|O|A EX|ES CHA| Al EL|Ct

reseed-SmDagReplicaCopy -ReplicaHost "mva-rx200.netapp.com" -Database
execdb -BackupHost "mva-rx201l.netapp.com"
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