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Configure and enable CA Certificate.
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cmdletS AHE3H0 02 @H 2 AE0| AX[L|Ct
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SPL_ENABLED_PACGISLICATIONES OH7i{tH =01 CHSE ZHFE 2f0| _/var/opt/snapcenter/SPL/etc/_Of|
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Port-
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15



Z21091 {7 |X|E AX|SH SnapCenter A7} OfLl SAE0| Z2{ 1910
GUI EE= PowerShell cmdlet2 A28 &
SEdlof gLt SAEE FII6tE SO At ZYOZ "QUS"S MEHEIL|CH SAET} FIte|H

®

dx[E 231300l itz = AMELICt

SnapCenter S2{1¢Q! 2 MH|AS 74

|
s=g

L|Ct. SnapCenter

AEE £715610d SnapCenter AH{0f| Z22{1921S

Ot

2fL|Ct

SnapCenter 221191 20 MH|AE Linux EE= AIXE 221191 I{7|X|E ZE510
SnapCenter A|H2t A< ZEBFL|Ct SnapCenter E2{1Q £ MH|A = SnapCenterE
S213¢1 I{7|X] EE= AIXE SnapCenter E213¢1 I{7|X|E HX[e wf AX|ElL|CL,

* Of 2ol chet "E *
Linux& SnapCenter

Aot of fLICt.

A&ots DR ER I AN K| BpA=K

[

ava Virtual Machine0f| 2 2HEl H22| S22 SEIL

spl.properties T2 2 /custom_location/NetApp/snapcenter/SPL/etc/ 0l QM C}S O{7f H4eS

J|8zte

— HAL—

Of={et oi7H tH=0ff ZEELICY.

O47H 2=~ O| S LICt

MEdStL|Ct

log_level =

SPL_protocol(ZZ2E =)

SNAPCENTER_SERVER_PROTOCOL

skip_jAVHOME_update & MEHBIL|C}

=

16

st

=

2721 I{7|X| E£= AIXE SnapCenter 221121 I§7|X|E M X[$t & SnapCenter Z2{1¢!
20 MH|ATL XAFS Q2 A|ZHEIL|CE SnapCenter Z22{ 191 20 MH|ATL XIS O 2 A|ZHE| K|

ol Ho

oo
LS o T EI'EE

QlgtLct

Ct

A
=

og

A
o

ElE 23 £F8 EAIELCE

rr

N

or

t

el o
ot A2

Info, debug, trace, error, fatal, Z211.

SnapCenter 22{1¢! 20N X|Yst= TEEES
HEARLCE,

HTTPS Z2EZ0F X[ EL|C 7|2240]
X 4 &L

[
e B

SnapCenter AHO[A X| @5tz TEEZSS

HTTPS Z2E 20t x|IElLict. 7230
F7ke 4 ALt

712X O 2 SPL MH|AE= Java B2E HX[5t
java_home Oi7if -5 2AH|O|ERL|CE
2t 71222 false £ MM ELICE 7|2 S&2
H|2td3lst Java BE2E 822 £H5l2{H TRUER
J\E'ix-l'é‘l- A OI¢L||:|.

o2 T MH-H .



O47H =~ O| S LICt

SPL_keystore_pass®L|C}

SPL_PORT

SNAPCENTER_SERVER_HOST

SPL_keystore pathS =gtL|Ct
SNAPCENTER_SERVER PORT

logs_ MAX_count

java_homeIL|C}

Log_MAX_SIZE(21 A|tf 37

SnapCenter =230 204 MH|AT A S XE
£ BEAIRLICL

@ E3a00S dXlet 20l US
HEo M= e LIt

SnapCenter M| IP 4 = SAE 0|E2
HEAIRLICE

7| M2 ool Boil F2E EA[ELIC.

SnapCenter A7} 3l SO TE HS E HA|GL|CE

_/custom_location/snapcenter/SPL/logs_folder0|

SX|=|= SnapCenter 221191 20 21 US| £E
HAIRL|CH

7|22t2 50002 = Y ELIL. F2ETL X[FE ¢U=

2 A2 0tx|ato 2 £HEl 5000742 otlo| SX|EL|Ct.

SnapCenter 2211021 20 MH|A T} A|ZE =
24A|Zt0tCH I o~ AL IS 2 A EL|CE

@ spl.properties LS =52 = AK|SHH
ot ot 47 99992 MM EIL|C,

SPL MH|AE A|&HsH= O] AFRE|= java_home2| HCH
ClAER] A2E FAISL|C

0| Z2& X[ S0l J2|1 SPL A|Z A ZH™ELICE
A 20 mpo| 2|t 37|15 EAILCH

A|CH 37)0| EESIH 2 mblo| fxsE|n 27} sl
Aol A ool 7| ZEE LIt

20t fXEE AU € 8 EALCH

17



O47H =~ O| S LICt 29

certificate_validation2 A s}etL|Ct SAEQ CHoll CARISM RN HAZI HAHStE|H
trueE EA|ELICE

spl.properties & & SHLE SnapCenter GUI £
cmdlet2 AF2310] 0] Of7f HAE Mgl =
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OOI'
ok

FLIC.

*/custom location/NetApp/snapcenter/spl/bin/spl start’
** SnapCenter =ci1Q Z0 MH|AE ZX[gLICE.

"/custom location/NetApp/snapcenter/spl/bin/spl stop’

(D stop HEH0|| -force SMEZ AF38IH SnapCenter 2211921 2 MH|A S ZH|Z SX|&
= JASLICE J2{Lt 7| & 2 TEE|DE o] ZYS 67| Hof| F2|sHof SfL|Ct.

* SnapCenter 22|12 20 MH|AE CHA| A|ZFRHL|CE

"/custom location/NetApp/snapcenter/spl/bin/spl restart®
** SnapCenter =£11¢ 20 MH|AS| MENE FSL|CE.

*/custom location/NetApp/snapcenter/spl/bin/spl status’
** SnapCenter =212 20 MH|ANN HE AftsS RESLICEH.

"/custom location/NetApp/snapcenter/spl/bin/spl change’

Linux SAEO0|A SnapCenter SPL(Plug-in Loader) A|H|A S
A5t CA IS ME - dgtL|Ct

SPL 7| &4 8l o QlEAM 2 F=E &E[ot, CARASA
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BE b= I7HQIZSME MSHD, MX|E CIX|H QB ME 2A31512{H SnapCenter
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keytool -storepasswd -keystore keystore.jks
7] MEA0 A= M 7] =9 EE EHO| Ciet d=E 7| ML AEEE= st
ODI-§§ I:I:|7=|o|-|__|[:|-.

od

keytool -keypasswd -alias "<alias name>" -keystore keystore.jks

spl.properties I} 2| SPL_keystore_pass 7|0f| CHoh A = S LS| FH0|EStAAIL.

HES = MH|AE THA] AR LY.

—
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1. SPL 7| M&EAJ ZotEl ZECE 0| SYLICE. _ /var/opt/snapcenter/splietc._.

2. 'keystore.jks' IS & &LICE.

(=25~
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=

keytool -list -v -keystore keystore.jks
SE E= 57 QASM F7):
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keytool -—-import -trustcacerts -alias

<AliasNameForCerticateToBeImported> -file /<CertificatePath>
-keystore keystore.jks
spL ME| MFLA0 FE K= FZH ASA

—_ L=

M

T8et = MH[AZ CHA| AJZFRILICE.
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L

1. SPL9| keystore/var/opt/snapcenter/SPL S0| Z& =l ZC{Z 0|S&fL|Ct
2. 'keystore.jks' IY S &&LICE.

<d

3. 7| MEA FItE ABME LIESLCE

keytool -list -v -keystore keystore.jks
el IR 3 FIE BF A8%h= ca QIBME FItELICE.

keytool -importkeystore -srckeystore <CertificatePathToImport>

-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS
.71 MELAO FItE ABSME LIERLICE.

keytool -list -v -keystore keystore.jks

keystorelll keystoreOl FI7IEl M ca QS MO| di=st
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7|2 SPL 7| MZ&E A S = spl.properties IFU 2| SPL_keystore_pass 7| 2t &ILICE.
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-keystore keystore.jks
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keytool -changealias -alias "<OrignalAliasName>" -destalias
"<NewAliasName>" -keystore keystore.jks
spl.properties OIUO| U= 7| HELA0A EE 0|F2 FARLICE.
O| gt2 SPL_CERTIFICATE_ALIAS 7|0]| CHs{f &Cj|o| EgfL|Ct.

4. CAME 7| WS SPL M2 MEA0 T8 = MHIAS THA| A|ZFEL|CH.

SPLOf| gt CRL(QIS A 8iX| £=)= & RLC
SPLO|| CHsH CRLS T-AdsHof gtLict

* Of ZfHofl cHer Y& *

* SPL2 AP &l C|ZME{2[0| A CRL It S HELICH.

* SPLO| Ci$t CRL It!Q| 7| & CIAMER|= _ /var/opt/snapcenter/spl/etc/CRL_ IL|C}.
T
1. spl.properties It Q| 7|2 C|2E{2|E SPL_CRL_PATH 7|0 &H| X 2! AC|0|EE 4 USLICt.

2. o C|3E{2|of & O|Ate| CRL IS HiXIE =~ ASLICH.

S0|2= S M= Z CRLO| Chol =telElL|Ct.

=o{32l10)| CHol CA RIZSME EhdstefL|ct

CAIEME F45tal SnapCenter At S olie 221122 S AE0| CA IS A S H{ZELHOF
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R A
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* _get-SmCertificateSettings_E AI&5t0{ E2{1212| 2IZM HEHE EAIE 5= USLICH

o = T
cmdlett &7H AFEE £ Q= 0§71 H42F 0[0f| CHet AH2 running_get-Help command_name_O|A] 2Holgt &~
2 g_get-Help
UAGLICH E= 2 XY =X "SnapCenter iEE%IO'I cmdlet &= 710| =& L|CE,
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1. QAZ EfM KO M * SAE * 2 Z2IStL|Ct
2. SAE HO|X|O|M * HE|E|l = SAE * £ S2/tL|C}
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