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v
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Add databases and assign them to users.

v

Configure and enable CA Certificate.
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Credential

Provide information for the Credential you want to add

Credential Mame

Username Username [ ]

Password Password

Authentication Linux -

Use sudo privilages @
Cancel OK
4. XtA ZE HO|X|ollM Xt B FHof| Badt HEE XFELICH

o] WEo| LhE. Sas xel.
A2 E% 0|2 Lct Az SEo| |22 YsLct

17



O ZEO| LHE... A A
AFEXt ORI 2EF0 AHE2Y AFEXt OIS = E YUBILICE

SnapCenter 22171012 MX[2 A|AHIS E0Of|Ql
22|Xt Ee 22 X 350 YRS XFELIC,
AHEX} 0| HEO REdHY

Z&Lct.

> NetBIOS\AIEXt 0|
o M9l FQDN\AIEXA 0|2

Z HERHEY 2F02 oY)

—

Hu

sl

g% J—E— I—i-.*—?_ A AHEIOl AL SnapCenter
=228 X AlAH 7I% s =24
ZE|XE KIHBLICEH AL AE A ™ of| A5 E
0| JUHLE SAE A|ARIO| A AFEXE AAMA
Hof 7|s0| H|gMetEl 2« =2Z 22Xt O2F0
&5tz 24 MEX AI™E X[HY & AUsLC
ALEXL 0| HES| SHIE HAI2 _ ALKt 0|8
_ Lot

]

o 2MSHE(") E= HWEI()S AFEOIHX]
ORMAR. HLOF 2 Z(<) ! EAE(NE MM =
ot EILICH Y= E AT 7= . OIE &
LessThan <!10, Lessthan10 <!, backtick'12.

A=E ZE AEE 01E HEE MENBHL|CE
sudo HetS AP EILICE FEJ} Ot AF2XI0f| CHEH Xt SHS MMSt= 2R
* sudo HTH AR * <QI2tE MEHBHL|CY,

(D) Linux At HELIC,

nl = SCFSEF A
22 E Y

E S8 232 01t = AEXt 8 HMA HO|X|2] ALERL 2= AEX AF AHE S RA
[e]
Yy =1

Windows Server 2012 O| 20| Al GMSAE A gfL|C}

Windows Server 2012 0|22 AtEdHH 2t2|x|= =M@l AFoM XSt Mu|A AE = 22| E MSst=s 28

GMSA(Managed Service Account)E 2H& £ QU&LILCE.

18



R

* Windows Server 2012 O|&9| |l ZAEZE2{7} Q0{0f StL|C}.

Toele] 24 Ql Windows Server 2012 0|4 S AEJ} QL0{0f BfL|C},
THA| *

1. KDS RE 7|5 44510 GMSAQ| 2} iAo Chel 1Rt =S MLt

2. Z} =oj|elof chslf Windows =M@l 71E £2{0f| A Add-KDSRootKey-Effectivelmmediately @HS
ALt

3. GMSA MM 5! Y.
a. Ct2 Ao 2 AL I8 AEE oHEL L

domainName\accountName$
380 ZARE JHHE FIteiLICt.
g2 Mdot ALEXA OS2 AME8%tH cusaE MMEtL|Ct.

o

Il
muin

™, Ch22t Z5LC

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
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PS C:\> Get-WindowsFeature AD-Domain-Services
Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. SAEE ChA AIEILICE

b. PowerShell 33 TEZEO||A CHS HHS At SAEN GMSAE MXIZLICH Install-
AdServiceAccount <gMSA>

C. Ct3 BHS MASIH GMSA A™EE &lgLICE Test-AdServiceAccount <gMSA>
1. SAENN A8 E GMSAO 22| HeHE SEetL|ct,
2. SnapCenter AHO| A 1M E GMSA A™ S X|™t0] Windows SAEE FItgEL|CE

SnapCenter A= MEHSE 22|01 SAEN| HX|st1 X|™HEl GMSAE 221291 HX| 0| AH|A
22 ANMOZ AFREIL|CE

o
Uz
Ras
met
C
Iul

SAP HANA H|O|E{H|0| A2 SnapCenter Z2{ 19!

SAEES %7510 22 A Z2i10l 7|XIS MKt
SnapCenter @A E FJt H|O|X| S A5 2 AE S FI10 ChE Z2{ 121 I7|X[S A X[5H O}
HlLIc}, B398 812 5ACo| 502 WAELICL SASE 1610 Y SAE E
So{AE0| gt E2{0¢ I{7|X| & EX|g & ASLICE.

. R'él'_}- 3-J *

mH nE

221 x| U KA Heto]| L= L (0ll: SnapCenter EE2|XH A

=
* Windows @ AE0f| 22{0Q1S AX|E W 7|2 MIEX] g2 XA ST2 AFotAL ALEXL 22 &Y OF
ALEXI0| £t A2 ZAE0|M UACE HIEdetslof ghLct.

* HAX] 7 MH|ATF Al SAX| 2els{of fL|Ct.

Aol el AFEXHo{oF LTt

© e @BMolE = AE 2|of tiet YE7F 2tk ASLC

—

—_—

* J& GMSA(Managed Service Account)E At85h= B2 22Xt Mt = GMSAE +46loF LT}

20



"SAP HANA& Windows Server 2012 O| &0l OF 22| MH|A AI”E FLdeL|CH
o] =dofl ciet HE *
SnapCenter A{H{E C}2 SnapCenter AHO| 221001 SAERZ FIte &~ glELICL.
SAP HANA A|AEI 2H|o] 2R 2F A|AEIT HE A|AE DR0|M 2|AAS ZHMEIE{H root EE= sudo
AL XIS A0 2F A|AEIDL HE A|ABIS BE XI18H= Z40| EELCEH
ThA| *
1. 2% EMM XHOf|M * SAE * 2 S2lgtLC}
2. tH 2[0f| * Managed Hosts * §10| MEHE|0] Q=X 2HQIBtL|C,
3. 7t * E S=IELICH
4. SAE H|O|X|0f| M CtS A S SR THLICE,
Ol HESILHE L =T RN o
SAE RY SAE QYS MEHEL|CE
* Windows
* 254
SAP HANAZ E2{12I2

®

= ASLILE

EMSAEO0|ES Y
Tl 0lE) E= §¢§9| P &S

HDBSQL Z22}0|HE S AEQ|
MK|E|H, 0] SAE = Windows
AAE = |inux A|AEIN S

HYLICH FQDN(E et
£ QlastL|Ct,

4= g d

SnapCenter= DNS2| SHIZ FM0f tz}
SratEIL|Ct w2t FQDNS Este Z40] 7t

ZELIC

0| SAE0|A HDBSQL Z20|MHE 8!

HDBUserStoreE T AJ6{OF BfL|C},

INESR=gS ddet Xt Y 0|2 MEYSHLL M Xt B
ALt x4 S0 fF §*'501I Chet 22|
ol A0{Of BLILE. XtMiet HE2 XHE T
dgof tigt Y2E XA
Y=ot Xt 0| ?lofl AME =2H X4
S0l chet MR 2 E = = ASLICL

XA =0 0

-1 O o

OFE ARl A X5t

OloH 747(-IE| |_||:|-

©

FIF

IZ RE=SAE X7}
SAE S|

mo

21



22

o. X S0l ME Mol X S8l
6. (MEH Ateh) * I M * 2 S=IYUC

O] HE9| LHE..

TE

X 3=

MEdBtL|Ct
LT RN e
7|12 TE HSE QX|SH7LL ZE £ X|™gfLct.
7|2 TE HS = 8145QLICt SnapCenter AH{ 7}

AR ZEO| 2X|2 R oliY ZE HS Tt
7|12 ZEZ FA|ELICL

ro
fjo

o8t

= X5t ALE R}

7é'° St

fLCEH =X
gLt

__>‘|_0H-|

=2 |I°+ r_°.t

®

52 H A i
[0 |mox ™
M2y 12
A >m
I oz M

—

1!

SAP HANAE £2{1212 HDBSQL E:2I0|¢HE
SAEN MX|E|H, 0| SAEE= Windows A|AE!
L= Linux A|AEI0| S £ ASLICE

* Windows& SnapCenter 22112l 17| X| 9]
B2 7|2 ZE= C:\Program
Flles\NetApp\SnapCenter°'LIEf MEiNOo=Z
DJEE A}Q.ﬂ. x|x-|ol- |A|_||:_|._

* Linux& SnapCenter 221321 I{7|X|2| H 2
7|12 A2 Jopt/netapp/snapcenterL|Ct,
MeEiMOoZ AZE ALK X|HE 4 Q&LILCE.

o=2 T M-

A AX| AAE AU ELCH E2{3¢2l0| o|O0] #5202 MX|E[H J1D SAET}
E2{00Q BX| 27 A2 EFSH=X] &QIsHK|
o™ 0| golztg MEdstL|Ct

J& GMSA(Managed Service Account)S Windows S AEQ| AL 1& GMSA(Managed

AHE5t0] E2{ 021 MH|AE AATL|Ct Service Account)E AFE5I0{ E2{1921 MHAE
Aista{H o &olzts MEeqgtL|Ct,

GMSAO|EZ
@ domainName\accountName$
dAlO=Z HMlsgL|Ct
GMSAE= SnapCenter Plug-in for
() Windows MH| 20 chexst 212
MH|A A™HO 2 AL EILICE
7. M& * 2 2/ect

AE AL ALSHT| Sol2tE MEHSIR] Q2 AR SAET ZS2{00 dX| QAL S SHSH=X| EE

2toIgtL|CE Cl|A3 Z7ZH RAM, PowerShell HH, NET H'I’.‘j 2 X|(Windows E213219| ) &l Java

HM™(Linux 22{3212] Z22)2 %[A Q7 At w2t ASELICH XA @7 AP0 ZFE[X| o™ MAESH



QE L= AW HA|X|7} EAEL|CE

REI} AT 7t EE= RAMIF ## 2l AL C:\Program Files\NetApp\SnapCenter WebAppdil U=
web.config IIYE OO ESIH 7| 238 8 + JUSLICHL 2T 7L CHE Di7fHSot 2HAE 22 ZME

ol Z8HOF gLt

(D HAFOIA web.config TS HHO|ESHE Z2 T S04 THLS 0| EsfoF ELC

8. SAE Q0| Linux?! 2R X222 &°

i
o
[>
m
nx
0z
=2
x
i
i}
[>
m
1o
N
|.|-
n
=2
i)
of
Ral
MO
Mo
fot
o
o
o
9'_|-
-
i)

=1
=

@ St SAET} SnapCenter0f| 0|01 F7t=| 0 X| 20| 2l| 2 E X| 2 2l
oA
BN

1. &K b8 ZLIE>gLC)

AX| ##H 23 oA /custom_location/snapcenter/logsOll L &LILCE.

cmdletS AR50 {2 14 SAEQ| Linux B== WindowsE SnapCenter Z2{ 12! I{7|X| S M X|&L|C}

M X|-SmHostPackage PowerShell cmdletE2 AHE3H Linux EE= Windows& SnapCenter
Z2{301 I{7|X|E 03] SAEN SAlof BX[E £ JELICE

AN

QA

S I XS EXE 2 =2 E0 chet 22 2H2|AH 0| A= =@l AHEXIZ SnapCenter0i] 212180}
L.

L

1. PowerShellS AstistL|Ct.

2. SnapCenter At S AE0{|A| Open-SmConnection cmdletS AL2380] MM S MHSH OIS XHH ZHS
ol2ABHL|C}.
H=-dg

3. Install-SmHostPackage cmdlet 3 Z=~ Oj7H HKE AHESH0 {2 SAEO| E2{0018 MX|gfL|ct

cmdletzt S7H ALE S 4~ QL= OH7H 42t 0|0f| CHEH A H2 running_get-Help command_name_Of| Af
gholst = QUELICE EEE S BT £ UYSLICt "SnapCenter 2ZEL0] cmdlet &% 70| =",

o |
ro
mjo
nx
>t
Ot
rir
o
ne
x0)
rot
x0)
-
>
00t
110
of
IM
Ot
rir
pal
fot

ro
Of
pal

HHE QB 0|AE ARSI Linux A E0| SAP HANA G|O|E{H|0| A8 SnapCenter Z2{ 1212 MX|EHL|C}

SnapCenter UI(AFE X} QIE{H[O|A)E AFE5H0] SAP HANA Hi|O|E{H|0| A& SnapCenter
E2{1012 MX|sHof BfLICt. AL 2HAN|A SnapCenter UIOIA E2{0Q12 §1HOZ M|

L-= =
7 2l= E 2 CLI(Command-Line Interface)E A& 2& 2E &= Xt& ZEE SAP

23


https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300

HANA Cl[O|E{H[0|AE Z2{121Z2 AX|g &= U&LICE

24

HQst 2+
HDBSQL 220 E 7} AZ3te 2t Linux SAE0| SAP HANA GlO|E{ 0| A2 Z2{ 1012 AX|s{of SHL|Ct

SAP HANA Ci|O|E{H| 0| A& SnapCenter E2]1 1212 HX|52]= Linux A E
X 2F HH 7S %—’—‘.SﬁHOF ==

=82
& 2T ER|0f, HIO[E{H|0| A

S(IMT): X4 =l= F4of chet 2[4 YEE MS LT

HEZ|A 5
"NetApp 82 284 IHEZA &

SAP HANA H|O|E{H|0| A2 SnapCenter 22119 8 Linux& SnapCenter Z2{ 19! 17| X|9| L IL|LC}.
Linux& SnapCenter EE1_'?_| I§7|X|E MX|5t7| F0f| Windows EAE0| SnapCenter?t 0|0] AX|[0] QLO{OF
grLct.

TEA

1. Linux& SnapCenter 221121 I§7|X| AX| I+ (snapcenter_linux_host_plugin.bin)S

C:\ProgramData\NetApp\SnapCenter\Package Repository0|A] SAP HANA H|O|E{H[0| A& E2{1921S
MRSt = SAEZ SARSLICH

SnapCenter A7t HX|El SAEO|A O] AZ0| HMAL 4 QUGL|CE

2. HE OEIEOM 24| It S SAtet CIEE|Z 0| SelLICt
%

2121 MX|: path to installation bin file/snapcenter linux host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

* -dport= SMCore HTTPS EAl ZEE X|AgL|C}.

* -DSERVER_IP= SnapCenter MH IP T4 E X|HgtL|Ct,

* -DSERVER_HTTPS_PORTE SnapCenter M| HTTPS ZEE X|&gfL|Ct,

* -DUSER_INSTALL_DIRZ Linux& SnapCenter Z22{192! I{7|X| S Mx|& C|2A E2|E X|™TtL|Ct.
* DINSTALL_LOG _NAMES 21 m}to| 0|ES X|™etL|LCt.

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

1. /<M X| C|2 E2|>/NetApp/snapcenter/SCCletc/SC_SMS_Services.properties It S MEISH Ct
plugins_enabled=HANA:3.0 07 tH4=5 I}t Ct,

dlo

2. Add-Smhost cmdlet 5 Z4- Of7 45 AFESH0] SnapCenter AHO| SAEE Z=Jt3HLICE

o

IO A2 = U= I1H7H 0t sl dHo|| Ciet W& = _get-Help command_name_& A5 2= =
o
= =
=

=
UELICH E= UELICH "SnapCenter 2T E Q0| cmdlet &= 70| E",

i


https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300

SAP HANAE =2{121 84X YEefE ZL|EZ LTt

=Y HO|X|E AHE3H0 SnapCenter 221121 TH7|X| EX| THES ZLIHE Y = ASLICH EX| T d&S
efelsto] AX| 2= Al7| E£= EXZE A=K 2lE + ASLICE

Of 2fHofl Chgt YL

=t 0| X|of| C}Z OF0| 20| LIELt £ 0| HEHE LIEHRHLICE

Zet olH| §ZE|UALE FUZ Qlol ARt o= glELICE

* D 7|80 ASLCH

1. 2% M HojM * ZLE * & 22IFL|CH
2. DL|E HO|X|of| M * = * & SeletL|Ct
3. 2 Wo|X|of| M Z2{Ql BX| APt LIFE TS S5S HEYSIHH OS2 +HELICH

a. E| * 5 2YBILC
b. M5} AFSh A% X BB EWE XIFELIC
8 SECI2 o0l * 221091 MX| * & MefgiLICH

o
T
d. oElfl EECH tlwollM EX| HEfS Mefgii|ct,
=
S|

CA2ZXM CSR IYS HHSfLICE

CSR(ABM HE 248 #4s11 Wl CSRE ABII0| CAIS JIR0N Z1XE + 2l IBAE 71748
ALICH ASMol HZE

CSR2 MEE CARQIZME =E3t7| 2Is 32l QBN =Ml HB == AL E HAE SEEQILICL
CSR M-doj CHet XtA[et LI 2 & HESHIAIR "CA QIE M CSR I = ddot= 2"
LHQl(* .domain.company.com) EE&= A|AE!(machine1.domain.company.com CA QIS AME

() 2%0t0 Ut 32 CAQISAH CSR I 448 AL{E 4 YALICH SnapCenterS AL8H0Y 7| =
CAQIZAE Him2 & Lic

SHAH FMo| AL 22{AH O|E(7tA 22{AE FQDN) % siief S AE 0|E2 CA QS A0 AHAZsHof SrL|Ct.
QIZME ZEdt7| Mol SAN(Subject Alternative Name) ZEE #H2 IS A E UOO|EE 4 USLICH QA==


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

MMC(Microsoft Management Console)S

E2{01210Z 7t 2}0} TtL|C}.

3=

2
3
4.
5

A

1. MMC(Microsoft Management Console)Z 0|

. A0l ETH| HollM * QBN * 2 MestC

QBN ARl Mol * HEE AN * SMS M
2o 2E > BN - 2 HFE > M
nAlZ2|SF A O

Of OFHAL EHOf|A...

MRl 718 7t LIt

QIZM 7tK Q7| OFHAL 22

Qoks HESH Z *Finish* E

AlZFetL|Ct.

=~

QIZ Mo TH[Qlo] BE SAE 0|20| UAMOR HSHELICH

Ar23t0] CA 215 ME SnapCenter Al & Windows SAE

$tCHS * o * > * Spapin £7H/M|AH * & 22/gtL|Ct.

glole] 7tM7|E

@ ABM 7t R7|= 71l 7|2t eH HEZ MIELCHXI#E = HAI2 * pfx, *.p12 H

* p7bULIC).

7. "7fQlm ZCof| Chsl 5EHAIS Br=EfLICt

CA QSN X222 BELICt
QIE A thumbprint= QIS ME AEHSH= 167+ EXE
X0 A AlAHEILICE.

o CHA ~

26



d. &xtollM 16%I4 ZXHE SAFSLICH.

e. 16Tl Ato|2| S-S ALt

=0, MIZZIET}"A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b"2! B<
2 M7t = "a909502dd82ae41433e6f83886b00d4277a32a7b" 7t ElL|LC}.

a. Lt BES 25t EX|E AEAMel AXIETME X222 LIgstn 22 dX|2 AEME FH 0|52

SnapCenter At 3! CA 91547} 0l0| HZE RE B2{ 19l SAEUM CHS BAE SetLict
b
1. T3 HB2 AHI0| SMCore 7|2 EE 81455 AIZ3101 7IZ 1B A oIS M7 ELICE

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

o

i
mujn

™ OEa 25Ut

> netsh http delete sslcert ipport=0.0.0.0:8145
L2 ES st MZ HX|E QIZEME windows 2AE FE2{1Q1 MH|AS}
HFQIE BfL|CE.

> Scert = “<certificate thumbprint>"

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$Scert
appid="s$guid"

of

i
mujn

™ OHEa 25Ut

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"

27



Linux SAE0||A SnapCenter SAP HANA S2{ Q! MH|A0| CH$l CA RIS AME 74

1

L|C}

oI

MEX XE E21¢1 7| M4 8l ASM| L= E BE|5tL, CARASME Fd5t, M-S X|F S22 ERAE
MExof tiet RE E= F7F ABSME #4511, SnapCenter AFEX} X[ E2{1321 MH|AE ALESI] AFEXL X|H
S22 EHAE MEAM CAME 7| ¥2 750 EX|E CIXIE ABSME 2dstsfior °”—|Ef

ArE Xt X|1H E2]{39212 /opt/netapp/snapcenter/SCCletc_O| U= 'keystore.jks' TFLS ME| MEHA 8l 7| YEHAZ
ArggtL|c.

AFEXFXE 21000 7| MEA 9 AL B2 CA ME 7| Wo| EHof| chet A= E 2| gfL|ct
=z
1. AFEXEXIE E2{1Q1 Of0|ME £ mUoM ALEXL XIF E2{1Q 7| MEA 7|2 AT E HMe &
olAL|C}
M- .

'keystore_pass' 7|01l s Zot= 2 ILIC

2. 7| MEL A= E HFRILICH

keytool -storepasswd -keystore keystore.jks

7] MEA0 A= MY 7| &=F9 ZE BHO| Cfet 2=E 7| HEX0 AHEE= LS
Aoz HFPILICE.
keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

agent.properties It 2| keystore_pass 7|0f| CHSHAM = ST HOH[O|EE SHYAI2.

3. Y= 5 HFTH T MH|AS CHA] AFfBiL|Ct.

() aexxE Z2i00 7| MEa L okel Jlol BE Ba By Yol e ges SUshof it
AZXXIE S0 ESAE MEA0| RE K= B2 ASME et

AMEX X1E Z2{ 10 ESAE XME A0 Chet iRl 7| 10| RE = B2t ASME Fdsliof Lict.

b

1. AF2X} X|® Z8|0

FE
Rl
0%
[
N
e
o
inl
o
°
i
Ot
r
n
~
(@)
©
<
>
D
~—
Q
©
©
S
[2)
=}
Q
©
(@]
[©)
>3
S
[©)
=
w
@)
O

2. 'keystore.jks' IIY S &&LICE.
3 o

=
- 7| ME A =7HE QIS ME LIE R

28



keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

2E b 57 ASME ASX XNF B2 19 ERAE MIAo| R
CEAl AISHRILICY.

ot

Im

CAZ¢l

ol

Met 2t CA IS ME F=7138l{of BL|C.

Hu

®

AMEXL XIE S22 EHAE MEA0 CAME 7| &S FHEHLICH

CAMTE 7| &2 ALEXL A[F E3122 EHAE MEA0| F4stiof &Lict.

ChA| *
1. AF X X|1™ 2119 7| XE A/opt/NetApp/snapcenter/SCC S0| X &tel ZHZ O|SEHLICt
2. 'keystore.jks' ItY S A&LICH
3 (o]

=

- 7| ME LA FIHE 2
keytool -list -v -keystore keystore.jks

4. J0Q1 7|9F 37 7|E 25 A8%t= CAQJIBEME FIHLICL

keytool -importkeystore -srckeystore

MHIAE

/root/snapcenter.ssl.test.netapp.com.pfx —-srcstoretype pkcsl2 -destkeystore

keystore.jks -deststoretype JKS
5. 7| ME A0 F7HEl QIBME LigRtL Ct
keytool -list -v -keystore keystore.jks

6. keystoreOi| keystore0il =7HEl Al CA QI1E o] i dt= HA O] ZBE|0] U=X| IS L}
7

7. CARUBMOI| =7HE 71l 7| =5

712 AFEXF K™ 221391 7| HE A 2S5 = agent.properties IHY Q| keystore_pass 7| ZE&ILILCE.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

ca QIEAS| ®A 0|0 LI JY E= S4 BX(nxv, v, It BHE FL
O|ES th= O|ER2=z HAY IEf

keytool -changealias -alias "long alias name" -destalias
"simple alias" -keystore keystore.jks

agent .properties MLl ca QASMOUA HA 0|ES FHLLICE.

0| Z+2 SCC_CERTIFICATE_ALIAS 7|0]| CHsl ¥ o|o|ELC}.

EE

29



8. CAMTE 7| WS AMEX XN 22|00 ER{AE XZEA0| A = MH|AE CHA| A|ZFEiL|CH
SnapCenter AF2 Xt X|H E2{3210] Cist CRL(2IB A Xl S55)2 FAL|Ct
* O] 2dofl CHot HE *

* SnapCenter AFEX} K| S22 AFM &l CIZE2[0fM CRL IS AMBfLICY.

* SnapCenter AF2Xt X|H Z2{0Q10f| CH$ CRL It Q| 7| &2 ClHIER|=
'opt/netapp/snapcenter/SCC/etc/CRL & L|LC},

b

1. agent.properties It 2| 7|2 C|AE2|E $H6t0] CRL_path 7|0f| XA AHO|EE =+ AS

Of CI2E{2|0fl = O|&t2| CRL IIY S HXIE &= A&

Windows SAE0|A| SnapCenter SAP HANA Z2{ Q! AMH|A0| CHE CA QIBAME FATL|CH
ARBXEXH E2{001 7| HEA
MEAO Cigt RE £= 2t 0l

S22 EHAE NEFHA0 CANM

o|>i %2
o

08

M9 A= E EE|5t, CARUSME F4ota, MEXAFXFE S| EZAE
£ 9511, SnapCenter AFXt K| 22 1¢Q1 MH|AS AHE5H0] AHEXL X[F
7

| 42 #4350 X|E CIXIE ASME &-dotsliof ghL|Ct.

= L-O
=N PNESE= L ]

2 _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_0| =
file_keystore.jks = Al2| MEA 9 7| MEAZ AMREHL|CH.

AHERHAIE S22 I MEa S AHE E CA ME 7| ¥o EF| the
L

-

— [

Ao B2[LIct

1AM X1 E2{3220 O[0|HE £ oM AFAL X|H 2218l

ol 7| KT 7|2 AT E AME 4
AELICE.
key_keystore_pass_0ll sH=ot= 2 ILICE
2. 7| MEL A= E HESLIC
_keytool - storepasswd - keystore keystore.jks
@ Windows H TEIE0|| A "keytool" HHS QAT £ Q= keytool HHS HA|
ZE 2 Hhg Lot

_C:\Program Files\Java\<JDK_VERSION>\bin\keytool.exe" - storepasswd -keystore keystore .jks _
3. 7l MEA0 U= Hel 7| g=o ZE A e A2 E 7| A0 AHBE= S =2 HAFLIC

od

_keytool -keypasswd -alias "alias_name_in_cert" -keystore keystore.jks

agent.properties It 2| keystore_pass 7|0f| LM = ST AH|0|E
1. ot

i

SHMA|L.

HJIHJ

HEFoh = MH|AS CRA| AIETRLIC.



—_—

@ AEXLRIE 221320 7| MEa 8ol 7[9f 2= 2E B =0 tie == SLHoF
'6'|-|_|[_|-
= .

MEX RE E2Q ESHAE M2 cet 4Rl 7| 10| RE E= St ASME Fdstiof LTt

L

1. AF2X}F X|IH 2|29 keystore C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}
ZotE Z0E o|sgLct

2. 'keystore.jks' IIYS & &LICE.
(o]

=
3. 7| MEA FItE ABME LIESLCE

keytool -list -v -keystore keystore.jks

4, 2E T 7

=
S

-

SENESTE

rr

_keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore
keystore.jks _

5. RE EE F7 ISAE AR NH B2|101 E2{AE XA T 3 MHIAS ChA| AIFBILIC
(D) =Ecaeizse 57t CAUSMHE Hokfot gLt

AERF XIE 22{0Q ER{AE MFA0 CAMY 7| ¥5 FIHLIC
CAME 7| 4 AFXH X|Z 2209l E2AE X A0| TABH0F ELIT
e -

1. Ar Xt X|™ E2{3¢2l keystore_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}
ZotE ECE o|sgLCt

2. keystore.jks LY 2 REL|CL.

3. 7| MEA0| F7HEl QIBME LiGRL|C
keytool -list -v -keystore keystore.jks
4. 74l 7|2t 374 7|1E BF M8tz CAABME F7HetLCt

_keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype jks

5. 7| MEA0| FIHe JIBME LIFELICE
keytool -list -v -keystore keystore.jks

6. keystoreOl| keystoreOfl F=7HEl Af CA Q1B 0] sHL
7. CAQIZXMO|| FIHel JHQl 7| 2= E 7| MEA 2= 2 HATL|C

ol'l
ot
r|r
0&
°
HH
oot
m
2
3
rr
A
fot
ro
oot
=
a

31



7|2 AMEX K™ 22|09 7| HEA 25 = agent.properties I 9| keystore pass 7| 2fILILCE.
_keytool -keykeyasswd -alias "alias_name_in_CA_cert" -keystore keystore.jks _
1. agent.properties Tt 2| CA Q1S MOllA EE 0|ES FHRILICE
O] 2+2 SCC_CERTIFICATE_ALIAS 7|0]| CHsH Yo|0| EELICE.
2. CAMT 7| 42 AL 8X X S 12 EBAE NEAN 743 = MH|AE CrA| A|ZFRILICH
SnapCenter AHEXt X| & E2{1¢10] Ci$t CRL(2IE M SHX| =8)2 FHLICH
* O] ZfHoj CHot " *
LS CHREESH{H E FESHUA|R "SnapCenter CA QIS A0 QIS A

* SnapCenter AFEX} K| S22 AFM &l CIZEZ[0fA CRL IS AMEfLICY.

* SnapCenter AtEXt X8 £2{3210]| Cie CRL It 9| 7|2 ClAE2|= _'C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc\CRL'_QIL|C}.

o CHA
1. agent.properties It 2| 7|2 C|AE2|E £H5t0] CRL_path 7|0f 47| HHO|EE &~ UASLICH
2. o] C|E{2|of| & O|Ate| CRL IHYU S HHX|Et 4= U&LCY

S2{12l0i| s CA B ME sttt

A RIS ME 743511 Snap Center MH 2l 8T E21001 SAEO| CAASME HiEs{of BfL|Ct Z2{1210f| CHal
CA OIZM QBN ZHAIE ¥ § M5l OF SHL|C}.

ruI

me

2ot A+
* run_Set-SmCertificateSettings_cmdletE AtE3t0| CA Q1SN E &Malst7 Lt H|gdate = USLICE
* _get-SmCertificateSettings_E AtE5t0] E2{1012| QIZM HEHE BEAIY & USLICE

cmdletzt BH AFEE = U= 0H7H =24 0[0]| CHSE HHE running_get- HeIp command_name_Of|A] &Qlgh 4
UELICE E= 2 XY £ JSLICH "SnapCenter 2ZE |0 cmdlet &= 7H0|E",

g

o
[}
on
J>-
=2
Rl
ot

>

[m
i
My

o

_O'_I-
=
_|T|_

HE| SAE | SAEN= X247 EAIE| D Xt=4] MY 2 SnapCenter AH{ 2} Z2{0Q SAE 7to] HAZ 2Ef

]



https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300

LIEFE LT,

* ) = CAABMII 2Eete|X| AU S22 A0 HYE[X| SUSS LIEHHLICH

R« < N
Q)
>
ro

o
o

x
10
30
fot
0x 0
4> mo mpo
Jot
ro
ot
4>
£Q
ajo
o
-
m
s
Il
[ul

£
djo
mo
-
T
s
~
ful

VMware vSphere£ SnapCenter Z2{ Q12 M X|gfL|C}

CIO|E{H| O] AT} Zh&E HA(VM)Ol| K EE|0 QAL VM 2 C|O|E X EAE HT5tE = 82
SnapCenter Plug-in for VMware vSphere 7t4t 0{Z2}0| A S F=38|{0f SHL|CL.

HHZZOf| CHEE ZbMISE LIE 2 & EEROHMAIR "5 THR".

CA QB ME BHESILICE

THotH £ XA "SSLAISME

i

VMware vSphere& SnapCenter S2{1212 AFE510{ CA QIS A
AESHALL 7Eq EL Tt

CRL It =S A MetL|Ct

VMware vSphere& SnapCenter 2211212 AN 14 E C|ME2(0|M CRL IHY S &&L|Ct VMware vSphere &
SnapCenter 22{1219| 7|2 CRL It CIMER|= /opt/netapp/config/CRL °'|_|Er

Of C|ZE{2[0fl = O|&fe| CRL S HiX[& = ASLILE S0LE S A= 2 CRLO| Chal &l gLt
e — x P~
GlO|E HBE ZH|EL|CH

SAP HANA C|O|E{H|0| A2 SnapCenter 22|02 A3} 2Tt AP 27ALY
SAP HANA H|O|E{H|O| A& SnapCenter 22| 1212 ALE62{H HX SnapCenter 22| X}7}
SnapCenter A|[HHE AX| 5! 85t AP 27 2AS SHsHof ghL|Ct.
* SnapCenter MHHE AX|5t10 L -dghL|Ct
* SnapCenter AMH0{| 23QIgL|C},
- AER|| ALY HAS £70HD sHTets 2 A 53
sAE =

* Linux EE= Windows ol Java 1.7 EE= Java 1.8
SAE AAHIO Bt AZ HPUM Java ZZ2E AH™SHOF SL|Ct.

st= AL SnapMirror 2 SnapVaultE A& gtL|C}.

* SAP HANA H|O|E{H|0|AE ZE&{T0l2 HX|gt SAEN| HDBSQL S2I0|AHEE &X[SfLICt

33


https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)

* SAP HANA Ci|O|E{H#]|0] & 2.0SPS052| Z2, SAP HAN
SnapCenter 0| A 8] =2l 51 = SHh

© Q] pha|x}

rhu
_>'I_
r?
o
4>
0
|'|]0
4> >
30
rr
i}
glo
ic]
my
rlo
)
Of
(@]

o FIEFE T 17|
° O|O|E{H|O| A ] ZE|X}

—

° Cl|o|EfH|o] & S5 2B Xt

SnapCenterE AE5t7| ™o =gt &H
20| ESLICE N2 CHE 22

L]
>
[>
rr
ne
rc
il
|0
HU
4 o
>
Q
o
'e)
D
=1
@
muin
ofm
o
1E
H 1%
3
rr
i
M
Ji
é
Of
rr
w
>
o
T
>
Z
>
in]
[}
m
=
=)
|>
o
~
ful

A OF0f Chal 2 S AT o A 250 XFe 2ol w2t A 250l 2l XHof ol s HeS

o w2t Y 2|aA = 2fAA OFS MAY + ASLICH B 2|aA 5 2[aA OF0]| tiol ofefE S
2olish A QIAL|CH
o= T PN =]

ASE Y ololf B2 Eelo] |EF SN2 RIFELIC

xHel JES BHS of ik IS0l CHoh ShLt O|Af] S MEHBHLICH B2l 2 A 0] Chof TR Al HelS 438t
o HAS Metst £ Qlact

glar 052 Ho WEM AIZIS & A A2t SHOM EE AI7|E Fodt= A2 MelLch ME EoY
YIS Folots A2 s EMAIRL. 8|S S0 ZE H|O|EH|0|A S Mhsts B3R SAE Y= BE
HIOJE{H[O|AS Zoldt= 2laA OFS WY = ASLICH 221 O 2|44 JF0f| L8 FHap AZHE FHMol2t=
TR HME HEY £ ASLILE 2|24 OFS WEstn YME AZY o Y HA| HHS +HGHEF 222
J88 78 + ASLIL

SAP HANA 2[AA HHA

SAP HANA 2| AA HHS

2| AA(TO|E{HI0|A) T B|AX DFO| WIS MM & UBLICE el YIE220]
A%, oIS CIOIENHO|A A, ol T B, 2lAA IF MY U A A, el M

Y ZLER0] ZZetEL(Ct.

CHE FI2E20M= e Y S A of ot =ME 20 FLICH

34



Define a backup strategy.

l

Configure HDB User Store Key and
HDBsOL OS5 User,

l

Determine whether the resources are
available for backup.

v

If needed, add resources,

l

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule,

i

Back up the resource or resource group.

i

Monitor the backup operation.

|

View related backups and clones in
Topology page.
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2. 2|AA HO|X|Q * BY| * FEO|M * 2[AA OF * S MEISL|CY,

50


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover

»

0I>I

ZA R0 2|44 I8 OIS S YHOIHL S S0l 2144 D82 P 4+ ABLICH S 2B OIS
Bl MEEHLICH O3 O S S20E 4 UBLICH Y S =2 ZE| 42 2L

3. 2|lAA OF Ho[X|o]| M M 2|AA DFS MEIS LIS * X5 HY * 2 FEILCH
4. 4 0| X[l A TS THAIE +HSHMAIR

=
a. ofg| YHMS 2oL 250 FEo 2 * Policy * EELH2 S E0IA M0l ArSS HAMS MEHSL|CY,

AP HANA G|O|E{H]|O| A2 PowerShell cmdletS AI2510] AEE|X| A|AE HAZADT} XA
AefL|Ct

O
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H = 2E FHoH|

PowerShell cmdletS AP0 SAP HANA H|O|E{H|O0| A S i &2
1 re)

M0l SVM(Storage Virtual Machine) HZ 1t XA SHS MAMsl{of SrL|Ct.

Lok 7+

PowerShell cmdletS Adtist 4= == PowerShell 2S ZH|sljof EfL|C}.

AEE|X| HES Mot H It AER Y 22| Xt Hgto T st Hoto] L0{0F BL|Ct,

{3921 MX|7t TIH 0| oI X| 2tolsof L |Ct.

SAE A7} HOO|EX|X| @E11 C|O|E{H|O| A AEHT} SnapCenter GUIO| "EH A S Q8 A2 S £ GI8™ E=
= SAE

""NetApp AEZ|X[0f| I 2= BAIE = JUQBE AER[X| A|AH HES FII5t
MX|7t TR0 = oF ElL|Ct.

AE2|X] A|AH O|F2 1F3HOF BHLICE

SnapCenter= MZ LHE 22{AE0|M S 0| 2| 02| AE2[X| A|ARS X|ASHK| LTt
SnapCenterOfl M X|25t= 2t AEE|X| A|AR2 RS 0|F 1 RSt GO|E] LIF IP F£A5 7hMOF gLt

A *

1. Open-SmConnection cmdletS AtE3t0 PowerShell H#Z M8 S AIZFELIC}

PS C:\> Open-SmStorageConnection

2. Add-SmStorageConnection cmdletS AFE60] AEZ|X| A|ARI0| CHEE A H& S MAfL|Ct.

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. Add-SmCredential cmdlet2 AF25I0] M XtH SHS oHELICL.

51



Y
ol
0%
o
g
M
rr

I3
It
o
HI
2

0| Of|d|ofl A= Windows Xt ZEZ AHES0] FinanceAdmin O|2t= Af X}
EL|Ct.

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator

4. SnapCenter Server0f| SAP HANA S SAEE FJtghL|Ct,

PS C:> Add-SmHost -HostName 10.232.204.61 -OSType Windows -RunAsName
FinanceAdmin -PluginCode hana

5. Ij7|X| 5! SAP HANA H|O|E{H|0] A& SnapCenter 22| 1212 SAEO|| MX|gtL|Ct.

Linux8| &A%

PS C:> Install-SmHostPackage -HostNames 10.232.204.61
-ApplicationCode hana

Windows?2| &2

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode hana
-FilesystemCode scw —-RunAsName FinanceAdmin

6. HDBSQL Z20|HEQS| HZE MATiLLCY,

Windows?2| A<

PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61
-PluginCode hana -configSettings @{"HANA HDBSQL CMD" = "C:\Program
Files\sap\hdbclient\hdbsgl.exe"}

Linux2| A<

Set-SmConfigSettings -Plugin -HostName scs-hana.gdl.englab.netapp.com
-PluginCode hana -configSettings
@{"HANA HDBSQL CMD"="/usr/sap/hdbclient/hdbsqgl"}

cmdletzt S7H AL 4 Q= OH7H =2 0|0f CHEH HH2 running_get-Help command_name_Of| A &tolgt 4~
UELICE E= 2 ®EXY £ JSLICH "SnapCenter 2ZE |0 cmdlet &= 7H0|E",
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PowerShell cmdlet2 ALE6H0{ H|O|E{H|0| A S W ASHL|CH

HlOJE{H0] A H2i0l= SnapCenter MH{oHS| $1Z 417, 2|24 27}, F# 27, e 2jax
JE WA 9 welo] EREILIC
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* Powe
e AER
" e
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rShell cmdlet2 A&list2{™ PowerShell 24 S £H|s{Of StL|C}.

|X AA” HES 15130 AHE SES d-g8HoF gLt

1T oo=2

pen-SmConnection cmdlet2 AHE35t0] X El AFEX}0]| CHSE SnapCenter Server A2 MM S
ZhgtL|ct.

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

AH2XH0|E 3 &tz TEZETL HA|ELICH

2. Add-SmResources cmdletS AF2SH0] 2| AA S FIbetLCt,

of

0f

of

o|H|oll M= SingleContainer &412] SAP HANA H|O|E{H|O| A S F7t5H= HHE Hol FL|CH

C:\PS> Add-SmResource -HostName '10.232.204.42' -PluginCode 'HANA'
-DatabaseName H10 -ResourceType SingleContainer -StorageFootPrint
(@{"VolumeName"="HanaDatalO";"StorageSystem"="vserver scauto primary"
}) —-SID 'H10' -filebackuppath '/tmp/HanaFileLog' -userstorekeys
'HS10' -osdbuser 'hlOadm' -filebackupprefix 'H10 '

o[ ®|oll M= MultipleContainer 82| SAP HANA G|O|E{H|0| A S Z7}5H= EhH S Hof FL|Ct,

C:\PS> Add-SmResource -HostName 'vp-hana2.gdl.englab.netapp.com'
-PluginCode 'HANA' -DatabaseName MDC MT -ResourceType
MultipleContainers -StorageFootPrint
(@Q{"VolumeName"="VP HANA2 data";"StorageSystem"="buck.gdl.englab.neta
pp.com"}) -sid 'Al2' -userstorekeys 'Al2KEY' -TenantType
'"MultiTenant'

ool M= B HIOIH 25 2[2A5 Hdsh= WS 2o FLIO.

53



C:\PS> Add-SmResource -HostName 'SNAPCENTERN42.sccore.test.com'
-PluginCode 'hana' -ResourceName NonDataVolume -ResourceType
NonDataVolume -StorageFootPrint

(@{"VolumeName"="ng pvol";"StorageSystem"="vserver scauto primary"})
-sid 'S10"

3. Add-SmPolicy cmdletE AHE3st0o] W) A S ohEL|CH

=

O ol M= ARHAE SARE 7| W o T
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C:\PS> Add-SmPolicy -PolicyName hana snapshotbased -PolicyType Backup
-PluginPolicyType hana -BackupType SnapShotBasedBackup

Of oflofl M= b 7| of| CHot MY HMS WHstL(ct.

- 1d o=

C:\PS> Add-SmPolicy -PolicyName hana Filebased -PolicyType Backup
-PluginPolicyType hana -BackupType FileBasedBackup

4. 27} SmResourceGroup cmdlet2 AH26I0 2|AAE HS617{LE SnapCenterdl| Mf 2|2A IS
F7hghct.

0| Of|of| A= tH ZE||O|L] 2| AAZ HSSHL|C}.

C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="SID"} -Description
test -usesnapcenterwithoutfilesystemconsistency

O oflofl M= o4 AEO|H 2|A~AE B L.

C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="MDC\SID"} -Description
test -usesnapcenterwithoutfilesystemconsistency

Of MM = XIHE YA 8l 2|22 S AESHH M 2|24 OFS THELCH



C:\PS> Add-SmResourceGroup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
—-Resources
Q(@{"Host"="sccorelinux6l.sccore.test.com";"Uid"="SID"}, @{"Host"="scc
orelinux62.sccore.test.com";"Uid"="MDC\SID"})

-Policies hana snapshotbased,hana Filebased
-usesnapcenterwithoutfilesystemconsistency -plugincode 'HANA'

Of of|ofl M= CllolEf =280 Ofl 2|laA aFS HdeLCt

C:\PS> Add-SmResourceGroup -ResourceGroupName

'Mixed RG backup when Remove Backup throguh BackupName windows'
—-Resources
@(Q{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="H11"; "PluginName"="
hana"},@{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="MDC\H31";"Plug
inName"="hana"}, @{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="NonDa
taVolume\S10\NonDataVolume"; "PluginName"="hana"}) -Policies
hanaprimary

5. New-SmBackup cmdletS AHESH0] A B 2t S A|ZfBtL|Ct,

Of iR M = 2|22 OFS MAHSH: LEHE 20 FLICH

C:\PS> New-SMBackup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
-Policy hana snapshotbased

CH2 ool M= B El 2|AAS MABL|Ct

C:\PS> New-SMBackup —-Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID";"PluginName"="hana"} -Policy
hana Filebased

1. get-smJobSummaryReport cmdlet2 AtESH0] 2] MEj(AE F, 2tz = AT)E ZLIEZEL|Ct

PS C:\> Get-smJobSummaryReport -JobID 123

2. Get-SmBackupReport cmdletS AFE3t0] B D, BiQ] O|E 0t Z2 B 2] N2 HEE HL|E{Z5H0
S EEs 22 ZYUs SHEL|CL
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PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime

ol |:||-|7|.|
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T SYLIct
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H=2f 0]0f Chist 2

2l H|O|X|of| LIEFLED =] BHE

{DB1}

{}

False

False

269

2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470
10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows
211

test2

20

Verify ASUP Message windows scc54 10-04-

NotVerified

SCC_BACKUP
NotApplicable
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CHE fI2E20M = S8 2HYS +Aof ot = ME 20 FLICH

Define a restore strategy.

Restore and recover the auto discovered
database.

Restore the manually added resource.

v .

Monitor the restore operation,

PowerShell cmdlet2 =822 AIE5tAHLL ZENAM AL2SHH W, S 3 22 &

A
Hd, 3L X =

ASE 2 ot S
SnapCenter cmdlet =2 8! cmdlet 2= M E0|= PowerShell cmdlet0]] CHet XtA|$F M E7F TEHE|Of QU&LICE.

"SnapCenter 2L E9||0{ cmdlet X 7}0|E",

* B4 EE BlAA IS HASOF BT
L BT AN EE 24N DF0| Chef HA T SO W KRS HAsor BLiTh
C AR 29, AE 29, O12E U OIRE SR Bl 22 TS FR0IA B2{191 SAE0|M ABE 4 U

Windows2| H2:_ C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\allowed_commands_list.txt_

Linux2| &<: /var/opt/snapcenter/SCC/allowed _commands_list.txt
() =m0l 3z =50 glow agjo| Mgt

* Of ZHofl cHer HE *
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* SnapCenter 4.32Z ¢ 123|0| =38t & SnapCenter 4.20{| A = El BHHS 21T 4 UX|T SE1E 2=
SAELICE SnapCenter 4.20{|A = El IS S715t2{™H SnapCenter 2/ £0f| = HANA Studio &= HANA
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2. XA AIAl IO X[ M 7 EHS 8T T MHTS mount U post restore BHS 2 BHL|Ct.
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PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32

AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17

AM
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PS C:\> Get-SmBackupReport —-FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"

SmBackupId
SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

VerificationStatus

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08
NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified
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Restore-SmBackup -PluginCode
cn24.sccore.test.com\hana\H10 -BackupId 399 -Confirm:S$false
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

SmBackupId : 113

SmJobId : 2032

StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34

PolicyName : Vault

SmPolicyId : 18

BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114

SmJobId : 2183

StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34

PolicyName : Vault

SmPolicyId : 18

BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified
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Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368

StartTime : 10/4/2016 11:22:02 PM

EndTime

IsCancellable : False

IsRestartable : False

IsCompleted : False

IsVisible : True

IsScheduled : False

PercentageCompleted : 0

Description

Status : Queued

Owner

Error

Priority : None

Tasks : {1

ParentJobID : 0

EventId : 0

JobTypeId

ApisJobKey 8

ObjectId : 0

PluginCode : NONE

PluginName
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Clone backup.

Monitor clone operation,

If required, split the clone.
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mount VSERVER DATA IP:%VOLUME NAME Clone /mnt
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C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015
11:02:32 AM Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015

11:23:17 AM
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New-SmClone -AppPluginCode hana -BackupName

scsccorel sccore test com hana H73 scsccorel 06-07-2017 02.54.29.3817

-Resources @{"Host"="scsccorel.sccore.test.com";"Uid"="H73"}

-CloneToInstance shivsccéd.sccore.test.com -mountcommand 'mount
10.232.206.169:%hana73data Clone /hana83data' -preclonecreatecommands
'/home/scripts/scpre clone.sh' -postclonecreatecommands

'/home/scripts/scpost clone.sh'
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PS C:\> Get-SmCloneReport -JobId 186

SmCloneId
SmJobId
StartDateTime
EndDateTime
Duration
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupPolicyName
SmBackupPolicyId
CloneHostName
CloneHostId
CloneName
SourceResources
ClonedResources
Sally DRAPER}
SmJobError
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186

8/3/2015 2:43:02 PM

8/3/2015 2:44:08 PM
00:01:06.6760000

Completed

Draper

4

OnDemand Clone

4

OnDemand Full Log

1

SCSPR0054212005.mycompany.com

4

Draper clone 08-03-2015 14.43.53
{Don, Betty, Bobby, Sally}

{Don DRAPER, Betty DRAPER, Bobby DRAPER,
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