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| Lag in to the SnapCenter Server using a web browser, |
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| Idmritify storage types supported, |
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Review installation prerequisites and
install plug-in package for Linux or Windows.
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Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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Credential

Provide information for the Credential you want to add

Credential Mame

Lsernams

L

Password

Authentication

Linux

Use sudo privilages
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New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
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PS C:\> Get-WindowsFeature AD-Domain-Services
Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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2. SnapCenter At S AE0| A Open-SmConnection cmdletS AF2380] MM S MESHCIS AHH ZHS
olZABH|C}
H—d .

3. Install-SmHostPackage cmdlet ! Zi4= 07 H+E AFESIO] Of2] S AE0| Z2{021S AXIFLIC
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MX|SlHE SAER ZAFsL|CE,

SnapCenter A7} BX|&l SAEO|N O] ZZ20] ANAY 4 AELCE.
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https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
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https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
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-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM
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https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

O| OHHAL &OflA... 22 sdgL|ch
Hot LHEH QIS Aol At8E M ASE X|Fst * CHS *
£ =g c
Q=M 77| OHHAL 22 Q%2 HESH Z * Finish * £ 2250 714 27|2

AlZFEhLICE,

@ QB M 7t 271= 4ol 7|2t BHH HEZ MBS ELICHRIIE = YA *pfx, *.p12 ¥
* p7bRIL|CH.

7. "7fQlm ZCof| chsl 5EHAIS Br=EfLICt

ne

Fay
=

0
>
ro

SM Xl

=2
=

r
il

HO

QIE A thumbprint= QIS ME AHSH= 167l EXSYLICE WOZIEE MIZIE ANZ|ES AHESH0] QIS A
ZIEIXO| A A AHEILICE,

L

a. 2l =)
b. QIS M CHS} AXIO|AM * ME HE * g SEI8HL|Ct
C. UC ZEZ AAESI * Thumbprint * £ S2IgtL|Ct

=
d. XM 16%I4 2XE SAFELICE

€. 164 Afo[o| SHi= HMAFLICE

S0{, WIZIETJ}"A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b"¢! B2
SHS A 6._ 2 "a909502dd82ae41433e6f83886b00d4277a32a7b"7} & LILC.

2. PowerShell0f|A| CtSS £l SHL|CE

a. otz 338

S 2d5te] 2X|E B M HX|ETtE X223 Ligot 22 HX[E ABME FH 0|E2=
AELC

Get-Childltem-Path 215 :\LocalMachine\My

Windows SAE Z2{11Q1 MH|AE AIE5I0{ CA IS AME FLATLICH
MK CIXY 1B ME 2 M3l5t2™H Windows SAE E2{1021 MH|AE AFESI0 CA AUSME FLAsHof 2Lt

SnapCenter At 3! CA QIS M7t o|0| HHEEl RE Z2{1Q SAEO0| M CIS tHAS et Ct.
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> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

of

i
fujn

™ OtEa 25Ut

> netsh http delete sslcert ipport=0.0.0.0:8145
CHe HYES A MZ HX|E 2AZEME windows TAE EZ{1Q MH|ALL
HrRIEBL|Ct.

> Scert = “<certificate thumbprint>"

> Sguid [guid]: :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid"

oE ¢ Ct2at 2&LCh
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="S$guid"

Linux S A E0||A SnapCenter SAP HANA Z2{ 12| MH|A0| Cist CA QIS ME 2 EtLICt

MEX XE E21¢1 7| M4 8l ASM| L= E Be|5ta, CARASME Fd5t, A X|F S22 ERAE
MEao et RE EE.': st 0_%)\1% T83t1, SnapCenter AtEAL X|F S2{32 MH|AE ALE3H0 ALEX} X|F
d7 Sto] AX|E CX|E ASME Z-getsliof LICt.

ArE Xt X|1H E2{39212 /opt/netapp/snapcenter/SCCletc_O| U= 'keystore.jks' TFLS ME| MEHA 8l 7| YEHAZ
ArggtL|c.

A8 XE 22301 7| MEA B AR 52 CAME 7| Mol HAof chet AT E 22|BL|Ct
. ||:_|-7_1| *
1. ALEXEXIE Z2{13Q of0|HE £ mHU|M ALEAL XIF E2{1Q 7| MEA 7|2 AT E Mg &
OIﬁLlEl-
PON=] .

keytool -storepasswd -keystore keystore.jks
7] MEA0 A= MR 7] =9 EE EHHO| Ciet d=E 7| ML AEEE= STt
=2 HFYLIC.
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keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

agent.properties It 2| keystore_pass 7|0f| CHSHAM = STt FH[0|EE SHUAI2.

3. AT E HAFT T MH|AES CHA| AIEFRILICH

AL XY E2102 EBAE MEAN RE E= F7HASME AL
AREZE X H 22102 EHAE MEA0 Cet 7Hel 7] glo] RE Es= 7t ASME #H6Hof gfL|Ct.
o CHAL
1. AMEXL X|1H E2{30 7| ME At Zotel 204 2 0| SELICE /opt/netapp/snapcenter/SCC S
2. 'keystore.jks' IIY S & &LICE.
3. 7| MEA FIHE QABME LIEELICE.

keytool -list -v -keystore keystore.jks

4. 2E wE= F7H OIS M £71:

HF

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

SE EE B2 ASME AMSX XF Z20Q EIAE HEA0| TN B MHAZS
CRAl AIZFEILICEH,

>
ro
Ol

Met 2t CA RIS ME =718l{of L|C.

() =ec

SR XY B2i00l E2AE HEA0| CA MY 7| 4E PELIC
CA M 7| 4 AEXH K| B2i70l E2{AE HE20| TAsH0F HLICH
L

1. AF A X|™ E2{19 7| K& A/opt/NetApp/snapcenter/SCC S0| X &tel ZZ 0| SEHLICt
2. 'keystore.jks' ItY S F&LICH
3 o

=
7| ME L0 FIHE 2

o[
>
i
cC
ot
-
[l

keytool -list -v -keystore keystore.jks
4. 01 7|9F 371 7|E 25 A8%t= CAYBEME FIHLICL
keytool -importkeystore -srckeystore

/root/snapcenter.ssl.test.netapp.com.pfx —-srcstoretype pkcsl2 -destkeystore
keystore.jks -deststoretype JKS
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S. 7| ME A0 FIHE IS ME LIERLIC
keytool -list -v -keystore keystore.jks

6. keystoreOf| keystoreOfl F=7HEl A CA Q1B A0l s st= HAO| ZEE|0] Y=X] SelgiL|Ct.

7. CAUBMOI =7tEl 71l 7] 2= & 7| MEA A2 HEFPLICH

712 AFEXL K™ 2213921 7| HE A 4S5 = agent.properties IHY Q| keystore _pass 7| ZE&ILILC.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

ca QISMe EE 0|50 21 = =
O|FE tix 0|E2= HFHLICE.

_od

rr
m

& Bxp(ren, v, 7t EBE FS @y

keytool -changealias -alias "long alias name" -destalias

"simple alias" -keystore keystore.jks
agent .properties MLl ca QASMOUA HA 0|ES FHLLICE.

0| Zt2 SCC_CERTIFICATE_ALIAS 7|0 CHslf KC|0|ERLICE.

8. CAMY 7| W2 AEXF XM E2{00 ERAE NME A0 LATH = MH|AS CHA| A|ZkghL Tt

SnapCenter ALEX} X|& E2{1210f| CHSE CRL(QIB A SHX| =5)

njo
—LI
0x
[IOI-
=
il

* Of ZfHofl cHer H& *
* SnapCenter AFEX} K| E213Q12 AFH &l CIZE2[0fM CRL IS ZHMBfLICY.

* SnapCenter AFEXt X|H E2{3210] CHS CRL It | 7|2 ClHEZ|&=
'opt/netapp/snapcenter/SCC/etc/CRL & L|LC}.

A

1. agent.properties It 2| 7| C|E|2|E £} CRL_path 7|0 ZA| RICIO|EY & JUSLICE

Of C|ZE{2[0f = O|&fe| CRL IS HiX[& = ASLILE SLE S A= 2 CRLO| Chal &l gLt

Windows S A E0||A SnapCenter SAP HANA Z2{ 12l MH|A0| Ci$t CA QIS ME
JABHL|C}

MEX RE E2{1¢1 7| M4 8l BN Y= E BE|5tL, CARASME Fdot, A K| F E211¢Q EEAE
XExof tiet RE E= F7F ABME #4511, SnapCenter ALEX} X[F E2{321 MH|AE AL AL X
=30l EB|AE MEA0| CA A 7| 4e FASt0] ISl CIXIY OIS ME ZHAstsiof ghLic

ArEXt X" Z2{39212 C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_0fl =

file_keystore.jks_E M2 X&EA U 7| HEAZ AFEELICEH
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AMEX XIE 22131 7| MEA U AL 2 CA MY 7| Yol BHof tigt A= E 22|t

- e -
1. AR X|H E2{001 Of0|NME £4 UM ALK XE E3{1Q1 7| MEA 7|2 Y= E MY &
ASLICH.
key_keystore_pass_0l| s{=5t= gfILICE
2. 7| NEA dSE HERLICE
_keytool - storepasswd - keystore keystore.jks _
@ Windows Ed TEIEO0||A "keytool" BHES QA £ gl= E 2 keytool HHEES HH|
Z2Z HiFLCt

_C:\Program Files\Java\<JDK_VERSION>\bin\keytool.exe" - storepasswd -keystore keystore .jks _
3. 7l MEA0 Uz Hel 7| =o BE A e A= E 7| L0 AEE= S =2 HAYLIC
_keytool -keypasswd -alias "alias_name_in_cert" -keystore keystore.jks
agent.properties It 2| keystore pass 7|0f| CHSHAM = STt RH[0|EE SHAAI2.

1. ASE HASH S MH|AZ CIA| A|EFSHL|CE

—

@ AMEXFRIE F232 7| Mg S el 7|9 RE 2 BE Y=o tiet o= SOk
gfLict.
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