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| Lag in to the SnapCenter Server using a web browser. |
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| |dantify storage types supportad, |
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Reviaw installation prerequisites and install plug-in
package for Linux or Windows
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| Set up credentials. |
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| Download or create 3 custom plug-in. |
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Uplead, install, and canfigure the plug-in.

v

Add resources and assign them to users

v

Cenfigure and enable CA Certificate.
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Credential

Provide information for the Credential you want to add

Credential Mame

Lzernams

FPassword

Authentication

Use sudo privileges
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
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automatically updated, turn on Windows Update.
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1. PowerShell2 A&istL|Ct.

2. SnapCenter At S AE0|A Open-SmConnection cmdlet2 AtE3st0] MM S MESHCIS XHH SHS
olzdstL|C},
H-dg

3. Install-SmHostPackage cmdlet 3! Z=~ Oj7H HKE ALESH0 {2 SAEO| E2{0018 MX|gfL|Ct

cmdletzt S7H ALE S 4~ QL= OH7H 42t 0|0f| CHEH HH2 running_get-Help command_name_Of| A
gholst = QUELICE EEE S BT £ UYSLICt "SnapCenter 2ZE0] cmdlet &% 70| =",

OIS Xt o 2Rt 27 M-S EF5H=A] 25t
o
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ful
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22|32 HX|: path to installation bin file/snapcenter linux host plugin.bin -i

silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

* -dport= SMCore HTTPS E4l ZEE X|AELIC}

* -DSERVER_IPE= SnapCenter AH{ IP T4 2 X|&EL|C,

* -DSERVER_HTTPS_PORT= SnapCenter At HTTPS ZEE X|&gfL|Ct

* -DUSER_INSTALL_DIRL Linux& SnapCenter Z22{192| I{j7|X| S MX|& C|2E2|E X|HEL|C}

* DINSTALL_LOG_NAME2 21 nje| o|E& X|™gtL|Ct.

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM
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7. "IfQl" ZCof| Chsl 5EHAIS Br=EfLICt

?_Ei*(HIH AL '—IEL

LA
1. GUINIA CF3

A
T
a. Iz ME H S2IgtL|C},

n mo

b. QIZ A CHt MXtolM * MR HE * S F2lgfL|Ct,
C. U EEZ AAESIH * Thumbprint* & 2
d. X0l 16%I4 2XHE SAFRLICE
e. 16%l= AtO|2| S M| gL|Ct.

E =0, MZ2IEJ} "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b"¢l B2
SHMEZ HAHT 2 "a909502dd82ae41433e6f83886b00d4277a32a7b"7t E!L|LCY.

a. OtZ PSS Hste] 2X|E ASMe AR X223 LIgstn 22 EX[E ABME FH 0|52z

Get-Childitem-Path @13 :\LocalMachine\My

Windows 2 £AE S2{1¢1 MH|AS A0 CA QIS ME FERILI
MX|El CIXE ASME ZAotst2{ Windows SAE Z2{191 MH|AZS AHB510] CA I EME FA8HOF BrLICh

SnapCenter At 3! CA 215 M7} o|0| HiEE 2E S0 SAEN N CHS HHAIE A eLICE

r

o
0jo
od

HE MAHSI SMCore 7|2 EE 81455 AtE5I0] 7|Z QIS A HIQIE S H|HEL|C,

- O

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

o

i
muin

H LiZ 1 2Lt

> netsh http delete sslcert ipport=0.0.0.0:8145
CHe dES AdstH ME HX|E ABEME windows TAE EZ{1Q AMH|ALL
HFRIEBL|Ct.
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> Scert = “<certificate thumbprint>"

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid"

o€ =Tttt 25U Ct

il
muin

> Scert = “a909502dd82ae41433e6f838860b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert
appid="$guid"

Linux A E0|A SnapCenter ALEX} X|H Z2{121 MH|AO| CHot CA B ME A SL|CH

o o8 2234, CAUSAE Rstn, ASH 1/ B2in0l Eire
1, Sn

ﬂIII:I

napCenter AtEX}t X|d E21321 MH|AE ALE5I0] ALK} K|
| &g -T““OPGI MX|E CIXIE ASME gM3tsljoF gL|Ct.

AFSRH XIE B2i19l 7| HEA YOS
NEA gt 2E E= F7H0IE
Z2{09 E2{AE HFA0 CA A

ALEXL X E2139212  Jopt/netapp/snapcenter/SCCletc_0fl Y= 'keystore.jks' LA S AMZ| HEHA B 7] HEHAZ
ArEgfL|Ct.

AR XIE E21020 7] MEA % AL T2 CA MY 7| Yo HAof Cet A= S 22|t

=z
1. AF8XH X|I™ 221301 of0|HE &4 Mo M AFEA XI™ E2{ 101 7| MT A 7|2 Y= E AMY &
olAL|C}
M H .

2. 7| MEA L= E HEHLICE

keytool -storepasswd -keystore keystore.jks
7| MEAO A= el 7] &Fo EE HAH Ciet dTE 7| MEA| AEBEE STt
A= 2 HFYLICE.

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

agent.properties It 2| keystore_pass 7|0f| CHSHAM = ST HOH[O|EE SHUAI2.

3. EE HABH & MH|AS ChA| AIRHEILICH

5
»a

el 712 BE 2 EE A0 tiet == SUsHof ehLct.

() sextxz a0 7l Ny
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MEX A Z211Q ERAE ML RE £ S ASME FEHLICH

MEX XIE E2Q ESHAE XMFa0 chet 4Rl 7| 10| RE E= 2t ASME Fdstiof LTt

3=

1.
2.
3

A+
ArEXL XIE E210¢1 7| ME AL ZetEl ELE O|SELIC /opt/netapp/snapcenter/SCC &
'keystore.jks' IS F&LICE.

o

=
7| MEL0| F7HE ABSME LIERL
keytool -list -v -keystore keystore.jks

4

SE £ 57 ASH 0k

rr

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

2E EE= I UBAE ASK XY B9 EFAE MTAN TMI T MHAS
CHAl AISHBILICE,

()  =EcauzMel 57 cAABAE H7psHor BT
ABRH RIF 200l ERAE HEA0 CAAE 7| 42 THBHLIC

CAMTE 7| &2 ALEXL X[F E3122 EHAE MFA0| F4stiof &Lict.

*

1.
2
3

A2 X|E 221391 7| ME A/opt/NetApp/snapcenter/SCC S0| ZetEl ZZ 0| SEILICH
'keystore.jks' IS FELICE.

7| MER0 F7HE ABME LIEELIC

keytool -list -v -keystore keystore.jks

7Hel 719k 37 71E 25 AHE3H= CAABME F 7Lt

keytool -importkeystore -srckeystore
/root/snapcenter.ssl.test.netapp.com.pfx —-srcstoretype pkcsl2 -destkeystore
keystore.jks -deststoretype JKS

7| MEL0| F7tEl ABME LiFEL L.

keytool -list -v -keystore keystore.jks

keystore0i| keystore0i| =7HEl A CA 2Z 0] dligst= BEO| IetE|0f UA=X| 2FlBfL|Ct.

CARASBMO =ItEl 71l 7| =& 7| ME A L= HERLIC.

712 AFEXL K™ 2213921 7| §E A 4S5 = agent.properties IHY Q| keystore _pass 7| ZE&ILICE.
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keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

ca QIZMe| WA 0|S0| UM B EE S4 Bxp(ven, v, n) 7t EE FL @A
O|FS thx O|E2= HAYLIL}.

keytool -changealias -alias "long alias name" -destalias

"simple alias" -keystore keystore.jks

agent .properties ISl ca QASAMUA HA 0|ES FHLLICE.

0| Z+2 SCC_CERTIFICATE_ALIAS 7|0f| CHal ci|o| EgtLct,

8. CAMY 7| &2 AMEX X £2{02 EAE MEA0 7% = MH|AS THA| A|ZFEL|CH.

SnapCenter AFEX} K| E2{0210f| CHSE CRL(QIB A sHX| 55)2 FeL|Ct
* O] XtHof ciet HE =
* SnapCenter AtEAt X[ 2213212 APH M El CI2E2|0|A CRL IHY S ZAMSHL|CE,

* SnapCenter AL2Xt X|H E2{3¢l0f| Ch$t CRL It Q| 7|2 CIAMER|=
'opt/netapp/snapcenter/SCC/etc/CRL & L|LC}.

g

1. agent.properties It 2| 7|2 C|HE{Z|E £M5l0{ CRL_path 7|0{| XA HHI0|EE £ JAELICE

O| C[2E{2|0f = 0|42 CRL IS HHAIE = AELICE SOHRE= ASME 2 CRLO CH3l =HQIE LIt

Windows S A EO0||A| SnapCenter AF2 X} X|H S2{1Q1 MH|A0| CHEE CA RIS ME
MBI C}H

ALEXE X[E Z21021 7] MEA 8l QIEN S 2= E 2t2|5t, CAASME #4511, A}Rxf Xd 2232 EEAE
MEA0 i3t RE L= F7 B ME 7SI, SnapCenter AFEAL XA E2{1021 MH|AS ARSI ALEXL XX
S92 ESAE XNEA0 CAME 7| W2 M50 HX[E CIX[EH ASME gdatstof °“—|Ef.

ArE2XE X[ £213912  C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_0fl 9=
A

file_keystore.jks_E 2| K& 9 7| HEAZ ALSELICE

MEX RIE E20¢ 7| M4 8 AFE Sl CAME 7| Yo BHof ti

—

-

A= E e[t

LA

1. AFEXEXIE 22132 of0[HE £ THUM AFEAL XIF Z2{1Q 7| MEA 7|2 25 E Mg &

—— =
AELICE
key_keystore_pass_0l| s{=st= gfILICE
2. 7| MEA S E HATL|CL

=

_keytool - storepasswd - keystore keystore.jks _
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@ Windows @ TEIE0|A "keytool" BHEZ QA & gl= Z R keytool BHE THA|
ZEE HREL|CE

_C:\Program Files\Java\<JDK_VERSION>\bin\keytool.exe" - storepasswd -keystore keystore .jks _
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