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Reviaw installation prerequisites and install plug-in
package for Linux or Windows
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| Set up credentials. |

v

| Download or create a custom plug-in. |
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Uplead, install, and canfigure the plug-in.

v

Add resources and assign them to users

v

Cenfigure and enable CA Certificate.
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Credential

Provide information for the Credential you want to add

Credential Mame

Lzernams

FPassword

Authentication

Use sudo privileges
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New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
<fgdn> —PrincipalsAllowedToRetrieveManagedPassword <group>

-ServicePrincipalNames <SPN1,SPNZ2,.
Al “Get-ADServiceAccount’ %:'Eég A|'33|'():| MHIA AHEHES =QlgtL|Ct.
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a. GMSA AHE AME2E SAEN A Windows PowerShell Active Directory ZES A stetL|CL.

0| | 5t2{™ PowerShellof|A| CHS HH S MHEL|CE

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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* Windows& SnapCenter 22119 17| X| 9]
AL 7|12 A2E C:\Program
Files\NetApp\SnapCenter@L|LC}.

MEHMOZ AZE AMZXt K| HE 2 Ql&LLC},

* Linux& SnapCenter 221321 I{7|X|2| H 2
7|12 A2 Joptinetapp/snapcenter®L|Ct.

MEHMOZ ZAEE AEXI X|FE = JUSLICL
* SnapCenter =™ E2{12l:
L ARXE XY E2{3Q1 MMoj|A| * Aot | *
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—

& EH0l= AEXXE 2212
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:l;
=9t descriptor.xml| I}I0| £0 Q %'—“:f.
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AEZ|X| E2OQlo ELR
_C: \ProgramData\NetApp\SnapCenter\Pa
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MEHBIL|Ct Storage.zip =0.
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OtXE| AL} XX Z2{10! Zr9|
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Z2{3210| LIEELCE
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GMSAE= SnapCenter Plug-in for
Windows AH| A0 CHEHAM B 202
MH|A A™Eo= AHEELICL.

Skip PrechAtT ZAL * 2holzhg MENSHK| I2 22 SAET E8{10 dX| 27 M E SFSH=X| R E
2toIBtL|CE ClA 3 Z7ZH RAM, PowerShell HH, NET H'I’.‘j 2IX|(Windows Z211212| Z2) 8l Java
HH(Linux 23212 Z2)2 %[A @7 Argol| mz2 f’.:% LICE 2& 27 Ate0| ZFE[X| o™ MESH
RF = Z10 HAIX|7F EAIELICE

REI} C|AT 7t EE= RAMIF 2 =l AL C:\Program Files\NetApp\SnapCenter WebAppdi| U=
web.config IIL S ?:.*E1|0|50f04 712342 +8g = ASLICH LF I CHE oi7fHSot 2EHE 32 ZHE

ol ZoHOF gLt
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X[ HgE ZLEHE L
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cmdletS AES
7| X|E dX[g

tof o2 EH =22
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=]

M X|-SmHostPackage PowerShell cmdlet2
E2{32 I X E o SAEQ SAl0 &X|
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=
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AHESE

o

AN

A 273 OFU2 /custom_location/snapcenter/logsOil Q!
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1. PowerShell2 A&istL|Ct.

2. SnapCenter At S AE0|A Open-SmConnection cmdlet2 AtE3st0] MM S MESHCIS XHH SHS
olzdstL|C},
H-dg

3. Install-SmHostPackage cmdlet 3! Z=~ Oj7H HKE ALESH0 {2 SAEO| E2{0018 MX|gfL|Ct

cmdlett 7H AHEE £~ QL= Of7H H42t 0]of ot HH2 running_get-Help command_name_Of|A{
= £ "SnapCenter 2ZEQ|0{ cmdlet 2 =E 7t0| ="} &LIC}.

TS GXYeH S AETH S2{101S AKXt O] 2Rt 2F M-S EF5H=A] &5t
o k=] =1 [e]
e =

Mz
R
IOt
C
ful

SnapCenter UI(AF2 X} QIE{H|O|A)E AF23SHK SnapCenter AFEX} X|H 2213012 M X[l 0f
SiLICH AFE Xt 2HZ0A SnapCenter UIOIA E2{0012 JHOE X[ £ Ql= B2
CLI(Command-Line Interface)S AIE%t0 2& ZE = Ats ZEZ AFEXHXE &
X = JUSLICL

LA

1. C:\ProgramData\NetApp\SnapCenter\Package Repository®lA] Linux &X|
It (snapcenter_linux_host_plugin.bin)& SnapCenter Z22{1Q! I{7|X| S ArEXt XX 2211018 MX|E
SAEO| SAFgL|CH

SnapCenter A{H{7} X2l SAEO0|A O] ZZ20f HNAE & AUSLICH

2. FY LEDEOIM X otUS SAtet LI E2| 2 0| SELCY.
22|32 HX|: path to installation bin file/snapcenter linux host plugin.bin -i

silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

* -dport= SMCore HTTPS E4l ZEE X|AELIC}

* -DSERVER_IPE= SnapCenter AH{ IP T4 2 X|&EL|C,

* -DSERVER_HTTPS_PORT= SnapCenter At HTTPS ZEE X|&gfL|Ct

* -DUSER_INSTALL_DIRL Linux& SnapCenter Z22{192| I{j7|X| S MX|& C|2E2|E X|HEL|C}

* DINSTALL_LOG_NAME2 21 nje| o|E& X|™gtL|Ct.

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM
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4. Add-Smhost cmdlet 8 Z4= O§7 HEE A0 SnapCenter AHO| SAEE Z=7t8tL|Ct,

HAHO| A2 2 A= O0i7H Hat offe MHof| Cist M2 =  get-Help command_name_2 A&list0] A2
UELICE E= 2 ®EY £+ "SnapCenter 2ZE 9|0 cmdlet & Z 70| E"JUSLICE

5. SnapCenter0fl 2321511 UIO|A = PowerShell cmdletS AL S0 AL XL X|1H 220018
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S HZ5] UIOIM AFEAL A1 E2{1Q18 PR2EY & JUFLIH "= AES U610 f1A S AE0| Z2{ 12
7| XS EX[RfLE ME S HESIHAIL

SnapCenter cmdlet =2 5! cmdlet &= M 20f| PowerShell cmdletof| CHet XpA|SH HE 7t 5| 0f
A&LICH

"SnapCenter 2 E9|0{ cmdlet X 7I0|E".,

MEX X S5l EX| HEE 2L EZRILICE

&t m|O|X|E AFE510d SnapCenter 22121 IH7[X| HX| THES ZLIHE LY = USFLICE
X[ T d&S 2felsto] X 2tz A7] £= X7t JA=X] 2elEd + ASLCH
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=
2. ZL|E HO|X|of| M * = * & SeletL|Ct.

3. = Wo|X|of A Z2{0Ql HX| APt LIFE TS SES HEYSIHH OS2 +HELICH
a. TE * £ S=FLIct
b. MEH Abeh: A|ZH Sl B8 EWE X F et
C. ¥ EEC0H2 HiwollM * E210Q 2X| * & MEfei|ct
d. dEf EECH2 HiR0ilM EX| HEfS MedetL|Ct
e XHg* 2 YUt
4. GX| ZAS MEISID < MR FE * £ 2250 &Y MR HEE FLICH
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ABME 7t E = JASLICE AS M| HZE JHl 7|7t ASLICE.

CSR2 MYE CARISME ZEDIY| ?ld 32 AEM S5 MSEl= B E HAE SFRLIC

CSR ‘d-dofl chet XiAet LIE2 & HESHIAIR "CA IS A CSR ItE = M5t

rr
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EHQl(* .domain.company.com) EE= A|AEl(machine1.domain.company.com CA QIS AME
() 2901 UL 39 CAQISAH CSR I 42 212 4 YALICH SnapCenterE AL83I0] 7=
CAQIBAME et & JASLICE

S AH 149| 2R SHAE 0|57t 22{AE FQDN) U s SAE 0SS CA S A0 AZsHOF BrL|Ct.
QIBME ZHESt7| ol SAN(Subject Alternative Name) 2EEE #{¢| QIS M E LHO|EY £+ JASLICH AUEIIE
2IZM(* .domain.company.com)2| 2 IS M0 OISl ZE SAE 0|F0| LAMO=E IBHEL|CE

0

CA 2B ME 7t FL|Ct
MMC(Microsoft Management Console)E A& CA @1ZA|E SnapCenter AH 2
Windows SAE E2{19210F 71520} gfL|LC}.

. E_I_|-74 *

1. MMC(Microsoft Management Console)Z 0|&%t CHg * It * > * Snapin F7H/A|AH * £ Z2/fLIC.

2. ROl TYRIH BOIM * BN * S Meist Ok * 74+ 2 S2LICt
3. QIZA AL HollA * HEE| AF * SN2 Mes 03 * 0p * S S2ptct
4 B RE > BN - 2HHFE * > NI £ AU ZE Q15 J[2 > * ASH * & 2YBILCH
5. "AZ[3t 4 9 ZE 01 7|2t BLS 019A Q2 CHAZ IS (1S * BE &Y * > ML+ 8
MEotol 7t 27| OpALS: AlRHBtLICH
6. CIS T} 20| DHHAIS 2t BILICH
Of DR A &HOfIAL... CHg e aeict
el 718 FHxSLct O * S48 Meistn ol 7S JHNE TS * T
S 22yppLct
TH HA 27| HZOHR| 8T * Ok * 2 2 BLICY,
ot L QIS MOl AFS S A QS XIFOHT * Tk *

ASM 7tHL7| OtEAL 2t = Qo2 AESH = * Finish * £ 226t 7t 27|
AlZftL(ct.
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@ BN 7IH 27| 71l 7|2t &H HEE M ELICHXIHE = A2 * pfx, *.p12 X
* p7bL|CH).

7. "IfQl" ZCof| Chsl 5EHAIS Br=EfLICt

CA 2EM XIZ= #&LICH
21E M thu mbprlnt._ ASME MES= 167l EXAISYLICH HI2EE HIOZIE HHE|FS

= = o)
o = 1
AHE5H0] S M ZBIXO[A AHLHELICE.

« A~
1. GUIOIM CIS 2 +
a. QIZME & H SFLCL
b. QIZ A CH2t MAXtofl A * M2 HE * g SeisfL|ct.
c. HE 552 A3 ESI] * Thumbprint* £ 2
d. Axtof| M 16%I4 2XHE SAFRLICH
e. 16%l AtO|2 SIS H|AELICE.

£ 50, ¥ZZIETJ} "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b"¢l B2
SME X7 = "a909502dd82ae41433e6f83886b00d4277a32a7b" 7} ELILE.

a. Ltz IS dAsto] EX|E QS Mol HX[&7tE XZ2S LEstn 2|2 &

R
rn
£
ol
R
ufn
ol

X o|2zoz

AXIE CIX[E QIBME Ed%t5t2{H Windows @A E E2{1¢21 MH|AE A3 CA
ASME FG5HOoF LICt.

SnapCenter AH 3! CA IZ A7} O[0| BHEE HE S22 S AE|M LIS HHAHE >R

1. OIS BEES &S0 SMCore 7|2 ZE 81455 AHE5I0] 7|& Q1B HIQIT S HIHfL|Ct.
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

o

Il
mun

H Lh3 1 2Lt
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> netsh http delete sslcert ipport—O 0.0.0:8145
e Bds sty Mz dX|E ABME windows ZTAE Z2{1Q1 MH|AS
HFRIEBL|Ct.

> Scert = “<certificate thumbprint>"

> Squid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid"

o

™ ChZa 2L

i
muin

> Scert = “a909502dd82ae41433e6f838860b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert
appid="$guid"

Linux @A E0|| A SnapCenter AFEX} X[F E2]Q1 AH| A0 Cligt CA ASME FERLICE

AEXEX|E E2{001 7| MEA B 2EN9 &S
XE SO EEAE HEAWC
XH E2{321 MH|AE AFESHH AL
TS| AX|El CIX|E QIBAME &Y

E 2|51, CAQIBAME 75t AL Xt
= 31 QABME FH5t, SnapCenter AHE Xt

F XA Z2{09Q1 ERAE KEAN CAAME IF| A

f

rzgr
4n
[m
H

ArEXt X|1H E2{39212 /opt/netapp/snapcenter/SCCletc_O| U= 'keystore.jks' TFUS ME| MZEHA 8l 7| YEHAZ
ArggtL|c.

AERFXE 22301 7| MEA B A 52 CAME 7| Mol HAlof chet AT E 22|LCt
=z h
1. AFEXEXIE Z2132 of0|ME £ THUM ALEAL XIF E211Q 7| MEA 7|2 AT E Mg &
olAL|C}
M- .

'keystore_pass' 7|01 s{=St= 2 LICE

2. 7| ML 2o E HFRILICH

keytool -storepasswd -keystore keystore.jks
7] MEA0 A= M 7] =9 EE EH| Ciet d=E 7| ML AEEE= st
A2 HFYLIC.
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keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

agent.properties It 2| keystore_pass 7|0f| CHSHAM = STt FH[0|EE SHUAI2.

3. AT E HAFT T MH|AES CHA| AIEFRILICH

AL XY E2102 EBAE MEAN RE E= F7HASME 2L
AREZE X H 22102 EHAE MEA0 CHet 7Hel 7] glo] RE Es= 7t ASME FH6Hof gfL|Ct
o CHAL
1. AMEXL X|1H E2{00 7| ME At Zotel 2042 0| SELICE /opt/netapp/snapcenter/SCC S
2. 'keystore.jks' IIY S & &LICE.
3. 7| MEA FIHE QABME LIEELICE.

keytool -list -v -keystore keystore.jks

4. 2E wE= F7H OIS M £71:

HF

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

SE EE B2 ASME MSX XF Z2IQl EIAE HEA0| TN B MHAS
CRAl AIZFEILICEH,

>
ro
Ol

Met S2F CA IS ME =7138f{of L|C.

() =ec

SR XY B2i00l E2AE HEA0| CA MY 7| 4E PEILIC
CA M 7| 4 AEXH K| B2i00l E2{AE HE20| TAsH0F HLICH
L

1. AF A X|1™ E2{119 7| X & A/opt/NetApp/snapcenter/SCC S0| X &tel ZHZ 0| SEHLICt
2. 'keystore.jks' ItY S F&LICH
3 (e}

=
7| ME L0 FIHE 2

o[
>
i
cC
ot
-
[l

keytool -list -v -keystore keystore.jks
4. 01 7|9F 371 7|E 25 A8%t= CAYBEME FIHLICL
keytool -importkeystore -srckeystore

/root/snapcenter.ssl.test.netapp.com.pfx —-srcstoretype pkcsl2 -destkeystore
keystore.jks -deststoretype JKS

19



S. 7| ME A0 FIHE IS ME LIEELIC
keytool -list -v -keystore keystore.jks

6. keystoreOf| keystoreOfl F=7HEl A CA Q1B A0l s st= HAO| ZEE|0] Y=X] SelgiL|Ct.

=

7. CAUBMOI =7tEl 71l 7] 2= & 7| ME A A2 2 HEFPLICH

712 AFEXL K™ 2213921 7| HE A 4S5 = agent.properties IHY Q| keystore _pass 7| ZE&ILILC.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

ca 9IZAQl #H 0|0 2D Iy =
O|F= tte 0I§2= HFYLIC

=]

rr
m

& BXp(rav, v, b EE FQ @y

[ ==

keytool -changealias -alias "long alias name" -destalias
"simple alias" -keystore keystore.jks
agent .properties MLl ca QASMOUA HA 0|ES FHLLICE.

0| Zt2 SCC_CERTIFICATE_ALIAS 7|0 CHslf KC|0|ERLICE.

8. CAMY 7| W2 AEXF XM E2{00 ERAE NME A0 7LATH = MH|AZS CHA| ARkt Ct,

SnapCenter AtEX} X|8 Z2{1210] et CRL(IBAM diX| =5)2 LdLL|Ct
* O] ZtHoj CHot "E *
* SnapCenter AFEX X[ E2{1012 AP &l CIAE2|0|AM CRL It S AMBHL|Ct,

* SnapCenter AFEXt X|H E2{3210] CHS CRL It | 7|2 ClHEZ|&=
'opt/netapp/snapcenter/SCC/etc/CRL & L|LC}.

A

1. agent.properties It 2| 7| C|E|2|E £} CRL_path 7|0 ZA| RICIO|EY & JUSLICE

Of C|ZE{2[0f = O|&fe| CRL IS HiX[E = ASLICE S0{LE 2AS A= 2 CRLO| CHal 2t

Windows S AEO0||A SnapCenter AEX} X|H Z2{121 AMH| A0 CHet CAQISME
LMSHL|C}

22[5tal, CA ASAME 45t ALEXL

=

=
INES %E11°._| EE1¢E b o_+_01| CHot 2E £= 7 B AME 451, SnapCenter AEX}
7(I’“ EE1“’°| Mtll*E Af33f04 *f%ﬂ X|d E2{0Q EBAE NMEAH CAANE 7| U2

AEXF XM 22{3212  C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc 0l =
file_keystore.jks = Al2| MEA 9 7| AR AMREL|CH.
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AMEX XIE 22131 7| MEA S AL T2 CA MY 7| Yol BHof tigt A= E 22|t

- e -
1. AR X|™ E2{001 Of0|NME £4 UM ALEXE XE E3{1Q1 7| MEA 7|2 Y= E MY &
AELICH.
key_keystore_pass_0i| s{=t= gfILICE
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