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Identify two existing SnapCenter Servers,
or install SmapCenter Server {SC1) on
hostl and SnapCenter Server (SC2) on
host2,

.

Export SnapCenter certificates for SC1
and 5C2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

.

Impart SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

* SVM_NAMES SVMQ| O|SQILICt. O] HEE H|| £H 7|2HO=Z S AH &a2|X7t ELct
* role_name 2 &0 CHsH X|™HSH= O[S LILCE.
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security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_name2 THE11 U= AHEXIS| O| S |ILICE

* password>= AFEALS| A2 YLICE 2 E X|FoHA| pEEH AL F=E LHSEt= HIAIX[I
HEA|ELCE

* SVM_NAME2 SVMe| 0| EQIL]C}.

3. C}2 BYS YUsto] ALEXIof|A| S gLt

=

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
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<password\>

* user_name>2 2EHA|Of| A BHE ALEXQ| O|SRILICE. O] BHE ALESHH AIEXIE £ Ao
HEY = ASLIC

* svm_name>2 SVM2| 0|2

=]
* role_name>2 1EHA|0| M THE Hgtol o] SRILICE

r
n

* password>= AFEAIS| A2 LICE 2 E X|HoHA| e AL d=E L=Stt= HIAIX[I
HEA|ELCE

4. Ot HYS YA AR} SHIEA| EH = A=X] gelet|Ct.
security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name 2 3ttA 0| A THE AM2XtS| O| ERIL| LY.

XA HolOZ SYM &t A

ONTAPOHH M SVM ALEXte| dAet3 Mgt o AHesoF 5= ONTAP CLI HH 2 o
7tX|7F d&LCt ONTAPOHH SnapCenter2t &7 AF2SIE 2 SVME FA5t1 vsadmin
= Eeles, MR tX| gtodi= AL O] H&to| THQBL|C},
o CHA|
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security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() 2t cish of e uh=shof stuict,
1. MBS MASHD T ALBXIOlP] e gereich

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

dets Wgstn Asts 2Esi2{E R 7HX| ONTAP CLI 82 &AdHOF L(Ct.
®* security login role create -role SVM Role Name -cmddirname "snapmirror list-
destinations" -vserver SVM Name -access all

* security login role create -role SVM Role Name -cmddirname "event generate-
autosupport-log" -vserver SVM Name -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
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"job history show" -access all

security login role

"job stop" -access all

security login role
"lun" -access all

security login role
"lun create"

security login role
"lun delete"

security login role

—-access all

create -vserver
create -vserver
create -vserver
create -vserver

—access all

create -vserver

"lun igroup add" -access all

security login role
"lun igroup create"

security login role
"lun igroup delete"

security login role
"lun igroup rename"

security login role

create -vserver

—-access all

create -vserver

—-access all

create -vserver

—-access all

create -vserver

"lun igroup show" -access all

security login role

create -vserver

SVM Name -role
SVM Name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

security login role create -vserver SVM name

"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role

"lun mapping show" -access

security login role

"lun modify" -access all

security login role

"lun move-in-volume'

security login role create -vserver SVM name

"lun offline"

security login role create -vserver SVM name

"lun online"

security login role create -vserver SVM name

"lun resize"

security login role create -vserver SVM name

"lun serial"

—-access all

—-access all

—-access all

-role
-role
all
create -vserver SVM_name -role
all
create -vserver SVM_name -role
create -vserver SVM_name -role
-access all
-role
-role
-role
-role

—-access all

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

35



36

"volume modify" -access all

security login role create -vserver
"volume offline" -access all

security login role create -vserver
"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create -vserver

"volume gtree show" -access all

security login role create -vserver

"volume restrict" -access all

security login role create -vserver

"volume show" -access all

security login role create -vserver
"volume snapshot create"

security login role create -vserver
"volume snapshot delete"

security login role create -vserver

"volume snapshot modify" -access all

—-access all

—-access all

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

security login role create -vserver SVM name
"volume snapshot rename" -access all
security login role create -vserver SVM name
"volume snapshot restore" -access all
security login role create -vserver SVM name
"volume snapshot restore-file" -access all
security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name
"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all
security login role create -vserver SVM name
"vserver cifs share show" -access all
security login role create -vserver SVM name
"vserver cifs show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy create" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy delete" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy rule create" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy rule show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"vserver iscsi connection show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver" -access readonly

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver iscsi" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume clone split status" -access all

security login role create -vserver SVM name -role SVM Role Name -cmddirname
“volume managed-feature” -access all
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security login unlock -user <user name\> -vserver <cluster name\>
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security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

Cluster name -role Role Name
-role Role Name
-role

Role Name

-role Role Name

security login role create -vserver

"cluster identity show" -access all

security login role create -vserver Cluster name
"cluster modify" -access all

security login role create -vserver Cluster name
"cluster peer show" -access all

security login role create -vserver Cluster name
"cluster show" -access all

security login role create -vserver Cluster name

"event generate-autosupport-log" -access all

security login role create -vserver Cluster name
"job history show" -access all

security login role create -vserver Cluster name
"job stop" -access all

security login role create -vserver Cluster name
"lun" -access all

security login role create -vserver Cluster name
"lun create" -access all

security login role create -vserver Cluster name

"lun delete" -access all

security login role create -vserver
"lun igroup add" -access all

Cluster name

security login role create -vserver Cluster name

"lun igroup create" -access all

security login role create -vserver Cluster name

"lun igroup delete" -access all

security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver Cluster name

"lun igroup show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name
"lun online"™ -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

-cmddirname
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"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name
"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name

"volume clone create" -access all

security login role

"volume clone show" -access all

security login role

"volume clone split start" -access all

security login role

"volume clone split stop" -access all

security login role

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver Cluster name

"volume modify" -access all

security login role create -vserver Cluster name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create

"volume gtree show" -access all

security login role create

"volume restrict" -access all

security login role create -vserver Cluster name

"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

-vserver Cluster name

-vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume snapshot promote" -access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver

"volume unmount"

—acC

cess all

security login role create -vserver

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

—access al

login role
cifs create

login role
cifs delete

login role
cifs modify

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

login role

create" -ac

1

create -vserver

—-access all

create -vserver
" —access all

create -vserver
" -—access all

create -vserver

modify" -access

create -vserver
create" -access
create -vserver
delete" -access
Create -vserver

modify" -access

create -vserver

show"

create -vserver
—-access all

create -vserver
cess all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

login role create -vserver Cluster name
export-policy create" -access all

login role create -vserver Cluster name
export-policy delete" -access all

login role
export-poli

login role
export-poli

Create -vserver
cy rule create"

create -vserver
cy rule delete"

Cluster name
-access all

Cluster name
—access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname
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-cmddirname



° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

0| Oi|H|0ll M= SnapManagerSuite 2t0|MIA 7} MX|E|0f Y22 2 27} SnapCenter 2H0[AIA ZH10|
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1. ONTAP BEES Ar835t0 ZHEE2{0| 2IQIEL|Ct
2. system show-instance B2 ot I3 E=2 A4

clusterl::> system show -instance

Node: fas8080-41-42-01
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

2 entries were displayed.
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3. MySQL At T mA(my.in 1)olM CARIEM, MH S8 QIEM, 2210[2UE S8 AZM, M 712l 7] &
S20[AE Il 7| F2E YHO|ERLICY.

7|2 MySQL Mt M Tt (my.in |) ZZ £ C:\ProgramData\NetApp\SnapCenter\MySQL Data\my.in
L|ct

@ MySQL Mt 74 It (my.in 1)2] [mysqld] MM0j|A CA QIS A, MH 38 QIEM 3 HH
el 7| B2 E X[HsH{of ghL|Ct.

OHl

=2
(<)

ro

MY

mju
]
ro
ro
N

MySQL M 1M I (my.in 1)2] [client] MMM CA QIZ A, 22I0|AHE
ZE2E X|H™s{oF Lt

CHS ool M= 7|2 £ C:/ProgramData/NetApp/SnapCenter/MySQL Data/Datadi| 9= my.ini Tt Q|

[mysqld] 440l SALEl IS M 8 7| S 20 FLIC.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

CHE GO M = my.ini IFZ 2| [client] 4H0M HOIO|EE B2E HO| FLIC}

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. 5 W HA 29| 32 CAASME SASHL M S8 QS M, M JHel 7| I, S2H0|HE S8 QIEA
S S20[AE T2l 7| oS YHRILIC ChS HAIE +dBHAI2.

a. X HW HA S0 MM E CAQIBSME & HW NLB =E2| MySQL Data ZC 0| SAFfLICE,

7|2 MySQL HI0|Ef £ HZ2E C:\ProgramData\NetApp\SnapCenter\MySQL Data\Data\2!L|C}.

@ CAQABME LA S &= YELICE M S & 25 A, SCI0IUE S8 AUSM, M 71!
7| ot 5! 2Et0|AUE el 7] mb Rk gt %CHOF L.

b. X HI HA ==9| A openssl @HZ AF2510] WindowsOf|A] MySQL MH 5! 22t0|H E0]| Cit SSL
QIZAM 8l 7| Il s M™etL|C.

"MySQL HZ 5.7: opensslE AHE35t0{ SSL QIEAM U 7| oHS7|"
MH QB A, 22I0|AHE Q1B 2 7| THU0]| AP E|= Uit

JERIEE
() Argsls vt 0|2 gtat Hejof BTt Ut 0[S 2to] 208 OpenSSLE ALGSHOS
Zinkelet Aol 91N & 7| Thlo] Muftc

MH QIS Mol L 0|EL = MH| FQDNE At&%t= 20| ZELILCE

C. SSL I3 XM 2 7| IS MySQL Data L0l SAFLICE.
d. MySQL Mt 7 Tt (my.in 1)l CA ASAM, MH S 2AFS M, S2I0|HE S8 AFAM, Mt 712l 7|
S S20[AE IRl 7| A2 E YHIO|ERILIC.

@ MySQL At M Tt (my.in 1)2| [mysqld] MMM CA QIS A, Mt B8 QIS5 A 8l
M 7iel 7| ZEE X|H™sHof SfLICt.

OH

=
(<)

o

MySQL M 74 It (my.in 1)2] [client] M M0jM CA QIZ A, E2I0|HE M 5l 220U E

Hel 7| B=E X|ZsHof LICt.

CHS ofldl M= 7|12 £ C:/ProgramData/NetApp/SnapCenter/MySQL Data/Datadi| A= my.ini
orA o [mysqld] M0l SALE Q1B A 8 7| IS Hof FLICL.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

CHS GO M = my.ini IFE 2| [client] MH0M HOIO|EE B2E Ho| FLIC}

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

- FHALEQ NIS(QEUl HE MH)UA SnapCenter Al 8l S8 T2 MS SX|EHLICE
. & HA =E0|M MySQL MH|AE CHA| A|ZFgbL|C,

. & HA 20| CHsl web.config Tt 0l A MySQLProtocol 72| 2tS 2HI0|EELICE,

Ct2 oA 0| M= web.config TFL 0| A O|0[EEl MySQLProtocol 7| 24& 2o FLILCt.

<add key="MySQLProtocol" wvalue="SSL" />

- & HA 0] CHSH my.ini T Q| [client] MlM0f| Xt B2 = web.config IHY 2 RIC|0|ERILICE.

CHE GO M = my.ini IFE 2| [client] 4H0M HOIO|EE B2E HO| FLIC}

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />
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<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. £ HA =E9] |ISO|A SnapCenter A ¢l 28 TZ 1S A|ZHstL|CL.

2. HA ' E & S}ILI0j| A -Force &Mt °*7H| Set-SmrepositoryConfig-RebuildSlave-Force PowerShell
cmdlet2 Argarm T HA -E 250 2HEot MySQL =H|E et

=H| dEf7F Yol R0 T -Force §ME AHESHH S2(|0|H 2| XX E2|E MFAEY = AUSLICE

M| =0 Windows 2 AEN A M3t 7| SQL|C}

SnapCenter At MX| ZZ M S AL2SHH HX| F0| Windows A EH| A Windows 7|5 %

A MEEY = JUSLICE Ol= ZH 3112 & = AE AAH RX| #2| IHo=z 2E8Y =

OIAL_||:|-

78



79



EHH=
[=!

80

o

* QEU FHE MH|A

° C|HE{2] ZA
° HTTP 27

° HTTP 2|C|2d
° YH 2HIX

° WebDAV #|A|

- 2YET
© BLE 2%

o XX
|

M

° Windows ¢!
28 oUW Y IS

° NET &2 4.5

o 22 TZ M X795t

o ASP.NET 4.7.2

° MH £ gt

° WebSocket T2EEZ



e
IS B2l A3RE W £

NET Framework 4.7.2 7| 5+

HIAIX| 7

=

Windows T2 A|A ZAsE AMH|A

T8 API

oN
* IS 22| MH[A

- B 27

« NET Framework 4.7.2
« ASP.NET 4.7.2

* WCF(Windows Communication Foundation)
HTTP Activation45

° TCP g43t
° HTTP &3}
> MSMQ(Message Queuing) &3t

NET 24| siZ ME= OS2 HXRSHIAIL. "2IELlo)|
HZBEX| 42 7|E A AHIS| B2 SnapCenter
20| = == HX|7t QHHELIEL"

* HIAIX] 7 MH|A

SnapCenter7f =N e
()  wsma uleg At 2 88

* MSMQ A{H{

s OIENA ZH
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