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my S$result = {

exit code => 0,

stdout => "",

stderr => "",
}i

2t 24K e

t

-

return S$result;

HiolH ¥2td /X

el stelg Holeh K 21 HlO[E{S SUS YT o] YRR BES & USLICE 0| TS 7| gt WS
AFEBF0] 2BEILICH GlOJEI] 7| 3t M2 2T Hlo] B2 MBS SU TB20| 34 HAUM A

WO = FX|ELIC

ChE ZE ME2 222 0| E 2T RlLIC)

my S$result = {
exit code => 0,
stdout => "",
stderr => "",

}i
Sresult->{env}->{‘keyl’}
Sresult->{env}->{‘key2’}

‘valuel’ ;

‘value?2’;

return S$result

sub setENV ({
my ($self, S$config) = @ ;
my Sfirst value = Sconfig->{‘keyl’};
my Ssecond value = Sconfig->{‘key2’};
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=== Logging error messages

2} A2 REHXAE FAISID KESHE SAE O0|MEZ HAIXIE CIA| B £ QUAELICEH,
HIAIXK|Ol= GIAIX] s=F, EtJARMI 51 HAIX] BIAETL ZEBELICH. o2 & HIAIX|7}
X ¢ELICE.

Load the SnapCreator::Event Class:
my SmsgObj = new SnapCreator::Event();
my @message a = ();

msgObj £ AFE3tH Collect HIMEE AESH0] HIAIXIE ZXBILICE

SmsgObj->collect (\@message a, INFO, "My INFO Message");
$msgObj->collect (\@message a, WARN, "My WARN Message");
$msgObj->collect (\@message a, ERROR, "My ERROR Message");
SmsgObj->collect (\@message a, DEBUG, "My DEBUG Message");
$msgObj->collect (\@message a, TRACE, "My TRACE Message");

ZAut ZHA|off HIAIX| XS
Sresult->{message} = \@message a;
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7PX19E HI M%Eu' L|Ct.
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E2{001 A MEd AbshZa 240Ut =S
APP_VERSION MEd ALt 0| AE{2 SnapCenter0i| Al

S0 Helk[= ofE2|H[ 0]
HH M HEE 7IM2E O
AHEELICt.

33l m7|x| Y&

2E Z2{19l0jl= T+ T} ofof Lt

package MOCK;

our @ISA = gw(SnapCreator::Mod);

=headl NAME

MOCK - class which represents a MOCK module.
=cut

=headl DESCRIPTION

MOCK implements methods which only log requests.
=cut

use
use
use
use

use

strict;

warnings;

diagnostics;

SnapCreator::Util::Generic gw ( trim isEmpty );
SnapCreator::Util::0S gw ( isWindows isUnix getUid

createTmpFile );
use SnapCreator::Event gw ( INFO ERROR WARN DEBUG COMMENT ASUP
CMD DUMP ) ;

my SmsgObj = new SnapCreator::Event();
my %config h = ();
23

ALEXE X|H 2213210 M X|&I5H= setenv, Version, Quiesce % Unquiesce?t 22 CHsh X2 IHS &
ol&L|Ct
A H .

setenv &=

PERLZ AFg0}0{ BHE Z2{ 19101 setenv Xr{0] HRBILICH ENVE AH6kT 221191 4 #40] 27| A A
A OIA ||}
T M4 .
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sub setENV ({
my ($self, $obj) = @ ;
$config h = %${Sobj};
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i

return S$result;

T =
rad
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ra
12
2
rlo
0l0

8 IR A

0l

——

HE ghetefLct.

sub version {

my Sversion result = {
major => 1,
minor => 2,
patch => 1,
build => 0

b8

my @message a = ();

SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
$version_result—>{message} = \@message_a;

return Sversion result;

x| Ty

Quiesce A2 resources OH7H H40f| LIZ =l 2[AA0 CHoll S T2
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sub quiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
i
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
Sresult->{message} = \@message_a;
return Sresult;

bal
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LItl

20 FX[ M E floiMs SX| olid 2ol 2RELICE 2|24 SE2 resources D7 H=0f| M ALEE
Ct.

£9 0lo

sub unquiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
bi
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::unquiesce");
Sresult->{message} = \@message_a;
return Sresult;
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#g

SC MSG#<level>#<timestamp>#<message>
SC_MESSAGE#<level>#<timestamp>#<message>
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if ($args.length -ne 1) {
write-warning "You must specify a method";
break;
}
function log (Slevel, Smessage) {
$d = get-date
echo "SC MSG#$Slevel#Sd#Smessage"
}
function quiesce {
$app name = (get-item env:APP NAME) .value
log "INFO" "Quiescing application using script Sapp name";
log "INFO" "Quiescing application finished successfully"
}
function unquiesce {
Sapp name = (get-item env:APP NAME) .value
log "INFO" "Unquiescing application using script Sapp name";
log "INFO" "Unquiescing application finished successfully"

switch (Sargs[0]) {

"—-quiesce" {
quiesce;

}

"—-unquiesce" {
unquiesce;

}

default {
write-error "Function $args[0] is not implemented";
exit 99;

exit 0;
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package com.netapp.snapcreator.agent.plugin.TutorialPlugin;
import
com.netapp.snapcreator.agent.nextgen.common.result.Describe
Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.VersionR
esult;
import
com.netapp.snapcreator.agent.nextgen.context.Context;
import
com.netapp.snapcreator.agent.nextgen.plugin.AbstractPlugin;
public class TutorialPlugin extends AbstractPlugin {
@Override
public DescribeResult describe (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result quiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result unquiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public VersionResult version() {
// TODO Auto-generated method stub
return null;

—
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@Override
public VersionResult version() {
VersionResult versionResult = VersionResult.builder

.withMajor

.withPatch
.withBuild
Louild () ;

()
(1)
.withMinor (0)
(0)
(0)

return versionResult;

Below is the implementation of quiesce and unquiesce method. These will be
interacting with the application, which is being protected by SnapCenter
Server. As this is just a tutorial, the

application part is not explained, and the focus is more on the
functionality that SnapCenter Agent provides the following to the plug-
in developers:

@Override
public Result quiesce (Context context) {
final Logger logger = context.getLogger () ;
/*
* TODO: Add application interaction here
*/

logger.error ("Something bad happened.");
logger.info ("Successfully handled application");

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;

return result;

O| HIAX|E= Context A0 MEEILICH 0470 = Logger Y Context Store 22 02 0|20t OfL |2t HAXH ZHHof|
CHst ™ & (workflow-ID, job-ID)T EEHEILICE FINAL Logger = CONTEXT.getLogger(); & S &5t 2HE 1M 2
& UELICH Logger 7HA|= CHE 22 T2 Y30 LT FAFSE A E(0]: logback)E M3ELICt 22t
A0 B2 ZEE XY =L JASLICE o] oxo| M= X7t fieE = 00| HtetElL|CH CHE 35 ZE=LCHE
A ALt2| 0] DHEE 4~ JSLICE
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Result result = Result.builder ()
.withExitCode (0)
.withStdout (stdout)
.withStderr (stderr)
.withConfig(configqg)
.withMessages (logger.getMessages())
Lbuild()

OE 50|, 38 ZTEE 02 % MHStL, stdout ! stderr0f| CHSt Z =2 *e’éﬁh_ config 07 H-E HHSHD, MHE
CiA| M&E 23 HAIX[E F=ofetL|ct 2= 0f7) ot LeshX| o™ L st o7 M40k HEHLICEH 24 of7H
| A2 2 otzff RE0|A .withExitCode(0)S H|7{stH Z1 PE G2 BEX| AELICE.
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Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;
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VersionResult result = VersionResult.builder
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final Config config = context.getConfig();
String myParameter =
config.getParameter ("PLUGIN MANDATORY PARAMETER") ;
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<Plugin>

<SMSServer></SMSServer>

<Name>DB2</Name>

<Version>1.0</Version>

<PluginType>Perl</PluginType>

<DisplayName>Custom DB2 Plugin</DisplayName>
<SupportedOS>

<0S>

<OSName>windows</OSName>

<0OSVersion>2012</0SVersion>

</0S>

<0S>

<OSName>Linux</0OSName>

<0OSVersion>7</0SVersion>

</0S>

</SupportedOS>

<ResourceTypes>

<ResourceType>

<ResourceName>Database</ResourceName>
<Parent>Instance</Parent>

</ResourceType>

<ResourceType>

<ResourceName>Instance</ResourceName>

</ResourceType>

</ResourceTypes>
<RequireFileSystemPlugin>no</RequireFileSystemPlugin>
<ResourceRequiresAuthentication>yes</ResourceRequiresAuthentication>
<SupportsApplicationRecovery>yes</SupportsApplicationRecovery>
</Plugin>
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Cenfigure and enable CA Certificate.
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2. 2} =i|2loj cHsl Windows =021 AE Z2{0f| A Add-KDSRootKey-Effectivelmmediately HE2
MBS C}

3. GMSA MM gl Y.

a. LI A0 2 A8 OF AlE S HELIL.

domainName\accountName$
Jg0| AR JHME FIHLct.
gha dMot AKX 382 M85 cusaE HAetLICt.

H, Ct3 1 Z2ELIC)

of

i
fujn

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
<fgdn> —PrincipalsAllowedToRetrieveManagedPassword <group>

-ServicePrincipalNames <SPN1,SPNZ2,.
Al “Get-ADServiceAccount’ %:'Eég A|'33|'():| MHIA AHEHES =QlgtL|Ct.

4. SAEO|A GMSAE FAsL|CY.

a. GMSA AHE AME2E SAEN A Windows PowerShell Active Directory ZES A stetL|CL.

O|& | 3t2{™ PowerShellof|A| CHS HH S MHEL|CE

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. I AEZS CHA| A|EFehL
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"AFE A XM 282 TZ 0] thsll Windows Server 2012 O A0jlA| I8 22| MH|A AEHS AL
* O] ZtHoj CHot ME *
SnapCenter A{H{E CHE SnapCenter MH0l| 22102 SAER FItgh o~ l&LICH
WSFC(22{ A E2{12NHE HX|5tH S2ARS HE 20| {110 AX|EL|Ct
o« oA
1. 21% EMM XHoj M * SAE * B S2Igh|C}
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X B2 At X ™ 2213212 Windows A|AH! EE= Linux
AAEIY EXE 4 ASLICE

* Windows& SnapCenter 22119 17| X| 9]
AL 7|12 A2E C:\Program
Files\NetApp\SnapCenter@L|LC}.

MEHMOZ AZE AMZXt K| HE 2 Ql&LLC},

* Linux& SnapCenter 221321 I{7|X|2| H 2
7|12 A2 Joptinetapp/snapcenter®L|Ct.

MEHNMO 2 AEE AEXI X|Fe = JUSLICL
* SnapCenter =™ E2{12l:
L ARXE XY E2{3Q1 MMoj|A| * Aot | *

g 226t ASE AR A 229l
Zcig MegLIch

—

& EH0l= AR XE 2212

x=
:l;
=9t descriptor.xml I}I0| £0 Q %'—“:f.

HI I

AEZ|X| E2OQlo HELR
_C: \ProgramData\NetApp\SnapCenter\Pa
ckage Repository Z 0|S3t0] 2
MEHBIL|Ct Storage.zip =0.
i YRE 5 22
OtXE| AL} XX Z2{ 10! Zr9|

descrlptor xml I 2 117 |X| £ A2 =817
Ho| M2 HAAFRLICH

SnapCenter A{H0| FE2EE|= ALKt X|H
Z2{3010| LIEELCE

MySQL = DB2 OiZ2|#[0|ME &e|st =
a2 NetAppOHH Hl&st= MySQL % DB2
AFBXE X|E 2210018 A 8Y £ JUSLIC
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MSA(Managed Service Account)S
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Windows SAEQ| A2 1
Service Account)% ArE3t
Adsta{H o] elzts M

®

& GMSA(Managed
fof Z2{10l MH|AS
ENHL|C},
GMSAO|EZ
domainName\accountName$
Aoz N3gL|Ct

GMSAE= SnapCenter Plug-in for
Windows AH| A0 CHHAMEE 202
MH|A A™Eo= AHEELICE.

®

7. HE* 2 S=gLC
Skip PrechAtT ZAL * 2holztg MENSHK| I2 22 SAET 810 dX| 27 M E SF5t=X| R E
gholstL|Ct C|A3 22 RAM, PowerShell HE | NET H'I’.‘j 2IXl(Windows £2{1¢19| Z2) % Java
H(Linux 23212 Z2)2 %[A @7 Argol| mz2 f’.:% LICE Z& 27 AtE0| ZFE[X| o™ MESH
RF = Z10 HAIX| 7 EAIELICE
REI}C|AT 7t EE= RAMIF 23 =l AL C:\Program Files\NetApp\SnapCenter WebAppdil U=
web.config It S ?:.*E1|0|50f04 712342 +8g = JASLICH LF I CHE oi7fHSet 2EHE 32 ZHE

ol Z3HOF gL L.

1%

o] E&HOF gfLCt.

1. ZAE Q¥0| Linux! 22 X2 gelet ot * &ol Bl M|E * & S=IeLct
S SAET} SnapCenter0f| O|M0j| ZIHE|U D X[ 20| SHQI=[AEEHE X[ Z 20l
Lo,

X[ HgE ZLEHE L

Mx| g

cmdlet2 A250 02| 214 SAE0| Linux 5= WindowsE£ SnapCenter 221

M X|-SmHostPackage PowerShell cmdlet=

A 273 OFU2 /custom_location/snapcenter/logsOil !

SL|C}.

2l o7 |X|E SRIELC

AESHH Linux =& WindowsE SnapCenter

Z2{1Q Ij7|XIE 6] SAEQ SA|o AX|g £ A&L|Ct
c LBt
SAEE I8t AFXtE SAE| i 22| #sto] Qlojof shu|ct,
© CHA
1. PowerShellg A&atL|Ct.
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2. SnapCenter A|H{ S AE0|A Open-SmConnection cmdlet2 AFEsHO] MIMS MAESHCHS X
olatL|C}.

<

H =
-1 o

HJIO

3. Install-SmHostPackage cmdlet 3! Z4= 071 8 AFESIO] 02 S AE0| 22{021S AXIFL|C

U= OH7H H4=2F o]of| CHSE MH2 running_get-Help command_name_Of|Af
A
T

sho|st & OlA| |} I "SnapCenter 2ZE|0] cmdlet 2= 70| =" &L|Ct.

™ M-

AX|SHe o] LQS @7 ALSHS EESH=X| &QISHX|

HHE QE{H0|AE ARSI Linux A E0| SnapCenter AF2 AL X|H 2211018 MX|gL|Ct

SnapCenter UI(AFE XL QIE{T|O|A)E A2 SnapCenter AFEXt X|H E2{0Q12 MX[sHO}
StLICt A2 Xt 2HH0|A SnapCenter UIOIA E2{1018 |IAHAOZ MX|& 4 Q= ?é'—c"—

CLI(Command-Line Interface)E AIE5tIH 2 RE E= X5 REZ AFEX} X|HE
X = ASLC

* -

1. C:\ProgramData\NetApp\SnapCenter\Package Repository®lA] Linux &X]|
It (snapcenter_linux_host_plugin.bin)& SnapCenter 2211921 I{7|X|E AF2XL X|H Z2{1Q1S MX|E
SAEO| SAgLIC

-

SnapCenter A7} HX|El SAEO|A O] AZ0| HMAE 4= QUELICE

2. @z DETEA A TS EAB CjER|2 0SB
3. =20

2l 4X|: path to installation bin file/snapcenter linux host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

* -dport= SMCore HTTPS EAl ZEE X|HEtL|Ct.

* -DSERVER_IP= SnapCenter MH |P TAE X|™EtL|C}

* .-DSERVER_HTTPS_PORTE SnapCenter A{tH{ HTTPS ZEE X|™gfL|C}.

* -DUSER_INSTALL_DIR2 Linux& SnapCenter £2{12! I{7|X|E dX|& ClHE2|E X|™EELICE
* DINSTALL_LOG_NAME2 21 mt9| o|2& X|™sfL|LCt.

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
~-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. Add-Smhost cmdlet % E4= 047 H4-E AF25H0] SnapCenter AMHO| SAEE FIHgfL|CL,

T A 4 UL of
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rE
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ASME 7tM = =+ USLICE AS M| HEE JH2l 7|7t AS LI,

r

CSR2 MEEl CARISME =HoV| floll 32! AEM SSEM| MSel= ARG E HAE S=QULICE

CSR ddof| ChHet XtM|eh LHE2 2 HZSHUAIL "CA RIS A CSR If = dst= 2"

LO2l(* .domain.company.com) EE= A|A&(machine1.domain.company.com CA 1SN E
() 298k 2= 22 CAISA CSR I 442 AU 2 YALICH SnapCenter AFg8H0] 7| &
CAQIZME HiZxE £~ USLICE

SHAH FM9| AL 22 AH 0|Z(7tA 22{AH FQDN) U si SAE 0|22 CA S A0 AZ8HOF hL|Ct.
OIZME ZE3t7| Mol SAN(Subject Alternative Name) ZEE #{¢ AISME LH0|EE
2IZM(* .domain.company.com)| 2% IS M| QIS BE SAE 0|F0| AH=

CARISME 7tMZLILt

MMC(Microsoft Management Console)E AHE5t0| CA 215 A E SnapCenter AH 3
Windows SAE E2{9210F 71520 gfL|LC}.

*

1. MMC(Microsoft Management Console)Z 0|53t CtS * It * > * Snapin F7H/A|AH * & 228t

2. Aol TR ol * QBN * 2 MEBtC1S * 27} B S2BiLct
3. QIBA Aol HOA * HEE| AN * SHS Meipt C1S < OpY * S 2B,
4. 28 RE >+ AZK - 2Z YFE *> NRIE £ s 2E A J|T > 25N 8 2B
5. "AE|S 4 Qi 2E 915 7|2 BLS 0}2A QEF CHXZ B2 CIS ¥ BE XY * > * IR * &
MES0] 74X 27| DhEALS AlStBiLICH
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O] DREAL ZHOIA... Cteg 4aeiict
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g 228t
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@ BN 7HH 27| 71l 7|2t &H HEE M ELICHXIHE = A2 * pfx, *.p12 X
* p7bL|CH).

7. "IfQlm ZCof| Chsl 5EHAIS Br=EfLICt

21E M thumbprints AISME AESt= 167+ EXAEYULICH HOEZIEE= HIBIE A N2E
ArE3H0] QIS A ZABIXO[ A A[LHEIL|CE,
=
1. GUIOIM CHE & +-BLICt
a. QIZEME & H SElgLct
b. QIZ M CHat MXtof|M * M2 HE * &g S2efL|ch
c. ZE FE2 A3AE3SI * Thumbprint * £ S2IELICE
d. 4xtof| M 16%ls EXHE SARLICH
e. 16715 ALO|2| S HM|AHELCt.
G £ S0{, MZ2IEJ} "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b"! &
22 W73 = "a909502dd82ae4 1433e683886b00d4277a32a7b" 7t EILICt.
2. PowerShellOll M CtS & AT
a. 12 B2 2dsto 2x[E S Me HXIE7IE K28 LIS 2|2 BX|E AISME FH 0|EL=
=

Windows SAE E2{721 MH|AE AR50 CA QIS AME LM TL|Ct

SXIE CIXIY QISME BB Windows SAE Z2{101 MHIAS AIZ510] CA
AUSME FMHoF etL|Ct
SnapCenter At 5! CA 21ZA{7} o|0| HHEE 2 E E2{1¢l EoM CtE HHAE et Ct

o ChA *

1. Ot EE 2 M3t SMCore 7|12 ZLE 81458 AIE3H0] 7|E QIS M HIQIYE HMHELICE.
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

o€ =9 LSt 25 LI
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> netsh http delete sslcert ipport=0.0.0.0:8145
CHe FES AAsIq MZE HX|E 2ABEME windows TAE EZ{1Q AMH|AL}
HFQIZStL|Ct.

> Scert = “<certificate thumbprint>"

> Squid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid"

OlE &H Ct3at Z&LCh
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert
appid="$guid"

Linux @A E0| M SnapCenter AtEX} X E2{ 11 MH[A0] CHEE CA QISME FEELICH

2|52, CAJABSME FE5tA, AFERL

XE S22 EZAE KNZ40 ! d
XE 22132 ME|AS AHESHK A
st

FXIE £330 EZAE MEA0 CAMYH 7| Mg
510 x| CX|E ABME g3t

%
=72t AZME 7SI, SnapCenter AR X}

ArE Xt X|1H E2{39212 /opt/netapp/snapcenter/SCCletc_O| U= 'keystore.jks' TFLS ME| MEHA 8l 7| YEHAZ

AtERILICE

AMEXE XE E21021 7| ME 4 L AL B2l CA MY 7| o EHof| ot A= S 2afetL|ct

=z
1. A8XH K™ 221301 of0|HE £ Mo M AFEX XI™ E2{ 101 7| ME A 7|2 Y= E AMY &
olAL|C}
M H .

'keystore_pass' 7|01| s Zot= 2L ALICH

2. 7| MEA A= E HELIC

keytool -storepasswd -keystore keystore.jks
7] MEA0 A= MY 7| 259 ZE BHHO| Cfet 2dzE 7| HEX0 AHEE= LS
A= 2 HFYLICE.

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
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1. MM XIE 2330 7| &AL XetEl Z20 2 0| STLICE /opt/netapp/snapcenter/SCC S
2. 'keystore.jks' It S F&LICH
3 o)

=
7| MEL0| F7HE ABSME LIERL L
keytool -list -v -keystore keystore.jks

4. RE EE F7H SN 30t

rr

keytool -import -trustcacerts -alias myRootCA -file

/root/USERTrustRSA Root.cer -keystore keystore.jks
BE = OIZME ANEX XH E3TQ EZAE XNEAN FAMTH

I_I_O —

CHAl AIZFRILICE.

ot

MHIAE

AMEXF X|E E2{02 EBAE M40 CAMY 7| 4= FHRLICH

CAMT 7| 2 AFSRE X Z2{09l ERAE XFA0| Ao} BLICH

© CHA >
1. AKX} X1HE E2{2921 7| XE A /opt/NetApp/snapcenter/SCC S0| X&tEl ZC{Z 0|5 EL|CH

2. 'keystore.jks' I+
3

keytool -list -v -keystore keystore.jks

4. JHQ1 7|9F 37 7|E 25 A8%t= CAQJIEME FIHLICL
keytool -importkeystore -srckeystore
/root/snapcenter.ssl.test.netapp.com.pfx —-srcstoretype pkcsl2 -destkeystore
keystore.jks -deststoretype JKS

o 7| MEA0| It IS ME LIEEL L.

keytool -list -v -keystore keystore.jks

50



712 AFEXFXE 2213921 7| HE A 4S5 = agent.properties IHY Q| keystore pass 7| ZE&ILILCE.
keytool -keypasswd -alias "alias name in CA cert" -keystore

keystore. jks
ca BMe EE 0|50 Z1n Z9 T
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O|§E E= O|ER2Z HZERLIC.

rir
Am

£ BR(ren, v, 7t BEE S Y
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keytool -changealias -alias "long alias name" -destalias
"simple alias" -keystore keystore.jks
agent.properties OIS ca QUBMOAM HA 0|F2 FHELICE.

0| 22 SCC_CERTIFICATE_ALIAS 7|0f| CH3slf iC|o|EgtL|C}.
8. CAME 7| W2 A} X S0 EHAE NEAN TLASHS AH|AZ CIA| A|ZFEHLICE,
SnapCenter AFEXt X| & E2{1¢10] Ci$t CRL(2IENM SHX| =8)2 FMLICH
* Of Zrjofl it ™ME ~

* SnapCenter AF8Xt X 21012 AP 74 &l CIRMEZ|0f| M CRL It S ZMBfLICt
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'opt/netapp/snapcenter/SCC/etc/CRL I L|LCt.
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1. agent.properties It 2| 7|2 C|HE{Z|E £M5l0{ CRL_path 7|0{| X7 HHI0|ET £~ JASLICE
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Define a backup strategy. ﬂ\[

Add resources,

.

Create a backup policy.

!

If you hawve multiple resources, create a
resource group, attach policies, and
create an optional schedule.

-

Back up the resource or resource group.

-

Maonitor the backup operation.

'

View related backups and clones in
Topology page.
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-jar -Xmx8192M -Xms4096M.

PowerShell cmdletS AtE0t0| AEZ|X| A| AR AZD XA S Attt

PowerShell cmdletS AE3t0] HIO|E E= &S =3ot7| 0| SVM(Storage Virtual
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o

Machine) 221t Xt4 &
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PS C:\> Open-SmConnection
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PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. Add-SmCredential cmdlet2 A235t0]| M| XtH SHS ohSL|CE
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PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator
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b

1. Open-SmConnection cmdletE AH26H0] X|HEl AL X0l CHSE SnapCenter Server 32 MME
AL CE.

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

Ar2XL 0|2 8l 2t T2 T EJ FA|EL|CEH
2. Add-SmResources cmdletS ARSI 2|AA S FItetLC,

O fFIOf M= 2| 2AE FFIFSfLICt.
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Add-SmResource -HostName '10.232.206.248' -PluginCode 'DB2'
-ResourceName NONREC1 -ResourceType Database -StorageFootPrint ( @
{"VolumeName"="DB2 NONRECIDB";"LunName"="DB2 NONRECIDB";"Vserver"="vs
erver scauto secondary"}) -Instance db2instl

3. Add-SmPolicy cmdlet2 AF23t0] B! M S otEL|Ct.

Of oflofl M= M 2 XS HdetL|Ct.

= o

Add-SMPolicy -PolicyName 'db2VolumePolicy' -PolicyType 'Backup'
-PluginPolicyType DB2 -description 'VolumePolicy'

4. 27} SmResourceGroup cmdlet2 AFE610] SnapCenter0l M 2[AA OAES FIHeLICL

Of Mo M = XIFE A 8l 2|22 5 AESHH M 2|a4 OFS THEU

Add-SmResourceGroup -ResourceGroupName

'Verify ManualBackup DatabaseLevel MultipleVolume unix' -Resources
@(a

{"Host"="10.232.206.248";"Uid"="db2inst2\NONREC"}, @{"Host"="10.232.20
6.248";"Uid"="db2inst1\NONREC"}) -Policies db2ManualPolicy

5. New-SmBackup cmdletS At25t0] A B 21 S A|ZFStL|Ct

— =

New-SMBackup -DatasetName

Verify ManualBackup DatabaseLevel MultipleVolume unix -Policy
db2ManualPolicy
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PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId

{DB1}

{}

False

False

269

2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470
10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows
211

PolicyName test2
SmPolicyId 20
BackupName Verify ASUP Message windows scc54 10-04-
2016 23.20.46.2758
VerificationStatus NotVerified
VerificationStatuses
SmJobError
BackupType SCC_BACKUP
CatalogingStatus NotApplicable
CatalogingStatuses
ReportDataCreatedDateTime
HEY B2l 2 e XY BLEE
SnapCenterJobs H|O|X|E AtE5}0] O2] MY Yo FAES ZLIEHZY
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Define a restore strategy.

Restore and recover the auto discovered
database.

Restore the manually added resource.

v v

Monitor the restore operation,

PowerShell cmdletS #8322 AE3t7LE AT EO|M ALS5H0] Wi, =) 8 22 2SS 8 & JASLICHL
PowerShell cmdletol| CHSt kA8t LIE 2 SnapCenter cmdlet =22 AFE5I7LE 2 HESHYAIL "SnapCenter
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2. Get-SmBackup % Get-SmBackupReport cmdletS AtE5t0] S st2{= StLt 0| AFQ] Q0| CHEt MEE
ZAMBHL|C}.
[ R = |

Of ol M= A 7t 2= ol et HEE EAIRLIC

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

SmBackupId : 113

SmJobId : 2032

StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34

PolicyName : Vault

SmPolicyId : 18

BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114

SmJobId : 2183

StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34

PolicyName : Vault

SmPolicyId : 18

BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

1. Restore-SmBackup cmdlet2 AtE3t0] B {0 A H|O|E{E SEL|Ct



Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey 8
ObjectId : 0
PluginCode : NONE
PluginName

cmdletzt BH AFEE = U= 047K H=2F 00]| CHE BHE2 runnlng get-Help command_name_0i|A| &tolgt 4

UELICE = 2 HEE T "SnapCenter 2T E|0{ cmdlet =X 7}0| =" &LICE.

HEd 20 2[aA =7 FHUS ELEEELICH

&) H|O|X|E AE3I0{ 02| SnapCenter =& &fQ| HES DLIHEY = JSLICH 2
ANHES 2elsto] 20| AN =X = ZH7t [=X| 2eld =~ JAELICH
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Define a clone strategy. ﬂj

Clone the backup.

|

Monitor the clone operation.

:

If required, split the clone.
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10. Qo2 HESID * Finish * £ S2lghL|C}.
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PowerShell cmdlet2 A345I2{H PowerShell 214 S ZH|8H{0OF SL|C}.

PowerShell cmdletOf| CHst XtA|$E LHE 2 SnapCenter cmdlet =2 H2 AFESHLE 2 HZESHUA|L "SnapCenter
AT EQI0| cmdlet &= 70| E".

o ChA| *
1. Open-SmConnection cmdletS At235t0] X|™El AF2X}0]| Ci$t SnapCenter Server 32 NMS
A|ZFEtL|CE,

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup Ei= Get-SmResourceGroup cmdlet2 ALEst 222 MAE U= WMAS LIFTL|CE.

Ol ol M= AE 7t 2= ol et HEE EAIRLIC

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

CHZ AR M= XIFE 2|22 OF0f et YEE EAIRLICE

PS C:\> Get-SmResourceGroup

Description :

CreationTime : 10/10/2016 4:45:53 PM
ModificationTime : 10/10/2016 4:45:53 PM
EnableEmail : False

EmailSMTPServer
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EmailFrom

FEmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
EnableAsupOnFailure : False
Policies : {1
HostResourceMaping : {1}
Configuration

SMCoreContracts.SmCloneConfiguration
LastBackupStatus : Completed
VerificationServer
EmailBody
FEmailNotificationPreference : Never
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat

SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Tag

IsInternal : False
EnableEmailAttachment : False
VerificationSettings : {}

Name : NFS DB
Type : Group
Id : 2

Host

UserName

Passphrase

Deleted : False
Auth : SMCoreContracts.SmAuth
IsClone : False
Clonelevel )

Hosts

StorageName

ResourceGroupNames

PolicyNames

Description :

CreationTime : 10/10/2016 4:51:36 PM
ModificationTime : 10/10/2016 5:27:57 PM

EnableEmail : False



EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
EnableAsupOnFailure : False
Policies 3 1)
HostResourceMaping : {1}
Configuration

SMCoreContracts.SmCloneConfiguration
LastBackupStatus : Failed
VerificationServer
EmailBody
EmailNotificationPreference : Never
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat

SearchResources : False
ByPassRunAs : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Tag

IsInternal : False
EnableEmailAttachment : False
VerificationSettings : {1}

Name : Test
Type : Group
Id : 3

Host

UserName

Passphrase

Deleted : False
Auth : SMCoreContracts.SmAuth
IsClone : False
Clonelevel : 0

Hosts

StorageName

ResourceGroupNames
PolicyNames

Ol ol M= 2E 2O ALESH XY E oM 222 HLHLICH
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New-SmClone -BackupName

Verify delete clone on gtree windows scc54 10-04-2016 19.05.48.0886
—-Resources @{"Host"="scc54.sccore.test.com";"Uid"="QTREE1"} -

CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'

-AutoAssignMountPoint -AppPluginCode

'ign.1991-

05.com.microsoft:sccb54.sccore.test.com'

4. Get-SmCloneReport cmdlet2 AIE3t0{ 22 %

|-IE|II-
—

of ool M= X E

¢ IDof| et 2

PS C:\> Get-SmCloneReport -JobId 186

SmCloneId
SmJobId
StartDateTime
EndDateTime
Duration
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupPolicyName
SmBackupPolicyId
CloneHostName
CloneHostId
CloneName
SourceResources
ClonedResources
Sally DRAPER}
SmJobError

=t O] X|0f| C}Z OF0| 20| LIEFL}1 £H¢i9

T SLIct
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£ A8t SnapCenter 2
olsto] Zefo| ofN| et El=

'DummyPlugin' -initiatorname
-igroupprotocol 'mixed'
10| AEfE ELict,
E HOME BAIRLCL
1
186
8/3/2015 2:43:02 PM
8/3/2015 2:44:08 PM
00:01:06.6760000
Completed
Draper
4
OnDemand Clone
4
OnDemand Full Log
1
SCSPR0054212005.mycompany .com
4
Draper clone 08-03-2015 14.43.53

{Don, Betty, Bobby, Sally}
{Don DRAPER, Betty DRAPER, Bobby DRAPER,
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