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SnapCenterE AFE35IH SAP HANA Gi|O|E{H|O| A 0] CH3H CHRFot Rl =4 2SS +AY
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™ MdJ .
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* HIo|E{H|0|AE EF A|EC

ST et AlZHS X0 OF BL|CE.
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CO[E{H|0| A S
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F Cllo[E| UMK ST
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ot SnapCenter= SAP HANA Gi|O|E{t|0| A0f| CHSH =+ oF & M2 MSELICE

SAP HANA G|O|E{H|0| A& SnapCenter =2{102| MX|E
=H|BHLIT)
SAP HANA H|O|E{H|O|A & SnapCenter 221101 HX| IFEZEL

SAP HANA H|O|E{H|O| A S EHS35t2{H SAP HANA H|O|E{H|0]| AL SnapCenter 2212l
A XS5t M-l of giL|Ct.

o

| Lag in to the SnapCenter Server using a web browser,

v

| Idmnitify storage types supported, |

v

Review installation prerequisites and
install plug-in package for Linux or Windows.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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SAEE FII5t10 SAP HANA G|O|EH|0| A& SnapCenter 221212 AX|sl7| 2[5t AtH

(23
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7|25 02 Windows ZAE0| SAP HANA Z2{1012 AF28}0] SEL|Ct
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* RE = FE 0[2]9] AFEZX}0] Chol &= 7|8 SSH HE S E-detslof ZLICt.
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Windows SAE
7|27k c:\Program Files\NetApp\SnapCenter\HANA\etc\allowed commands.config

MEX XE B=E:

<Custome Directory>\NetApp\SnapCenter\HANA\etc\allowed commands.config Windows
SAE:

Linux SAE

7|22k /opt/NetApp/snapcenter/scc/etc/allowed commands.config

AKXt X8 BE: <Custome Directory>/NetApp/snapcenter/scc/etc/allowed commands.config

SHIA SAENM 7 HHEZ 6126IHH 2 GLICH allowed commands.config HEZ(Q O, 2t HHZ
Ho| Z0f Y= etL|Ct. 0|E° HARXIE LESIX| $&LICH O[S SH, CI23t Z&LICh

H&H: mount
HH: OIR2E x|

Hrietel 22 0|ES XIFsHof LICh. SHMo| ZotEl 32, 2 0|F2 WS HE(")Z FOoof LIt oS SH, L3t
7I-¢|__| |_'_|.
Ed .

H&: "C:\Program Files\NetApp\SnapCreator Commands\sdcli.exe"
H24: myscript.bat

E $ELICt allowed commands.config IMYO| Qi Lt H&E = AT E ABMO| XD IS 271 At
CtS QF 7t eraigtL|ct,

"[/mnt/mount -a] ##0| H{EE[X| ZSL|CE E2{02 SAEQ| %s LAY HHES 71610 HotE 2OSIHAIL."
HY E= ATEEJOf gl= 22 allowed commands.config, & £ ATEE HHO| KL= QIEET}
AIiSta O LF 71 EhdetL|Ct.

"[imntimount -a] A130| S|BEIX| S LICH 22101 SAES| %s THo| BHS X71510 TS SOJSHAIAIL."
() ocsi= g2¢)2 Agstel ZE BHS s1AE o ELick

Windows & SnapCenter E2{ 12! I{7|X|E AX[5}7] ot SAE Q7 AtYY

Windows& SnapCenter 22|12 Ii7|X[E AX|5t7| Ho| R 7IX| 7| 2EQl S AE A|AH!
a7t 27 At S AO[E 27 At E = X[l oF gfLLCY.

o= QF At

2 M| Microsoft Windows
X El= HHof| ciet £ A HE= E HXSHUAIRL
"NetApp &= 284 IEEA E"
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* Microsoft .NET Framework 4.7.2 0| A

*« WMF(Windows Management Framework) 4.0
ol &

* PowerShell 4.0 O| A}
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"NetApp &= 284 IEEA E",
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IR 71250l Z AE A[AH|
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* Red Hat Enterprise Linux
» SUSE Linux Enterprise Server(SLES)
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() alefelol 2ot sole] 2 wteiof vizof
nfe} gLt 0lA3 Z2to] HEetx]
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LUQTH AT EQ 0 If7|X| Java 1.8.x(64H|E) Oracle Java % OpenJDK2Q| 7|5

Javas E|4 HEC = H2|0|ES 32
Ivar/opt/snapcenter/spl/etc/spl.properties 0| =
java_home ZM0| SHIE Java HH1 SHIE ZE22
HEE|O JA=X| 2l oF 2L|Cf.

X E|= HHof Cheh 2[M HE=
"NetApp &= 2Ed IHEEA ="

SAP HANA G|O|E{H|O]A L2 SnapCenter 221210 Ci$t Xt SH M H

SnapCenter= A2 ZHZ A2t SnapCenter 22 2ol AFEXIE 215¢
Ci[O|E{H|O| A EE= Windows IHY A[AEIOA IO E= XHHS +AHSt2{™ SnapCenter
{12 X E Qe XHE ZHu F7t X4 ZSHE TS0{0F ¢
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* Linux 3AE

QN T2 MAS X B AR 4= U= sudo HEHO0| U= FE AEX £ RE 0[2|9] ALEX}0)| CHet A+

* DAL * SAEE RSt F2{3012 HXITt = Linux0ll CHet Xt SES MAE 4 X2 B9 A=
SAEES PotD 210018 MA[eh| Mol SVME A7Ket = A FHS MMsts ALLIch
* Windows 2AE
Z2{0012 Mx[st7| Mol Windows XtH SHS MAdlof gtL|Ct
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2|24 50tz X2 SUS MWUD ASX 0[S WA 2K Ast| Y T A 244 IF Y
6Ol tS LS} 0| S0| Eeof FLICh

15


https://imt.netapp.com/matrix/imt.jsp?components=112389;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=112389;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=112389;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=112389;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=112389;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=112389;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=112389;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=112389;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=112389;&solution=1257&isHWU&src=IMT

21z eral Bof M * M * 2 St
=

Credential

Provide information for the Credential you want to add

Credential Name

Lsernams

Password B

Authentication

Linux

Use sudo privileges €@
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SnapCenter 2211012 Mx[& |*E"°| el
22|Xt E= 22X 352 AHS K-
ALEXL 0| EHEO| &t WAI2 Ct32 Z&L
° _NetBIOS\AHEXAt 0| _
o QI FQDNWAIEXt 0|2

Z HE|XHEY 2F002H s

Hu

o _I—E— | &5t A|ABIS| AL SnapCenter
=2{ 0018 HX|g AA” 7|2 MS 2Z
HEIXPE XIHELICH ALEX AI™o| A5 E HPHo|
UL SAE A AHIO| M AFSXE AN A H|Of
7|s0| HgMetEl 42 2Z e[Xt 30| £5h=
EH ANEX AEE K™Y = ASLICH ALEXE
0|5 EEQ| SHIE A2 A%} 0|5 _ YLICt

- O 71—

2

2 U 13
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Io

OIS0l 2UHSH(") EE WE|()S AFRSHK|
OFAA|Q. ELC} II-O( ) EZAR()E A-IME
ob ElL|Ct YBE AP 7|S. 02 &
LessThan <!10, Lessthan10 <!, backtick'12.

sudo H$HE AFEELICEH ZEJt ofl AtEXt0]| CHEt Xt SHE MHst= 42 *
sudo Hot ALE * =olzts MEY

@ Linux AFXFoi| 7|5t = ElL|ct,

S 22 01l = ALEA} 8L M| A H|O[X[2] ALEAF EE= AFEAL O 00 At 3 /XA 22|12 292 +

Windows Server 2012 O| A0 Xl GMSAE A gfL|C}

Windows Server 2012 0| A2 A2SIH 22| 5| = SH|Q! AN XHSSHE MH|A AN s
22| E M&st= 28 GMSA(Managed Service Account)E BHE 4= JUESLILCE.

AlZFsE7| o
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* Windows Server 2012 O|A&te| 0|9l ZAE E2{7} Q!0{0F BfL|C}.

« tojelo] LA RI2l Windows Server 2012 0|4 SAE 7L QU0{OF BHL|CH.

CHA|
1. KDS RE 7|5 H435t0{ GMSAL| 2t JiA|of| CHel 1 Ret A E MAptL|Ct
2. 2} = Q10j| CH8H Windows 0|2l 74 EZ2{0{| M Add-KDSRootKey-Effectivelmmediately &S AsstL|C}

3. GMSA ¥4 3l 114:

a ot O AMEX IF AFS TS L

gjo
()°|'

domainName\accountName$
a0 AFH JHME FItetL(Ct.
HFZ1 AH A S} AI-Q.XI- _leg AI-.Q.OI-O:I GMSAE A 'c'>'|'|__||:|-

oo O O -

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
—PrincipalsAllowedToRetrieveManagedPassword <group>

-ServicePrincipalNames <SPN1, SPNZ2,.
A&l “Get-ADServiceAccount’ E';'Eé; M%&OEI MH|A ANE EoIgtL|Ct,
4. SAEN AN GMSAZE FAEHLILCE.
a. GMSA A|HE A 2% S AEN| M Windows PowerShell2 Active Directory ZES A s}gtL|CE.

O|&H| 5t2{™ PowerShell0l| A CtS BES AMatstL|Ct.

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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a. SAEZ CHA[ AIRFRILICH

b. PowerShell 38 ZEIZE0|M CtZ HHS HAHSI0 TAEN GMSAS AX|LICH Install-
AdServiceAccount <gMSA>

c. L2 B3PS At GMSA AHE
5. ZAENM T E GMSAO 22| #etS eEetL|ct.

6. SnapCenter AHO|A LA E GMSA AEE2 X|H5t0{ Windows SAEE F7+8L|Ct

o

SOIBILICH Test-AdServiceAccount <gMSA>

SnapCenter A= MEiSE Z2{ 0012 S AEQ| X5t X[HE GMSA= E211¢! 8% 50| MH|A 202
ABOE AHZELICE

SAP HANA G|O|E{H|O| A2 SnapCenter 22{1QI2 MX|EL|Ct

SAEE FIt6t ¢

—

AE0 S22 Hi7|XIE AXIFfLt

X
ot

SnapCenter @A E 7} H|O|X| S A3 2 AES FIt0t CHE E2{121 IiF XIS A X|3H0}
SLiCt. Z2{a0ls %7—1 SAE0 A2 2 EX[ELLL 2AES $7F5LT'_ NE 2AE =

ael2 =
Se{AH0| tist 2301 H7[X[E 2X|E & ASLIE

Al=ket| Fo|
* Z2{09l M| o
AE

* Windows 2 =
ALEXIO| £3 B2 SAE
AT A

* HIAIX] 7 AH|

47 H3H0| U= de(0ll: SnapCenter 22X H

=
= 82X o 7|2 MSEX] g2 XH TS KoL AL EXL 22 &Y OF

LS

M UACE H[g-de}sl{oF LT,

Aol &l AF8Xto{oF BLICt.

© 22| dPMoll= SAE 2t2(of chet HED

—

EoHE|0] ASLICH.

7t
* & GMSA(Managed Service Account)E At&5t= 22 2Kt O E GMSAE FA6loF grL|Ch.

"SAP HANAE Windows Server 2012 O|&0|A| O & 22| MH|A AHE AMetL|CH"

o] Ztedof| chat
* SnapCenter Mt Z C}E SnapCenter MH0f| E2{12 SAE= FItg 4~ glEL|CH

* SAP HANA A|AB 2X2] 22 2F AA-D BX AAH DRO|M 2|AAS HMsH{H root & sudo
AFRHE A3 2 AlAHE B AJA-E B RI15H= 20| ZELIC

£
1. Q1% ELM KO A * SAE * 2 22IBHLLY

2. o 2|0 * Managed Hosts * £40| ME{E|0f QU=X]| BfoIgtL|ct
3. 7+ & S=gLc.

4. SAE HO|X|0|A C}S RHHS AsHStL|C}.
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* Windows

. EI:I—qA

SAP HANAE E3{1¢0I2

HDBSQL 22}0|HE SAEQ
() 2x=inl, of SAES Windows

A AR EEE= Linux A[AHIO AS 5

AELICE.

S 2AE 0|52 Y YLICH FQDN(EtetEl
THQIO|E) EE SAEQ| P TAE ETtL|Ct.
SnapCenter= DNS2| SHIE F-dof a2} Z2tEL|Ct
2tA FQDNE2 Y=st= 40| 7t& E5LICH

0| SAENA HDBSQL Z2t0|HE 8l
HDBUserStoreE 1 AIsHOF BFL|C,

o

ddet xt4 E 0|FS HEBHALE M X1 &
At 2t S0l {3 z*Eoﬂ Chet 2

Toto| AO0{OF BL|CE XtMIet HE2 XtF BT Ao
Ciet HEE HZSHIAL.

>-EOE

E ?ld HME =28 XHF SO
2 A QIAL|C}
= T M-

<1 gS g%

EE Hd £ {X5H7AL ZE X|"eL|Ct.
7= = 8145QlL|LC}, SnapCenter ME 7}
AF Xt XPH EEOH HXE ZR Y ZE HS It 7|2
TEZ BAELCH

() NzEesxuacsuvzcs
x| o} BILICE X eO® KRlo|
AlmjgLic,



=
SAP HANAE 22{12/2 HDBSQL Z20|HE

x| 22
SAEN MX|E|H, 0] SAEE= Windows A|AH L=
Linux A|ARIO S 5 U}ASLILCE
* Windows& SnapCenter Z22{ 19! I{7|X|2| AL
7|2 AZ & C:\Program
Files\NetApp\SnapCenterL|Ct. MEfHO 2
BEE AMEX} XEE = JUSFLIC
* Linux& SnapCenter 2211921 1{7|X|2| E2 7|2
ZZ = /opt/netapp/snapcenter@L|Ct. MEHM O Z
BEE MEX} XEE = JUSFLIC
AP AKX HALE A ELICH I’31_'°|0| ool & QE M X[ =0

& GMSA(Managed Service Account)E AFE5H  Windows S AEQ| A2 & GMSA(Managed
Z{09Q! MH|AZE AlslistL|C} Service Account)=S Afgﬁfoﬂl S22 MH|AE

AHSI{H O] =fQl2ts MEMBL|CY.

GMSAO0|EZ
@ domainName\accountName$
MO = HSgLCt.

GMSAE= SnapCenter Plug-in for
(D windows Al 2ol cefxet 212
MNH|A AHO R AMZELICH

7. HE 2 2guct
AP HAF AL 7| 2l2ts MERSHX| gf2 2R T AETL S22 2K @AM E FF5I=X| R E

stolgtL|Ct C|A 3 27 RAM, PowerShell I:|'| , NET H'I’.‘j ?IX|(Windows 22{1219| H2) & Java
HM(Linux 22{0Q12| AR)2 %4 27 AL fEf AT ELICE 2[4 27 AFEO| ZFEX| o™ MAHSH 2R
= Z 1 HAIX|IZF EAIELC

QRItC|AA FZt E= RAMTt R E
web.config ItY S HH|O|ESIH 7|22k

LS— 11— T [

C:\Program Files\NetApp\SnapCenter WebAppdi| =
x{SH

HO
oT
S +d¥ & ASLICL 2F It LHE Di7fHof 2HE 2 —'?-HIE

sl Z8HOF StLICt,

®

8. TAE LY

S AH M S LAH Z &

®

HA 2780l web.config T}Y S YUH|0|EdtE 32 & =E0(A IS HH|0[E8HOF BiLICt.

Of Linux2! 22 XIES =Qlgh O3 * 2l 3L ME * S SEFLICL

Zof chst X|22 =telshof gfL|Ct
St SAETL SnapCenter0| O| X0l 7|0 X| 20| 2RIE[QJEHEE X2 2ol
ALt
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9. 4x| abgE ELE L.

MK #H 23 IAL2 /custom_location/snapcenter/logsOll L &LILCE.

cmdletS AF25I0] 042] €14 SAEN Linux 5= WindowsE SnapCenter 22|19 I{7|X| £ A X|gtL|Ct

A X|-SmHostPackage PowerShell cmdlet2 AHE 310 Linux EE= WindowsE& SnapCenter
Z{0Q I§7| XIS 2] SAE0| SA|0 AX|E 4 ASL|CE.

AZFSE7| 0|
S0 I{7|X|E X[ 2t SAE0| gt 2Z 2| Xt #THo| /e =Ml AFEXEE SnapCenter0fl 2 1Q18H0F
2=

CHA|

1. PowerShell2 &&gfL|Ct,

2. SnapCenter At S AE0|A Open-SmConnection cmdletS AF238I0] MM S MHSH OIS XHH S
olzdstL|Ct
H=-dg .

mo

3. Install-SmHostPackage cmdlet 3! Z~ Oj7H HKE ALESHY {2 SAEO| E2{0018 MX|gfL|ct.

cmdletzt S7H A2 S 4~ QL= OH7H 42 0|0f CHSH HH2 running_get-Help command_name_Of|A{ &tolgt &~
UELIC}H = 8 £ X8 £ "SnapCenter 2ZE9|0] cmdlet &= 710| E"Q&L|CE,

Z2{0012 +50E MA[YoH SAET E2{1Q18 HX[st= o ERSt 27 AFgE SFsH=X| &QlstX|
o= AL -skipprecheck SMS AI2E 4= U &LICH
4. AH MK E 2[3t 1tH S LHLI|CL

HHE QB 0|AE ARSI Linux SAE0| SAP HANA G|O|E{H|0| A8 SnapCenter Z2{ 1212 MX|EtL|C}

SnapCenter UI(AFE X} QIE{H[O|A)E AFESH0] SAP HANA H|O|E{H|0| A& SnapCenter
E2{1012 MX|sHof BfLICt A 2HANA SnapCenter UIOIA] E2{0Q12 §1HOZ Mg
% gl= Z 2 CLI(Command-Line Interface)E A3t 24 RE E&= XIS ZEZ SAP
HANA C|O|E{H|0] A& E2{10l5 EX|E 5= JELICL
AlZESE2| ol

* HDBSQL Z2t0|HET}t AFot= 2t Linux SAEO| SAP HANA H|O|E{H|0| A8 E2{101S MX|sof ghL|Ct.

* SAP HANA Gi[O|E{H|0| A& SnapCenter 2211218 HX|5t2{= Linux TAEE 34 AT ES0, H|O|E{H|O]A

N2 M 2FAIS SHMOF gLt
4z 2EY HEZA S(IMT): X[ &= 740 oist 2M 2 E HSELICH

* SAP HANA H|O|E{H|0| A€ SnapCenter 221122 Linux& SnapCenter Z2{ 12 I{7|X|Q| YL IL|CE.

=T d
Linux& SnapCenter 22{1¢! IH7|X| £ A X|5t7| H0f| Windows SAE0| SnapCenter?} 0|0| A X|=|0] RL0{OF
SHL|C}
= .

o
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1.

4.

5.

Linux& SnapCenter 22|11 I{7|X| AX| I} (snapcenter_linux_host_plugin.bin)=
C:\ProgramData\NetApp\SnapCenter\Package Repository0A] SAP HANA H|O|E{H[0| A& E2{0921S
MX|SlHE SAER EAFsL|CE,

SnapCenter A7} MX|El SAEO|A O] AZ0| HMAE 4= QUELICE

HE TETEM HX| OtL S SAteH CIMEE|2 0| SELICE
=2{3Q HX|: path to installation bin file/snapcenter linux host plugin.bin -i

silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server
° -dport= SMCore HTTPS E4l IEES X|HgL|Ct.
> -DSERVER_IP= SnapCenter MH |P TAE X|™EtL|C}
° -DSERVER_HTTPS_PORTE SnapCenter A|ltH{ HTTPS ZEE X[MgfL|C}.
° -DUSER_INSTALL_DIR2 Linux& SnapCenter £2122! I{j7|X|E &
> DINSTALL_LOG_NAME2 21 mt9| 0|2 & X|™sfL|LCt.

|'|]>
ru_gr
o
il
Hn
L]
i
Rl
0x
1
-
i)

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM

gjo

/<A K| C|2ll E2|>/NetApp/snapcenter/SCCletc/SC_SMS_Services.properties It S HZ! 6t C}
plugins_enabled=HANA:3.0 O{7{f tH4=5 ZI}t|Ct,

Add-Smhost cmdlet 5! Z 4~ 047} H4-E AF2SI0 SnapCenter AHO|| SAEE F7tptL|CH

o
1

Hof| AFREH & 9l= uH7H Ao Sl AHo|| it M= get- HeIp command_name_g& A3t &
USLICL E=2 % & "SnapCenter 2ZE¢]|0{ cmdlet &= 70| =" &LIC,

SAP HANAE =2{021 84X JefE ZLEZ LTt

Xt I|0| X| £ AF238H0] SnapCenter Z2{ 19 {7 |X| AX| X

H=E2
o==

ZIg =2
oto] AX| 2tz Al7| EE= ZX7E A=Al 2eld £ JASLC

=t H|o[X|of| CtZ OFO|Z 0] LtELt T Xt o| HEfE LIEFH LT,

Znet olH| A== AALE FUZ Qlol AlFfe o~ glELICE

D 7|80 AELICH
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1. 21% ety Hofl A * BLIE * & 22jeiLict,

mlu'“
Q_t
s
_|T|_

=
SLIE * HO[X[of| M * & * S

w N

A« Ho[x[of| M E3{02l AX| AU LI =E 52 EEHYSIHE Ch33 +ARLICE
a.

=
b. MEH Ateh: A|ZF Sl S5 EWME X FeLct.

c. Q¥ SECI2 o0l A * S21091 4K * & MesiLct
d. e SECHS Bl0A x| MEHE Metphic

e. xg * g 2YBpLCt,
4. K| S Meioln * MR HE * S S2Ustol HY MR FEE ELICH

5. Job Details * HO|X|0{| A * View logs * & S2|gfL|Ct.

CSR(QIBZM ME 2M)2 MM MM E CSRE A8 CA(RIZ 7|2hHollM 7tHE =+ U=
ABME 7t E = UASLICE AS M| HZE 71l 7|7t ASLICE.

CSR2 MEE CAQIBSME ZEH3Y| 2l8ll 3¢l QBN =Ml MS=l= Y E HAE EEQLICE
(i)  cA9mMRSA7| Lol 22 30728 E0f0f gict,
CSR M-doj CHot XtA[ot LB 2 S HESHIAIR "CA QIS M CSR ItY S Mash= 2"
EU1|.°_|( .domain.company.com) £ A|A&!(machine1.domain.company.com CA 2IEAME
@ Q611 Q= A CA 9IS A CSR I MAES ZHL{E 4 JBLICH SnapCenterS ALZ610] 7| =

C °|’°A1§ HiEZE o= ASLIC.

S{AE FMO| AR 22{AH 0|E(7H4 22{AE FQDN) U sl SAE 0|22 CA S A{0f| AZsH0f BHL|Ch.
QABME ZES7| Mol SAN(Subject Alternative Name) HEE i QIS A E ACIO|EE & USLICH AA=IE

Q1= M(* .domain.company.com)2| ZQ 2IZ Mo TH|QIe| BE SAE 0|20| YAMOZ ZSHEIL|CE,
CA QIZME 7t ZL|Ct

MMC(Microsoft Management Console)E AFESI CA Q1ZA|E SnapCenter AH 2
Windows SAE Z2{JQI0Z J}X{ o} ghL|Ct.

chHA

1. MMC(Microsoft Management Console)Z 0| &%t CHS * It * > * Snapin F7H/A|AH * & S2/gfL|C.
2. ARHQI FIYM|A HollM * QIBM * E MEASHCHZ * 7+ & S2ignt

3. QIZSM ARl Hoj|M * AFE AE * M MEfoH CHS * OHE * 2 2=/t

4. ZE RE*> QBN -EZ ARE > UEE Y= REAS 7|2 *>* ASM * E SIYLICE
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o "ME|E = AE RE QS 7|Y EHE O1RA QEXR HE2 S0 g * EE MY * > * JIHRI| * E HH5HH
b
=

7tMR7| OFHALS AIE

6. CtS33t 20| OPPALS etmetLct.

FLICt.

Of OFHAL EOl|A ... Ch2S AL C

MRl 715 7t LTt of * 84S dEistn R 7|IE VIR L2 * L2 * &
Saigct.

o A I L7 HEPSHK| g8 * oz * 2 SIYLICH

Hot LHEH QIS M0 AP M 2= E XMt *CHg * 2
SelgLct.
OIZM 71K Q7| OFHA} 242 Qote AES S * Finish * £ 2280} 71H Q7|2
A=ttt

@ AEM 7t 71 712l 712t e HEZ NS ELCHXIEE = Y42 *pfx, *.p12 & *p7b
L.

7. "Jfel" ZC{of| Chal 5EHAIS Br=ELICt

21Z M thumbprintz QIEME AESH= 16%+ ZAIEQLICH MOZIEE MOzZIE 2|52
ArE3H0] QI A ZABIXO[ A A[LHEIL|CE,
CHA|
1. GUIOIM Ct2 g - RL|Ct
a. AZME F H S|t
b. QIZ M CHat MXtof M * M2 HE * &g S2IgfL|ct
c. Lt EE2Z AIEBH0] * Thumbprint * & 228tL|Ct

d. &XiollM 16ZI4 2XE SAFLICE
e. 16%ls= Afo[o| S = M GLICE
o€ S0, ¥xZIET} "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b"2l 22 33
K7t = "a909502dd82ae4 1433e6f83886b00d4277a32a7b" 7} &l LILC}.
2. PowerShellof| M CHE S & FfLICt.

a. Ct3 BHE2 Mt HX|E QIBS M| AX|E&7I2 X[ZE LISt 22 HX|E QIBME
AlEESH | T}

o
=
°
U
0
]

Get-Childltem-Path 215 :\LocalMachine\My

b. AX|E7t2t X| =22 SAHELICEH
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Windows @A E Z2{1¢Q! MH|AZ AE310] CA IS ME LTt

X CIX[E QB ME gd%5t2{H Windows 2AE E2{121 MH[AZ A3 CA
ASME 8Ok RLILE.

SnapCenter At 2 CA QIZ A7t o|0| HHEE RE S22 SAE0| N LIS THAE AL

1. OtS P S M0 SMCore 7|2 ZE 81455 AIESHY 7|E QIS M HIQIY S HIHetL|Ct.

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

> netsh http delete sslcert ipport=0.0.0.0:8145
Cte Bds AAstH Mz dX|E ABME windows ZAE Z2{1Q1 MH|A9
HFQIE StLICt.

> Scert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

o

Il
muin

H ChZ o 2Lt

> Scert = “a909502ddB82ae41433e6f838860b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

Linux SAE0|| A SnapCenter SAP HANA Z2{121 AH|A0] Cist CA QIS ME FMBLICE

AFBRE RIF B2{191 7| AL U ASMo|
X% 209l ERAE KEA e 2E wE
X3 E2i 00l MHIAE AB3I0] A8} x| E2f 1ol

Tdot0] x|l CIX|E ASME E-d=totiof ghLCt.

22|5t, CAQIBSME F-ot, AL8Xt
7t ol= -| TMst1, SnapCenter AF2X}
HAE XA CAME 7| WS

Im

ArEXt X|1H E2{39212 /opt/netapp/snapcenter/SCCletc_ 0| U= 'keystore.jks' TFLS ME| MEHA 8l 7| YEHAZ

AtERLCE

MER XY E213¢ 7| %

iy

4 8 AE S CA MY 7| Yol EYof| Chet A= E 2Lt

chA|
1. ALEXLX1E E2{10¢ o|0|HE £ Mo M ALEZL XIF E2{0¢l 7] ME4 7|2 =& A = AELICH
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'keystore_pass' 7|01l siZot= 2L ALICH

2. 7| ME4A A= E HEHLICL

keytool -storepasswd -keystore keystore.jks

7| MEAO A= el 7| &Fol HE HAH Ciet dZE F| MEA| AEEE STt
A= 2 HFYLICE.
keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
agent.properties Tt 2| keystore_pass 7|0f| CHSHAM = S LTt AO|0|EE SHYA| L.
3. ASE HATH T MH|AE CRA] A|ZIRILICH.
@ AZALXIE 221320 7] MEA YN 7(9] BE 2 EE 220l theh A== SYLHOk Lt

ARBZL XIF 22{0¢l EBAE MEAM RE = 2 ABMHE 74U
AFEXAFA[E 2232 ERAE XMEA00 Tt 7Hel 7| glo] RE E= S ASME FdsHOF gLt

EHA|
1. AKX XA E23{109Q] 7| HEAT} EStHE|

M

2. 'keystore.jks' ItY S F&LICH
3 (o]

=
- 7| ME A =7HE QIS ME LIE R

keytool -list -v -keystore keystore.jks

4. BE I

HF

E7H oI5 N %t

keytool -import -trustcacerts -alias myRootCA -file

/root/USERTrustRSA Root.cer -keystore keystore.jks

FE K= 2 ABSME MEX XFE E2{1Q EZ2AE XNEA0 FHEst = MH[AE CHA|
AlZfRfLict.

(D =EcaezMe 52 CAUSHE Hoksor BiLiC,

AH8ZL X 22{0¢l EBAE MEAM CA MY 7| ¥S FHLICH
CAMT 7| ¥= A8 X|E E2122 ERAE ME20| d8HoF gL(Ct.
THA|

1. AKX} XHE 212921 7| X E A /opt/NetApp/snapcenter/SCC S0| XetEl ZC{Z 0|SEL|Ct
x

O

2. 'keystore.jks' ItY S F&L|CH

27



3. 7| MEA FIHE ABME LIFESLICE
keytool -list -v -keystore keystore.jks
4. J0Q1 7|9F 37 7|E B A8%t= CAQIBME FIHLICL

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

S. 7| MEA0 FIHE ABME LIFELICE
keytool -list -v -keystore keystore.jks

6. keystoreOf| keystoreOfl F=7HEl A CA Q1B AM0]| sl st= HAO| ZEE|0 UJ=X] SelgiL|Ct.

7. CARUBMOI F=7HEl 71l 7] 2= 5 7| MEA 222 HEFPLICH

712 AFEXFX|™ 221391 7| §E A &S = agent.properties IH Q| keystore_pass 7| ZE&ILILCE.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

ca ASMe EE 0|50 21 =W = S5 Fxt(vxn, v, M7t ZYE F2 E
Tt O|S2= HAFLICE.

(02as
o
ol
mjo

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
agent.properties OIS ca QUBMOA HA 0|F2 FHELICE.
0| 2t2 SCC_CERTIFICATE_ALIAS 7|0f| chsl ci|o| E &Lt
8. CAME 7| 84S ALEX X|H E2{092 EZAE MEA st = MH[AE CHA| AJZffL|Ct,
SnapCenter AFEXt X| & E2{1¢10] Ci$t CRL(2IEAM SHX| =8)2 FMLICH

O Zte10i| CHaH
* SnapCenter AFEX} X Z211Q12 AFM P&l CIZE{2[0f M CRL IS ZHMBfL|CY.

* SnapCenter AFEXt X|H E2{3210] CH$E CRL It el 7|2 ClHER|&=
'opt/netapp/snapcenter/SCC/etc/CRL & L|C}.

CHA|
1. agent.properties It 2| 7|2 C|AEZ|E £Ht0] CRL_path 7[0f 47| FO0|EE £ U&ELICE.

O| C[2E{2|0f = 0|42 CRL IS HHX|E = AELICE SHRE ASME 2 CRLOY CH3Y =HQIE L)

Windows S A E0||A] SnapCenter SAP HANA Z2{ 19! MH|A0| CHEE CA QIS ME FATHL|CH

AMEXFX[E &2 7] M4 B AEAM9| A2 E 2e|5t, CAASAME Fd5tn

28



XE S22 EHAE HFLA0C
XE S22 MH|AZ AESIH] AFEX
T8ot0] Ex[E CIX|E ABME &=

r:i‘:*
4n
[m

'I:II

= 7t IZME 1M3t 1, SnapCenter AFR X
| XK 22130l E2AE REA0 CAMT 7| 42
t

- =T

A2t X|H 223912  C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_0f /=
file_keystore.jks_E 2| K& 8 7| HEAZ ALSELICE

MER XY E2102 7| AT S AFE 2l CA MY 7| o Yo tist A= E 22[elLICt

cHA|
1. AFEXL XE Z2{10¢l O|0|HE £ DU M ALEAL X|1F E2{0¢2 7] T4 7|2 =& A = AELICH

key keystore_pass_Ofl siiZfst= ZFIL|CH.
2. 7| MEL A= E HESLIC
_keytool - storepasswd - keystore keystore.jks

@ Windows & TEIE0|A "keytool" BHZ QA & gl= B2 keytool BEHE MA| ZEZ
HFELICE

_C:\Program Files\Java\<JDK_VERSION>\bin\keytool.exe" - storepasswd -keystore keystore .jks _
3. 7| MEA0 U= 7Hel 7| =0 ZE HAO| et AT E 7| YA AR = YT =2 HPTL|CL

_keytool -keypasswd -alias "alias_name_in_cert" -keystore keystore.jks _

agent.properties IH2 2| keystore_pass 7|0f| CHSHA| = St L0 EE SHUA|2.

4. AT E HHT = MH|AE CRA| AJZFEILICEH

() aextxm E2100 7] ME4 L kel 7|0 BE BE WY Yol et Yes SYshof it
AR X|E E2{0Q EHAE MEAN RE = 7 ASME MEL|CE
Fe At X% Z2i00l ERAE MEA chet ol 7] gl0] RE e F2 ISME TAsHoF BT

A

1. AM Xt X|H E2{32l keystore_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}
ZotEl EME O|SELICH

2. 'keystore.jks' ItY 2 A&LICH
3. 7| MEA0| F7HEl QIBME LiFRL|C
keytool -list -v -keystore keystore.jks

4, 2E

™

JESESTE

—_—

FIF

=
S

_keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks _

29



o. RE = SUASME AER XH 22|02 EBAE MEA F4et & MH|AZS CHA] AIRRILICH

AFEXEXIE 22{0900 EAE MEA0 CA MY 7| ¥e AMLICH
CAME 7| &5 ArEXL A[F 23122 ERAE MFA0| F4sljof gLict.

£

1. AF2X} X" 2|29 keystoreC:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}
TotEl ZE0ZE Ol SELICH

2. keystore.jks TtL S AELICE

3. 7| MEA FIHE ABME LIFESLICE
keytool -list -v -keystore keystore.jks
4. J4Ql 7|°t 371 71§ 25 AH8Sh= CA IS ME FItetLCt.

_keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype jks _

5. 7| MEA0| F7HEl QIBME LGt Ct
keytool -list -v -keystore keystore.jks
6. keystore0f| keystoredi| =7+l M| CA 21Z A0] s{Zst= HAO| ZLetE|of U=X| =HoIFfL|CE.
7. CAAB MOl F=IHEl 71l 7] Y= E 7| MEA Az 2 HEFRL|CL
7|2 AMEX K™ 22|09 7| MEA 2S5 = agent.properties I 9| keystore pass 7| 2fILILCE.
_keytool -keykeyasswd -alias "alias_name_in_CA_cert" -keystore keystore.jks _
8. agent.properties ItL 2| CA QIS MO|A EA 0|ES A TLICE
O] 2t2 SCC_CERTIFICATE_ALIAS 7|0]| CHsH Yo|0| EELICE.
9. CAMY 7| W2 AtEX} XM 22100 ERAE NZE A0 7LASHZ MH|AS CHA| AZFEHLICE,
SnapCenter AFZX} X E2{2210] Ci$t CRL(YEAM K| 5 5)S FHLICH
O =i CHaH

B2 CA @B MO 2t 2 A CRL IFY
SiX| 22 TS ool ot

== -d — od .

mo

CHR2Es2{H £ XA "SnapCenter CA Q1S MO A QIS A

* SnapCenter AF8 X} XI% {1912 A 1A% CI2E{2|0|M CRL TS ZABHLICE

* SnapCenter AFEX} X|& E2{32l10f Cigt CRL It Q| 7|2 L& E2|= _'C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc\CRL'_®!L|C}.

CHA
1. agent.properties Tt 2| 7|2 C|2E2|E £H5t0] CRL_path 7|0f 7| HHO|EE &~ JUA&LICH

30


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate

2. 0| C|E2|of S 0|49 CRL It S HYX|E & AELICH

S012= 213 M= 2 CRLO| Chal =l LIt

I

CA QIS ME 343811 SnapCenter A & 8l{E 221191 SAEN| CA QIS XM E HiZEsH{0f
E2{300l0]| CHsl CAQIBAM f2d HAIE 2Matsiof gtL|Ct.
INESE ISVl

* run_Set-SmCertificateSettings_cmdlet2 AI25t0]{ CAQISME

4oLt Higdstet = ASLIC
* _get-SmCertificateSettings_E AFE3I0] Z2{Q19| AISM LEHE EAIZ = ASLIC

cmdletzt EH AFEE 2~ L= D47 BH4=2F 0]0f| CHSE MH2 running_get-Help command_name_Of|A] &tQIgh o~
USLICE £ S #XE £ "SnapCenter 2AZE Q|0 cmdlet &= 710|E"U&LCE

£
1. Q1% Ep BN * SAE * 2 SBLIC,

2. SAE HoO|X|0jM * B|s)s SAE * 2 2L
3. £h i of3) Z2i09l SAEES MegiL|c)

4. x7hgM+ g St

5. Az M RN ZA AR * 2 MefgtLct

He2| SAE B SAEN = AS2(7F BAE| D Xt=2] MA2 SnapCenter M2t E2{001 SAE 7to| HZ AEY

* [ = CAQIZA7 HASIE|R QIO Zai10l SAE0 HEEX| 2SS LiEdLI
© & CAQIEMe| REAS BoIRSS LIEHHLIC
© @ CAQIZEMO SBH2 Holgt 4+ giS S LietdLICt
- § o EEES AN & 9o LELIC
() 4e7h e e =aj0]3 oloje| s Aeio] 43Hoz RE ALt

VMware vSphere£ SnapCenter =2{ 1912 MX|gL|C}

CIO[E{H|O]| AT} Zhat HAVM)Ol| K E =0 QAL VM 2 HIO|E XEAE HT5tE = 832
SnapCenter Plug-in for VMware vSphere 7t {Z2}0|HA S F=8|{0f BHL|CL.

HHZZOfl et XbMISt I8 2 S BZSIMAIR "5 THR".

]

31


https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_get_started_overview.html

CA IS XME HfZZEtL|Ct

VMware vSphere& SnapCenter 22| 1212 ALE510] CAQIBME M5t H E HESHUA R "SSLIZME
MYSHALL 7E ZLCH.

CRL It s g efL|Ct

VMware vSphere& SnapCenter 2211212 AH L4 E C|MEE2[0|M CRL IHY S #&L|CtH VMware vSphere &
SnapCenter £2{1012| 7|2 CRL It C|H E2|= /opt/netapp/config/CRL L|C}.

Of C|ZE{2[ofl = O|4t2] CRL IS BiX[E = AELICE S0{= 2ASA = 2f CRLO)| Chal 2l E LIt

J

HO|E E2 &5 &H|RLICE

SAP HANA H|O|E{H[0| A& SnapCenter E2{ 1215 AIE3}7| 2l AtH QAL

SAP HANA H|O|E{H|0| A& SnapCenter 22| 1212 AIE62{H MX SnapCenter 22| Xt7}
SnapCenter A|HHE M X| 5! g TASED A 27 A2 soF giL|CE.
* SnapCenter A\t{E AX|st10 A4 EL|CH
* SnapCenter MH0|| 23QIgfL|C,
¢ AEZ|X| A AR HEE FII6HD s SH=E 3R AHE SEZ2 MM5H0] SnapCenter £t22 A LICE
SAE =4

* Linux 5= Windows 0l Java 1.7 == Java 1.8

SAE AAHIQ| 3tA AZ HA0|N Java Z2E MAGof ShL|Ct.

* B XS 5t= A2 SnapMirror ¥ SnapVaultE A& gtL|CH.
* SAP HANA HI|O|E{H|0] A8 Z2{101S Mk SAE HDBSQL S2}0|HEE MX|EtL|Ct.
0| SAEE Eof 22|& SAP HANA ' =0f| Cist AFE X MZE A 7|2 LML CH
* SAP HANA H[O|E{H|0] A 2.0SPS052| AL, SAP HANA H|O|E{H|O| A AFEX} A S AtESt=E HLR
SnapCenter A{HO|| A B SR 5l 22 MAS £ £ U= OIS 22 HTH0| YE=X| &RUSHHA|IL.
o ol B4a|x}
o FIEE0 97|
° O|O|E{t|O] A EHQY 22| X}

° Cllo|EfH|o] & S5 2SXt

SAP HANA C|O[EH||0|A B0 2[AA 2|AA OF 5 MM AHESH= W

SnapCenterE AFESEI| Fof| e e, 22 3 S/ 2 23 E 7|2 JHE S ofdlist=
20| ZELICE M2 OHE HYS floh 2la, 2[aA OF 3 FMn 5 XL

I PPN

rir

UM O = SnapCenterE Sl Y = 2= SH[St= SAP HANA Cl| O E{H|O| A I L|C},

* SnapCenter 2|AA IE2 SAEQ| 2|AA BEQILICE

32


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere_(SCV)

Xt OES ohs o s IS0l CHoll StLt o ate] HAHS MEdBiL|CH ThY 2[A A0 CHel TR A] Mg AT
mf HMS Mefet S QAL
2lAA D52 H5E 8N AIZHS L 9 A2t SHOM ESE A|7|1E Holsts o2 MZtetL|ch S B
HHHS Moot 202 M HYAR. 0§ S0 ZE E1|0|E1H1|0|_E HHISH= AR SAEQ| U= BE
off Y8 ™Dt AjZHE FHo|at=

. —_
o[E[H[0|AS TEsts 2lan 188 YHY 4 ASLICL TR 1S 2l4 OF
= IR HAS e1Fe & QAL 2 S MASHT HAS 1T O Y M MAS SUSHTE 2

A
L

SAP HANA 2[AA HHH

SAP HANA 2| A A HHA

2| £A(HIO[EJHI0]A) i 2 AA DE0| M2 MAISr 4 ASLICE e YIZZ 20|
%], HRIS CO[E{HO| A Al wol B Pra| 2|4 1B A O HH o1 wol A ol

Y ZLER0] ZZetEL(Ct.

CHE 2 E20M= e Y S Al of ot =ME 20 FLICH

mo
1

33



Define a backup strategy. :fw\‘

Configure HDB User Store Key and
HDBSOL OS User,

l

Determine whether the resources are
available for backup.

v

If needed, add resources,

i

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule,

i

Back up the resource or resource group.

i

Monitor the backup operation.

|

View related backups and clones in
Topology page.
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SAP HA I11|0|E1|=H|0| £ PowerShell cmdlet2 A5 AEZ|X| A|A”R] HA D XA
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Tofl SVM(Storage Virtual Machine) HZ 1} XtH SHS M Mf{of ShL|LCt,
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1. Open-SmConnection cmdlet2 AtE3t0| PowerShell 2 MMS A|=FgfL|CE,

PS C:\> Open-SmStorageConnection

2. Add-SmStorageConnection cmdletE AtE5t0 AEZ|X| A|AHI| CHEt Af

It

S gt

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. Add-SmCredential cmdletS AFE38I0] A XtH SHE GHSL|CL.

O] o|H| M= Windows AtH SHE A2t FinanceAdmin O|2t= A AtAH SHES OtE = g9iHS Ho| FL|CH

PS C:> Add-SmCredential —-Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator

4. SnapCenter Server0fl SAP HANA £ SAEZ 73 C}
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PS C:> Add-SmHost -HostName 10.232.204.61 -0OSType Windows -RunAsName
FinanceAdmin -PluginCode hana

5. I{7|X| 5! SAP HANA Cl|O|E{H{|0| A2 SnapCenter 2211212 SAE0f| AX[EfLICT.
Linuxe| A%:

PS C:> Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
hana

Windows?2| Z<2:

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode hana
-FilesystemCode scw —-RunAsName FinanceAdmin

6. HDBSQL 22l0|HES| AZE MFEIL|C
Windows?2| 42
PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61 -PluginCode

hana -configSettings @{"HANA HDBSQL CMD" = "C:\Program
Files\sap\hdbclient\hdbsgl.exe"}

Linux8| &A%

Set-SmConfigSettings -Plugin -HostName scs-hana.gdl.englab.netapp.com
-PluginCode hana -configSettings
@ {"HANA HDBSQL CMD"="/usr/sap/hdbclient/hdbsqgl"}

cmdletn}t SHH AF2EH 4 U= D7l B14=2} 0]0f L3t M HE running_get-Help command_name_O|A] 01t £
UELICH E= 2 HZ=g 4 "SnapCenter iEE%IO-I cmdlet =X 70| E"JUSLICE

PowerShell cmdlet2 AFE60{ C|O|E{H[O| A S SHATIL|CH

CilO|E{H|O| A B 0l|= SnapCenter AH 22| HE AW, 2|AA FIt HA 71 WA 2|AA
OF MM ol eido| etElL|Ct,

AlZtst7| o

* PowerShell cmdlet2 2&i5t2{™ PowerShell 222 ZH|H{0F BL|C}.
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|

1. Open-SmConnection cmdlet2 AL S0 X|HEl AL X0l CHS SnapCenter Server 3 MMS AIZFELICE

=~

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

ALEX}0|E 8l 2t TETEJ EA|EL|CE
2. Add-SmResources cmdletS AF2SH0] 2|AA S FIetLC},

0| Of|x[0f| M= SingleContainer &A!2| SAP HANA H[O|E{H|O|AE FTI6t= WHE Ho| FL|CH

C:\PS> Add-SmResource -HostName '10.232.204.42' -PluginCode 'HANA'
-DatabaseName H10 -ResourceType SingleContainer -StorageFootPrint
(@{"VolumeName"="HanaDatalO";"StorageSystem"="vserver scauto primary"})
-SID 'H10' -filebackuppath '/tmp/HanaFilelLog' -userstorekeys 'HS10'
-osdbuser 'hlOadm' -filebackupprefix 'H10 '

0| Of|A|0f| A= MultipleContainer §&2| SAP HANA H|O|E{H|O| A S ZTJ}8H= B S Hof FLICE

C:\PS> Add-SmResource -HostName 'vp-hana2.gdl.englab.netapp.com'
-PluginCode 'HANA' -DatabaseName MDC MT -ResourceType MultipleContainers
-StorageFootPrint
(@Q{"VolumeName"="VP HANA2 data";"StorageSystem"="buck.gdl.englab.netapp.
com"}) -sid 'Al2' -userstorekeys 'Al2KEY' -TenantType 'MultiTenant'

O ool M= B HIOIH =F 2[22E Hdst= YHE B0 FLIC.

C:\PS> Add-SmResource —-HostName 'SNAPCENTERN42.sccore.test.com'
-PluginCode 'hana' -ResourceName NonDataVolume -ResourceType
NonDataVolume -StorageFootPrint

(@{"VolumeName"="ng pvol";"StorageSystem"="vserver scauto primary"})
-sid 'S10'

3. Add-SmPolicy cmdlet2 AFE5H0] B M S otEL|Ct

T

Of ool M= ARHAE SARE 7| o T

o

T
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0=
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C:\PS> Add-SmPolicy -PolicyName hana snapshotbased -PolicyType Backup
-PluginPolicyType hana -BackupType SnapShotBasedBackup

Of oflofl M= mb 7] W of| CHot #He) HMS WofLict.

52



C:\PS> Add-SmPolicy -PolicyName hana Filebased -PolicyType Backup
-PluginPolicyType hana -BackupType FileBasedBackup

4. 27} SmResourceGroup cmdlet2 AF25H0] 2| A A S ES8H7Lt SnapCenterOf| Af 2[AA IES F7tetL|Ct,

Of oflofl M= B AHE|O|H 2|AAS BogfL|Ct.

C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased

—-Resources @{"Host"="host.example.com";"UID"="SID"} -Description test
-usesnapcenterwithoutfilesystemconsistency

O oflofl M= o4 AEO|H 2|A~AS EofLCt,

C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="MDC\SID"} -Description
test -usesnapcenterwithoutfilesystemconsistency

Of Mo M = XIHE YA 8l 2|22 S AMESHH M 2|22 OFS ThHEL

C:\PS> Add-SmResourceGroup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
—-Resources
@ (R{"Host"="sccorelinux6l.sccore.test.com";"Uid"="SID"}, R{"Host"="sccore
linux62.sccore.test.com";"Uid"="MDC\SID"})

-Policies hana snapshotbased,hana Filebased

-usesnapcenterwithoutfilesystemconsistency -plugincode 'HANA'
Of of|oil M= Cllo|E 2&0| ol 2|22 OFS MLt

C:\PS> Add-SmResourceGroup -ResourceGroupName

'Mixed RG backup when Remove Backup throguh BackupName windows'
—Resources
@(Q{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="H11";"PluginName"="han
a"},@{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="MDC\H31"; "PluginName
"="hana"}, Q{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="NonDataVolume\
S10\NonDataVolume"; "PluginName"="hana"}) -Policies hanaprimary
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C:\PS> New-SMBackup -ResourceGroupName

'ResourceGroup with SingleContainer MultipleContainers Resources'

-Policy hana snapshotbased

CI2 ool M= ESEl 2| AAS sHABHL|CE

C:\PS> New-SMBackup -Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID"; "PluginName"="hana"}
hana Filebased

-Policy

get-smJobSummaryReport cmdletS AHE6H0] &Y MEf(HY F, 2tE = HIH)E ZLEZSLICH

PS C:\> Get-smJobSummaryReport -JobID 123

Get-SmBackupReport cmdletS AHESH0] B ID, B 0| St 242 i =Y M|E MEE ZLHYSHH 5

e [



PS C:\> Get-SmBackupReport -JobId 351

Output:

BackedUpObjects : {DBR1}

FailedObjects : {1}

IsScheduled : False

HasMetadata : False

SmBackupId : 269

SmJobId : 2361

StartDateTime : 10/4/2016 11:20:45 PM
EndDateTime : 10/4/2016 11:21:32 PM
Duration : 00:00:46.2536470
CreatedDateTime : 10/4/2016 11:21:09 PM
Status : Completed
ProtectionGroupName : Verify ASUP Message windows
SmProtectionGroupId : 211

PolicyName : test2

SmPolicyId : 20

BackupName : Verify ASUP Message windows scc54 10-04-
2016 23.20.46.2758

VerificationStatus : NotVerified

VerificationStatuses

SmJobError

BackupType : SCC_BACKUP
CatalogingStatus : NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime

cmdletT} ETH AF2E 4= Q= D471 424 0[0]| et AHE running_get-Help command_name_Of|A] 2olgt &
UELICt = 2 £ X8 £ "SnapCenter 2AZE 9|0 cmdlet X 7}0| E"Ql&L|C}.
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CtZ Oto[Z0] 2t H|O|X|off LIEFLIL 0| B SEHE LIEHHLICE.

T SYLIct
‘ H3HOZ ARE[JYSLICE

55


https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html

H 22 E|RAAL

* D 7|80 ASLCH

s

a
o
=

1ot

<

K+

o

fLICE.

2|s
al=

oM * 2LIE* & 2

2. DLIE HO|X|of| A * &g * & S2letL|ct

3. 2 HO|X|0f| M CtZ HHAIE $-SHIAIR.

X EgLot.

LY 52 UwE

PN
aS)

b. A

MEHRTL| T

C. Type * EELCH2 SE0{|A * Backup * 2 &

d. Status * (&Ef *) EECHR0A] &

fLICE.

2|5
al=

OF A2 E|U=X| H2{H *Apply * E 2

S. R MIE HE HO|X[oM * 2 7| * & S2leLCt.

M 235 EAIRLCE

3

<0

-
ot

of oh

23 H7|*H

'S XollA SAP HANA G[O[E{H|0| A2| L|O|E] E= &g HL|EZ LIt

ZO| Al

Xt
al

PR 577 BAIELICEH B H2

HET BAELICL

MEIt EA|EIL|CE SQL Serverg
ot

o
ofl CHAl A| =% Zredol| Ch

off cH

o
[=]

|

2. EActivity(

ILHE SEIHH 2t MIF FE7H* &Y MR L * 10| X|of| LIZEL|C},

.
[¢]

=
43

F

x
Al

SAP HANAZS| Q] ZtAS FABfL(C}

*

L|C}.

F

.
o
(=]

* HAS F|A5t{H SnapCenter 212Xt = &Y ARXIE 23 I8H{0}

56



A% 4 e,

ol

* SHLIE * H[0[X] &

* SnapCenter GUI, PowerShell cmdlet E== CLI

& JHHE
N

=

[
A
(=]

O AR XNIE HO|X|ofl A Ct
48l 7|

€ 743
S sorotz

of

o7 0
ol <
8 o
S ol
ok
Lo 50
|__._ 1o
ul o
ol RO
ol o1
il
Br =l

*

=
ud

roy!l
KT
o
[l

~

E~PN

2I ER ol * BLIE] * > *
gL

a. &l
=
=

SL|E HO|X|

-

KO
ol
I

=
=

L|C}.

I.

-
o

o ME YL HO|X|o| M * = |4 *
2|
=

c. &
=
=

E|3 2|AATF O JEf 2 SOtZLCE.

EZZX| H0|X|0fl | SAP HANA Cj|O|E{H|O| A HiQ} 5l 22 H 7|

olo
ENN
i 1
MES
4=
A H

Of ZhHofl CHaH

o 4 gL,

2 dESt 2% AER(X| £ EX AEZ|X|(0|H SAE E= 2E SH2)0M
2l

=

—
5t
-

2 o}o
2 U=X

St A
o=

Ab

2] 2710l M CTf

-
2
=
=

7|2 AEE|X[0| A A

SnapMirror 7| &8 AFE3t0| HX AEE[X|0f 0|2

L|Ct.

F

A= 3
SEFE EANE

al
ES

SnapVault 7|&2 AR50 EX AEZ|X|0f 22X & 2

=
'm
&

®

57



b

—

-
o

Pe| K| S LICE

=]

.
()

—

=0 2%t 2|

EZZX| 7ol BEAZ[X|2H EZEZX]|

o] &

=22
—_
[
=

ol

| 2
A
™ M

A =ol x|

Al
S et

*IAI-

m]
[<)
—

|

°
—

|

HRI0f w2t Q3 02 oo
B0 af2t Retsh weizt

| —

—

—

—

o

ol
2laA0] EZ2X| H0|X|7} BAIEILICE

—

T8 MR HE H7]0j|A Xt

AN
A
T

o
=

|
AMEHS
=

.I

gLt

o
—

|

AESIO] 7|2 9 HX AEZ|X|0|A At

ZOl X
=

=

SAP HANA A|

b3
C *

2 AATEHSE=E E2

®

3. X1l M2 ME HY| = 1}

4. Q0ok 7}

A

I+ "
< g
= |
10
o <+ .
1| o
3 o =
T S = - ._._;.H_
=) g g o
= o Ty -
_._.E [ {0 — _H_u_
=z T ok <D
B B M z o 5
X om I 0
Ao L. i
J ® : )
Ko MU M IR _
o ur @ 7 . ny
i 0 Hr o - I
wm = & == [}
e Sz Kr
CLI =R o L 4w —
I o zp ] I ol oK
of Rz mo N %om -
I DU I s o
N T ox oM T M <k
oM X = [ ol ol
= K F J 5 W on 1z Ok 31
o< g wesoom gy Hr &r
ST H 9 @z <] OF
A w Kl ml_ T 2 T o THr
- - w =T w — _
¥ EH 3oz oy XTw O B
o S = o mn 5 —
Tl _AE_ d b O A TR N
N o # 2o g oms W 11
P oy ¥ opoE S5 oZID T L F
5 oo D go@ oy ¥ o = Y
Bom 2.0 o< BT oy
o p2 g & oy BoA ofl =
xr e E._WH_ 0_._ = o 1o N H_._ﬂ oF
¥ x o ol ﬂ__._e < =l < M-
u c mea "= <r I - i o
~ @ muw 5K @ o ol 11—
or % XN I o M N4 A gy ok
o0 o WrR F T o g m a
G © N oo ¢ of I

58



Define a restore strategy.

l l

Restore and recover the auto discovered
database.

Restore the manually added resource.

v v

Monitor the restore operation,
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1. Open-SmConnection cmdlet2 AFE S0 X|HEl AL X0l CHS SnapCenter Server 3 MM S AIZFEL|CE

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup % Get-SmBackupReport cmdletS AF23I0] 2leh Bl g Al T,

Ol ol M= S0 AEE & A= F 71| HH0| ASS 20 SLCH

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

"2/3/2015"

SmBackupId : 113
SmJobId 2032
StartDateTime 2/2/2015 6:57:03 AM
EndDateTime 2/2/2015 6:57:11 AM
Duration 00:00:07.3060000
CreatedDateTime 2/2/2015 6:57:23 AM
Status Completed
ProtectionGroupName Clone
SmProtectionGroupId 34
PolicyName Vault
SmPolicyId 18
BackupName Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified

3. HANA Studio®i[A] S T2 MAS A[ZFRILICH
Clo|E{H[o| ATt B EELICE
4. Restore-SmBackup cmdlet2 AtE35t0] B{0j| A H|O|E{E S EL|C
AppObjectld= "Host\Plugin\UID"LICL. 7| UID=SID= tHY ZAH|0|L] | 2|AA0 TSt

2O, UID=MDC\SID= 042 ZiE[0|L] 2|AA0] CHEt LI get-smResources cmdletOf| A
ResourcelDE 7tH 2 4= U&LICH

Get-smResources -HostName cn24.sccore.test.com -PluginCode HANA
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Restore-SmBackup -PluginCode HANA -AppObjectId
cn24.sccore.test.com\hana\H10 -BackupId 3

O ol M= Ex= AEZ|X|0f| M C|O|E{H|0]A S S75H= WHE Eo FLIC.

Restore-SmBackup -PluginCode 'HANA' -AppObjectId
cn24.sccore.test.com\hana\H10 -BackupId 399 -Confirm:$false -Archive Q@ (

@{"Primary"="<Primary Vserver>:<PrimaryVolume>";"Secondary"="<Secondary
Vserver>:<SecondaryVolume>"})

B2 HANA StudioOl| A S0 AF2E £~ JUSLICE

cmdletdt S7H AHEE 4= U= 0471 H2f ofof| ot dHE2 runnlng get-Help command_name_OflA| 2218t 4
UGLICEH E= S X8 £ "SnapCenter AZE Y0 cmdlet X 7}0|E"QU&LILCE.

PowerShell cmdletS A5 2|AA 22

2|2 S ZR0|= SnapCenter AH{2tS| HZE M A%, Y == HA|

ol i 2
ol =77} EELICE

al
=x 1,

PowerShell cmdletS Adti5t2{™ PowerShell 4 S ZH|8H{0F SHL|C}.

|

1. Open-SmConnection cmdlet2 A0 X|HEl AL X0l CHSt SnapCenter Server HA MM S AIZFELICEH

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup % Get-SmBackupReport cmdletS A25t0] Ssta{= StLt 0| AFQ] uiRfof CHEt MEE
gt
o oflofl M= At 7tset 2= o CHot WES HA|IgLICH
C:\PS>PS C:\> Get-SmBackup
BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. Restore-SmBackup cmdletS AF23H0] B0l A H|O|E & S BfL|Ct.



Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368

StartTime : 10/4/2016 11:22:02 PM

EndTime

IsCancellable : False

IsRestartable : False

IsCompleted : False

IsVisible : True

IsScheduled : False

PercentageCompleted : 0

Description

Status : Queued

Owner

Error

Priority : None

Tasks : {1

ParentJobID : 0

EventId : 0

JobTypeId

ApisJobKey

ObjectId : 0

PluginCode : NONE

PluginName
cmdletzt BH AFEE = U= 047 H=2F 00f| CHet BHE2 runnlng get-Help command_name_0i|A| &tolgt 4
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Define a clone strategy, ﬂj

Clone the backup.

|

Monitor the clone operation.

:

If required, split the clone.
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° Windows?2| Z<2:_C:\Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc\allowed_commands.config_.

° Linux2| &A<S: /opt/SnapCenter/scc/etc/allowed _commands.config.
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mount VSERVER DATA IP:%VOLUME NAME Clone /mnt
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1. Open-SmConnection cmdlet2 AHE 350 X|HEl AL X0l CHSt SnapCenter Server 22 MM S AIZFELICEH
Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup cmdlet2 A0 22 XA S HAZ H ML}

ol flofi M= 22 =Hloll = 712l HHS MEH + ASS 2 FLC

— =21

C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015
11:02:32 AM Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015

11:23:17 AM
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New-SmClone -AppPluginCode hana -BackupName

scsccorel sccore test com hana H73 scsccorel 06-07-2017 02.54.29.3817
;"Uid"="H73"}
-CloneToInstance shivsccéd.sccore.test.com -mountcommand 'mount
10.232.206.169:%hana73data Clone /hana83data’
'/home/scripts/scpre clone.sh'

-Resources @{"Host"="scsccorel.sccore.test.com"

-preclonecreatecommands
-postclonecreatecommands
'/home/scripts/scpost clone.sh'

NFSExportlP7t X|HE|X| G4CH 7|22t0| 2B EH =
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4. Get-SmCloneReport cmdletS A3

efolgtLct.
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PS C:\> Get-SmCloneReport -JobId 186

O2 SHE[A}=X]

SmCloneId 1

SmJobId 186

StartDateTime 8/3/2015 2:43:02 PM

EndDateTime 8/3/2015 2:44:08 PM

Duration 00:01:06.6760000

Status Completed

ProtectionGroupName Draper

SmProtectionGroupId 4

PolicyName OnDemand Clone

SmPolicyId 4

BackupPolicyName OnDemand Full Log

SmBackupPolicyId 1

CloneHostName SCSPR0054212005.mycompany.com

CloneHostId 4

CloneName Draper clone 08-03-2015 14.43.53

SourceResources {Don, Betty, Bobby, Sally}

ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SmJobError
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