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Set up credentials.
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Install and configure the plug-ins
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Add databases and assign them to users.
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Configure and enable CA Certificate.
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Credential

Provide information for the Credential you want to add

Credential Name

Lzernames

Password =

Authentication Lim

Use sudo privileges €

Cancel
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New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
—PrincipalsAllowedToRetrieveManagedPassword <group>

-ServicePrincipalNames <SPN1, SPNZ2,.
A&l “Get-ADServiceAccount’ E';'Eé; M%&OEI MH|A ANE EoIgtL|Ct,
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a. GMSA A|HE A 2% S AEN| M Windows PowerShell2 Active Directory ZES A s}gtL|CE.

O|&H| 5t2{™ PowerShell0l A CtS BE S AMatistL|Ct.

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.



a. SAES ChA| ARHEILICE

b. PowerShell 38 ZEIZE0|M CtZ HHS HAHSI0 TAEN GMSAS AX|LICH Install-
AdServiceAccount <gMSA>

c. L2 B3PS At GMSA AHE
5. ZAENM T E GMSAO| 22| #etS eEetL|ct

6. SnapCenter AHO|A| LA E GMSA AEE2 X|H5t0{ Windows SAEE F7h8L|Ct

o

SOIBILICH Test-AdServiceAccount <gMSA>

SnapCenter AH{= MElot 220012 S AEH &X|ot1 X[FE GMSAE S22 &X| S0 Mu[2 =232
AZYLZ ArEE LI

SAP HANA H|O|E{H|0| A2 SnapCenter 221018 MX|L|Ct

ot
|>
Im
i
A
d
of
El
rdo
N
ot
|>

Eof 22122 ii7|X|S EXITLICE

SnapCenter S XE 271 L0| XIS ALESIH] 2 2ES F71et L5 S&{121 INF|X|S DA|5OF
gLt 22|02 EE 2 AE0 X522 AX|E UL}
=2 AE0f tiet 2212921 17X S EX[E 4= ASLIC.

AIZfSE7| Mol
* S8 dX| 3 HA Heto] A= F 6E(01| SnapCenter #2|xt &

=
* Windows A E0| 21212 AX|e uf 7|2 MSE X %2 XHH SHE K|
ALEXI0f| &3 AR SAENA UACE HIZMStol{of BhL|Ct,

Hehol| 2 E AFEXH0{0F LTt

al

{St7Lt AFEAL 22 &Y I8

Iru
0

* HAX] 7 ME|ATF A SIX| 2hels{of gfL|Ct.

 Ze| AEMoflE 2 AE a|of Cet I Zotk|o] JAELICEH

"SAP HANAE Windows Server 2012 O|Af0|A| I & 22| MH|A A™EES S| CH"

O] Ztof| ChaH
* SnapCenter A|[H{E CtZ SnapCenter A{H0|| E2{1 AEZR FIte 4 gl&LCL
* SAP HANA A| AR EH|Q] 32 2 A|AH B A|AH D0 2[AAS HMEIE{H root EE= sudo

MEXE A8 2F AlA”D BEX AMARS BE FI6H= 20| ZELIL.

|
1.

rto

% EtM KoM * SAE * £ 22lstL|C}

2. o 2|0f * Managed Hosts * ©{0| MEHE|0f QI=X| EHolstL|Ct.
3. x£Jt+ g Salghct.
4

H|O|X|of| M CHE = HS S-ELIC.
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* Windows

. EI:I—qA

SAP HANAE E3{1¢0I2

HDBSQL 22}0|HE SAEQ
() 2x=inl, of SAES windows

A AR EEE= Linux A[AHIO AS 5

AELICE.

S 2AE 0|52 YHYLICH FQDN(EtetEl
THQIO|E) EE SAEQ| P TAE ETtL|Ct.
SnapCenter= DNS2| SHIE F-dof a2} Z2tEL|Ct
2tA FQDN2 Y=st= 40| 7t& E5LICH

0| SAENA HDBSQL Z2t0|HE 8l
HDBUserStoreE 1 AIsHOF BFL|Ct,

o

ddet xt4 E 0|FS HEBHALE M XM &
At 2t S0l {4 z*Eoﬂ Chet 2

ToHo| AO{OF LI} XtMIet HE2 XtF BT Ao
Chet YEE HZSHIAL.

>-EOE

E ?d HME 528 XHF SO
2 A QIAL|C}
= T M-

<1 gS g%

EE Hd £ {X5HHAL ZE X|"eL|Ct.
7= = 8145QlL|LC}, SnapCenter ME 7}
JNE=H XPH EEOH HXE ZR Y ZE HS It 7|2
TEZ BAELCH

() NzEesxuacsuvzcs
x| o} BILICE X eO® KRlo|
AlmfgL|c,



=
SAP HANAE 22{12/2 HDBSQL Z20|HE

x| 22
SAEN MX|E|H, 0] SAEE= Windows A|AH! EE=
Linux A|ARIO S 5 A}ASLICE
* Windows& SnapCenter Z22{ 19! I{7|X|2| ZL
7|2 HAZ & C:\Program
Files\NetApp\SnapCenterL|Ct. ME#H O 2
BEE AMEX} XEE = JUSFLICL
* Linux& SnapCenter 2211921 1{7|X|2| E2 7|&2
ZZ = /opt/netapp/snapcenter@L|Ct. MEHM O Z
BEE MEX} XEE = JUSFLICL
A AKX HALE A ELICH I’31_'°|0| ool & QE M X[ =0

& GMSA(Managed Service Account)E AFE5H  Windows S AEQ| A2 & GMSA(Managed
Z{09Q! MH|AZE AlslistL|C} Service Account)=S Afgﬁfoﬂl S22 MH|AE

AHSI{H O] =fQl2ts MEMBIL|CY.

GMSAO0|EZ
@ domainName\accountName$
MO = HSgLCt.

GMSAE= SnapCenter Plug-in for
(D windows Al 2ol cefxet 212
MNH|A AHO R A ELICH

7. HE 2 2guct
AP HA AL 7| 2ol2ts MEfSHX] @f2 2R T AETL S2{02 2X| @AM E EF5I=X| HRE

stolgtL|Ct C|A3 27t RAM, PowerShell I:|'| , NET H'I’.‘j ?IX|(Windows E2{1219| H2) & Java
HM(Linux 22{0Q12| AR)2 %4 27 ALK fEf ASELICE 2[4 27 AFEO| ZFEX| o™ MHSH 2R
= Z 1 HAIX|I7F EAIELCH

QRII LA FZt E= RAMTt R E
web.config ItY S HH|O|ESIH 7|22k

LS—1—- T [

C:\Program Files\NetApp\SnapCenter WebAppdi| =
xSt

HOo
oT
S +d¥ & ASLICL 2F It LHE Df7fHof 2HEE 2 —'?-HIE

sl Z3HOF StLICh,

®

8. TAE LY

SAH oM ELAH Z &

®

HA 2780l web.config T}Y S YUH|0|EdtE 32 & =E0(A IS HH|0[E8HOF BiLICt.

Of Linux2! 22 XIES =Qlgt Ch3 * 2l AL HME * S SEFLICL

£ chst X|22 =telshof gfL|Ct
STt SAETL SnapCenter0| O| M0l F7t=|I 10 X| 20| 2IE[QJEHEE X2 2ol
ALt
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9. 4x| abgE ELE L.

MK #H 23 IAL2 /custom_location/snapcenter/logsOll L &LILCE.

cmdletS ALE510] 0{2] {H SAE| Linux 5= WindowsE SnapCenter =212l
I{7|X|E AX|gL|Ct

A X[-SmHostPackage PowerShell cmdletE AHE5H Linux 2= Windows& SnapCenter
S22 I{7|X|E o2 SAEQ SA|M| AX| &~ JSL|CE
AZSE2| Fof|
Z2{0Q 7| X|E HX|e 2t S AE| Ciot 2Z 2t2[X} #oto] A= Q! AFEXLE SnapCenter0l| =2 12161 0F
Lo,
CHA|

1. PowerShell2 A&HIL|CE,

2. SnapCenter At S AE0|A| Open-SmConnection cmdletS AL235t0] MM S MHSH OIS XHH ZSHS
ol2ABtL|C}.
= =]

3. Install-SmHostPackage cmdlet 3! Z=~ Oj7H HKE ALESIY 02 SAEO| E2{001S AX|gfL|Ct.

cmdletzt S7H ALE S 4~ QL= OH7H B 4=2f 0|0f| CHEH A H2 running_get-Help command_name_Of|A{ &tolgt &~
UELICt = 2 £ X8 £ "SnapCenter 2AZE 9|0 cmdlet X 7}0| E"Ql&L|C.

20012 +59E HX[MoH SAET E2{1018 HX[st= o ERst 27 AFgE SFsH=X| &lstX|
UoB{= HS -skipprecheck M2 AL2E £ USLICH
4. YA HX|E Qe X4 SHS LHLC

MH 02

HZE QIEH0|AE AF23HH Linux A E0| SAP HANA Ci|O|E{H{|0| A& SnapCenter
{3212 XLt

SnapCenter UI(AFEX} QIE{H|O|A)E AHE3F0{ SAP HANA H|O|E{H|0[ A& SnapCenter
Z2{0Q1S Mx|sHof L|Ct. At 2HAO0|M SnapCenter UIOA 22119018 flHACZ MX|g
+ 9= 42 CLI(Command-Line Interface)E A5t 2& RE &= X5 ZEZ SAP
HANA Cl|O[E{H|0] A8 Z2{ 015 EX|E = JASLICL.
A ZFSt7| 0|

* HDBSQL Z2}0|HET} 4Fst= 2t Linux SAE0]| SAP HANA GO|E{H|0] A S

22
* SAP HANA H[O|E{H|0| A& SnapCenter 2211212 HX|5t2{= Linux TAEE T4 AT ESQ|0, H|O|E{H|0]A
% 2F MH 7ArEE SFGoF gLt

aols dX|sf{of gLt

84 e

Ju
I>

Ho

Al E(IMT): XY= -0 cHst 2[4 HEE HSEL|Ct.
"NetApp &= 28d IEEA E"
* SAP HANA H|O|E{tH|0| A& SnapCenter 2211212 Linux& SnapCenter Z2{ 121 I{7|X|| YL IL|CE,

Linux& SnapCenter 22{1¢! I{7|X|E A X|st7| HOf| Windows SAE0| SnapCenter?} 0[0] A X|=|0] RL0{OF
gLt
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|

1.

4. |<MK| C|H E2|>/NetApp/snapcenter/SCCletc/SC_SMS_Services.properties It S TZ!5H Ct

Linux& SnapCenter 22{ ¢! I§7|X| MX| I} (snapcenter_linux_host_plugin.bin)=
C:\ProgramData\NetApp\SnapCenter\Package Repository®iA] SAP HANA Cl|O|E{H[0|AE E2{0Q1S
MX|SlHE SAER EAFSL|CE,

SnapCenter A7} MX|El SAEO|A O] AZ0| HMAE 4= QUELICE

Y ZEDEOM EX| IS SAMS LM E2| 2 O|SHLIC.
=P
=

2{JQ HX|: path to installation bin file/snapcenter linux host plugin.bin -i

silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server
° -dport= SMCore HTTPS EAl ZEE X|H&tL|Ct.
> -DSERVER_IP= SnapCenter MH |P TAE X|™EhL|C}
° -DSERVER_HTTPS_PORTE SnapCenter A{lH{ HTTPS ZEE X|™gfL|C}.
° -DUSER_INSTALL_DIRZ Linux& SnapCenter E2{12! I{7|X|E HX|& C|AEE|E X[™EL|CH
° DINSTALL_LOG_NAME2 21 It 9| 0|2 X|™sfL|LCt.

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM

gjo

plugins_enabled=HANA:3.0 O{7{f tH4=Z 7}t Ct,

5. Add-Smhost cmdlet 3! Z > 07 H2E AFES10] SnapCenter AHO| SAEE FI1EHL|CH

FHO| AHEY &~ = 017 Hat oY Mol ciet HE = get- HeIp command_name_2 AAst{ LS
UELICE E= 2 ®XEY & "SnapCenter 2ZE Q|0 cmdlet &Z 70| E"JUSLICE.

SAP HANAE 221! AX| &eiE 2L EZgLCt

X I|O|X|E AtE38t0] SnapCenter E2{ 191 IHF | X| HX| ZIEH
Mx| Zls Alste & s

o o

=2
=tQIste] AX| 2= A|7| EE= 2X7F U= 2elg = ASLICEH

Of Zhofl ChHaH
Y O] X|of| Ct= OF0| 20| LIEtLt ZHio| HEHE LIEHRHLICE.

T SLIct
MIZHo= ARE[JSLICH

x AIYSLCH

Zaet olH| A== AALE BUZ Qlol AlFfe = RlELICE

1
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1. 1% et Foll M * 2L * & S2IFLCh
2. 2LIE| * HO|X[OlM * 2 * & S=eLCh
3. &fed * o[ X|ofl A 220l dX| ML LIEE =T SES HEYSIHH ChES +-eL

a. TE| * = 32t

b. MY AR2E: AIE B B2 SN2 XIFELICE

c. 9 CECHS HlR0IM * 22|19l M| * S Meygict
d. AMEf ESCHR ool M K| MEfS Megtict

e M8 *g ZBc

4. GX 2P S MEStD * M2 FE * £ 22610 2fe] MR HEE SLICh
E

ARISNE FHEELICE

CAQIZXM CSR IS HMetL|Ct

CSR(QIZM MY ) MAstT MMEl CSRE AFESH CA(QIS 7|2holM 7t E & U=
IEME 7tME & AEFLICH AB Mol HZE JHel 7|7k A& LI

=|

CSR2 MBEl CA QISME Z2s}y| 9lsh 2Ol AIEN ZIUXIO) HZE AFYE HMAE S2QLICH
(i)  cAiEMRsA7I 2ol |4 30728|E0fof BLIC

CSR A4A10]| CHSH REAISH LIRS 2 AZSHIAIR "CA 915 A CSR IHYUS AAlsts ther,

EHQI(* .domain.company.com) EE= A|AEl(machine1.domain.company.com CA QIS AME
() 48kl 2L CAISA CSR I 442 7U{E 4+ YALICH SnapCenterS AF&SH0! 7| =
CAQIBSME et & JASLICE

SAE FMO| AR 22{AH 0|2 (7H4 22{AE FQDN) U 8l SAE 0|22 CA S A0f AZ8H0f BHL|Ct.
QIZSME ZHE6t7| Mol SAN(Subject Alternative Name) & E% e A=sME E1IOIE‘£.=.F 2 QU&L|C}H IUETIE
2B M (* .domain.company.com)2| B2 QIZ A0 E0[le] RE SAE 0|F0| YA|HMo = EetEL|CE

CA B ME 7t aLItt

MMC(Microsoft Management Console)E A& CA @1ZA|E SnapCenter AH 2
Windows SAE Z2{1Q10 2 JtX{}of $hL|LC.
CHA|

1. MMC(Microsoft Management Console)Z 0|&%t CHS * It * > * Snapin F7H/K|A * & 22/t
2. AHQ FTYHH HOM * ABA * E MEHSE CHF * FI}* E S=IELICH

=

0
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3. QIZM AHQI HoilM * HFE A * SHS MBSO * OFE * 2 SaletLict
4. ZERE>QUSM-ZZ HRE > UL £ A= FE AZ J[2t* >+ ASM * E ST

Of DREAL ZHO)A... Cie g SaBiict

el 718 FHRELICH o * SMS MESID Ol 7S IR ChS T ChS 2
S2gLich

THY A 7H 27| HZOHX| 93 * O * & 2BiLict

Hot LHEH QIS Ao AL EY M Y= E XHSID * LS * 2
2L}
OIZ M 7} Q7| OFHAL &2 Qofg HESH = * Finish * & 2250 714 27|E

@ AEM 7t R7]= 71l 712t eH HERE HSELCHXIYE = YA *pfx, *.p12 % *p7b
2LIC).

7. "7fel" ZC{of| Chal 5EHAIS Bt=EfLICt

CA S M X|Z2 #&LICtH
215 M thumbprint= 215 ME AEot= 16%l ZAFEQULICH HIBIE= HIBIE SNBSS
ALE3H0 B M ZBIXO|| M A LHELICE,

2+
a. QABME F H S=IpLICt
b. QIZ A CH} MXIOIA * M2 HE * B S S=igL|Ct.
c. HE 552 A3 ESI0] * Thumbprint* E 2
d. MXtof|lA 16%I EXHE SAFELICE
e. 16Zls AtO|2] S XA gLICt.

o€ S0{, YZIEJ} "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b"2l 22 33
ATt = "a909502dd82ae41433e6f83886b00d4277a32a7b" 7t & L|LC}.

2. PowerShell0f|A CtS S $EBILICE,

a. C}S oy
AII:HoH__l

st X E AS MO HXIEIE XES LISt 2|2 EX|E ASME FH 0|22

= HJIO

15



Get-Childltem-Path 215 :\LocalMachine\My
b. AX|&72 K22 EABHLIC,
Windows @A E E2{1¢1 MH|AE AE3I0{ CA ABME FL-dLLICE

MX|E CIX|L QIS AS SA31512{5 Windows SAE Z2{191 AH[AZ AFSSH0 CA
OIE M E FABHOF BHLICH

SnapCenter At 2 CA QIZ A7t o|0| HIEE RE S22 SAE0|N LIS THAE AL

1. OtS P S M0 SMCore 7|2 ZE 81455 AIESHY 7|E QIS M HIQIY S HIHetL|Ct.

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

=2
i
mujn

™ OHEa 25Ut

> netsh http delete sslcert ipport=0.0.0.0:8145
Cte Bds AAsIH Mz X ABME windows ZAE ZF2{1Q1 MH|A9
HFQIEBtL|Ct.

> Scert = “ <certificate thumbprint> ”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

OlE =™ Ct31t Z&LCh
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

Linux SAE0|A SnapCenter SAP HANA Z2{ 12| MH|A0| Cist CA QIS ME RAAEtL|Ct

MEXLX[E &2 7| M4 8l ABMe| 2 E &E|5t, CAABME 75k, ALERL
X 2270l EB{AE MEA 3t 2E T F7HASHE —_r“%f" SnapCenter AHERL
XE S2132 ME|AS A0t AMEXL X[ E S22 EHAE MEA0 CAME 7| ¥
4510 x| CIX|E ASME g-d=toliof gLt

ArEXt X|1H E2{39212 /opt/netapp/snapcenter/SCCletc_O| U= 'keystore.jks' TFLS ME| MEHA 8l 7| YEHAZ
ArggtL|ct.
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AMEXFXAE 232 7] MEA 8 A 52 CAME 7] &l EHo ter =S 2

EHA|

1 AFEXL XIE E2{10¢ o0|HE £ Tt M ALZL XIE E2{0¢ 7] T4 7|2 =& A = JAELICH

(i |

'keystore_pass' 7|01l s Zot= 2L ILICH

keytool -storepasswd -keystore keystore.jks

7| MEA U= el 7] d=ol EE HAY Cigt 22 E 7| ML AMEEE= Yot
A2 HATL|CE.
keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
agent.properties It 2| keystore_pass 7|0f| CHEHM = ST AH|0|ES SHUA|L.
3. A5 E HATH T MH|AE CHA| A|ZFRLICE
() sextxz Zain0l 7| Mga L ool 1ol BE EE Ha oo thet 2 SAOF Lk

MEX XIE E2{Q EHAE MEL0 RE E= S ASME FGELIL

MEXL X 2
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2. 'keystore.jks' ItY S F&LICH
3 (o]

=
- 7| ME L0 =Tt

4 2E

4

=
=02l

rr

0I_>i
>
%
N

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

FE L= F7H ABSME MEX K™ E2{02 EZHAE XNEA0N Mot & MHAE CHA|
INES§HE [
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AMEXt X1E 221 ESAE MEA0 CAME 7| ¥ FHHLICH

CA

|
1.

2.
3

ME 7| &2 ALEXL X[FE 23122 EMAE MEA0| FLdstiof &Lict.

AFEXF K™ 221391 7| M E A /opt/NetApp/snapcenter/SCC S0| Z&HEl ZEHZ 0| STLICt
'keystore.jks' IS FELICL.
- 7| HEA FIHE IS ME LIERLICE.

keytool -list -v -keystore keystore.jks

-l 719t S 7| BF AME%HE CAJABAME =Tttt

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

I a0l =7HE ABSME LIERLICH
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