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Add storage System
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Add licenses.
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Provision storage.
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t2tA Oracle ClIO|E{H|O| A XtH ZSHES F715H7| Mo sysdba HetS AHE35H0] Oracle H|0|E{H|0]| A0 Oracle
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a. EM MEA

*

[=]
ECH20|A * Active Directory * £ ME{BILICY
=

b. LDAP &4 * EELIR0|M * AF2X}- 7|2 - 0|2 * 2 MEHSI D O * uting Claim Type * ESLIH20]A *

PowerShell &2 AE3t0{ 0iE2|#H|0|H O FS WIELICH

PowerShell @@= AHE5H0] OfZ2|7[0|H O
HH2 AtS3tE *:'E E HAOZ AIEY £

1.
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EQ HAPIE MAMs f_' Helet HFAME Fote = ASLIL of2{st
o x

=
=l A3 St 2= QUELICEH XIM|BH LH2 2 <link to KB article> £ & XSHMA| 2.

CHS comamndE& AFE3St0{ AD FSOIAM Af OHE2|AH|0|M 252 MAMBtLICE

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRolelIdentifier

ClientRoleIdentifier OHEZ[AH|0|M 2 F2| O|SALICt

redirectURL 215 2 2|C|&M0f| CHet R URLYILICE

- AD FS MH S8 =S MHst S20|UE L= E MLt

Add-AdfsServerApplication -Name "$ClientRoleldentifier - Server app"
-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri S$redirectURL
-Identifier $identifier -GenerateClientSecret

. ADFS ¥ API 28 TZ S 0= A2 A 0|52 L MTtLCL.

Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier $ClientRolelIdentifier
-Name "App Web API"

-Identifier $identifier -AccessControlPolicyName "Permit everyone"

- 22I0|¢E D2 22H0|NE L= o HEF BA|EEZ T2 BHQ EH0|M 7t ZLIC.

"client id = Sidentifier"

"client secret: "$(SADFSApp.ClientSecret)

. AD FS 28 T2 130] allat22| & & OpenID H3ot2 Ho{EL|CE.

Grant-AdfsApplicationPermission -ClientRoleldentifier S$identifier
-ServerRoleldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"



@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"

c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",

Issuer ==
"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

"@
6. wigt 7% IjUg xHARLICH

— —

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. YAPI S8 T2H9| 0|F2 X|Fst 1 22 mh

o

ALESHY] g Het 7AS FolgL L),

[

Set-AdfsWebApilApplication -Name "$ClientRoleldentifier - Web API"
-TargetIdentifier

S$identifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath

HAA EZ 2z AIZHS A0 ERLICt
PowerShell B3 AtE3t0] HMA EZ 2= AIZIS HHO|EY 5= ASLICH

* O] Zredof et &~

LA E2S ABT}, 22f0[RIE 9 2|4
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OHZE[AI0]1 2F WebAPI0]| CHet HMA EZ Btz AIZHS H[0|ESI{H AD FS MHOM CHE BHES
MESHIAL.

£ 5 ELICt set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

AD FSOi| M H|o{2] E2S 7t ZLCh

REST Z2t0| A E(0]: Postman)of|lA{ Of2iof] =&l 07 H4-5 2=3HO0F St AL Xt X
HIAIX|ZF EAIELICE 2, Hioje] E2S HoBH 2% 915 4(Ef ¢ S s oy ¢
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OHNA EZ URL [ADFS-DOMAIN-NAME]/ADFS/OAuth2/TOKEN

S2t0|E IDYLICE AD FS 220|E IDE LIt

Z2I0|HE ¢z AD FS 2ZI0|2E AT E U=BLICE

ko) OpenIDE ME{EIL|Ct

Zzlo[¢E 21T 7|12 AUTH 8l 2 EHL|Ct

2[AA g SM* =HojA Jw T EEON "AUD" 2O Z Ml3E =
S URLL STt 2fS 7HE Xt HEE FIHetL(Ch

SnapCenter A{t{0{A] PowerShell, SCCLI 3! REST APIE A8350{ MFAE TARLICH

SnapCenter A|HHO|A] PowerShell, SCCLI 3! REST APIE A25l0] MFAE A E 4
USLICE

SnapCenter MFA CLI 2|5

PowerShell 3! SCCLIOIA H[02] E2S AtESI0] AHEXLE 215 3t= Ol "AccessToken"0|2t= =7t L QU=

7|2 cmdlet(Open-SmConnection)O| %.*Q%I L|C}.

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ —-AccessToken <string>]

2lo] cmdlets AEst = st AL2X}7L 37t SnapCenter cmdletE AHE  JATE NM0| MM ELICEH
SnapCenter MFA REST API 2/&

SnapCenter22E H43X0l SEHE go{H Authorlzatlon Bearer <access token>_in REST API 22}0|¢1
Ofl: Postman = swagger)2| HAIC = H|0{2] EZ S A5t 8| 0f| AFEXE RoleName2 SEdHUA|L.

MFA REST API §3E&

MFAZ} AD FSE #H &l B2 AMAH|02]) EES ALK 21F5 30 REST APIE &S3ll SnapCenter
OHZ2|7[0]M0f| HM[ASHOF BFL|CE.
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> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"
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1. ZEE HIQIYSI2{™ SnapCenter 1IS 2 At ZLE 8146(7| =228 SnapCenter Al SAEO|A CHS
CHAIE 2338t PowerShell HE S AF25I0{ SMCore X E 8145(7|22H)0]| CHal CHA| ot e SatiBhL|Ct.

a. Ct2 PowerShell 3HE AF23}0] 7|Z& SnapCenter XHA| M HEl QIS M T E HIQIE S H|HEHL|CE.

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
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> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. MZ Z=E%t CA QIZAME SnapCenter A{H 5! SMCore I EQ} HIQIEIBHL|Ct,
> Scert = “<CA certificate thumbprint>"
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="Sguid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>
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> Scert = “abcl23abcl23abcl23abcl23”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")
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> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146

> netsh http show sslcert ipport=0.0.0.0:8145
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HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. SChannel HX|AEZ| 2Mo| AHIAEW A M| DWORD 2|X|AEE| 7| &2 otSL|C}.
SendTrustedIssuerList = 0

ClientAuthTrustMode = 2
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> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

> netsh http delete sslcert ipport=0.0.0.0:8145
b. MZ ZESt CA 215 ME SMCore ZES QI BHL|CH.
> Scert = “<CA certificate thumbprint>”
> S$guid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

olE &9, Ct3t 25Ut
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
—-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}
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1. Ct2 HHS ALRS10] IS SnapCenter 28 T2 134
WebAppPool -Name "SnapCenter"

N E &US HBLICEH > Restart-

HH

2. Windows Z2{1212| Z<2 L3 PowerShell B S H#5t0{ SMCore MH|AE CHA| A|ZHELICH

> Restart-Service -Name SnapManagerCoreService
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

1. O3 BEE AH8SL0] IIS SnapCenter 8 T2 13 Z M8 XS 2AHYLICE > Restart-
WebAppPool -Name "SnapCenter"

2. Windows E2{1¢19| Z2 L}3 PowerShell @S H¥5t0| SMCore MH|AE CHA| A|ZFRILICE

> Restart-Service -Name SnapManagerCoreService
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1. SPL &£ MHA0M SPL 7| M&EA 7|2 ASE HMY 2 ASLICE 7|0 siEst= 2 LIct
SPL_KEYSTORE_PASS.

2. 7| &L A E HABLICEH s keytool -storepasswd -keystore keystore.jks

3. 7| MEAM fA=7Hel 7| &=e| ZE BHO| ot S E 7| HEA| AR = ST Y2 HARLICE $
keytool -keypasswd -alias "<alias name>" -keystore keystore.jks

4. SPL_keystore_pass in 7|0 CHSH A = SSHA| YH|O|ESHYA|R spl.properties” THY.
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3. 7| HEA =THE QIZSME LIBRILICE $ keytool -list -v -keystore keystore.jks
4

. BEE=FUQABM EIH S keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks
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1. SPLO| 7| MEAIt ZetEl EME O|SELICt /var/opt/snapcenter/spl/etc.

2. mAS HELICt keystore. jks .
3. 7| HEA =IHEl AIBZME LIESILICE $ keytool -list -v -keystore keystore.jks
4. 7HQl 712t 37K 7|E 25 AH8SH= CAQUBME FIIELICE s keytool -importkeystore

-srckeystore <CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore
keystore.jks -deststoretype JKS

S. 7| MEAM =THEl QIZSME LIERILICE $ keytool -list -v -keystore keystore.jks
6. keystoreOf| keystoreOfl =7HEl Af CA Q1B AM0]| sHst= HAO| ZEE|0] U=X] SelgiL|Ct.
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$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"
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HASILICE $ keytool -changealias -alias "<OrignalAliasName>" -destalias
"<NewAliasName>" -keystore keystore.jks’
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Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]

* 220l

Im

AEM 7|Et A5 S ALESHA| =5 HFEotE CHE2S W2 A L.

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname]

35



Active Directory, LDAP %! LDAPSE 1A &tL|C}
AME|g £~ @l= Active Directory =212 SEELICE

AM2|g 4 gl 012 Active Directory TH|QIQ| SAE AIEX 9 IS #a|5t2{H Active
DirectoryE SnapCenter A|H0| SS6l{0f BfL|Ct.
Alxts17] Ho

* LDAP ¥ LDAPS Z2EZ *

* LDAP E= LDAPS ZZ2EES AHE510] M2 4= 8l= Active Directory EH|IS SE& = AUELICH

* £ 1021 TAEQ} SnapCenter A{H] 7H0]| beF S4l2 A oF gfL|Ct.

* DNS 2212 SnapCenter MHO|A Z2{0Q SAEZ = 1 HCHE A& 0F SLIC}

* LDAP ZZEZ *

* FQDN(ZH7stel =02l 0|2)2 SnapCenter A A 2HQ1Et 4= Q0O Bt

FQDN2 AtESIH M & gl= EHQI2 SEE 4 JUSLICE SnapCenter AHO|A FQDNS &Heleh 4~ gl
A2 EHQ HEEY IP FAE SEY 4= UM SnapCenter AHO|A 2Holgt 4= JUELICE,

rr

LDAPS TZ2E= *
* LDAPS7| Active Directory S4 0| ST 7F 2= 9tE K|S 5t2{H CA Q1S M7F HagL ot
"LDAPSO|| Ciiot CA 22I0[HE ABME F et

* SnapCenter MHO|A EHQl HEEZ SAE 0]
* Of Ztdofl CHot M *

IJIru
w)
9]
T
o
@
Z
Q
3
Q&
=2
rﬂ
m&*
4>
g0
k=)
o
ot
i
iul

* SnapCenter AL X} QIE{H|O| A PowerShell cmdlet EE= REST APIE AFESH0] AE[E 4 gls Tl

= AL

LA

1. 2

= S BOA 9 * 2 2B,

- MFE Ho|X|oM * 2EH MF « S S2LCt
X
o

2.4
3. 2E2Y MF H|o|X|0l|AM * =mQl M
4

TN EHelg SEsta Sl

5. M EHQ! S2 m|0|X|0| A * LDAP * EE= * LDAPS * £ MEHSHL|C}

a. LDAP * £ Etot 2 LDAPO]| Choll &l2|eh = §l= EO|QlE SEoh= ol 2Qst YEE X|™ESLICH
O] HES| LHE... A =
=iol 0|2 TH[QI2] NetBIOS O|E& XIHRLICE.
=9l FQDN FQDNE X|™3st1 * Resolve * £ ZE!stL|LC}

36



O] HEQ| LH8... ELES g

A
T o= T

SoQ HEEY IP FAYLICH SnapCenter AHO|A| QI FQDNZ &helet
o= 32 oLt O| Mo QI HEER IP FAE

X|™dgL|Ct.

YAl "GUIO| A AZ|eh £~

ol HEER IPE

b. LDAPS * £ MElist 22 LDAPSO]| CHall Al2|E +~ gl= THQlS SE5t= ol 2ot HHEE XLt

O HEQo| LHE... Tl e

=9l 0|2 T Q12| NetBIOS 0|2 XI™RILICE

ZH¢! FQDN FQDNE X[™gfL|Ct

el HEER O|FYULICH StLE Of&fo] =m|Ql HEER 0|8 X|H™sta

o
Resolve * £ 2&|gfL|C}.

CHQI HEEY IP FAYL|CE SnapCenter AHOA EHQl ZAIEEZ] 0|ES
goIst 4= gl= A DNS AT E £Hslof
ghL|ct.

6. stol * 2 ZaIstL|C}.

LDAPSO|| CHSE CA 22I0|HE IS ME LTt

Windows Active Directory LDAP

PS7t CA QB N2t &7H A4 El B SnapCenter AH{0f|A]
LDAPSO]| CHSH CA 22I0|HE 2SN E 74

iOF LIt

L

1. MMC(Microsoft Management Console)Z 0|&%t CHg * It * > * Snapin F7H/A|AH * £ Z2/gfL|C.

2. Aol AIYHA Hol * AZA * B Met O * 27} & B2

3. QIZA AWOl 0N * HEE| AH - SMS Mzt TS * 0k * 3 2L

4 B RE > BH - 2 UFE * > NRZ £ s RE S |7 > ol 2l3)
5

6. CtZ23t 20| OPEALS etEetLct
Of OHAL Eoil A ChEE sARLICH
£ Zaigct ot 7| * & 22Ist1 _Root Certificate_E M3t
=+ rhg * 2 2Bt

37


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_does_not_allow_to_add_Domain_Controller_IP_for_untrusted_domain_from_GUI

Of OHHAL Ol A...

ASM 7t 27| DHEAL 2t2

7. 7 AB Mof| chel 5ThA|2t 6EHAIS

_Tl_7|- 1% __I.l.klol-|__||_'_|-

o
=
2 ZAESH Z * Finish * £ 2&l%
o

HhSgLICt.

F55 AtE26t0] 171842 ?ldll SnapCenter A{HHE & 2tL|CH

SnapCenterdil A HA(17}2H)E

AESHH SnapCenter AH{ 7t

@ SnapCenter 4.2.x0|A & 13|0]

o = =

X|2I517] 9/8) F5 2= MM A + ULLICH F55
=ols)

St 7tHR7|E

2IX[of| A= Z[CH 27H9-| SAEOM HE|E-TIHA|E 2 HE
X| gt 4= ASLICE SnapCenterd| A F5 2E W21 E AF232{™H SnapCenter AHE
TMSt F5 2EE WRHAME 748l 0F gL Ct.

ot = o|H0f| HER D 2= HHA(NLB)S A8t A2

—|__I_

A& AHESH7ALE F5 2 Tate = &L

#IEE 0[0IXofl= F5 2= WRMS A8
KEM|SH K| Rl S At RSHAIA|Q "F5 2=

Identify two existing SnapCenter Servers,
or install SnapCenter Server (SC1) on
hostl and SnapCenter Server (SC2) on
host2.

.

Export SnapCenter certificates for SC1
and 5C2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

v

Import SnapCenter certificates into F5
Load Balancer.

v

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

v

Enable 5C2 node member.

Ch=

38

cmdlet2 A8 F5 22{AEE F7} 9 H[7HS2{™H SnapCenter Server?| 2Z Zt2|X} OF
SHL|CHAMIE 22| Xt Hgtol| 2ekel= 2 2/a).

CEEREE

2|8l SnapCenter MHHE F45H= THA 7} Lot AUSLICH
1% f%ﬁffﬁ 17t2ME Q8 SnapCenter MHE 7 SH= ",

T&#0|0{of


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer

* Add-SmServerClusterE MEHSHL|C}
* Add-SmServer £ S2I8fL|Ct

* Hl7{ - SmServerCluster

XtMIgt L2 2 S "SnapCenter 2AZE 0] cmdlet 7% 70| E &I XS,

FItF5 AN HE

* 17t24 S 9o SnapCenterS AX|stn 1A%t = F5 22{AE IPS 7t2|7| =2 SnapCenter HHE} ot HiZ2
7t718 MESLICE

* SnapCenter A{t{ Zt0f| H|Y Q{7 &AHS T 7|Z SnapCenter MIME Q= AL HERXE B 11 SnapCenterd|
CHA| 23238l 0F L|Ct.

* NLB X F5(Load Balancer Setup)0llAl NLB E& F5 =20 ol HEMOZ 2QIEl L EE F715t1
SnapCenter '==71 0] .L.=0f HZE 4= = 22 SnapCenter SAE H|0|X|= SAE CH21t A3 MEf AIO|E
XpZ= MgkgtLlct. o] 2X|E siZst2{H & SnapCenter =7t 25 NLB EE= F5 59| SAEEZ 8| ZE &
Uq=X| =hels{of gL Ct.

* MFA &H0]| Ci$t SnapCenter 32 HE T E0| M A& =[0{0f BfL|Ct. AD FS(Active Directory Federation
Services) MHO|A F5 SHAE MR HEE ALESI0] 7|8 ALK £ S SHBHOF ZLICH MFAE ALESHES
MHSIH - 2| SnapCenter Ul HM|A T} KHEHEIL|CE,

* HYRH Fof| A 23 22 F HN = =of BHIE| X S LI Wt F5 IHA|E L EJ ZdetE off ZAb
20 AYE +S2E HHF5({0f gLCf.

Microsoft | EQT 2E WA AME £5O02 LMTILICH

Microsoft NLB(UEQ|Z 2E WHA)E 7143510 SnapCenter 17X S AHe 4= JSLILCL
SnapCenter 4.20| M= 17} napCenter 8X| 2| 20| NLBE +32=E 743

o
x
mo r.
40 0
St
()]

o
2=y
SnapCenterE AF5I0{ NLB(H|ERI3 2E W A)E 1 M5H= Yol Chot XHM|TH LI 2 S B XSHMAIR
"SnapCenterE AF&5t0{ NLBE T145t= Bi"
0| M SnapCenterE AX[Sh= S2 NLB(UE® 3 2E W H)E

@ SnapCenter 4.1.1 EE= O|F H
XA L|C}.

[V =]

17H84E /%l NLBO|A F5= FgtetL|Ct

SnapCenter HA 82 NLB(UIE®Z EE HH 0| F5 EE HHNE AIESI=E HEY

4 gL

1. F5E A8t 1784 E 2l SnapCenter MHHE T tL|Ct, "AtA|oh HE".

2. SnapCenter Mt SAEO0| AN PowerShellS AlgstL|Ct,

3. Open-SmConnection cmdletE AFESI0] MME A|Eot CHS AtH S Y=L|Ct.
4 =

Update-SmServerCluster cmdlet2 AF25t0] F5 22{AH IP £24
O|0| EfL Tt

39


https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer

cmdletdt SHH| At
gtolgt &~ QIELIC

index.html

|of cHst MHE running_get-Help command_name_Of|Af
T JUELIC} https://docs.netapp.com/us-en/snapcenter-cmdlets-49/

00

o MIo
4>
)

Ir

[
=
4> Ik
4
1o
o

—_

PR

SnapCenter MySQL Z|ZX|E2|2| 1n7IEH

MySQL SH|= StLie| MySQL H|O|E{H| O] A A (OFAE] )0 A CHE MySQL Ci|O|E{H|O] A
MH(&80|2)Z HI0|HE 2XME 4= = MySQL Server?| 7| 5ILICt. SnapCenter= 272
NLB X|2!(Network Load Balancing-enabled) = =0 AMEF 172 M S QI8 MySQL 2XE

K| &gt

SnapCenter= OtAE 2|EX[EE[0[A &{7| L= MT| XA S +AH5H0 OtAE 2|ZX|E2|0f 2F 7t /JS W &&[0|E
2| EX|E2[of CHSt HA S 2t LICH O2{H £2(0|E 2| X X|E2|7t OtAH 2|ZEX|E2|7} ELICt SnapCenter=
HUH S0Pt AEE|= Huter S| XL Ct.

MySQL HA(Z7I84M) 7|58 A8t & H ==0jA NLB(UIEH 3 2= W AM)E T 4sl{of FLICH MySQL
2| ZX|Ee|= HX|e YRE o =0 AX[EL|CE F HKW =0 SnapCenterE AX|5t= S¢t A H =2 F50|
7145t &= #Hf =0 MySQL 2| XX E2|2] AR S THS0{0f gfL|CE.

SnapCenter= MySQL SH|E &2|5t7| fI3H _get-SmrepositoryConfig_and_Set-
SmrepositoryConfig_PowerShell cmdlet2 X3 gfL|Ct.

cmdletzt EHH AF2E 4= Q1= OH7H H49F 0]0f| CHSH M H2 running_get-Help command_name_ Of|A &tolgt &
UELICE E= 8 ®XY £ "SnapCenter 2ZE |0 cmdlet &Z 70| E"JUSLICE

MySQL HA 7|51t 2t El Kot AtehE 20 QLo{oF ghLfCt.

* NLB2t MySQL HA= £ =E O|AO Z X|RIE|X| Qt&L|CE

* SnapCenter 2 AAd MX[0|M NLB HX[2 E= 1 HHOHE Hetst MySQL 52 A3 &0l MySQL
HAZE Hetst= A2 XY= X| E&L|CH

+ £2)0|8 2|ZX|E2| H|0|E{ 7} OpAH MEA H0|E2t S7|2t=|X| 42 2 Ats Zoif =X|7t X2l =|X| 4&LICH
_Set-SmRepositoryConfig_cmdletS ArESH0] 2| CHA| 2SS AlEFe = USLILCE

* HYQLHTL A|ZE[H MM FQI Z0| Hufe 4= JAELICH

0tEY FEofl Tt REMle LHER2 2

K
Ot
1k
>
to
»
=)
Q
©
(@)
D
2
@
i
>
olo
Ot
2
zZ
—
o
|
>
Py
pu
fjo
41
0x
Ot
rr
0L
12

SnapCenter Q1S ME L{EHL|Ct
© ChA
1. MMC(Microsoft Management Console)Z 0| &%t CHS * It * > * AHQI FIY/A|AH * E S=lgfL|Ct
2. ARHQI FIYMA oM * QIBM * & MEASHCHZ * 7+ & S2lgLCt
3 A

=]
M

o

Hel HollM * L AEXAL AIE * FMS MES O3 * O * 2 22IgdL )

40


https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-49/index.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter

4 BE ZE <>+ ABN - A ALBTE > 7 MEB 4 9l

o1
>-(/)

napCenter 117 0|S0| U= 2l
MENSIO] LHELHZ| OPHALE A

Ct3at 20| OFEALS b= LIt

uI

O| OtEHAL &HOj|A... LIS "8 eL o
7Hel 7| E L LTt Yes, export *ZME MEDt S *
Next * £ S&leL|Ct.

—
—
(¢}

ko]
=
<
Q
-
D
o
(¢}

<

Th 4] LY HFSIR 4T * g * 2 2RIt

ot L QSN0 ALS T A 4SS XIFsD * ChS *
g 2ygLrt

TETCREY Lij2H QIS A0 THY OIS RIZSHR(pfx ALS)
Cig - g 2B

OIZM LYELY7| OFHAIZ 2tZStL|Ct Qo2 HESH = * Finish * & 2260 LHELZ|E
A|=retL|ct,

Y
i)
*

Ao LHRELICH

o

o
Ol
R
rr
T,
X

MEXFEE OFS 715t J 3 AHMS Lt

SnapCenter At
oats gdee &~ JASLICE
2™ E L]

0l
_>'-|_
=2
=
ot
18 19
d

|t HMA MOIE MG H AR EE= OES F716t1
<tof| 2t SnapCenter AFEXIZ HMA S 2~ Q= FMO|

A|ZHSE7| Hof|
* "SnapCenterAdmin" &2 ZQI5}{0f BL|Ct.

* 2% MIA| E£= HIO|E{H|0] A 2| Active DirectoryOllA AFEXt EE= OF AIYE THE0{0F &LICt SnapCenters
f% tof o|2{st A™E BHE + el&LICh

SnapCenter 4.50| A& Z4l(), 5f0|n(-), LUE() X SE() &2 E ST ALEXL 0| S
JF o|Eof Zghd = JAELICE o|2{et E ZXtLE SnapCenter?| 0| HE| AN THE HHE

@ A5t SnapCenter WebAppO| A X|El web.config IH 0f| A
'disableSQLInjectionValidation' D7 H=2| g2 true £ HESIH e 0|F2| FEM HAME
Higtdote = JELICE g8 33 Foll= Hﬂl_a CEAL Al 2P ’%97f Si&LICE

* SnapCenter0fl= R 7tX| AFH FOlEl HH0| IE|0f AELICE.

41



42

Of2{st Hets ArEXIOI|A

SnapCenter RBACO]| &
ZAg|o|LHof| CHet 17|

— &1

Aok

[y ey —

| EotALE A

el

AD AtEXL S AD
7kX| 21 LO{OF BfLICH.

Active Directory2| AF2X} Z1E|0|L 8l Z

RS

Ao Hoto| IBtEl ALK} EE O A2 2Yth 20ls SAE Y AER|X| HE D} 22 SnapCenter
RHAtOf| CHSE AFS X} BM|A S ErEtsliof hi|Ct.
F2EA AFEXE= RFAOA| SeHEl XHALOf| TS AFE HTH0| U= P2 S » JASLICE
RBAC AtE #Hot 8l 22842 285t2{H EH AT AFEXILE 250 A2 g2sffof gh|ct
SAE E2|AAOF MM AEZX| HE, 2102, AKX E= O52 Ydst= S AIEXoA Xt 3HES
Hset|ct
EN DAS 28t 2o AFEXIE SHo0f St= XA KA CHESat ZELICH
s XAk shet
BlAA HS SAE, HA
Elosl SAE 2AAOF M
=gl BAE, 2|AA 18
=y SAE 2|AA OE XM
£ 2 2lo|ZALO|2 SAE
2|laA DS el SAE

* M =E7} Windows 2 1

BT AREROA 2 E

CE= DAG(Exchange Server Database Availability Group) XtAHOf| 7t 11

MRIH-f 80 M eEE ZeStER AHihs THE o OF L L)

Of M

RBAC AI2AL L= OES
SILICE O|E 501, 2 & EHAEHII Y
LEE X715t= A2 RBAC AF2Xt

oot of LTt

|11 RBAC A2Xt

L= IS 28 AH| 50 RBAC AHEXAL

CC = —,EOE_
4—T —H= =2

HAE O

A
sross

S2{AE L= DAGO| st RBAC AFEXF L= JE0| M =5 Zklof

LICt. S={AEO| CHE

E= 2E0| M =EE

T —=—

AEXHOA 24 SLERI =

B 2ol oigt 2E2X A

2
==

s AU EAES 2R Aol FQ RS St
Sretofof BLICE
AFS IO HAIA Bt BHEFStT| Hoj| KL Ztsof BhLIt.

VMware vSphere2 SnapCenter Z22{19! 7|5
22 VMware vSphere GUIE

HS5t=
®

ey

£ AH23t0 VM, VMDK & H|0[E MEAE
AtE510] vCenter AF2XHE VMware vSphere2
SnapCenter 221321 S0 Z=71sH{OF BfLICH VMware vSphere S&t0f| CHat XEA|SH LIS
ARSI AL "VMware vSphere2 SnapCenter Z2{ 1211t 84| TH7 | X| 2 M2 &= A

=
=

£

—

o
=
.|


https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html

LA

1. 1% A BHOA * M7 - 2 2B,

— == Ry |

2. 2 OO|X|Of| M * AFEX} K AMA*>*E 2
3

. Active Directory LL= & T E0|A AFEX

O ZES| 8.,

5]
o

oY k| A

=)

=
o2t

ARt OIE

ozt

4. Assign * 2 22|t LIS Assign Assets H|O| X|0f| A C}

a. Xttt EFOR2 SR Xt fYS

= T o=

b. [XH:H EIO| 201 M XpAtS MEHBIL|CY,

A—i EH 'c'>'|-|__| |:|-

S EE)
Eofel £ B 182 MBIt
Eoel 915 ROl 2 AFBRIS At =
AR = 280l Eojel 0122 X
JjEHoz 2a0l3t Tujel 0|20= 0j2)
M EILICE

EIH+
t1E 27t H|O|X|0|A CtS

(D)  2zwan>- oo gy

mjo
4>
o
et
r
o

A|§|'6'F A O-II— EI}”OlO * I-I

| o[ X|0l| A S=HOF B Ef.

AR = D82 Mestct

gjo

G)  =ollel 2 Argxtol chst 28 =
|

SnapCenter= M 2F0| Ofl Hot

C) JE0H X gt

B2 AIST 052 YAB T4 * &7}
=
=

—_——

i

—

E|'6'|-|__| |:|._

=

@ AMEXO|F2 HAEXE

T

A S=20iM ALEXt 0| FS MERILICY.

CHE TOQl = Mg 2= gl=

OIS MBS FIHY W=

9O0E AEX} 0|28 S
QJziefor giLict.

43



AHEX7t XHAHZ SnapCenter0i| =715 22012t XHAtO| LFEEILICE,

c. ARt 2= Aritof ol O] ZAHE BhEELC).

g 7L HO|X|0f| M A HEtol o|Ent HES RIFHELIC.

SnapCenter 4.50| A= 38(), SI0[E(-), HE( ) H S E( ) &2 E SR ALEX} 0|2t
JE o|Eof Zehed == JELICE o|2{et E4 ZXLZ SnapCenter?| 0|F 2| AN CH=
@ et AF25t2{H SnapCenter WebAppO| A X|El web. conflg IHUOf| A

'disableSQLInjectionValidation' D7 2| Z}2 true E HZASIH A 0|2 R 4d
AALE Hlgdete = JELICH g2 sFst —.—01|._ MH|AE CHA| A|ZHY 27t i & LT
5. 0| g HE FMRAS CHE FMRAQ IHHIE & 5 USLICH* E MESIo] Aol CHE LM 0| 2|an
SESEME XN EE U SAE} L2 EAAE E £ JULE SLIC

(D) Ol BHE MBSE A T 2LLE SIS ABTIH U Ol A8 ABTIE A i
Bl A0 CHEF AFBAF AN AS SEret Bavt glaLich

1. AR A%t Ho|X|of| M etof 2ehet AL Zots M
oS RO{ELICt.

J:"E

SP7ALE* B M+ 2 S2fsto] S| BE ALS

AEZ|X| A|AEIO|A clustered ONTAPS A S0 HQ HOt 27101 H&HZ AF23510{ ONTAP
RBAC g2t 3=71gt 4= UEL|LCt

AlZfoto] Fof

44



* Clustered ONTAPS & Tl AEZ|X| A|AZO CH3l ONTAP RBAC &S “H-dst7| Toj| CHSS 2helalof

= S =
Lct.

SHABIX 2 M| A Tersior BTt
© AFBRIOA eigre TEt,
SVMOll 21 HZE|0f QUEX| Of ol nat TS Crsh HES 4+ ABLICH

AN
* O] Zredof gt E&

° SnapCenter 22{1210| HA| 22 AE Q| 22 AH 2t2|X} IPO| B0 A=K, OtL|H S2{AE L2

AEE|X] A|AHIOA 0|23t HEts Ztts| M| I8l NetApp 7R LIE| 0| AHA|Zl RBAC A Xt ZHE X} for
Data ONTAP E2 AIE2¢ £ U&LILCE.

0] £ AHSOR ONTAP H3t MBS 227 H2[LICH 0|2 S0f, RBAC Data ONTAPS AFBX} X £ 7 &=
DE ohifA 0| TR LIELIES SHZ 2MZ HeHS NSO FIRILICH 97| M8 s R F718t 03

HE HMA PSS FIH5HH ONTAPOA 2= HMA Hots S22 HA[SHT RA|RL|CE

L}=0l SnapCenter EE= ONTAPS ¢ 12{|0| =& ZAQ RBAC At2Xt MM 7| for Data ONTAP =S
@ CIA| Alsto] O|Fof| THE AL X} HetS IO EsHOF BfLICt 0| M2l SnapCenter E£=
ONTAPO| CHol PHE ALEX A2 A8[0| =8 HHO|AM MCHE ZSSHX| S LICH O] =FE CHA|

HASIH XS 2 PO0|=5 XMelghL|t. HES LA ddE 2= fELI.

ONTAP RBAC <2t BF0f Chist XEMISE LI82 & FZSHYAIL "ONTAP 9 2f2[Xt 215 5! RBAC Tl 710 =",

[ =

24 Z 213l SnapCenter 2A1= A HTHE AHESH= A2 LIEFHLICE. OnCommand A|A B
2| X} GUIE privilege CH! _attribute_2H= 801S AF8BILICE. ONTAP RBAC Si&S 4% j 0f
0z 25 sYgLct

4n r& ne

£ Ebf
1. AE2IX| NALOIM TS TS Y2fsiol A TS MyELICH

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>
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security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"
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security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

* user_name>2 2CHA|0f| A THE ALEXtQ| O| S RILICE O] HEHS AHSSHH ALSXIE XSt HEo
AHALY = ASLICL
* svm_name>2 SVMQ| 0|SIL|C}.
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security login show -vserver <svm name\> -user-or-group-name <user name\>
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security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>
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security login create -user <user name\> -vserver <svm name\>

ontapi -authmethod password -role <SVM Role Name\>

2. A8X =3 E siEELICt

security login unlock -user <user name\> -vserver <svm name\>
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security login role create -vserver SVM Name -role SVM Role Name

"snapmirror list-destinations"

security login role create -vserver
"event generate-autosupport-log"

security login role create -vserver

"job history show" -access all
security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver

"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create -vserver

"lun igroup create" -access all

security login role create -vserver

"lun igroup delete" -access all

security login role create -vserver

"lun igroup rename" -access all

security login role create

—-access all

-vserver
"lun igroup show"

—-access all

SVM Name

—-access all

SVM Name

SVM Name

SVM Name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -vserver SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

—application

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create -vserver SVM name

"lun mapping show" -access all

security login role create -vserver SVM name

"lun modify" -access all

security login role create -vserver SVM name

"lun move-in-volume" -access all

security login role create -vserver SVM name

"lun offline" -access all

security login role create
"lun online" -access all

-vserver SVM name

security login role create
-access all

-vserver SVM name
"lun resize"

security login role create
"lun serial" -access all

-vserver SVM name

security login role create
"lun show" -access all

-vserver SVM name

security login role create -vserver SVM Name
"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

-role

-role

all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role
"volume clone show"

create -vserver SVM name
—access all

security login role
"volume clone split

create -vserver SVM name
start" -access all

security login role
"volume clone split

create -vserver SVM name
stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

security login role create -vserver SVM name

"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

SVM name

security login role create -vserver
"volume gtree delete" -access all

SVM name

security login role create -vserver
"volume gtree modify" -access all

SVM name

security login role create

"volume gtree show"

-vserver SVM name

—-access all

security login role create

—-access all

-vserver SVM name

"volume restrict"

security login role create -vserver
"volume show" -access all

SVM name

security login role create -vserver SVM name
"volume snapshot create" -access all

security login role create -vserver SVM name

"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name

"volume snapshot rename" -access all

-role

security login role create -vserver SVM name -role
"volume snapshot restore" -access all

security login role create -vserver SVM name -role
"volume snapshot restore-file" -access all
security login role create -vserver SVM name -role
"volume snapshot show" -access all

security login role create -vserver SVM name -role
"volume unmount" -access all

security login role create -vserver SVM name -role
"vserver cifs share create" -access all

security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role
"vserver export-policy show" -access all

security login role create -vserver SVM Name -role
"vserver iscsi connection show" -access all
security login role create -vserver SVM name -role
"vserver" -access readonly

security login role create -vserver SVM name -role
"vserver export-policy" -access all

security login role create -vserver SVM name -role
"vserver iscsi" -access all

security login role create -vserver SVM Name -role
"volume clone split status" -access all

security login role create -vserver SVM name -role

"volume managed-feature" -access all

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() 2 st chel of e ur=shof stuict.
1. AFSRHE MAGHT ST ALSRIOIA e BrErstLIC

security login create -user <user name\> -vserver <cluster name\>
-application ontapi -authmethod password -role <role name\>

2. AEX HZE shiEIELIC

security login unlock -user <user name\> -vserver <cluster name\>

SP{AE S YEotl Aots &Y= ONTAP CLI B3 L
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security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"job history show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"job stop" -access all
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security login role create -vserver Cluster name

"lun" -access all

security login role create -vserver Cluster name

"lun create" -access all

security login role create -vserver
"lun delete"

Cluster name
—access all

security login role create -vserver Cluster name

"lun igroup add" -access all

security login role create -vserver Cluster name

"lun igroup create" -access all

security login role create -vserver Cluster name

"lun igroup delete" -access all

security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver
"lun igroup show" -access all

Cluster name

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver
"system node show" -access all

Cluster name

security login role create -vserver
"system status show" -access all

Cluster name

security login role create -vserver
—access all

Cluster name
"version"

security login role create -vserver
"volume clone create" -access all

Cluster name

security login role create

"volume clone show"

—vVsServer Cluster_name

—-access all

security login role
"volume clone split

create -vserver Cluster name
start" -access all

security login role
"volume clone split

create -vserver Cluster name
stop" -access all

security login role create -vserver Cluster name

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

security login role create -vserver Cluster name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname



"volume gtree create" -access all

security login role create -vserver

"volume gtree delete"

—access all

security login role create -vserver
"volume gtree modify" -access all

security

login role

"volume gtree show"

security

"volume restrict"

login role

create
—-access all

—vVServer

create -vserver

—access all

security login role create -vserver

"volume show"

—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

security login role create -vserver Cluster name

"volume snapshot create"

—-access all

security login role create -vserver Cluster name

"volume snapshot delete"

—-access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote”

—-access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore" -access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name
"volume snapshot show" -access all

security login role create -vserver

"volume unmount"

—-access all

security login role create -vserver
—access all

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

login role

cifs create"

login role

cifs delete"

login role

create -vserver
—-access all

create -vserver
—-access all

create -vserver

cifs modify" -access all

login role
cifs share

login role
cifs share

create -vserver
modify" -access
create -vserver
create" -access

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

all

Cluster name
all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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-cmddirname
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security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

login role create -vserver Cluster name
cifs share delete" -access all

login role create -vserver Cluster name
cifs share modify" -access all

login role create -vserver Cluster name
cifs share show" -access all

login role create -vserver Cluster name

cifs show" -access all

login role create -vserver Cluster name

create" -access all

login role create -vserver Cluster name

export-policy create" -access all

login role create -vserver Cluster name
export-policy delete" -access all

login role create -vserver
export-policy rule create”

Cluster name
—access all

login role create -vserver
export-policy rule delete”

Cluster name
—access all

login role create -vserver Cluster name

export-policy rule modify" -access all

login role create -vserver Cluster name

export-policy rule show" -access all

login role create -vserver Cluster name

export-policy show" -access all

login role create -vserver Cluster name

iscsi connection show" -access all

login role create -vserver Cluster name

modify" -access all

login role create -vserver Cluster name

show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

ok

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -
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Lt
[k =1

Yol 2RSHX|

ZHEEZ 7|gt 2lo|MIAS| UH HS S HMSI{H HAESED UH HS I LQTL|CE ONTAP HHES ARSI
HEED UH HSE M 2 QIAL|C}H FAS, AFF EE= ASA A|AEIQ| 23| AE] 2H2|XIo{0F EhL|C}.
EHA|

1. ONTAP BHES AHE5t0] ZHEE2{0) 2192l

st
[=]
2. system show-instance B S 2 LIS 222 AESIH 7HEED YA HSE &GLICL
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oflx &=

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.
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Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses v| For Company: |:| i__G_p!_:

XHE HEEEZ Q| 2}0|MIA 2Z0| HEA|ELICE

_—— T

4. SnapCenter Standard == SnapManagerSuite 2t0|MIA S %totA 7| Z8tL|CL,

5EHA: AES2] 7| 2fo| A 7}

FAS, AFF EE= ASA A|ABIS A2 $0|11 SnapCenter Standard EE= SnapManagerSuite 20| MIA T} Q= AL

ONTAP %%ﬂ%‘é AF25t04 SnapCenter ZIEE2]{ 7|t 2l0|MA S 7+°+ 2 QUELICE
A ZFst7| Foj|
* FAS, AFF EE= ASA A|AHIS| S2{AE 2t2|XF0o{0F BfL|C}.

* SnapCenter Standard E£= SnapManagerSuite 2t0| dIA 7} Q0{0F ThL|C},

FAS, AFF EE= SnapCenter ASA AEZ|X|E A6 WIS MX|SHHH HEE2{0l| MX[E Premium HE HI}
2to| MIAE Hrotof L|Ct.
HYotms S SnapCenters HX[stAH MYX XA 228t ZIES2{0f| MX|E Z2|0|g HE Kot
2to| MIAE "roLOf gL},
THA|
1. ONTAP BHEEE AE2510] NetApp 22{AE | 2018t Ct,

2. SnapManagerSuite 2t0|dlA 7| E7}

system license add -license-code license key

O] H2 admin #gt +=E0|AM AFEE 5 USLICE
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3. SnapManagerSuite 2t0| ATt HX|=| A =X] &l

= -

L.

license show

6THA|: HIHE 2fO| A S MAHRLICE

ZAEE2 7|8t SnapCenter EZ 20| MIAE A2t QO E2F 7|4t WO 2tO|MA(YH HSIF 50" =2

ELtE H2)E MAHHOf Sti= F<2 MySQL BE S AHE5H0] HIHEH 2to[HIA S SO 2 | 73HOF BfL(Ct H7HEt

24
2t0|MIA = SnapCenter GUIE AE5H0] AMR|E &~ gl&LICH

SnapCenter & ZIEE2] 7|8t 2t0[MIA S ALE3t= Z 02 WIHH 2fO|MIAS +=F2 =2 H| A3l of

= TO

(D) #UCk SnapCenter EZ 82 7|t 2fo| A8 TZst0{ SnapCenter GUIOY Z7fote Totat
2H0| A7} XSO R HOIMOELICE

A

1. SnapCenter A{H{Ol|A| PowerShell &2 E0{ MySQL &S & A BtL|CL,

a. Open-SmConnection cmdlet= 234510 SnapCenter AHHO{|A] SnapCenterAdmin A& 0f| Ciet HZE
MME AlZfeL(CE.

b. Set-SmRepositoryPasswordE A&isto] MySQL ¢S E MAFBtL|Ct
cmdlet0l] CH$t XtM|S LR 2 € "SnapCenter 2ZE 2|0 cmdlet &% 710| E"&XSHA| L.
2. HY TETEES H1 MySQL -u root -p E Al MySQLO| 23 QIFL|Ct,

MySQLOIA 22 E E& HAIXIE EAIFLICH 22 E MEFYs= St HMSet Xt

—

Ol

B2 YBLICE
3. GIOJE{H|0I 2014 TIHE 2f0|MAS RABILICH

use nsm; ~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

SnapCenter & £2F 7|t 20| MIA =7}

o O
SnapCenter BZ %%F 20| MIAE AL2510] ONTAP Select X Cloud Volumes ONTAP
SAHZ2 HO|HE Eze &+~ JUSLILCL

* 5Yxxxxxxx SAlo| oxjz| Uz HS 2 AMEIL|C}

2to|MlA U2 s 5l L5t NetApp Support AFO|E 2191 Xt
2o|MIA S 2tdstetL|Ct,

b
Ol
08
fjo
>

£23l0] SnapCenter GUIE £l

* A2E AEEX] 2 _LE Hogt OojE{e] 27| 5 O W2 A2 7|E2 2 H|2E EF3t1 SnapCenterdi| A
HIO|E{E a8t W o] P 2lo|MA R AFRE 4 QIALIC
* HZIHIO|EE 7t8H

OlE =01, 1TB, 2TB, 4TB SO gt & 7|t 20| HIA S RS =+ ASLIC
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* 100TB & AtE #TH0| U= 90 HIHE 2to|MIA 2 XS E LT

2 st 2to[HAof Cist XEMISE LIE2 & HZSHYAIL "SnapCenter 2f0[4I A",

SnapCenter= Cloud Volumes ONTAP & 2t2|5t= ONTAP Select A§E|X|01|k| of xpgol| 8 ArEZS
AEO = ALtetL|ct, BE 22F 20| MIA S AI2StE AR SnapCenter= & 2I0| A 22k M ZE S50 AHEE

S FEOI0 AIE5HX| gf2 TS AIMELICE AIEE 0| 2to|dA %%‘fé A 115HH SnapCenter EH)\IEEOH

L= © O L- OO
A1 AHE Z07) HAIELICE SnapCenterOil Al 82 AIZt 3 LS 74T B2 AEE 0| X[t A 2t
T ESHH oM 20| MEEL|CE

1EH): 8 27 At Al

SnapCenter £2f 7|5t 2t0|MIA S 7| H0f| SnapCentert| A 22| S AEQ| kS A|Atsof EHL|CE,
Cloud Volumes ONTAP K= ONTAP Select A| A0 A 22{AF 2t2|Xto{oF EL|Ct.

Of ZfHofl 3

SnapCenter= AFEEl HH| 823 AlLtetL|Ch T A|A” &= |O[E{H[0] A 2] 37|17t 1TBO|X|2F 500GB2| S
MEE|= B2 SnapCenter= 500GB2| AF2E TS AlMELICL 25 82 TIMA U &= = Ab=H ™
ZEC ME8E S 7|IE2= ALHELIT

OoOL- oo=

CHA|
1. ONTAP BHES AF25I0] NetApp ZIEE2{0| 2QIEHL|Ct,
2. N2 25 222 He{H HHES USEL|CL

o o

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

Vsl Engineering 2.13TB
AASHE Marketing 2.62TB
2 entries were displayed.
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T =282 ME8E & 22 5TB O|2HYLICE. W2t 2= 5TB HI0|E S E=5t2{H %|A SnapCenter 2F 7|t

O OO L

Efol’.“i'ﬁ 20| 5TB 0| & iL|Ct.

S 5 ASLIL.

mufn

8Lt & AL 8% 5TB2| 2TBTF E=5t2{H 2TB 7|4 210 MA

20| 8% 7|Hh 20| A Q] UH HS S HANTIL|CE

—

SnapCenter g2 7|4t 2lo| A UH HS = FF &0l L= EA 7 |X|0|A AHE S o~ AESLICE SHX[TH 0] Y&
HS I Q= ?5‘—?— NetApp Support AtO|EO|A] HAg &~ QELICE

722 NetApp Support AFO|E 2101 X}Z ZHO| L0{0F BfL|Ct
ChA|
1. off 23QIBtL|Ct "NetApp Support AO|E",
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2. AR~ E9of 2fo]dlA * = O SELICH.

A
3. ME{ 7|F YO R HA|: YA HZ 3 2to|dA EECHR HiF0IA * SC_STANDARD * £ MEdgtL|Ct.

Software Licenses

Selection Criteria
Choose a method by which to search

|Seria| Number (located on back of unit) v| Enter Value: |:| Go!|

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All- |Serial Numbers with Licenses |For Company: |:| Go!

4. 2|A} O|ES B OIS * Go! * E MEHEL|CE.
51xxxxxxx &2419| 9Xt2| SnapCenter 20| MIA U2 HS It HA|EILICE,

5. 3 s

[

rulru

7| St

3CHA: NetApp 2H0|MIA TS A |C}

SnapCenter GUIO| NetApp Support AFO|E XtA ZH3 SnapCenter 20| A YH HS E U SIK| ZEHAHLE
SnapCenter0|A] NetApp Support AtO|E0]| QUE{HI0]| HNAS £ = H 2 NetApp 2HO|HIA THU(NLF)S Mgt
2 UELICH O3 CHS SnapCenter SAEO0]| A M| AT 4~ Q= [X|0f| T}Y S CHREESHH A& 4~ USLICE

0l

A|ZFst7| Hof|
* ONTAP SelectZ SnapCenter S= Cloud Volumes ONTAPSL &1 AFEdHOF EHL|Ct.
* %%t NetApp Support AFO|E 291 X}Z ZH0| Ql0o{of $hL|Ct,

* 5hxxxxxxx GAQ| 2H0| A UH M= 9Xt2| 2=Xt0{0F SL|Ct.

0fl SnapCenter 20| MIA U M= QlaistL|Ct
. NetApp CIO|E{ 7Ol ME Ho Mg i1

=
o
. 2fo[dlA mAS MES ChS OhY 9IXIE 7|t

—

ONTAP Select EE= Cloud Volumes ONTAP Z21Z 1t &7H| SnapCenterE AtE5t= H S SnapCenter 2 7|4t
2tO| MIAE StLt 0| A A X|sHOF ghL|Ct,

A|ZFst7| Hof|
* SnapCenter Zt2|Xt2 2 2I5H0f SfL|CH,
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Zzt0|HE J4Ql 7| ZZE YO|0|EFILILCE.

7|2 MySQL A A Tt (my.in I) 2= YLICt c:\ProgramData\NetApp\SnapCenter \MySQL
Data\my.ini.
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il 7| A2 E X|Hsl{of ehL|Ct.
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CH2 olido M= 7|2 EE0 A= my.ini TFYL| [mysqld] M0l SALE Q1B At 7| IHU S Ho{ FL|Ct
C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

CtZ AR M= my.ini TFRQ| [client] M0 M HH[O|EE H2E 20| FLIC

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"
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CH2 ol |0l M= web.config TH0f| Al RIC|0|EEl MySQLProtocol 7|2| 2t 20 FL|Ct.

<add key="MySQLProtocol" value="SSL" />

7. my.ini TFY Q| [client] MMOf| XS E HZZ web.config IIY S YH|0| ESLICE,

CtZ ORI M= my.ini TFEQ| [client] M40 M YH[O|EE B2E 20| FLIC

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />
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@ MySQL Mt 74 It (my.in 1)2] [mysqld] MM0f|A CA QIS A, MH Z& QB M B MH
il 7| A2 E X|Hsl{of hL|Ct.
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[mysqld] AlM0f| ZALE Q1B A 8 7| IS Hof FLICL.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

CHZ ORI M= my.ini TFRQ| [client] M0 M HH[O|EE B2E 20| FLIC

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"



ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"
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CH2 oo M= 7|12 20 C:/ProgramData/NetApp/SnapCenter/MySQL Data/Datadi| Y= my.ini
IAQ| [mysqld] MM0|| SALE 2IBM X 7| IS Hof FLICH

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

CHS MIAI0IAM = my.ini TF2 2| [client] M0l M HHO|EE F=E E0f FLIC}

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

5. E HA =9 IIS(QIE{L! ME MH)0A SnapCenter Mt ¢l 28 T2 12 ZX|BtL|CL.
6. & HA = =0l MySQL MH|AZ CHA| A|ZFEtL|CE,
7. & HA = =0]| CHs web.config Tt 0llA| MySQLProtocol 7|2| 2tS &HI0|EgLIC.

CtS Ol x| 0l[ A= web.config TFH oA FC|0[EE MySQLProtocol 7| 2t2 20 ELILCL.

<add key="MySQLProtocol" wvalue="SSL" />
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<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />
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<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL

Data/Data/ca.pem" />
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