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| Set up credentials. |
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Install and configure plug-in. |
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Jpload, install, and cenfizure the plug-in.
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Configure and enable CA Certificate.
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* netsh int ipv4 show dynamicport tcp
@ * netsh int ipv4 show dynamicport UDP
* netsh int ipv6 show dynamicport tcp

* netsh int ipv6 show dynamicport UDP
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* Get-MailboxDatabaseCopyStatus S & XA
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* Move-ActiveMailboxDatabase(ActiveMailboxDatabase 0|F)

* move-DatabasePath-ConfigurationOnly:$true ! L|C}
* OF2E - H|O|E{H|0| A

* New - MailboxDatabase

* M 7|5 - PublicFolderDatabase

* remove - MailboxDatabase(H| & AtA{EH G|O|E{H|0] A)
* remove-MailboxDatabaseCopy S ME{BtL|C}

* H|7 - PublicFolderDatabase


https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS

* Resume - MailboxDatabaseCopy
* MH - AdServerSettings
* Set-MailboxDatabase -allowfilerestore:$true @ L|Ct

* Set-MailboxDatabaseCopy = MEHEIL|Ct

» Set-PublicFolderDatabase
* Suspend-MailboxDatabaseCopy £ Ei%!
* 00| E - MailboxDatabaseCopy

Windows & SnapCenter E2{ 12! I{7|X|E AX[5}7] ot TAE Q7 AtYY

Windows& SnapCenter 22|11 I§7|X|E AX|5t7| Mol R 7HX| 7|2HQl SAE A|AH S7H 27 AFgF 51 ALO|
Q7 MEE = X|slof ghLct.

= QF A

23 A Microsoft Windows

H
of

Q3 AT EQ| THF|X|

n
r

XA El= HHOf oieh 2[4 HE= & "NetApp &=

284 A SHTGHIA
1GB
5GB
F231 0143 3712 geetn 23
Brio AE2(T] ALSHE BLIEH}
ghLict ZQst 21 Z7te HoH
(D) ElEle] 2ot dloje B3 zteio| vz
it gL ct A3 37210 SE5HK]

orom x| AlsH xtolol| CH3H 217}
MME|X| QF&LICE

(=]

* Microsoft .NET Framework 4.7.2 O|A}

* WMF(Windows Management Framework) 4.0
0|4

* PowerShell 4.0 0|4

X E|= HHOf oheh 2[4 HE= S "NetApp &=
2E8d HEZA S"HESHAL.

o A2 AtMict ZH| 32 YE= S HZSHAIL
"QIE ol HEEX| Y42 7|E A|AES| B2 SnapCenter

AT2|0|S = Ak 7 ALt


https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS

Windows£ SnapCenter E2{10212| X4 ZHS A™etL|Ct

SnapCenter= A2 SHE A28 SnapCenter XS QI8 AFRXIE Q15 gtL|Ct Z2{19!
7| X[E AXISH7| 95t AtH S C|o|E{H|0| AN A CI|O|H BT 2HS £3SHT| fot It
X4 ZHS 2HS0{0F BLCE.

Ol Zrdoi| chaH
Windows SAE0 Z 1 Q1S EX[5t7]| flgt AtA TS HFEHof ghct.
I o

Windows| CH$t X+
AHE ZHE MAMstE 7"0

= 0
rulo

W 2l A4 DZ0f Chet KA SIS MU AGXF O[S0 HH| 2K BB0| gl FL A 2laA 2B Y
ol 232 ALS X 0| S0f BHeefor BhLict
i

1. 21 EPA BOIA * M * S 2Lt

2. 4% HoIXIOIN * Xtz 5 * 2 BBt

3. M2 BrS7| * & 2ELIC

A 5 Ho| EAIELIC

0

4. Xtz 3 HO|X|of| M CtE S AH-BLICH

o] 9| LS. A 2.
At S8 o|S LI At 2| 0|§2 Y=L



O ZEO| 8.,

ALEXEOIE

SnapCenter 2211212 AX|g A|ARIOA ZO[Ql

ha| Xt e BtE|XF a2 IAYUS K|S}

el — R o=

AR} 0|5 HEC| Ru3t HAIS k3T ZELIL

° NetBIOS\UserName

° Domain FQDN\UserName

Hu

4 22| RHEHY 2 E0lT S

& J-E- | £5t= A|AEIS] B2 SnapCenter
E-I I_E Exlol' AlAE‘"Ol 7|E I-"_l_ §9-|
Z2|XtE XIFLICH AL XL AFof| 45 E #Hto|
UL SAE A|ABIO|A AFEXE AN A F|Of
7|s0| H[gM3tEl 22 2 22Xt 250 £dth=
2EH AEXA™E Il’g%* UELICH AR XE
0| TEO| SHIE YA CH3 1t Z&LICH

i 1>
L

UserName

oo
tot

AEB A2 E= Y= E YHSLIC

ro
ol

01= B EZ WindowsS MEHSHL|CY,

5.

Jlot

tol » 2 S=gct.

Windows Server 2012 O| & 0{|X] GMSAE - AgiL|Ct

Windows Server 2012 0| &2 AFEdIH 2t2|&[= o[l AFoM XtS2HEl MH|A AE 2=
#e2|E H3sts 15 GMSA(Managed Service Account)S BHS 4= UEL|CH
A5 Hof|

* Windows Server 2012 0| 42| =9l ZAEE2{7} JL0{0F gFL|Ct.

« Co|Qlol AM2lol Windows Server 2012 O| A S AE 7| Q10{0F BfL|C}.

ChA|

1. KDS RE 7|2 MAM3sto] GMSA2Q| Zt 7HA|of Chsll 1Rt Ao E A
2. 2} =i|2loj| cHal Windows =02 AE Z2{0f| A Add-KDSRootKey-Effectivelmmediately HE S As#istL|Ct
3. GMSA MY 3 M.

a. Ltz JA =2 MEX OF A S TELIth

—

0x
o
r
n



domainName\accountName$
Jg0| ZAFH HHHME FIHLct.
22 Yot AEX O8E AL8SI0 cusaE MATILICE.

o

i
mujn

H, Ct3 1 Z25LIC)

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
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PS C:\> Get-WindowsFeature AD-Domain-Services
Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

™ OHEa 25Ut

=2
i
mujn

> netsh http delete sslcert ipport=0.0.0.0:8145
CtE S AP MZ HX|E QZEME windows TAE EZ{1Q1 AMH|ALL
f?_l'é'g.*l-ll:f.

> Scert “ <certificate thumbprint> ”
> Sguid [guid] : :NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert

appid="$guid"

OlE =™ Ct31t Z&LCh
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

2{1Q10] i3l CA ASME &-detefLitt

M

O

of

A RIS ME F45t1L SnapCenter A S oliE E22{32 S AE0]| CA QS A S B EL3HOF
FLICH S2{aelof tiol CA SN Rad HALS S-dstslof &Lt

I

A|Ztst7| Hof|
* run_Set-SmCertificateSettings_cmdletS AL235I0{ CAASAME &M

2t otStLt Higdete o= UELICE
* _get-SmCertificateSettings_E Ar&5t0{ E2{1212] QIZM HENE EAIE & USLICH

kOI-
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cmdletd} E7H AH2E 4= U= 0471 M2 00| Ciet AH2 running_get-Help command_name_Of| A Zolgh
UELICE E= 2 ®EY £ "SnapCenter 2ZE [0 cmdlet &Z 70| E"JUSLICE
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i
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ot
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>

t22[7F EAIE[ 2 Xt=4] M42 SnapCenter A|HQF E2110Q SAE 7to| AZ HE{E

() 4ot ceiy e =ajo|p ojolEf B2 Klo| 4EHOR BRE HeLICh

Exchange % SnapCenter0i| Cidl SnapManager 7.x7}
SEOIEE L L|CE

Microsoft Exchange Server& SnapCenter 22| 122 Microsoft Exchange Server£
SnapManager2t 2| AF25t2{™ Microsoft Exchange Server2 SnapManager?t & X| &l
52t Exchange Server0| Microsoft Exchange Server& SnapCenter Z22{1912 M |5t
Exchange 27&0]| Cid SnapManagerE AFESIX| == AX6HOF EL|CE 3 Microsoft
Exchange Server& SnapCenter Z2{J012 AF25I0] M| YN 3l A S AMBtL|CE

AlZtst7| o

* Microsoft Exchange Server2 SnapManager2t Windows& SnapDrive?} 00| AX[=|0{ Q11 Microsoft
Exchange Server& SnapManager B 210| A| AR} Snapinfo | E2|0f ASL|CH

* [ 0| A L QSIX| Q42 Microsoft Exchange Server2 SnapManager0|A| A A 81 S AbX|st7Lt S| 4=8l{OF
'6'I-|__||:|.
=] .

* Windows A#|Z2{0{| A Microsoft Exchange Server® SnapManager? BtE B E UH
Arx[sof grLct.

o

LAl SEBHALE

Microsoft Exchange Server& SnapCenter Z2] 1211} Microsoft Exchange Server& SnapManager?} & ¢t
Exchange Server0fl &% 4= Q!X|2t 7|Z Microsoft Exchange Server2 SnapManager A X|E SnapCenter2

P 0|=g = glELCt

SnapCenter= &12(|0|E M
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https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895

A
1.

SnapCenter= SnapManager for Microsoft Exchange Server B4 0| A Exchange H|O|E{H|0|A SIS
X|ASHX| gb&LCt.

Microsoft Exchange Server& SnapCenter 221121 AX| £ Microsoft Exchange Server& SnapManagers
M HSHX| 211 LIES0| Microsoft Exchange Server SnapManager B8 S&lsta{H 27} CHA|E 4=3sljof
L.

2= DAG =E0{| A PowerShell2 AHE3}0{ SnapDrive for Windows VSS Hardware Provider7t SE &% =X|
{2 E =olgtL|Ct.  vssadmin list providers _

C:\Program Files\NetApp\SnapDrive>vssadmin list providers

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware
Provider Id: {ddd3d232-a96f-4ac5-8f7b-250fd91fd102}
Version: 7. 1. 4. 6845

- SnapDrive C|2E2[0}| A SnapDrive for Windows0l|A VSS SIES0 32Xt SE2 FARLICL navssprv.exe
-r service —u
- VSS Hardware Provider?} M7 =|{=X| 2tQIfL|Ct. _ vssadmin list providers _

. SnapCenter0f| Exchange SAEE F7}3t CHS Microsoft WindowsE SnapCenter £2{121 5! Microsoft

Exchange Server SnapCenter 22{ 1212 MX[gfL|C.

. BE DAG - =29| Microsoft Windows2 SnapCenter Z2{192! C|ZIE2|0| A VSS SI=ERH 23 X7t

SEEIU}=X] &QIELICE vssadmin list providers

[PS] C:\Windows\system32>vssadmin list providers

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line
tool

(C) Copyright 2001-2013 Microsoft Corp.

Provider name: 'Data ONTAP VSS Hardware Provider'
Provider type: Hardware
Provider Id: {31fcab584-72be-45b6-9419-53a3277301d1}
Version: 7. 0. 0. 5561

Microsoft Exchange Server 2! A& 0| C$t SnapManagerE & X gfLILCL.

SnapCenter GUIE AI83I0{ HR Al WS MMSD, of 2 E WS 45D, &

A
%

HE gLt
Microsoft Exchange Server& SnapManagerE A|7{&L|LCt.

Microsoft Exchange Server& SnapManagerE X|2 H|7{5HX| 211 L& 0f| Microsoft Exchange Server&
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SnapManager H2 S{5t2 = 32
a. 2= DAG =E0|X Microsoft Exchange Server& SnapCenter £2{1¢Q! S5 #[2: _navssprv.exe -r

service -u _

C:\Program Files\NetApp\SnapCenter\SnapCenter Plug-in for Microsoft

Windows>navssprv.exe -r service -u

b. C:\Program Files\NetApp\SnapDrive\ C|HE2|0A| 2E DAG = =0| SnapDrive for WindowsE
SEZILICE. _navssprv.exe -r service -a hostname \\username -p password _
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