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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. SAEE ChA| AIEfRILICE,

b. PowerShell 88 TETEQ A LIS HHS M| SAE| GMSASE AX[EL|Ct Install-

oo —o

AdServiceAccount <gMSA>



c. C}

dlo

HHS HHSI0 GMSA AP E 2QIRLIC} Test-AdServiceAccount <gMSA>
5. SAENAM FMEI GMSAO| 2| Hots eeeiL|ct,

6. SnapCenter AHOl|IA T4 E GMSA A™E X[ -6t Windows SAEE FIHEL|CE

SnapCenter A= MElot E2171012 S AEQ| AX[otD X|HE GMSAE E2{1¢2! AX| Fof| MH|A 21
AESZ MEELICH

SnapCenter AFEX} X|E S2{101S AX[EfL|Ct

SAEE FII6t0 ¢A SAE E2{0Q §F7|X|IE MA|Eh|ct

SnapCenterAdd @A E H[0|X|E A5 2 AEE F7I0t CHE E2{12! I7|X|E HX|[H{of

BILICH 22| 0912 2 SAEQ| HSOR MAEILICH SAES X7 n HHE SAE £

[y | === 7T

S| AE0]| et S22 7 |XIE Ex|E + ASLIC

Al=ret| Fo|

* 221701 x| Y & Asto| Y= AE(0l: SnapCenter B2|Xt Aol FEHEN AFR RO} BiLICE,
" HIAIK| T Mu|ATH A F0IX| Felstof gLct.

* J& GMSA(Managed Service Account)E At&5H= 22 2Kt Mot E GMSAE +46loF &HL|Ct.

"AL2A X[ 28 2 240 CHa Windows Server 2012 O|A0|M 15 22| MH|A AFE FAEL|C}H

Of ZfHofl CHaf

SnapCenter A{HHE C}E SnapCenter AHO| E221101 SAERZ FIteh &~ glELICL.

— I_

WSFC(22AH £2{12N)E HX|5tH SAECS HE 20| E3{1l0] AX|EL|CH
ChA|

1. Q% EFM XIO|| M * SAE * 2 MEASHL|CE,

2. o 2|0l * Managed Hosts * £0| MEHE|0f QUE=X] ZQlgtL|Ct,
3. 7+ E MEiFLICEL
4

S AE H|O|X|0f| M CHE AUS LT,

o HEof L42... S T,

SAE QY SAE QYS Meferict,
¢ Windows
° Eltl—qA

A8 XE E2{39212 Windows X
(D Lnux#z 5o Agz 4
PEED
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O ZEO| 8.,

SAE O|EYLILt

A
b
ol
0B

L3t A
FQDN(E8HEl S|l 0]2) i SAEQ| P A
QlfBtict.

SnapCenter= DNS2| SHIE F-doj w2} ZatEL|Ct
2t FQDNE st 40| 7t& EELICH

Windows SHHO| 22 IP FA= FOQDNLE &QlE| =
02k AMZ|E 4 Ql= THQl SAEO CHal
7(I?_JE.:."—IEP.

1

S2 AW SAEQ| P FA L FQDNS 28
o

SnapCenterE A5l SAEE FII6t0 SAETL
Ste| mmelo ULl AL FQDNE H|ZsHof ghuCt.

A
(=]
A

(=]

MR

X2 5% 0158 MEsIALL M X2 5B
Lict.

0x 0=
pN
ok rot

4 sgoll= #4 EAEOH Chet 2te| 2eHo] A0{0F
SLICE XtMet LHE2 XA S8 ddof tist =22
HZESHHA2.

XHEet X4 Y 0| flol AME =2E X4 SO
Chet M2 HEE 2 5 JASLICH

A B S BEE 3AE Ft

() orAoIN RIEets sAE Q3

o8l ZAEIL|C}.

e 2y
7|2 ZE HS E |X[6I7LE ZE HZ E X[ LIt
712 ZE = 8145%IL|LCt. SnapCenter AH{ 7}

AHE Xt JtlJH EEOiI 2XE F ol ZE Mt I|=
ZEZ FAELCH

@ A8 ZES XI"*?J%%
=

’é‘HH?JLIEL



AP 2R HAE HHELCH

oS 2,
AFEXL X ™ 222212 Windows A|AH! EE= Linux
A AHIY MX|E 4 JSLICE

* Windows& SnapCenter 221191 m{j7|X|9| AL
7|2 Z=E&= C:\Program
Files\NetApp\SnapCenter2L|LC}.

MEiHoz Z2E ASXA XY + AL

* Linux& SnapCenter 2211921 I{7|X|9| HL 7|&
ZE2= ULICH /opt /NetApp/snapcenter.

MEfMOZ A2 E AL X|EE 4 ASLIC
* SnapCenter ¥&¥ Z2{19l:

i AFZXFXIE S0l MMoj|M * RotET| * £
MEdSED QF=El AEAL XY E2a¢ EEHE
MEttLCt.

A=E EH0= AEXX|E 22102 2ES
descriptor.xml| It 0| S0 QU&LICE.

Storage Plug-in2| 22
C:\ProgramData\NetApp\SnapCenter
\Package Repository =EHZ 0|55t
Storage.zip ZEE ME4EL|CH

i. A2 * 5 MEHBILICE
OF=E| AFEXAF XA E8{10921 EH 9

descriptor.xml| It 2 {7 |X| S HZ =S|
Mol RE S ZAFRLICE

SnapCenter A|H0| I ZEE|= AR} X|H
E2{1210| LIS ELICE

MySQL &= DB2 OHE2|A|0|ME &2[st = 22
NetAppOHH HSst= MySQL % DB2 AH2X} XM
=28 A8Y =+ JUSFLICH MySQL & DB2
AREXE K™ 2210212 of|M ALY 5= AUSLICH
"NetApp XtS%t AEO0]"

o
ﬂa 201 1| 20 A2E BEA
0fOR{B 0] ZoI2tg MeABHLC

(A =
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i=]

HEol 8. AT &AL

& GMSA(Managed Service Account)E A5t  Windows 2 AEQ| 22 JF GMSA(Managed

Z a0l MH|AEZ ABHSH|C} Service Account)E A5 S2{0Q1 MH|AE
Aotz o] =elzhg MEBIL|CE

= L=

GMSAO|EZ
@ domainName\accountName$
MO = HZgLCt.

GMSA= SnapCenter Plug-in for
() Windows Mul20] cshzt 212
MH|A AFOE AFEEILICE

7. ®E* 2 MEigct
Skip prechecks * 2QlztS MEHSIX| o2 AR SAE
stolgtL|Ct C|A3 27t RAM, PowerSheIIH'I.J NET
H'Ix‘l(Llnux Zz{a90l9 &4 O) XA QT ANE 7|ZEC
RF L= F1 HAX[ZE HAIEL|CH

= ZAETJE2{OQ HX| @7 A
T HH, 2IX|(Windows 22{1212
E HZELICL 2[4 27 AF0| SFE[X| oH MHD

" 0_§+
rulo
JI'H
o
rr
Rl

I_

C:\Program Files\NetApp\SnapCenter WebApp0i| )=

QEJILC|AT 27t L= RAMT} 2HHEl AL C:\
SHE & USLICH 2F7F CHE oot BRE A2 2|

P
web.config It S ‘?:.*E1|0|50f01 7|2UE
si{ZsHoF L|Ct.

1%

() HASHEOIM web.config U YHIO|ESHs 2L £ =0 M THUS B0 E8oF BLch

8. TAE QYO Linux2! ZL K22 el Ot * =l Y HE + 2 MeelL|ct

= L

©

SYet AET} SnapCenter0i| O]T0]| =7t=| 10 X[20] 2RIE[/UEEE X2 22l 2
A0
=

9. MX| 2 E LI~ EIL|CT.

AXE 23 Y2 /custom location/snapcenter/ 20| JASL|CH

cmdlet2 AL2510] 02 ¥E SAEQ Linux 5= Windows 2 SnapCenter Z2{19!
I{7|X|E EX|[LIC

A X|-SmHostPackage PowerShell cmdletE AHE3E Linux EE= Windows& SnapCenter
Z2{0Q1 IHF|X|S 03] SAE SA0f MX|E £ Q&LICH

AlZtst7| o

X
AEE XI6He AFBRIE SAEO O3t 2

ot

EHA|
1. PowerShell AslistL|CT,
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2. SnapCenter A|tH{ S AE0|A Open-SmConnection cmdlet2 AFESHO] MIMS MAESHCHS X
olatL|C}.

ey

H =
-1 o

Nm

3. Install-SmHostPackage cmdlet 3! Z4= 071 8 AFESIO] 02| S AE0| 22{021S AXIFL|C

cmdlett &7H AFEE £ Q= OH7H H4-2F 0[0f| CHTE HH2 running_get-Help command_name_O|A] 2tolgt &~
USLICE £= 2 X8 £ "SnapCenter AL E Q|0 cmdlet &= 710|E"U&LCE

el

(=)
=
He 8

o

TSR HAIOH SAETL E2{1012 AX|5H= O] HRtt 27 M2 EF5H=X| &QlstK|
2 -skipprecheck M2 A8 4= JGLICEH

&2 I

IN
[0
Y
nx

XIE ¢

rot

A2 5HS YELIC

i
o

HAZE QIE{H|0|AZ AF23I0] Linux A E0| SnapCenter A2l X| ™ 221012

>
AXIELICE

ME
-_

SnapCenter UI(AFEX} QIEJH[O|A)E A SHK SnapCenter AFEXL X|E E211212 A X|5H{0f
StLICH AFE X 2tZ0 A SnapCenter UIOIA 20012 JHOE X[ £ gl= B2
CLI(Command-Line Interface)E A3t 2& RE = Xt5 ZEE AEX X|HE &2
AXg = JUSLICEL

THA|

1. C:\ProgramData\NetApp\SnapCenter\Package Repository®lA] Linux &X]|
It (snapcenter_linux_host_plugin.bin)& SnapCenter 221121 T{7|X|E AIEX} X|H S2{T012 MX|&
SAEO| SAFRLICE

SnapCenter A|H{7} MX|El SAEO0|A O] ZZ20f HNAET & ASLICH

2. FY OTEDEOIM EX| IY S SAtet CIME2|2 0| SeLICt
3. Zz|0

QI @X[: path to installation bin file/snapcenter linux_host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

° -dport= SMCore HTTPS E4l ZEE X|™gtL|Ct.

° -DSERVER_IP= SnapCenter AH{ IP T4 E X|&HEL|Ct,

° -DSERVER_HTTPS_PORTE SnapCenter A\t HTTPS ZEE X|&gtL|Ct,

° -DUSER_INSTALL_DIRZ LinuxZ SnapCenter Z22{192| I{j7|X| S Mx|& C|2E2|E X|HEL|C}.
> DINSTALL_LOG_NAMES 21 n2lo| 0|Eg X|™gtL|Ct.

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. Add-Smhost cmdlet 5 T4 O§7H HE~E AH2SL0] SnapCenter AH 0| SAEE FItetL|Ct,
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=
AxELICH YL

SnapCenter cmdlet =2 5! cmdlet &= M &0 PowerShell cmdlet0l] CHSE XbA|SH A E b IS0 UESLICE

"SnapCenter 2 E9|0] cmdlet X 7I0|E"..
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CAQIZXM CSR IS HAMetLCt

CSR(AIZM M R)2 MAstT MAME CSRS ALR3I0 CAQIE 71ZHolM 7HHS 4 Yl
AZHE NS 4 UBLICE AZHoll AZE MOl 717} UBLICH

CSR2 MHE CAQIBME ZH3t7| Qs 3¢ Q13N S=H 0| ®MB == QI E HAE EEQILICEL
()  cAEMRsA7I 2ol 4 30728|E0fof BLIC
CSR MMoj cHst XtM|3 LIE 2 S "CA QI3 A CSR IIY S MAMSH= S A XA,
EHQI(* .domain.company.com) EE= A|AEl(machine1.domain.company.com CA QIS AME
() 298k 9= 2 CAISA CSR 1Y 448 AU 2 YALICH SnapCenter ALg8H0] 7| &
CAQIBSME el & JASLICE
SAE FMO| AR 22{AH 0|2 (7H4 22{AE FQDN) U 8l SAE 0|22 CA S Aof AZsHof hL|Ct.

RISME ZHESH| Mol SAN(Subject Alternative Name) Z E% e QIS ME AL|0|EE 4 QEL|CE UETIE
Q1= M(* .domain.company.com)2| AL QIS AMof| =H[QIS] DE SAE 0|20| YA|HOZ EEHEIL|CE,

CA S ME 7t FLItt

MMC(Microsoft Management Console)E A& CA @21ZA|E SnapCenter AH 2
Windows SAE Z2{1910 2 JtX{e}of $hL|C}.
EHA|

1. MMC(Microsoft Management Console)Z 0|&%t CHS * It * > * Snapin F7H/A|AH * & S2/gfL|Ct.

L AWQL I BN * QIS * B MeB TS - 7+ S BBLICL
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IHH27| DIEALS AISFEILICE,
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O] DHEAF ZHOIAT... Ctes SastLct
el 718 FHxELict o * S4S Meotn el 7|8 R OIS g 2
S2pLct,
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@ ABM 7t R7]= 71l 7|2t e HEZ HSELCHXIFE = "AI2 *pfx, *.p12 % *p7b
LICh.

7. "7HQl" ZCof| Chsl 5EHAIS Br=EfLICt.

CA QB M X|Z2 gh&L|C}
QIB A thumbprinte QB AME AMESH= 16X EAEQULICH WIESIE= MORIE AN2|E
AMESIH QB A HHIXO0|| A A AEILICH
CHA|
1. GUINIM CtS S S| C}
a. QIBME F H S=lpfLCt
b. QIS M CHS} AXIO| A * ME HE * g SEI8H|Ct
C. LC 222 AJEHI0| * Thumbprlnt* £ S=ighct

OlE S0, MTZIEJ} "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b"2l 22 3
ATt = "a909502dd82ae41433e6f83886b00d4277a32a7b"7t & L|LC}.

2. PowerShell0f| A CtS S A SHL|CE

a. [h2 S st 2X[E B M HXI&7IE X 28 LIS 2|2 X2 QISME FH 0|EQ=
Al SH|C}
Get-Childltem-Path 215 :\LocalMachine\My
b. AX|&7tet X|2E SAFSLICE
Windows @A E E2{192 MH|AE AL2310] CA QISME FEELICE

AX|E CIX[E QIBME gd%5t2{H Windows 2AE E2{121 MH[AE A3 CA
ASME FH8HOF RLILE.

SnapCenter Mt 3! CAUZ A7t 0[0| BHEE HE S22 S AE|M ChS HHAIE &L}

1. Ot EE 2 M6t SMCore 7|12 ZLE 81458 A0 7|E QIS M HIQIY S HMHELICE.
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

o€ =9 L3t 25U
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> netsh http delete sslcert ipport=0.0.0.0:8145
Cte Eds Adste Mz dX|E ABME windows TAE ZF2{0Q1 MH|ASY
HFQIZStL|CE.

> Scert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

o€ SH Ct3at 2&LICk
> Scert = “a%909502dd82aed41433e6£83886b00d4277a32a7’b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="S$guid"

Linux A E0|AM SnapCenter AF2X}F X| & Z2{ 191 MH|AO| Ci$t CA QIS ME T CH

AR XM 21021 7| MEA 8l B A 2 E &2[st, CAJASME F-Hs6ta, AHEXL
XH S Q EB{AE HZEAQ CHSt RE E= SIS ME = —_r“HOP_' SnapCenter AFE X}
K™ E2{32 MH|AE ARSI AFEAF X[H 22|02 EBAE HEAN CAANE 7| A2

Tdote] Ex[E CIX|E ASME S-dstatiof ghLrt.

AL X £2{3Q12 _/opt/netapp/snapcenter/SCCletc_0fl = 'keystore.jks' TS ME| HE A 8l 7| HELAZ
A-gghL|ct.

M

AERFAE 223 7] MEA 8 A 52 CAMT 7| &l EHof| e =S 2

—

EHA|

1. AREXE X1 E2{02 0| E £4d ThoiM AFEXL X|H 2213 7| ME A 7|2 Y2 E AM £ ASLICH

'keystore_pass' 7|01l diZot= 2L ALICH

keytool -storepasswd -keystore keystore.jks

7| MEAO A= el 7] &Fol EHE HAH| ciet dTE F| MEA| AEBEE STt
A2 HFYLICE.
keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
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agent.properties It 2| keystore pass 7|0f| CHSHAM = STt FH[0|EE SHAAI2.

3. 9B WS T MHIAS CHAI AIBILICH
(D) AsxtxE 22000 7| MaA W IHel lol BE el WA 9ol gt s SUeHor Bk

AMEX} XA Z2{091 EB{AE NEHAQ 2E F= =7t 0
ALEXL X|H 2210921 EB{AE NMZE A0 Cist 7HQl 7| Q10| RE E= F7F S ME 746 0f BrL|Ct,
CHA|

1. AMEX XI1H E2{30 7| ME At Zotel Z24 2 0| SELICE /opt/netapp/snapcenter/SCC S

2. 'keystore.jks' IS & &LICE.
(o]

=
3. 7| MEA0| F7HEl QAIBME LiFRL|CH
keytool -list -v -keystore keystore.jks

4. 2E I

™

RISM F7F:

=
=

rr

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

2E EE 37 USNE AMSR K Z309l EBAE MTA0| FHE T MHIAE ChA
A|=HELICE.

—_

®

A2 XM Z2{001 EAE HEAN CAME 7| 42 JABHL|C

EC

>
ro
Ol

Met 2t CA IS ME F=7138l{of L|C.

Hu

CANME 7| &2 ALEXL A[E E3122 EHAE MFHA0| Fdstof &LICt.

CHA|

1. AF X X ™ E2{119l 7| XE A /opt/NetApp/snapcenter/SCC S0| X etel ZHZ 0|SEHL|Ct
2. 'keystore.jks' It S F&LICH

3 (o]

=
9| RE A0 £} 9l

=
- O

>x
i
C
R
ot
-
Il

keytool -list -v -keystore keystore.jks
4. 74Ql 7|2t 374 7|1E BF MBStz CAABME F7HetLCt

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

S. 7| MEA FItE ABME LIESLCE

keytool -list -v -keystore keystore.jks
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6. keystoreOll keystore0il Z=7}Hel Alf CA QZ MOl sligdt= BHO| ZHE0| A=A 2QISLCt.

7. CARUBMOI F=7tEl 71l 7] =5 7| MEA A2 HEFPLICH

7|2 AMEX XY 22|09 7] MEA 2S5 = agent.properties I Q| keystore pass 7| 2fILICE.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

ca ¢BAMe HE 0|50 1 = =
Tt O|S2= HAFLICE.

—_od

rir
Am

O —

_J'K_ _E_Xl.(u*u,",")jl- ISk %:l—cl’— Hé'*' O|§

o

keytool -changealias -alias "long alias name" -destalias "simple alias"
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