SnapCenter A{HH AX|
SnapCenter Software 5.0

NetApp
October 15, 2025

This PDF was generated from https://docs.netapp.com/ko-kr/snapcenter-50/install/install_workflow.html
on October 15, 2025. Always check docs.netapp.com for the latest.



=

SnapCenter At AX|
M| 9az=ze
SnapCenter At HX[E Z=H|gL|Ct
THQl U XA OF 27 ALY

X El= AER|X] A|AR] S ofZ2(7|0|M

X¥E= HEIR N

HE U ZE QF AKY

SnapCenter 20| dlA

X2 ZSHof| chgt 2l

AEE'X' I‘l* I:|| XI-

HE|WE| 215 (MF
SnapCenter \HE *e gLt
RBAC £°2I2 AL23t0{ SnapCenterdi 21213}

weiLct

EH
od
=0
o o

== Iy 0I>| |

N A D W WN 2

N N N o =
w N =~ =~ O ©

HE|ME] 21F(MFA)Z AHE5I0 SnapCenterdi 2121
SnapCenter 7|2 GUI M4 A2t X315 £H3t
SSL 3.02 H|&2AH318H0] SnapCenter 8 MHE EgtL|Ct

AQIZAE 2B
CAQIEM CSR IS MafgL|Ct
CAQIENE FHELICt
CAQIEA X2g waLlct

N D N D DN DD
[o>) N> NG ) NG ) BN S ) RN SN N

Windows @A E E2{101 MH|AE ALE5I0{ CAASME
SnapCenter AIO|EE AHE310{ CA QIZME A efLICH
SnapCenter0i| CHsll CA QIS ME 2r-dstetL|Ct

UHISE SSL EAE MGt ARt E MEEL|C

o L=

W W W NN DNDN
N N = 0 0 0 N

SnapCenter MHO||M CA(2IZ 7|&) QIZSME L= LI
CA(2/Z 7|2h QIZME Windows Z2110 SAEZ It ZL|Ct
CAQIZME UNIX SAE Z2{IQ102 7M1 SPL Al2| X&EA0 RE §

QIBAM 7[gt 21Z S AFERLICE
Active Directory, LDAP % LDAPSE &L
AMZ|g 4= gl= Active Directory =H|QIS S2
LDAPSO]| CHSt CA 22I0|HE QISME 7 4et
IteME AL Ct

W W W W W W w Ww
0 00 N OO o o b~ W

F52 A5t 17t2MS 2l8l SnapCenter MHE A BHL|CH
Microsoft HIER|3 2E WM E 50 LMTtLICE

N
o



172882 2I8i NLBOIA F52 H&tghL|ct
SnapCenter MySQL 2|ZX|E2|9] 17184
SnapCenter Q1SN E LHEHL|C}

st 7|Ht M| A H|O{(RBAC) 74

AP} EE D8 A7F6hn ofE U RMS TELC)

|.

[0 @ oxrT

S|

HL 18

B b reome

=
[mz]
o
Z SVM Egt MM
=

rek ok |1 o

o pu o
|0

Bt bt

Active Directory 17| H3ot2 AIESIEE
At ED A™E AL
AEE|X| AARIS FIFEILICE

SnapCenter EZ& ZHEE2| 7|4t 2t0|MIAE FIttLICt
A

1EHA|: SnapManager M| E 2H0|MIATE MX| A=K 2olet

f

2¢HA|: AEE2{0]| AX[E 2to|MAE AlEBIL|C}

CHA|: HEER Q| L HS E HMBILICH

ATHA|: HEER] 7|48t 2to| A S| AU HS E HMSL|CH

S5EHA|: AEER 7|8 2to|MIA T}

6THA|: "W 2to|MIA S A EHLICH
SnapCenter & &2 7|t 2t0| Ml A 7}
AEE|X| A|ARIS T2H[X LTt

Windows SAEN A AEE|X| 22F otet

VMware SZ0{|A AE2|X| T2H|XL
SnapCenter A|H{Z E0ot MySQL HZS A EHL|Ct

=& A SnapCenter AH 7140]| CHsH £t MySQL HZ

HA M E 23t 2ot MySQL HZAS FMgHLCt
MX| 0| Windows SAEO|M &M3HEl 7|5 lL|Ct

40
40
41
42
42
44
45
47
51
57
57
59
62
62
63
64
65
66
67
67
71
71
85
88
88
90
94



SnapCenter At &X]

SRPEEER

HIEZR= SnapCenter MHE HX|5t0 #45t= O] Bt o2 S 2o FLIC

i

Prepare for SnapCenter Server installation,

v

Install Snaplenter Server.

v

Leg in to SnapCenter Server.

v

Generate and configure CA Certificate,

v

Optianally, register an untrusted demain

v

Configure SnapLenter Servars for high
availability using F5

-

Optionally, configure RBAC.

)

Add storage System
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Provision storage.
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c. Op&l *

PowerShell &S AE510{ 0l Z2(A|0|d O ES MM SfLICH

PowerShell 8™ & AtE3t0{ O E2[30]

2 Y APIE M5t Helet YTME F7he = ASLICE ol2{et
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HH2 XIEZ3HE ATZUE YA O ARE 4 QUALICH XHM|EH LI 2 <link to KB article> £ & ZX8HAUAL.

1.

CtE comamndE AFE3I0{ AD FSO|A A OiE 2|01 2 5S Mgt

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRoleIdentifier 28 T2 I E9| 0|EQIL|Ct

redirectURL /& = 2|C[2IM0]| CHet SHIE URLYILICH

. ADFS M S8 Z2IYS M5t S210|E Y2 MABHLICH

Add-AdfsServerApplication -Name "S$ClientRolelIdentifier - Server app"
-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri S$redirectURL
-Identifier $identifier -GenerateClientSecret

. ADFS €/ API 88 TZIMS ItED AT MM 0|52 LM TIL|CL.

Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier $ClientRoleIdentifier
-Name "App Web API"

-Identifier S$identifier -AccessControlPolicyName "Permit everyone"
20| E D2 22I0|YE A== of HOF HA|E|E 2 O HE O E20i|M 7I™SL|Ct.
"client id = $Sidentifier"

"client secret: "$(SADFSApp.ClientSecret)

5. AD FS S€ T 20 allat22l|! % OpenID #3+2 H0o{gfL|Ct,
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Grant-AdfsApplicationPermission -ClientRoleIdentifier $identifier
-ServerRoleldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"
c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",



Issuer ==
"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

l'@
6. wgt & MAS TYBLICE

— — —

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii SrelativePath = Get-Item .\issueancetransformrules.tmp
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Set-AdfsWebApiApplication -Name "$ClientRoleldentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath
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PowerShell 3E S AIE3t0] AM|A EZ TE A[ZhS YOI0|EE += AUASLICHL

- o] Erelof chst Hi -

* HMA EZ2 AEXE, S2H0[UE 8l 2|22 EF R0l CHEHM P ALE S 4= ASLICH AMA EZ2 K| 5=

HeH U= FRELCH

* 7|2XOR ANA E2O| BHE AZH2 60RQILICE O] A4 B2 AIZFS ST A7|7t ZHELICH X4
SBts HIZLIA 32(EIZ AU WRIY 4 U= SEE IS HBsH0F LIk
+

OHZ2|#|0|M 12 WebAPIO|| i3 HAM|A EZ OtF A|ZHS AO|0|ESIE{™ AD FS AHO||AM LIS HHES
AESIHA L.

+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"
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Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
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ofl: Postman FE= swagger)2| ®AIO 2 H|0{2] E2S AF23I T &|C{0fl A2 Xt RoleNameS S1Z5HIAIR.
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OHZ2[AH[0]401| HAA3HOF LT},
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> Sguid = [guid]::NewGuid () .ToString ('
> netsh http add sslcert ipport=0.0.0.
appid="s$guid"

'B")
0: <SMCore Port> certhash=Scert

i
mujn

of

™ oS 25Ut

> Scert “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

SnapCenter AfO|EE ALE3510{ CA QIZSME M ELICE
Windows A EO0|A| SnapCenter AfO|EE AF235I0{ CA QIS ME T A6l OF gfL|LCt,

C e
1. SnapCenterZ} & X|El Windows A{H{Of|A] 1IS E2|X}E HLIC}.
2I% £ oA * 912 + g BRI
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MH O|F 2t * AIO|E * & 2HEelL|Ct.
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HYZE CA ASAM7t EECH2 Hiwoll LHEE[X] 52 CA AS A7t 712l 7|oF HEE0 A=K

(D) U3 BB e ABNE Hobsior BLICt * 22 RS > BN - 2U HFE > MY S s
ZE 915 7|2 > BN -

SnapCenter0i| CHsH CA QIS ME 2dstetL|Ct
CA QIBZME 7435t SnapCenter AHOf| CHH CA Q1B A FE M HAE 2-dstsliof gL|Ct.

A|ZFst7| Hof|
* Set-SmCertificateSettings cmdlet2 ALE3t0| CA QIS NE &Malst7 Lt H|gtdatet & QUELICE

o
* Get-SmCertificateSettings cmdlet2 AFE3H0] SnapCenter A{H 2| QB A MEHE EAIZ = JSLICEH

cmdletzt BHH AFEE = U= 047K H4=2F O0f| CHE MHE2 running get-HeIp command_name_Of|A] &QIgh 4
USLICH £ S BTG AR "SnapCenter 2AZE Q|0 cmdlet &= 70| =",
© ChA
1. 4™ Ho|X|oflM * HH * >+ 2 2H MF *>*CAQUSAM X * O o|SLCt.
2. QI3 REM LA AL * & MEIFLICL
3. Mg+ g =Lt
° QI_I-E §_ *
22| SAE B S AE0|= X227t HAIE| D XH=4| M2 SnapCenter MHeF E2{ 12 S AE 7I9| HZE HENE

LIEFRLICE.

M7t glgS LIEF-LICE

=
o
* G CAQIBAHC fuK AP YBHOE ABEIYSS LIEKLITH

() wetvtmers s =u0j2i Hloje = Aelo] ¥BHOZ k28 HYLTH

SnapCenter At E2{1¢1 71| dz E4IE Hosta{H ddhaF SSL
SHL|C}
= .

ofm

S F-HoHof

* AEFSEZ| Hof| ¢
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215X CSR I s H-gaHof BiL(ct.

E QIS X|&HoF gt
iRl 7|12 X2 MIS FE7F ZetE CA ASM7F A0{0F BfLICtH
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PowerShell

a. CHS PowerShell EE2 AR50 7|& SnapCenter AHH| A EEl

> netsh http delete

o

M
muln

> netsh http delete

> netsh http delete

H, Ch22t Z5LC

X=X e LICt.

t24™ SnapCenter 1IS &l A ZE 8146(7|22H)E SnapCenter At SAEN A CIS

=EE

AE310{ SMCore ZE 8145(7|=22L)0ll CHoH CHA| of tH S=RHtL|Ct,
ASM ZE HIQIFS FIAHELICY.

sslcert ipport=0.0.0.0:<SMCore port/IIS port>

sslcert ipport=0.0.0.0:8145

sslcert ipport=0.0.0.0:8146

b. M2 ZE$t CA IS ME SnapCenter MH 3! SMCore EEQ} HIQIE BT},

> Scert = “<CA certificate thumbprint>”
> Sguid = [guid]::NewGuid() .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>

certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

o|E S, Ct3at Z25LICH

> Scert = “abcl23abcl23abcl23abcl23”

> $Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$cert appid="$guid"

clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"

clientcertnegotiation=enable verifyclientcertrevocation=disable
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> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145

2. CA |§*101| CHEt Aotof| HM|ASHAH CHS THAIE 60| ME ZEE CA QS AM0f| HM|ASHO QS A
Hst 220] SnapCenter?| 7|2 1IS 8l MH AF2X} "* IS AppPool\SnapCenter*"S Z7}&fL|C}.
- MMC(Microsoft Management Console)& 0| &%t Lt * IHY * > * Snapln F7H/A|A * & S2IgLIC}

a
b. AHOl ZIHH|H HOllM * QBN * E MEHDL CtF * 37t * & S2IgLICt
x

— e
C. QIZM AHQI oM * AFEH AY * 84S W=t 02 * Opd * 2 SEIgUCh
d 2£ RE*>*QAZM - ZZ HFE *>* el *>* Q5N * E S2/etLCt

f. AL} ZIPHSH }
JHol 7| ma| = M

g- Add * £ 22/3} 11 Select users and groups(AtEXt 2 JF MEH) OFHALOM 2/X|Z local computer
name(AE2 M ¢)2= HAGL|CE

h. 11IS AppPool\SnapCenter AtEXHE FItst0 2= Mo #etES HSELICE.

3. CAQIEAM IIS Hgho| B Ct2 HAZ0||M SnapCenter 2| A DWORD Z|X|AEZ| 7| =22
ZItgtLck.

Windows #|X|AE2| HE7|0f| M Of2H ZZ 2 O|SEfLICt.

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. SChannel B|X|AEz2| 7142| HEAEO|A Af DWORD 2|X|AEZ| 7| $=2 PHSLICH
SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

QrHlSE SSL

otm

AME 28l SnapCenter Windows 2211218 M4 gtL|Ct

PowerShell @2 ALE38t0] sk SSL EA1S 2I8l SnapCenter Windows Z2{ 1212 A 8ljOF BfL|C}t.

*

« AI=Ht7| Hof

CARIBM XIEE MEE = U=K| =elgtL|Cf.

EE HiI 5™ Windows E2{121 SAE0|A SMCore ZE 8145(7|22))0ll Chdl C= =S
getL|Ct.

a. ChZ PowerShell 3E 2 A6 7|& SnapCenter AHA| A/HEl QIE A L E HIQIY S H7H2tL|CH

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
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fujn

M, CtSar Z&Lch
> netsh http delete sslcert ipport=0.0.0.0:8145
b. \{2 X3t CA S ME SMCore ZEQ} HIQIL BT

> Scert = “<CA certificate thumbprint>”

> S$guid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

olE &9, Ct3t &&LCh
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

et sSL sl gLt

st SSL SIS AF2310] PowerShell W22 AF23104 SnapCenter At} Z2{191 7k
NS ENS B5E 4 UBLICH

* AlZfsto| Hofl
2E 22321 5! SMCore 0|0 E0|| CHot S HA HASH LIS MH0l| CHsl S ALt

g

—_

- QS SSL S4lS 2dost{H F2{ 021 M B 2EreF SSL S410] et 2t of| o] E0]| CHSH
SnapCenter AHO|A| CS EE S AALICE

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
—-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. OIS ™S A2t 1IS SnapCenter 28 T2 13 £ & XAHS +HBLICE > Restart-
WebAppPool -Name "SnapCenter"
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2. Windows Z2{19219| B2 CHZ PowerShell 3HE HA5t0{ SMCore AH|AS CHA| A|ZFELCH.

> Restart-Service -Name SnapManagerCoreService

{921 3! SMCore Of|0|HE| CHot BEES MX Aot CHZ MHO|| Cis BES AABL(Ch
of e 40| MAHEX| &Lt
* SnapCenter AHO|| Mf TAEE F71512H ZE Z2{02 SAE| CHol YUE SSLS H| A 3tsljof SfL|C,
* NLB %! F5= X|#E|X| of&L T
« A~

1. sk SSL EA1IS | M3lste{H R E Z2{192 SAE 8l SnapCenter @A E0| L3l SnapCenter
MHOl|M Ct2 HHES ASL|CE

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

1. OIS ™S AFESH 1IS SnapCenter 28 T2 £ &8 XMAS £HBLICE > Restart-
WebAppPool -Name "SnapCenter"

2. Windows Z2{1921°| ZL CI2 PowerShell 3 & M35t SMCore MH|AE CHA| A|EFEEL|CE,

> Restart-Service -Name SnapManagerCoreService

SnapCenter AHO||A| CA(2!Z 7|2 B ME LHEHLICT

MMC(Microsoft Management Console)E AF&3t0] SnapCenter AMH UM E2{02 S AEZ
CAQIZME LHELHOF gfLCt.

Al&SE7| ol
o“:c|>|‘-c"c->F SSLZ :rLkIOHOF OI‘LlEl'

rn

Al

. MMC(Microsoft Management Console)Z 0|S3t CHS * OHY * > * Snapin FIH/A|AH * & S&lgtL|Ct.

—_

2. AEHOLZTHMA HOM * 1B M * £ MEHot ChZ * 37t * £ S2letLCt.
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oI A Aol Aol * HEE AH * M2 Mest 02 * 01l * 2 S|t
4. 2 2E+>+ SN -2 HEE *>*JHol *> * olZA * 2 S|t
5. SnapCenter ME{0ll AL2E|= ZLHEl CAQISME OIRA QB Chxz 223t} * DE &Y * > *
LHELH7| * & Mefsto] LHELH7| DRALS AlZFetLICE
6. DiALOIA CHE Kfle 4aetct
o 2Nl A2.. Cheg aagLict,
ol 712 L Lt OFLI, MOl 712 LiLHX] Qr&LICt* 2 Menst = »
Che * 2 2ajeict.
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el 0|2 gojy| * 2 223t UEME NS Y Z2s
xlEet £ g+ 2 2L,
QIS A LHELHY| OpHALS gtEs|ct 20}2 HE? = * Finish * 2 22504 LiELY7| 2
A=FgtLICH

@ SnapCenter HA 71
K| H=[X| et LICE.
CA(2IZ 7|2) 213 ME Windows E2{101 A

5! VMware vSphere& SnapCenter 22{1210]|

LHEH SnapCenter A|H CA QIBANE AL

Q15 ME SnapCenter Windows Z2{1921 s A
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MMC(Microsoft Management Console)2 0| &3t CHS * It * > * Spapin

Meg ohg * %

EZ Jt4ELICt

5t ™ Microsoft 22| 2&(MMC)S At
E 2 7tX2tof LT},

FIHMA * E 2
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OIZ M XEtA Lt * 2 St
OIZM LYELY7| OFHAIZ 2t StL|Ct Qo2 HESH Z * Finish * & 2250 714 7|2
A|I|-ol-|__||:|-

CAQIZSAME UNIX TAE E2|OQ0Z 7M1 SPL M| {EAN FE E= S QASAME

CAQIZME UNIX 221002 SAEZ 7t ZL|Ct

CARIEME UNIX E2{12¢ 3 AEZ JHX2t0f ThL|Ct,

1. SPL £ M0 SPL 7| M&EA 7|2 A= E M = ASLICH 7[0] siEsth=
'SPL_KEYSTORE_PASS gt &ILILC}.

2. 7| &L 45 HA: $ keytool -storepasswd -keystore keystore.jks

3. 7| MEAM A= 72 7| &=o BE EHO Y F=E 7| MEHLA00 AL E At SYsH Az 2 HAPLICH
$ keytool -keypasswd -alias "<alias name>" -keystore keystore.jks

4. IA|A SPL_keystore_pass 7|01l CHoll SLSHA| spl.properties” YHO|ERLICE

o. A2 E HFTH T MH[AE CHA] AIZFRILICE

FE L= S AUBME SPL L= M40 FLddhof gfLICH FE CA S &7t CA
ASME =718l 0F Lt

. REODEFUHCABSM FIE S keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks

o SPL M2 ME40l| RE £= St ASM

muin

et £ MH|AE CHA] AIEFRILICE
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CA MT 7| 4= SPL M2 Mo FELITH
CA ME 7| WS SPL HE| HZA0| T4640F gLICh
g

1. SPLY| 7| MZ A7t e E0 E /var/opt/snapcenter/spl/etc’ O S&LILCE.

2. mAS HELICt keystore. jks .
3. 7| HEA =IHEl QIBZME LIESILICEH $ keytool -list -v -keystore keystore.jks
4. JHQ1 7|2t 37K 7|17t 2& = CARIBSME FIMELICEL $ keytool -importkeystore

-srckeystore <CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore
keystore.jks —-deststoretype JKS

S 7| MEAN =THEl QISME LIERILICE $ keytool -list -v -keystore keystore.jks
6. keystore0f| keystore0il =7+l M| CA Q1B AM0f| si{ZSt= HAO| [0 U=X| SHolSfL|CE
7. CARIZMO|| FItEl JHQl 7| L= E 7| KEA Y= 2 HATLIC

712 SPL 7| M&EA o= M9 7| SPL_keystore pass spl.properties 2fQLICH

$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

1. CAQIZ Al EA 0|50| Z11 ZHO|L} E4 EXK(™",",")7t ZEE L HE 0|E2 7HCtst 0|EC=2
HASILICE $ keytool -changealias -alias "<OrignalAliasName>" -destalias
"<NewAliasName>" -keystore keystore.jks’

2. Yol e 7] MEA0M HE 0|22 spl.properties FAEILICE O] S
SPL_CERTIFICATE_ALIAS 9|01| CHoll o[o| EgtL(ct.

3. CAME 7| 42 SPL M2 MF20 748t = MH|AS CHA| AJZFgLICE

BN 7|Ht 1SS ArEELICt

SnapCenter Al 3! Windows 22119 SAEQ| CHt 215 A] 7|8t Q152 Mot H CHS
PowerShell cmdletS HASL|C} Linux 22132 S AEQ| ZH tef SSLE 2 elotH

IS AM 7|8t QI50| Z-HSHELCE.

* SHO[AE ASAM 7|8 QIS S ALE5IHE LSS MEHAL.

Set-SmConfigSettings —-Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]

* 220l

Im

ASAM 7|Et A5 S ArESHA| =5 HHot{E CHE2S WEHAL.

Set-SmConfigSettings -Agent —-configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname]
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Active Directory, LDAP %! LDAPSE 1A &tL|C}
AME|g £~ @l= Active Directory =212 SEELICE

ME|g £~ Q= 2] Active Directory =H|QIS] SAE ALEX 9 OES 22|52 ™ Active
DirectoryS SnapCenter A|H0| SZ8}{0f BfL|Ct.

A|ZFst7| Hof|
* LDAP % LDAPS Z2ZEZ *
* LDAP K= LDAPS Z2EEZ S AE5I0] A2 =+~ @l= Active Directory TH|QIE SEE = JELICH
* £2{092 SAEQ} SnapCenter A Ztof] 2t S41S HFslof gfL|Ct.
* DNS 2212 SnapCenter MHO|A Z2{0Q SAEZ = 1 HCHE A& 0F SLIC}
LDAP Z2EZ *

* FQDN(ZH7stel =02l 0]2)2 SnapCenter A0 A 2HQ1Et 4= Q0O Bt

FQDNS2 AtESIH Mz &~ gl= QIS %E“ 2 U&LICt SnapCenter AHO|A| FQDNE tolgt 4~ §f
AR THQl HEEE IP FAE SEY napCenter A0 A =toleh &~ USL|CE,

rr

>
0
_‘E‘.
ol

LDAPS TZ2EZ= *
* LDAPS7| Active Directory S4 0| STt 7F 2= 9tE K|S 5t2{H CA QIS M7F HagL ot
"LDAPSO|| Cigt CA 22I0|AE ABSME - Lt

* SnapCenter MHO[AM E0[Ql HEER SAE 0|
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* SnapCenter AF2X} QIE{H|O]| A PowerShell cmdlet EE= REST APIE AF2SH0] AE[E 4= ¢le =02l

4 gL,

LA

1. 2

= B BN 82 2

Ju
il
=
a

2. 4 Ho[X[of|A * 2E2H HH *
3. 2E2Y MF Ho|X|o|M * =H|Ql BH * S S=IBLICE
4

TN EHole SEsteH S2gh .

5. M EHQl S2 m|0|X|0| A * LDAP * EE= * LDAPS * £ MENSHL|C}

a. LDAP * £ 1Eol 22 LDAPO| Chalf M2 = gl= EHels SE5h= ol 2ast HEE X|FHHLIC

ol B g, . a2 xfl
=hiel ols Z0[219] NetBIOS 012 x| gLt
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0| ZEQ| LHE... RS T
T Q! FQDN FQDNE X|H3st1 * Resolve * & S&|gL|Ct.
CHQ HEEZ IP FAYLICH SnapCenter A{HHOf|A] =H|Q! FQDNE &g
e 22 St o| 42 MOl HEER] IP FAE
INESEHE NS
XiAs LIES 2 "GUIOM AZ[E 4= gl=
Tojelof cHet o[l AEER IPE FIHLICE
KT SHIAIL.
b. LDAPS * £ MEist A2 LDAPSO| CHel| A2 4 gl= =HQlS SE5t= Ol 2Rt HEE X|FeL|ct
Ol HEQ| LYE... S
el ol ZTH[2l9] NetBIOS O|E8 X|MetL|Ct,
T0el FQDN FQDN2 X[™gL|Ct,
Cool AEER] o|SQL|Ct StLE O|Atel mOQl HAEER] O|ES X|™sta
Resolve * £ 22/gfL|Ct
SO HEEY IP FAYL|CE SnapCenter AHO|A EHQl ZAEEZ] 0|ES
gholgt & gl= 2 DNS siMT=E +Hslfof
LIC.
6. =tol » g =gt
LDAPSO]| CHet CA 22t0|AE S ME ML}
Windows Active Directory LDAPSZ} CA 21Z A2t &7H| 714 El 22 SnapCenter A{H{ 0| A
LDAPSO]| Ciet CA 20| E QIS ME F 46 0F gfLICE.
© CHA
1. MMC(Microsoft Management Console)Z 0|&%t CHS * It * > * Snapin F7H/A|AH * & S2/gfL|Ct.
2. ALHO| XJYH|7 RO A * QIS A * E MENSHCHS * X7} * £ Z 2|8t}
3. Q1M ARl HojlM * AFE AE * Mg Mo CHS * OHE * 2 S=/gL(Ct
4. ZE RE*>* QSN -EZ ARE > URY £ JY= RE AS 7|2 * >+ QSM * E SYLICL
5. "ME[E £ Q= RE QZ U EME OIRA QEZ thxZ SRS OIS * RE XY * > * JIHQ7| * B
MEHSIO] 7P 7| OPHALE AlRFEL|CEH
6. C+33t 20| OPHALE et=fL|Ct
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Load Balancer.

v
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between 5C1 and 5C2.

v

Enable 5C2 node member.

CHS cmdlet2 ARSI F5 2HAEE 271 U N|7435l2{™ SnapCenter Server?| 2 2H2|X} 12 1A 210|0{0}
SIL|CHAHMIE 22| X} Ao et = A 2/d).

* Add-SmServerCluster= MEiSHL|C}

* Add-SmServer £ S2IgtL|Ct

* M7 - SmServerCluster

XtMISt L2 2 £ "SnapCenter 2ZE 0] cmdlet &% 70| =" RS2,

FItF5 AN HE

* 17t24 S 9loH SnapCenterS AX|stn 1A%t = F5 22{AE IPE 7t2|7| =2 SnapCenter HHE} otH HiZ
7t718 MESLICE

* SnapCenter A{t{ Zt0f| H|Y {7} EHAHS T 7|Z= SnapCenter MIME Q= AL HERXE B 11 SnapCenterd|
CHA| 23238l 0F L|Ct.

* NLB E£= F5(Load Balancer Setup)0llAl NLB &E& F5 =50 ol HEMOZ 2QIEl L EE F715t1
SnapCenter '=E71 0] .L.=0f| HZE 4= = 22 SnapCenter SAE H|O|X|= SAE CH21t A3 MEf AIO|E
X3 MetetL|ct. o] 2/|S s Zdt2{™ F SnapCenter ==7F 25 NLB = F5 59| SAEEZ 3|2 4
Uq=X| =helsof gL Ct.

* MFA HH0|| CHSt SnapCenter HH2 D E 0| A MHE[0OF 2LICH AD
Services) AHO|A F5 22{AE ME HEE AFESH0] 7|8t ARt 2HE £
MHESIH = 2| SnapCenter Ul HM|A T} KHEHEIL|CE,

* HYRH o A 23 4F2 F HN = =of BHIE|X] QLT Wt F5 IHA|E L EJ ZdetE off ZAb
20 AYS £S2E HHF5}{0f gL|Cf.

FS(Active Directory Federation
SSHOF BILICH MFASE AI23tESE

39


https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html

Microsoft HEQ3 2EC M E £ 502 AMTHL|C}

Microsoft NLB(H[E®{3 2E W &)E #85I¢ SnapCenter NS A = JUSLICL
SnapCenter 4.20| M= 17124 S Q|8 SnapCenter A %| 2| 20{|M NLBE £52=2 A0}
grL|CE.

AhE FM5H= 2o CHot XtA[SE LI 2 8 TSI A|R

—
"

St
B}

o

SnapCenterE At&%I0 NLB(LIE®Z &
"SnapCenterE AF25t0{ NLBE —_r‘* 5t=

=
s
EH

=}

@ SnapCenter 4.1.1 EE= 0| HZFO|A SnapCenterE & X|ot= SOt NLB(LIEH I 2E #WHHAHNE
X @y&L|Ct.

I_M:l

17tg48 2l NLBOA F52 HMatatL|Ct
SnapCenter HA #4842 NLB(UE®I3 EE HH MM F5 2EE HHME AISIEE HEY

+ QL.

1. F52 AF23sto] 171248 28l SnapCenter MHE A EHL|CE "XEA|SE 2"

2. SnapCenter M| SAE0| A PowerShellS AsistL|Ct.

3. Open-SmConnection cmdletE AHE3H0] MM S AlZSt CHS XHH SHS =igLICt
=

Update-SmServerCluster cmdletS AM25H0] F5 22{AH IP =4
AH[o| ERtLICY

&

cmdletd} S7H A E 4= U= 0471 M2 0]of| Chet AEH2 running_get-Help command_name_0f| A{
Ch E= ==

glolst & QlAL| I "SnapCenter 2ZE|0] cmdlet 2= 70| =" &L|Ct.

SnapCenter MySQL 2|ZX|E2[Q| 17tEM

MySQL 2H|= stLte| MySQL G| O|E{H|0] A AH{(OFAE)O|A CHE MySQL H|0|E{H|0] A
NH(£2]0|E)2 HIO|HE SHE 4= = MySQL Server?| 7| S2LICE SnapCenter= 2702
NLB X|2(Network Load Balancing-enabled) = =0 A2t 172 M S 2|8 MySQL 2X|E

K| @IgL|Ct.

SnapCenter= OFAE] 2| ZX[E2|0M &47| = MT| ZYS Aot OtAH 2[EX|E2[0f 277 AS U 2|02
2|ZX|E2|0f cHet HAZE S 2tREELICt JE1E =d[0[2 2| ZX|E2| 7} OtAE 2|ZX|E2|7} ELIC. SnapCenter=
HYLH Sof|2t ALl AUt SN X[ Lt

MySQL HA(Z17tE8H) 7|52 AtE5H{H A Hijl =E0|AM NLB(UIEY I EE HEHM)E F H FEMEP MySQL
2| ZX|E2|= X[ LEZ 0| Lo AX|ELICH & HW ==0i SnapCenterE A X|5t= SO & HIY = =2| F50|
7145t &= Hf =0 MySQL 2| XX E2|2] AR S THE0{0F BfLICE.

SnapCenter= MySQL SH|E &2|5t7| fI3H _get-SmrepositoryConfig_and_Set-
SmrepositoryConfig_PowerShell cmdlet2 XS 2L|C}t.

cmdletzt SH AFEE 2~ U= DH7H tH4=24 0[0f| CHSE MH2 running_get-Help command_name_Of|A] &tQIgh o~
UELICH = 2 HEE 4T "SnapCenter 2ZE |0 cmdlet =X 7}0| =" &LICE.

40


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-50/index.html

MySQL HA 7| s 2t Bt El

17tgd F4ofl thet XbAISt LY

xet

—

* NLB2} MySQL H

* SnapCenter S& Aaidd A

AMgE €1

UO{OF ZfL|CY.

T E O|Yo=2 XX eEL Tt

X0l NLB BX|2 = 1 g2 Hetst MysQL =

2l AISHSE] A
o

HAZ I-lQI_I-ol-t He X|°-IE|x| LoI=IL|E'|-

* £20[2 2| EX[E2| Cl|O[E{7} OFAE K EH A H|O|E{ 2t S7|SHE|X| 8

_Set-SmRepositoryConfig_cmdletS AF23H0] ZA| CHA|

HZLH 7t A ZE[H 2 Sl Z0|

MySQL Server £& SnapCenter Server?t CHHR &[0 H|Y 7} M SHH
20|29 2= XY0| HZXOZ MAMELICE

EHI E2 H U Tt

g = ASLIC.

40

K& Zoll Z=X|7F X[ | X| gL Ct.

Lo -d

=S A|RHSH

A% ol Blo] Muje 4 UBLIC

2 2 "SnapCenterE AFE5I0{ NLB % ARRE 714 5t= WH"EZSIAA| 2.

SnapCenter Q1S AME LHEHL|Ct
© ChA
1. MMC(Microsoft Management Console)2 0| &%t CtS * Tt * > * A0l XI/H|7 * E SEIgL|Ct
2. ARHQI FIHMA HollM * QBN * E MEHS CHS * 7t * & Salgutt
3. QIBM AHQI ZO||M * L At} AI™ * M S MENS CHS * O * 2 SIYLICH
4. Z& RE *>* QBN - oIXf AFXE* > * ME[Y £ = RE QF 7|2 * > * QBN * E SEYLIC
5. SnapCenter 117 0|S0| Y= ABME OIRA QEZR HEE S2ot g * ZE &Y * > * ELHI| * &
MENSHO] LHELHY| OFHALS AlZFREL(C
6. Ct21 20| OHHALE 2tEsfL|ct.

Of OFHAL EHOf|A...

Rl 7|15 LHE LT

oh A LHELYY|

-

Heol

LHE ' I

ASM LHLLH7| OFHALS 2t=RfLICH

Metst s -

ot

Yes, export the private key * 2M2

U2 QIS M2l T 0] S8 KIFSkn(pfx ALS) *
cg g gL

41


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter

QIZME pfx HAIOZ LHELYEIL|CE.

MEXFEE O5S #7150 J 3 At S 2L
SnapCenter AFEX0]| CHot Hgt 7|5 HM| A H| S FE5HEH ALEAL E= OFS 715t

o=

i |
ostg stetst & QIELICtH o]l 2t SnapCenter AF2XI7 HMAT £ Q= SMO|
ZH™EL|C

INESEI ISV
* "SnapCenterAdmin" &2 ZQI5}{0f BL|Ct.

* 2% MIA| E£= H|O|E{H|0] A 2| Active DirectoryOllA AFEX EE= OF AP E THE0{0F &LICL SnapCenterE
M% tof 0|E1°f AEE otE + &L

O=2 -—=2 T HAHK

SnapCenter 4.50| M= (), 10| Z(-), HE( ) U SE() &2 E KT ALEXL 0| Bt
JE 0|50 Zatet & USLICE 0|23t E4 EXIZ SnapCenter?| 0| Zz2|A0f|A THE HStS
@ A5 H SnapCenter WebAppO| A X[El web.config IHI0f| A
'disableSQLInjectionValidation' D7 2| gt true £ HESIH AL 0|F2 FEM HAME
Higdote = JELICE g8 8% 2oll= *1H|_E CEA AP ’é'ﬂﬂ AELICH
* SnapCenterOfl= & 7HX| AP HO|El doto| ZotE|0f JSLICE
ol2{et A2 ALEX0[A SESHALE A FE 2 oHE o JUSLICL

* SnapCenter RBACO| F£7t=|= AD AFH2Xt 9 AD IE2 Active Directory2| ALEX} ZIE|0|L] & ZHFEH
ZAE[o| o] CHet 47| HetE 7HK| 1 QLojoF ShL|Ct,

=

Tt psto] EHE MG EE IS0 o
X}A10] CHBE ALRX} M AS SEFBIOF SHLITH

= =20

mjo
mat
ont
rot
ot
2
rir
o
[>
Im
#Q
[>
Hm
L]
Ral
re
mﬁ

Z2 SnapCenter

2] AFBXHS XHAOHIZ| EHEHEL KHAtol Ch3E AR A0 QU TAS 43S 4 et

* RBAC A8 8t I 5242 HE02I2 S AHo| ALSRILE 180| A2 Srefejof BiLict

P SAE 2|AA OF, YM, AR2X A, 2200, A8 EE IES Maots SOt LS X 5HS
RZELICH

-

* EF MYUS Y| 2l ALEXIE SO 5h= XA XpA2 TS0 ZEL L

=E Rpot et

ZaAHS SAE XN

4] SAE, 242 OF, BH
22 SAE g|lAA DB

=H| SAE EAATE MM

42



=S XAt ghet
22 ajo|ZAto| 2 SAE
BlAA 122 OHELICH SAE

* M =7t Windows 22{A 1 I = DAG(Exchange Server Database Availability Group) XHAH0]| 227411 O] Af
L ETHAREXIOA SEE AEXLE OF0 M L EE XESHES KtobE TN sHof BFLICE.

RBAC AtEXLEE= 082 22{AH E&= DAGO IHEESI] RBAC AFEXH = O M =E5 Zatslof

SLICE 01 S0f, 2= S2{AE{7} 11 RBAC AFSX} S 182 S2{AE|0| TLMLIC 22{AE0| C2
=E2 27Kt P9 RBAC ABXH = I8 22/ AE|0| MELS0] RBAC AHEX EE 189 M =C8

Il OF L L.

* ARAEE E=XsH = E
gLt

2 HUS = ALERIA 22 B Y 2B e 2E2|X] HES SE6H0F
AEXIOHA| M| A HSHS BEBE7| HOf| XME ZFIHHOF LT

VMware vSphere& SnapCenter £2{ 12! 7|52 AFE%I0 VM, VMDK = H|O|E XMEAE
H35t= 22 VMware vSphere GUIS *%513}01 vCenter AF2XHE VMware vSphere&

@ SnapCenter 221391 H&0]| =7t6{0F BfLICE. VMware vSphere S&0]| CHot XtA[sH LIE2 2
XS AL "VMware vSphere2 SnapCenter 2] 1211} 84| TH7 | X| 2 S &= AP ™ol =

oSt
1= -
L

1. 21 EPA AN ¢ AUE - 2 SRiELICH

=

Jé

MA*>** 5 SEYLICH4.

=

2. 4% HO|X|Of| M * AL}
3

. Active Directory L= & JF0| M AFEX/E 37t H|O|X|0f| M CHS

mo

o] WEO| UY8... L E,
JUPNEL colol Ei Ael 18 Meishrt

AP =L,

M2t 4 gl EHlolS < M >
() =2=sy->-cojol 4y
T Ol X|ofl A SZsOF BLICE.

43


https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_predefined_roles_packaged_with_snapcenter.html

31
I
ol
==
75

<+

O 2EQ LHE...

I.

o
—

=

! 1F0| ofel

=
HAEXE

Q

= |
L|C.
2o
L|C.
=
=

—_

|.

e
L|Ct.

e

I.

=

|

—

o

F

=]
.

o

.
o

AHE R} O]
7=
Tojel =

=

—

=R
ol ZF ARt

SnapCenter
TRl AFE XL
PO o= AIEX} O]
ot

a
L|Ct.
Ct

|.

®

4 A
(=]

i S =0 M AFEX} 0| S ERIL|CE

=
=2
A

AFRAL &
a. 25 AR} 0|
b.

Assign Assets H|O|X|0| A CtS 2 A RILICE.

o

=

=

O

AHEXL O
st
=

o
|
4. Assign * 2 223t ¢t

gfLCt,

zd
ol
10

oF

<d

1El

4

SOl K&

Ofl A XF

or

CH2

I
U]

a. Xt

FL|CE.

EHS
=

.I

—

o
E=

—

A
Xpatof| CHal o] EAHE BHSgtL(Ct.

=

=

|

AFEXI7t XHibS SnapCenter0f| =71t 20| 2F XHAtO] LI ElL|CE.
Qo RE

=

b. [XtAH B[]
|

C.

gLt

il
i
ofru

K

5. |

L|Ct.

k

.
=

HOF &

[

o
[

AKX E=E O2

SLICt.

AN

"SnapCenterAdmin" S&2 21
© CHAL

7| & SnapCenter
A O
ES

44



> w D

e =7FHoX[o[M Af Heto| O|Fnt HE S XIFELIC

SnapCenter 4.50| A= ZtH(), tO|E(-), HE( ) X EE() £ 2 S 2K ALEXL 0| S
5 0|20l gkt &~ USLICE o[22t £~ 2XLE SnapCenter?| O|™ H2Z| A0 THE
@ A2 AF23t2{H SnapCenter WebAppO| A X|El web.config TH0f| Af
'disableSQLInjectionValidation' BH7H H=~2f 2t true £ HESIH e 0|22 f&H
AALE H[g Mot £ JUSLICL 22 +Fst —.—01|._ MH[AE CRA| AI’S.“’E* L7t glsLCt

22 CHE & A E = =
g SAEQ LS B|AAS

@ O FMS AFESHH M| = B[22 S BHE MEXAR ST A0 £ ALEX= THA E=
2| 2200 et AtE X °”HI*% 2Ee A7t UsLIt.

1. AR Aot Ho| Kol M edof] 2Eet AL ots MEHSIH Lt * R&F MEd * S 225t Jo| 2= AL
Hets RO{ELc.

AlZfot7] FHof

* Clustered ONTAPS &3 QI AEZ|X| A|AHIOf| CHS ONTAP RBAC I&2 MM3st7| Fof| CHS S 2tolslof
efL|C},

E0|2t= F 7HK| M| A 2| EO| JASLICE.

—

2
o
o
(@]
3
3
Q
=}
o
n

iy
tm
]
=2
rir
H
4n
12
=
>
%2
no
N
r

° AEXoA HHS YLt
I

° SnapCenter | Se{AEQ 2 AH ZE|X} PO HEE|0] JAEX], OtL|H S2{AE L9

A
= =
SVMO| AH AZE|0| A=K o R0f| 2t 78S CHsHA HEY = ASLICE

* Of ZHofl cHer Y& *

H o
L
o
°

?



AEZ|X| AI*E*'OHH ol2{st A&t S ZHets| 2M8H7| I8l NetApp HFLIE| ZE 0| AA|El RBAC AM2 X} ZHM X} for
Data ONTAP E2 AEY £ JUELICE

0] E7= S22 ONTAP 2ot 2 S SHIEA X2|ELICE o€ S0, RBAC Data ONTAPE ASXt &M £ =
D= M| A Hoto] HA LIEFLIES SHE =M= Aots AS2 2 FItetL|th 87| M & wots MK *7r°+ Ch=
D= HMA Hots FIH5HH ONTAPO|A 22 M| A Hols S5O= EA[SIL TAI L.

LIS 0fl SnapCenter EE= ONTAPE & 128|0| =8 22 RBAC AHEX} 47| for Data ONTAP =11 E

@ CEA| AA5I0] O|Hof| THE AR S .:.HIOIEOHOF grL|ct. O™ HH2| SnapCenter EE=
ONTAPO]| CH8H 2HE AFEXT 2 20| =& HHO| M HCHE ZSSHX| E&LICE O] E-_rla CHA|
AEstH ItsO 2 FO0|EE M2[RLC HES ChA| MAde He= giELICH

=22 — HAH

ONTAP RBAC &g HH0f| CHSH XtA|SH LI 2 2 ZRSHYA|2 "ONTAP 9 2t2|X} 1F 9 RBAC T 710| =",

46

2HE ?loll SnapCenter 2Al= ALE HSHE AFE0tE HE S LIEFALICE. OnCommand A|AH
2|1 Xt GUIE privilege CHAI _attribute_2H= 8015 AF2BILICE. ONTAP RBAC 9gtg MA 3t mjf of
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®
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1. AE2X| A|A”IOIM CHS BYEE LSt M G2 oS,

=

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

* SVM_NAMES SVMQ| O|SQILICt. O] HEE H|| £H 7|2HO=Z S AH &a2|X7t ELct
* role_name 2 &0 CHsH X|™HSH= O[S LILCE.
* HZHS ONTAP 7|5QlL|C}.

(D) 2ol cisi of HEe dhmsiol guck 2E ML B2 U7| 18 Y Y
LI =|0foF BHLICE

ot S=0f e XMet LHE2 S HERSHIAIQ " S Mdotil Hots 2Edh= ONTAP CLI

2. Otg FES YHSI0 ALKt 0|52 Y LTt

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_name2 THE11 U= AHEXI| O| S |ILICE

* password>= AFEALS| A2 LICE f2E X|FoHA| pEEH AL F=E LHStEt= HIAIX[I
HEA|ELCE

* SVM_NAMEZ SVMe| 0| EQL]C}.

3. Ct2 BYS Usto] AEXI0f|A| S gLt

=

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod


http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
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<password\>

* user_name>2 2EHA|Of| A BHE ALEXQ| O|SRILICE. O] BHE ALESHH AIEXIE £ Ao
HEY = ASLIC

* svm_name>2 SVMQ| O|EQL|LCt.
* role_name>2 1EHA 0| A THE

* password>= AFEAIS| A2 LICE 2 E X|HoHA| e AL d=E L=Stt= HIAIX[I
HEA|ELCE

4. I3 HES Y] AEXTt SHIEA Y= J=X| 2QletL|Ct

M - -
security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name 2 3ttA 0| A THE AM2XtS| O| ERIL| LY.

XA HolOZ SYM &t A

ONTAPOI| A A SVM ArEXIS| HatE Wae I AAsHOf 5h= ONTAP CLI 2 0=

[e Ny
tX17t JA&LICE, ONTAPOHH SnapCenter2} &1 AFESIEE SVMS A5 vsadmin
A2 AIESHX| fog{= 4 o] A

L
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security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() 2 st cieh of e uh=shof stict.
1. MBS MASHD ST ALBXIOIP] e ereich

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

otS Mot AsS SYstHE R 7HX| ONTAP CLI EE S Adslof eiLCt.

= =

(D SnapCenter 5.00| A= SVM admin AFEXE7L REST APIE S0l AT X @I EILICE 7HAE A 22| X}
Oft! CHE ZHE|XIE AHESH A S HMSIE{H ZAPIE AHESHOf BHLICE.

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all
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security login role create -vserver SVM Name

"event generate-autosupport-log" -access all

security login role create -vserver SVM Name
"job history show" -access all

security login role create -vserver SVM Name
"job stop" -access all

security login role create -vserver SVM Name
"lun" -access all

security login role create -vserver SVM name
"lun create" -access all

security login role create -vserver SVM name
"lun delete" -access all

security login role create -vserver SVM name
"lun igroup add" -access all

security login role create -vserver SVM name
"lun igroup create" -access all

security login role create -vserver SVM name
"lun igroup delete" -access all

security login role create -vserver SVM name
"lun igroup rename" -access all

security login role create -vserver SVM name
"lun igroup show" -access all

security login role create -vserver SVM name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name
"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create -vserver SVM name

"lun mapping show" -access all

security login role create -vserver SVM name

"lun modify" -access all

security login role create -vserver SVM name

"lun move-in-volume" -access all

security login role create -vserver SVM name

"lun offline" -access all

security login role create -vserver SVM name

"lun online" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

all

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"lun resize" -access all

security login role create -vserver SVM name
"lun serial" -access all

security login role create -vserver SVM name
"lun show" -access all

security login role create -vserver SVM Name
"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role
"volume clone show"

create -vserver SVM name
—access all

security login role
"volume clone split

create -vserver SVM_name
start" -access all

security login role
"volume clone split

create -vserver SVM name
stop" -access all

security login role create -vserver SVM name
"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver

SVM name

"volume file show-disk-usage" -access all

security login role create -vserver
"volume modify" -access all

security login role create -vserver

"volume offline" -access all

security login role create -vserver

"volume online" -access all

security login role create -vserver

"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

security login role create -vserver

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

"volume gtree modify" -access all

security login role create

"volume gtree show"

-vserver SVM name

—-access all

security login role create -vserver

"volume restrict" -access all

SVM name

security login role create -vserver
—access all

SVM name
"volume show"

security login role create -vserver SVM name
"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM name

"volume snapshot rename" -access all

security login role create -vserver SVM name

"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name

"volume snapshot show" -access all

security login role create -vserver SVM name
"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all
security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"vserver cifs share show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver cifs show" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy create" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy delete" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy rule create" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy rule show" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy show" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"vserver iscsi connection show" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver" -access readonly

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver iscsi" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume clone split status" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume managed-feature" -access all

A A HStOZ ONTAP 22 AE S MABHL|C}

SnapCenterOi|A| XS £3l3517| 2[5 ONTAP ZE2|X S S A2 LRI Qs A4
HTIO 2 ONTAP S2{AH A2 MMs[jof 2fL|CH 02 ONTAP CLI @& AlSHstof
ONTAP 2{AEH g2 MMstn &[4 HotS gehe &~ ASLICH

A -
1. AE2K| NAHOIA SIS HA5tD 0| DE ARG TYBLICE

security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

®

1. AFBHE M40t

2} AHof| CH3l o] BH S Hh=otof BfLICt.
NS ALEXIOA S SRl

security login create -user <user name\> -vserver <cluster name\>
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-application ontapi -authmethod password -role <role name\>

2. Atext

H3S siAELIC

security login unlock -user <user name\> -vserver <cluster name\>

HE|XE AHESHH

ot

ot

Shto
oggs M

fchsH= ONTAP CLI

g5t2{™ R 7HX| ONTAP CLI EE

3y

L|ct

SnapCenter 5.00| A= S2{AE 22|X}7F REST APIE AHE5h=
MElHH ZAPIE AtEdHof BfL|Ct.

QlEIL

ot x|

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "cluster identity modify" -access all

login role create -vserver Cluster name -role Role Name

security

"cluster identity show" -access all
security login role create -vserver
"cluster modify" -access all
security login role create -vserver
"cluster peer show" -access all
security login role create -vserver
"cluster show" -access all

security login role create -vserver

"event generate-autosupport-log"

security login role create -vserver
"job history show" -access all
security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver
"lun igroup add" -access all
security login role create -vserver
"lun igroup create" -access all
security login role create -vserver
"lun igroup delete" -access all

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

|C. ] S2{AH

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver Cluster name
"lun igroup show" -access all

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create
"lun mapping show" -access

-vserver Cluster name
all

security login role create
"lun modify" -access all

-vserver Cluster name

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name
"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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"security login" -access readonly

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all
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-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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security login role create -vserver

"system node show" -access all

security login role create -vserver

"system status show" -access all

security login role create -vserver

"version" -access all

security login role create -vserver

"volume clone create" -access all

security login role create -vserver

"volume clone show" -access all

create -vserver
start"

security login role
"volume clone split

security login role create -vserver

"volume clone split

security login role create -vserver

"volume create" -access all

security login role create -vserver
"volume destroy" -access all

security login role create -vserver
"volume file clone create"

security login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

stop" -access all

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver
"volume modify" -access all

security login role create -vserver
"volume offline" -access all

security login role create -vserver

"volume online" -access all

security login role create -vserver

"volume gtree create" -access all

security login role create -vserver

"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create -vserver

"volume gtree show" -access all

security login role create -vserver

"volume restrict" -access all

security login role create -vserver

"volume show" -access all

security login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
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-role
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-role

Role Name
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Role Name
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Role Name
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Role Name
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"volume snapshot create"

—-access all

security login role create -vserver Cluster name

"volume snapshot delete"

—-access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote"

—-access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver

"volume unmount"

—-access all

security login role create -vserver

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

—-access all

login role

cifs create"

login role

cifs delete"

login role

create -vserver
—-access all

create -vserver
—-access all

create -vserver

cifs modify" -access all

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

Create -vserver

modify" -access

create -vserver
create" -access
create -vserver
delete" -access
create -vserver

modify" -access

create
show"

—vVsServer

create -vserver
—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

login role create -vserver Cluster name

create"

—-access all

login role create -vserver Cluster name

export-policy create" -access all
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-role

-role

-role

-role

-role

-role

-role

-role

-role

-role
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Role Name
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° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy delete" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule create" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule delete" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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CHA
1. ONTAP BHES AFE510] NetApp ZIEE2{0| EQIRtLICE.
2. license show HHES 2T LIS &S 24016t SnapManagerSuite 2H0|MIA 7 MX| = =X| SHoIEHL|CL,

oflx &=

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

0| ol X0l A= SnapManagerSuite 2t0| AT HX|=[0] Q2B 2 27} SnapCenter 20| lA = 0| EHRSHX|
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fLICE.
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(L=

1. ONTAP BHES AIE50 ZHEE2{0| 219

2. system show-instance
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oflx &=

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.
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* HEE2Q YA HZ It QA0 0f Lt
£

St

1. 0l "NetApp Support AlO|E"2 1QIgtL|C}

A AERN >+ AT EL 0] 2tojdIA * 2 0| STt

2
3. MEH 7|F A0 M LA H(FA| S| AZ )7t M| A=K =elstn ZHESS UH HS S 4245t CH * Go!

7
=2 )IL_-|EH'c'>'I-|__||:|-_

=

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses v| For Company: |:| i__G_p!_:

XHE HEEEZ Q| 2}0|MIA 2Z0| HEA|ELICE

_—— T

4. SnapCenter Standard == SnapManagerSuite 2t0|MIA S %totA 7| Z8tL|CL,

5EHA: AES2] 7| 2fo| A 7}

FAS, AFF EE= ASA A|ABIS A2 $0|11 SnapCenter Standard EE= SnapManagerSuite 20| MIA T} Q= AL
ONTAP %‘%‘i%‘é AF25t04 SnapCenter ZIEE2]{ 7|t 2l0|MA S 7f°* = ASLICH
A|=tstz| o

* FAS, AFF BE= ASA A|ARIO| S AR 2H2|XH0{OF 2hL|Ct.

* SnapCenter Standard E£= SnapManagerSuite 2t0| dIA 7} Q0{0F ThL|C},

FAS, AFF &= SnapCenter ASA AEZ|X|E A6 WIS MX|SHHH HEE2{0l| MX[E Premium HE HI}
2to| MIAE Hrotof L|Ct.
HYItE Sl SnapCenters AX[stAH MYX HEXI0A 228t ZIES2{0of| MX|E Z2|0|g HE Kot
2to| MIAE droLOf gL},
THA|
1. ONTAP B™EEE AE2510] NetApp 22{AE | 2Q18HL|Ct,

2. SnapManagerSuite 2}0|dA 7| 27}

system license add -license-code license key

O] H2 admin #gt +=E0|AM AFEE 5 USLICE
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3. SnapManagerSuite 2t0| ATt HX|=| A =X] &l

= -

L.

license show

6THA|: HIHE 2fO| A S MAHRLICE

ZAEE2 7|8t SnapCenter EE 20| MIAE AR5t QO E2F 7|4t WO 2tO|MA(YH HSIF 50" =2

ELtE H2)E MAHHOf Sti= F<2 MySQL BE S AHE5H0] HIHEH 2to[HIA S SO 2 | 73HOF BfL(Ct H7HEt

24
2t0|MIA = SnapCenter GUIE AE5H0] AMR|E &~ gl&LICH

SnapCenter & ZIEE2] 7|8t 2t0[MIA S ALE3t= Z 02 WIHH 2fO|MIAS +=F2 =2 H| A3l of

= TO

(D) #UCk SnapCenter EZ 82 7|t 2fo| A8 TZst0{ SnapCenter GUIOY Z7fote Totat
2H0| A7} XSO R HOIMOELICE

A

1. SnapCenter A{H{Ol|A| PowerShell &2 E0{ MySQL &S & A BtL|CL,

a. Open-SmConnection cmdlet= 234510 SnapCenter AHHO{|A] SnapCenterAdmin A& 0f| Ciet HZE
MME AlZfeL(CE.

b. Set-SmRepositoryPasswordE A&isto] MySQL ¢S E MAFBtL|Ct
cmdlet0l] CH$t XtM|S LR 2 € "SnapCenter 2ZE 2|0 cmdlet &% 710| E"&XSHA| L.
2. HY TETEES H1 MySQL -u root -p E Al MySQLO| 23 QIFL|Ct,

MySQLOIA 22 E E& HAIXIE EAIFLICH 22 E MEFYs= St HMSet Xt

—

Ol

B2 YBLICE

3. Ci|O|E{t|O| 201 A HIHEt 2to[ I AS HHELICE

use nsm; ~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

SnapCenter & £2F 7|t 20| MIA =7}

o O
SnapCenter BZ %%F 20| MIAE AL2510] ONTAP Select X Cloud Volumes ONTAP
SAHZ2 HO|HE Eze &+~ JUSLILCL

* 5Yxxxxxxx SAlo| oxjz| U HS 2 AMEIL|C}

2to|MlA U2 S 8l L5 NetApp Support AFO|E 2191 Xt
2o|MIA S 2tdstetL|Ct,

b
Ol
08
fjo
>

£23510] SnapCenter GUIE £l

* A2E AEEX] 2 _LE Hogt OojE{e] 27| 5 O W2 A2 7|E2 2 H|2E 2F3t1 SnapCenterdi| A
HIO|E{E a8t W o] P 2lo|MA R AFRE 4 QIALIC

* H2tHIO|EY 7tEY

OlE =01, 1TB, 2TB, 4TB S0 gt & 7|t 20| HIA S RS = ASLIC
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* 100TB & AtE #TH0| U= 90 HIHE 2to|MIA 2 XS E LT

Tt 2to[HIA0] TSt XEM|SH LHE2 & "SnapCenter 2f0[ A EESHYA| 2.

SnapCenter= Cloud Volumes ONTAP & 2t2|5t= ONTAP Select A§E|X|01|k| i xpgol| S ArEZS
XSO = ALtetL|ct, BE 22F 20| A S AI2StE AR SnapCenter= & 2I0| A 22k M ZE S50 A=
BYS FEGI0 ALESHA| 2 S8 AlLHLICH AHRE 80| 2to|MA %%*; A 18HH SnapCenter CHA| 2 E0f|

A0 A F07F BEAIELICE SnapCenterdfl M 83 7|2t S S 74t B2 AEE 80| X[t YAIZH
CEoHH oo 20| M&SE LI

15 8 27 At Al

SnapCenter £2f 7|t 2t0|MIA S 7| H0f| SnapCentert| A 22| S AEQ| kS A|Atsof EHL|Ct,
Cloud Volumes ONTAP K= ONTAP Select A| A0 A 22{AF 2t2|Xto{oF EL|Ct.

Of ZFHofl 3

SnapCenter= AFEE! &H| 223 AlLtetL|Ch T A| A = C|O[E{H[0] A 2] 7|7t 1TBO|X|2F 500GB2| S2tat
MEE|= B2 SnapCenter= 500GB2| ArEE 82 AIMELICL 25 22 F2H A A &= = AUEH A

ZEC ME8E S 7|E2= ALHELIT

OoOL- oo=

i
1. ONTAP ZHES AHB210] NetApp ZIEE2{0 ZIQIBtLCt,
2. ASE 28 82 H3 YBS YHBLICL

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

Vsl Engineering 2.13TB
AASHE Marketing 2.62TB
2 entries were displayed.

T =282 ME8E & 22 5TB O|2HYLICE. W2t 2= 5TB HI0|E S E=5t2{H %|A SnapCenter 2F 7|t

O OO L

Efol’.“i'ﬁ 20| 5TB 0| & iL|Ct.

S 5 ASLIL.

mufn

8Lt & AL 8% 5TB2| 2TBTF E=5t2{H 2TB 7|4 210 MA

20| 8% 7|Hh 20| A Q] UH HS S HANTIL|CE

—

SnapCenter 2 7|4t 2tO[MIA LA HS = FF &0l L= EA I|7| KON AHE S £~ JAESLICEH SHX[2H o] Y&
HS I Q= ?5‘—?— NetApp Support AtO|EO|A] HAg &~ QELICE,

=22 NetApp Support AIO|E 2121 XtAH ZHO| /0{0F SfL|Ct
CHA
1. 0l "NetApp Support AFO|E"Z QI LCE,
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2. AR~ E9of 2fo]dlA * = O SELICH.

A
3. MEH 7|F YO R HA|: LA HZ 3 2to|dA EFECHR HiF0IA * SC_STANDARD * £ MEdgtL|Ct.

Software Licenses

Selection Criteria
Choose a method by which to search

|Seria| Number (located on back of unit) v| Enter Value: |:| Go!|

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All- |Serial Numbers with Licenses |For Company: |:| Go!

4. 2|A} O|ES B OIS * Go! * E MEHEL|CE.
51xxxxxxx &2419| 9Xt2| SnapCenter 20| M A U2 HS It HA|EILICE,

5. o s

[

rulru

7| EgLct.

3CHA: NetApp 2H0|MIA TS A |C}

SnapCenter GUIO| NetApp Support AFO|E XtA ZH3 SnapCenter 20| A AUH HS E A GIK| ZEHAHLE
SnapCenter0| Al NetApp Support AtO|E0]| QIE{HI0]| HN AT £ Q= H S NetApp 2HO|HIA THAU(NLF)S Mg
& UELICH O CHS SnapCenter SAEO0]| A M| AT 4~ Q= [X|0f| T}Y S CHREESHH A& 4~ USLICE

0l

A|ZFst7| Hof|
* ONTAP SelectZ SnapCenter &= Cloud Volumes ONTAPSL &1 AFEdHOF EHL|Ct.
* %%t NetApp Support AFO|E 2191 X}Z ZH0| QI0{of $hL|Ct,

* 51xxxxxxx HAQ| 2t0| A UH M= 9Xt2| 2=Xt0{0F SL|Ct.

1. 2 "NetApp 2t0|MIA Il M7 |0l SSfL|Ct

e
of
)l
HL
i
e
1R
5
_lTl_

0fl SnapCenter 20| MIA U HSZ Ql2istL|Ct
. NetApp HIO|E{ 7HQl ME Hs Mg oln

=
o
. 2fojlA mAS MES ChS ThY fIX[E 7|t

—

ONTAP Select EE= Cloud Volumes ONTAP Z21Z 1t &7H| SnapCenterE AtE5t= H S SnapCenter 2 7|4t
2tO| MIAE StLt O| A A X|sHOF ghL|Ct.

A|ZFst7| Hof|
* SnapCenter Zt2|Xt2 2 2I5H0f SfL|CH,
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NetApp 20| 4IA TFU(NLF)2 AL2310] B[ MAS X713t Z< Blo|MA Thle] 9/X|S otof FL|ct,

= T = =

Of ZfHofl CHaH

2 HOo|X|o|M CtZ S

* 2lO|MIAE FTtetL|ct.

=

* 2fO[HIA ME HEE 21 2t 2to[dlA0f st YEE w2 HSLIC)

- O
+ 2HOjMIA B8S UH(O|ESILL AP AT MBS WA= S I|E 20| MAS ThHStE S FS 2folMAS

st

* 7|1 2IO|MIAE WHSte = B = 2t0| M AT T O ERSH| g2 FR Et0|MA S AM|RLIC.

ot 2tO|MIA(YH HS T 509 2 ELtE T )= SnapCenter GUIE AFESH0] AMX[EE
() iUt =2 SnapCenter EZ 82 7|ut 2f0[MAS 76t8 BIHH 2t AT} 5O
S0 Of LI

|

1. 21% EH Kol * M * 2 MeBLIC
2. A4 HO|X|| A * 2ATELO| * 2 MeyBiL|c},
3.

AZES)0f HO|X|| 2ol MA MMOjA * %7} ()

=
= =
4. SnapCenter 2}0|4IA =7} DAL M CHZ WY & SHLIE MEHSIY] =7tet 20| A S JhM SLICt
O ZEQ LHE...

NSS(NetApp Support Site) 2121 XA ZHEZ
25t0] 2to|MIA S JtHZLICt

NetApp 2t0[4IA It a. 20| MlA mASf XS &2 Ttz MERILICH

b. &7| * £ MetetL|Ct.

(A N =

5. 2l H|O|X|0f| M SnapCenter0ilA O|H|, EMS % AutoSupport 2218 ELi= 22F 2A|ZfS Y EL|Ct.
712 AAZHS 90% AL .

2240l U2 SMTP MHIS TASI2{E « 8% * >+ 32 MF *>* Y2 Mi| T~ 2 Mest =01
2 MRS Y
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Ol ZEQ| LYE... e 2y
oMY 7|2 MY Always * EE= * Never * S0{|A] MEHSHL|CE,
O|lHY MBS HSeL|Ct Always * & ME{st A C}2S XIFEL|Ct

© B2 ALE O|o| Y ATt

© =A% Ol Y FALCt

+ e ALE V|2 HIS B8 M

7|2 M= "SnapCenter 20| MlA 22F 2
"QIL|Ct.

gl AE) HAXIE EUALE AER[X] A|AFO| AIish XS S
AutoSupport HIAIXIE 22 MES 2tolzts MEfpIL|CE Lle = = EHE 2521 AutoSupportS
g4stst= 20| EELIL.

Windows SAEQ|AM AEE|X| E2F 2
LUN AEZ|X|E MBI

SnapCenterE AF25t0{ FC €& = iSCSI HZ LUNS AT 4 Q&LICE SnapCenters
AE310] 7|= LUNEZ Windows SAEQ| HZE 4= Q&LICEH

LUNS SAN A9l 7|2 AE2|X| TH|RILICH Windows SAE S A|AEIO| [ UNS 714 ClATZ QIAISL|CE
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iISCSI Ml 22| 8l Z AEQ} Ef2ll Zto] E4l0f= = Of Seet MEU| U= 02 23 22 IPve FAE AEE
A OIALIL}
T Mg -
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O. iISCSI MM S=0|M HEE #E M
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6. MM HZE B7| CHat MXLol|l M * kel * 2 S 2B C).
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SnapCenter= iSCSI MM HAES #&LICH

Igroup ‘44 51 2t2|

O[L|A[0O]E{ O & (igroup)S HMSI AEE|X|] A|ARINAM £ LUNO| °”)\1|*$EP > A=
SAEEZ X|HEILICt. SnapCenterES AFE3t0{ Windows S A 01|*1 igroup= MM 0|2
HEL7| A% L ARE|SH 2 QIALI|CH

T o 41—
igroup =4

SnapCenterE AtE3t0{ Windows @A EN[A igroupS MM = JASLICH igroup=S LUNO] OjEeh o C|A S A4
= ClA3 HZ OPHALOA Bl igroups AFRE 4= AELICE

=1 0= o= T
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1.
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1B

EfM EO|M * TAE ¥ E ST
S AE HO|X[0| A * iGroup * 2 2

2
3. O[L|A|0[O|E| O E H[O|X[0f| A * Al * & S=IgfL|Ct.
4 %

. Create iGroup CH2} A X0l A igroup= Ho|gtL|Ch
O] ZEOf|A... ae X
AEZ|X| A|AE igroupOf| OH&S LUNS| SVMES MEHSILICE
SAE igroup2 MAME SAEZS MEHBHL|CE
Igroup O[S ILICt igroup®| 0|2 = gfL|CH
O|L|A[0f|O]E] O|L|A|OIO|EE MEHSILICE.
Y O[L|A|O[O]E{ R4, iSCSI, FCP £&= 28 (FCP %
iSCSI)2 Mefst Lk,
5. st Ligof| BrESHH * =hel + 2 SIFL|Ct

igroup?| 0| &2 Hi&LICH

SnapCenterS AF235t0{ 7|Z igroup2| 0|28 HIE 4= U&LICH
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2. SAE HO|X|0IM * iGroup * 2 E2IELILCE.

3. O|L|A|O[O]E] & HIO|X[Of|A] * AER|X| 7}A HAl * LES 216t AL 753 SVM S22 EASHCHS
O|E2 HIE igroupdl| AF2S SVME MEfSHL|C
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SAEDE RTbeh & QELICH S AE| CHet igroupE 252 = E R igroupE +H S0 s igroupd| CHE

LEE FUtE £ ASLICH
© CHA +
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

5. F HALE9 IS(RUE{Ll ME M)A SnapCenter At ¥ S8 T2 SX|etL|Ct.
6. & HA ==0f|M MySQL MH|AE CHA| A|ZHEL|CE,

7. & HA = =0]| CHsl web.config Tt 0l A MySQLProtocol 7|2| 2t2 2HI0|EgLICE,

CtZ Ol x|0l[ M= web.config TFL 0| A &C|0|EE MySQLProtocol 7| 24& 20 FLICL.

<add key="MySQLProtocol" value="SSL" />

8. & HA '==0i CHalH my.ini T 2| [client] A Mof| X|H st A2 2 web.config It S HIO|EFLICE.
CHS OIA[oll A = my.ini THA 2| [client] M M0j|A KCIO|EE Z2E 20f FLICH,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. &= HA ==9| ISH|A SnapCenter A\ ¢l 28 TZ S A|ZEHL|CH

2. HA £ E & St M -Force &M 3t BHH| Set-SmrepositoryConfig-RebuildSlave-Force PowerShell
cmdlet2 AFE6I0 & HA & 250 ¢HHst MySQL SHE MH Lt

=X HEf7F el R0 -Force S8 AHESHH S2f|0|H 2| XX E2|E MFAEY - AFLICE
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