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EZ2} SnapCenter A{HO|A| LSk SSL S4IS 2-dstsl{of gfL|Ct.

L DAE L= MH 7L el SSL S0l A8EIX| b= &2 XU K| gE&LICE

o ChAl =
1. ZEE HIIYSI2{™ SnapCenter 1IS 2 At ZLE 8146(7|22L)E SnapCenter Al SAE|A CHS
CHA S £33t PowerShell HE S AL2350| SMCore ZE 8145(7|=22h0f| CHslf CrA| ot H =35t |Ct
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a. C}2 PowerShell HHE AF23I0{ 7|Z SnapCenter XHH| MEEl 915 M ZE HIQIE S A EtL|CL.
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
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™, Ch3at Z5LCH
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146

b. \HZ2 Tt CA 2EME SnapCenter Al 3! SMCore EZE 2t HFQIEIBHL|C}.

> Scert = “<CA certificate thumbprint>"

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>
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oE =9, Ct31t &&LCh
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145

2. CA Q1B Moj| st Aol M ASHAH CHS THAIE S35t A2 ZEE CA QS MO HMASIO] QS A
Hst 220f| SnapCenter2| 7|2 1S &l M AL X} " 1IS AppPool\SnapCenter*"S = 7}8fL|LC}.

o

MMC(Microsoft Management Console)2 0|S%t CHE * IHY * > * Snapin F7HHAH * & S=IgL|Ct.
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A1 FTHHA oM * QIEM * E M=ol OHEZ * 01+ E SEIgLCH
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M AR &M * AFEEH AE * M MEfst CHS * OHA
RE*>*QZM -2Z HAFH *>* el *>*ZM * E S=LICL
€. SnapCenter Q1SN E MEHSILILCE,

f. AFEZt NS OFHALS AZISHHEH CAQJBME OtRA QEZ HEQR 225t * BE Xt * >+
el 7| 22|+ & MEdstLCt.

g- Add * € 22/3}t1 Select users and groups(AtEAt 8! & MEH) OHHALO|A 2/X|E local computer
name(71 Zo| oh 2[)o 2 HABIL|C}

h. 1IS AppPool\SnapCenter AFEXIE F7t6t10 ZE MO HTHE MSLICE

3. CAQISAM IIS Heho| ZL Ct2 HAZ0|| M SnapCenter 2| A DWORD Z|X|AEZ| 7| =22
FIFefLct.

Windows 2[X|AE2| HET|0|M of2ff 222 O] SELCt.

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. SChannel Z|X|AE2| 24| ZIHAEO|AM A DWORD Z|X|AEZ| 7| &= THELICE.
SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

LSt SSL 412 ?lsf SnapCenter Windows 2211012 ATt

o oo

PowerShell @& 2 AtE5t0] eF SSL S412 I3l SnapCenter Windows E2{1212 1A dljof gfL|Ct,
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HFRIE 52 ™ Windows 221121 SAEO||A SMCore ZE 8145(7|22))0ll CHsl Ct2 XA S

a. CtZ PowerShell 2 AtE5t0{| 7| & SnapCenter XHH| MEEI QIS A ZE HIQIY S N HELILCE

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

> netsh http delete sslcert ipport=0.0.0.0:8145

b. \{2 X3t CA S ME SMCore ZEQ} HIQIL BT
> Scert = “<CA certificate thumbprint>"
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>
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1
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H, Ct2 1 Z2ELIC)

> Scert = “abcl23abcl23abcl23abcl23”

> Sguid [guid]: :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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1. et SSL SAIS gdstetz{H E2{00l, M 9 Falsk SSL S410] TRt ZF of| o] M Eo]| CHsl
SnapCenter A‘IH'loﬂkl L2 3ds E%HE* |Ct.

HJIl:I

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. CI2 HBS AIR3K 1IS SnapCenter 28 T2 1 E &8 XA $HSL|CL > Restart-

WebAppPool -Name "SnapCenter"

2. Windows Z2{1219| A2 C}2 PowerShell @S Aali5t0] SMCore AH|AE CHA| A|ZFSELICE

kel

> Restart-Service -Name SnapManagerCoreService

Of 2fofl Chgt YL *
2E 22321 3! SMCore 0|0 E0|| CHo S WA MASH LIS MH0l| CHsl S AASL|Ct
AUt SSL sS4 HIZ-gestHE CA IS At olie 0] MAE K| eELICt.

C
SnapCenter MHO|| Af 2 AEZS FI152{H 2= E21021 S AE0 Cfsl e SSLS HIE-Hstlof gLt

NLB & F5= X[ E|X| @& LTt

THA| >
1. ksl SSL 412 H|gd3tstH ZE E2{09 SAE 3 SnapCenter SAEO0| CHsll SnapCenter
MHO|M CHs BES AL

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

1. CI2 HBS AIR3K 1IS SnapCenter 28 T2 1 E &8 XA $HTHL|CL > Restart-
WebAppPool -Name "SnapCenter"

2. Windows Z2{1°012| Z2 C}2 PowerShell 32 Alsi5t0] SMCore AH|AZ CHA| A|EFSEL|CY,

> Restart-Service -Name SnapManagerCoreService
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@ SnapCenter HA 714 3! VMware vSphere€ SnapCenter 2211210 ¢!
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CA(2Z 7|2 2IBZME Windows E2{12 SAEE I ZLICE
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=
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3. QIZM AHQI HOilM * HFE A * SHS MBSO * OFE + 2 SaletLct
4. ZE RE*>*QUSM-ZZ ARE * > R * >+ ABM * & S=IFLICH

5. "ol ZOE OFRA Q2% AR S OIS * BE XY * > * JIH Q7| * £ Mesio] 71K 27| IHALS

0| FM9 32 Ch2S AL Ct
OHE 2K Chg * 2 St
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1. SPL &4 T M SPL 7| M&EA 7|2 S E AME 2 JSLICE 7|0 siYst=
‘SPL_KEYSTORE_PASS ZfQIL|C}.

2. 7| MEHA LS HA: S keytool -storepasswd -keystore keystore.jks

3. 7l MEA0 Uz 7Hel 7| ¥=o BE A et A= E 7| MEA0| AFEE At SUTH AT 2 HABL|CE

l_l:l

$ keytool -keypasswd -alias "<alias name>" -keystore keystore.jks
4. mrAof|lA SPL_keystore_pass 7|0l CHoH SLSHA| spl.properties” YO|O|ERLICE

5. %S Z HASH S MH|AZ CIA| A|RFSHL| LT,

SPL A2 MEA0 RE EE F7H ASHE THFLIC

ZE £ 57HIEME SPL AE ME A A0} SLICH 2E CA QIS M2 57 CA
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=
7| ME A0 F7tEl Q1B ME LIEEILICEH $ keytool -list -v -keystore keystore.jks

> W DN

FEE=FUHQABMN FI}h $ keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks
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ol Z=7t=l QIZME LIESIL|CL $ keytool -list -v -keystore keystore.jks

7Hel 7|12t 71 717t 2% U= CAQIBME FIILICE $ keytool -importkeystore
-srckeystore <CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore
keystore.jks —-deststoretype JKS

S. 7| MZAO FIt=l AIBSME LIERILICE $ keytool -list -v -keystore keystore.jks
6. keystoreOf| keystoreOfl F=7HEl Af CA Q1B AM0|| s st= HAO| ZEE|0] U=X] SelgtL|Ct.

7. CARIBMO|| F7HE 7Hel 7| L= E 7| MEA L2 HATLICE
7|2 SPL 7| M&EA 5= Ol 7| SPL_keystore_pass spl.properties 2 &LICH

$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

. CA9IB Al A 0150] 2T BHOILH E4 2XH( 7t BiHE 29 BH 0|58 Zeiet 0|50z
HABILICE $ keytool -changealias -alias "<OrignalAliasName>" -destalias
"<NewAliasName>" -keystore keystore.jks’

2. ojof e 7| MEA0M EE 0|22 spl.properties FABILICE O] S
SPL_CERTIFICATE_ALIAS 70| CH3H AH|o| EgtL|C},
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Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} —HostName[hostname]

* SCIO|UE S 7[Et 2SS ALESHA| BT 2ot E T3
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Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname]
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

* SVM_NAMES SVMQ| O|SQILICt. O] HEE H|| £H 7|2HO=Z S AH &a2|X7t ELct
* role_name 2 &0 CHsH X|™HSH= O[S LILCE.
* HZHS ONTAP 7|5QlL|C}.
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security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_name2 THE11 U= AHEXI| O| S |ILICE

* password>= AFEALS| A2 LICE f2E X|FoHA| pEEH AL F=E LHStEt= HIAIX[I
HEA|ELCE

* SVM_NAMEZ SVMe| 0| EQL]C}.

3. Ct2 BYS Usto] AEXI0f|A| S gLt

=

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
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<password\>
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* svm_name>2 SVM2| 0|2
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* role_name>2 1EHA|0| M THE Hgtol o] SRILICE
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* password>= AFEAIS| A2 LICE 2 E X|HoHA| e AL d=E L=Stt= HIAIX[I
HEA|ELCE

4. Ot HYS YA AR} SHIEA| EH = A=X] gelet|Ct.
security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name 2 3ttA 0| A THE AM2XtS| O| ERIL| LY.
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ONTAPOHH M SVM ALEXte| dAet3 Mgt o AHesoF 5= ONTAP CLI HH 2 o
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security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() 2 st cieh of e uh=shof stict.
1. MBS MASHD ST ALBXIOlP] e gereich

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

gt MMt HsHS ststa{H I JEX| ONTAP CLI HE2 Alstiof gfLct.
* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
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"job history show" -access all

security login role

"job stop" -access all

security login role
"lun" -access all

security login role
"lun create"

security login role
"lun delete"

security login role

—-access all

create -vserver
create -vserver
create -vserver
create -vserver

—access all

create -vserver

"lun igroup add" -access all

security login role
"lun igroup create"

security login role
"lun igroup delete"

security login role
"lun igroup rename"

security login role

create -vserver

—-access all

create -vserver

—-access all

create -vserver

—-access all

create -vserver

"lun igroup show" -access all

security login role

create -vserver

SVM Name -role
SVM Name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

security login role create -vserver SVM name

"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role

"lun mapping show" -access

security login role

"lun modify" -access all

security login role

"lun move-in-volume'

security login role create -vserver SVM name

"lun offline"

security login role create -vserver SVM name

"lun online"

security login role create -vserver SVM name

"lun resize"

security login role create -vserver SVM name

"lun serial"

—-access all

—-access all

—-access all

-role
-role
all
create -vserver SVM_name -role
all
create -vserver SVM_name -role
create -vserver SVM_name -role
-access all
-role
-role
-role
-role

—-access all

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume modify" -access all

security login role create -vserver
"volume offline" -access all

security login role create -vserver
"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create -vserver

"volume gtree show" -access all

security login role create -vserver

"volume restrict" -access all

security login role create -vserver

"volume show" -access all

security login role create -vserver
"volume snapshot create"

security login role create -vserver
"volume snapshot delete"

security login role create -vserver

"volume snapshot modify" -access all

—-access all

—-access all

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

security login role create -vserver SVM name
"volume snapshot rename" -access all
security login role create -vserver SVM name
"volume snapshot restore" -access all
security login role create -vserver SVM name
"volume snapshot restore-file" -access all
security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name
"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all
security login role create -vserver SVM name
"vserver cifs share show" -access all
security login role create -vserver SVM name
"vserver cifs show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy create" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy delete" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy rule create" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy rule show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"vserver iscsi connection show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver" -access readonly

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver iscsi" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume clone split status" -access all

security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume managed-feature" -access all
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security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() 2 st chel of B2 uh=siof stuict,
1. AFBRHE MAIoHT it AS K02 A2t BBt

security login create -user <user name\> -vserver <cluster name\>
-application ontapi -authmethod password -role <role name\>

2. \FEXF ES S s,
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security login unlock -user <user name\> -vserver <cluster name\>

SR

ONTAP CLI BHILIC}

ocood

stebstz{™ & 71X ONTAP CLI HHEE

Al
=

Astiof L.

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

Cluster name -role Role Name
-role Role Name
-role

Role Name

-role Role Name

security login role create -vserver

"cluster identity show" -access all

security login role create -vserver Cluster name
"cluster modify" -access all

security login role create -vserver Cluster name
"cluster peer show" -access all

security login role create -vserver Cluster name
"cluster show" -access all

security login role create -vserver Cluster name

"event generate-autosupport-log" -access all

security login role create -vserver Cluster name
"job history show" -access all

security login role create -vserver Cluster name
"job stop" -access all

security login role create -vserver Cluster name
"lun" -access all

security login role create -vserver Cluster name
"lun create" -access all

security login role create -vserver Cluster name

"lun delete" -access all

security login role create -vserver
"lun igroup add" -access all

Cluster name

security login role create -vserver Cluster name

"lun igroup create" -access all

security login role create -vserver Cluster name

"lun igroup delete" -access all

security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver Cluster name

"lun igroup show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name
"lun online"™ -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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-cmddirname
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"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name
"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all
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security login role create -vserver Cluster name

"volume clone create" -access all

security login role

"volume clone show" -access all

security login role

"volume clone split start" -access all

security login role

"volume clone split stop" -access all

security login role

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver Cluster name

"volume modify" -access all

security login role create -vserver Cluster name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create

"volume gtree show" -access all

security login role create

"volume restrict" -access all

security login role create -vserver Cluster name

"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

-vserver Cluster name

-vserver Cluster name
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"volume snapshot promote" -access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver

"volume unmount"

—acC

cess all

security login role create -vserver

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

—access al

login role
cifs create

login role
cifs delete

login role
cifs modify

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

login role

create" -ac

1

create -vserver

—-access all

create -vserver
" —access all

create -vserver
" -—access all

create -vserver

modify" -access

create -vserver
create" -access
create -vserver
delete" -access
Create -vserver

modify" -access

create -vserver

show"

create -vserver
—-access all

create -vserver
cess all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

login role create -vserver Cluster name
export-policy create" -access all

login role create -vserver Cluster name
export-policy delete" -access all

login role
export-poli

login role
export-poli

Create -vserver
cy rule create"

create -vserver
cy rule delete"

Cluster name
-access all

Cluster name
—access all
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° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all
* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all
* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all
* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all
®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all
®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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Serial Number: 1-80-0000xx
Owner: clusterl

Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

0| oi[H|0ll M= SnapManagerSuite 2t0| A7} HX|=[0] UA2EZ F7} SnapCenter 2f0[|MIA 20| RS}
ULt
Lo
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2] 7|t 2lo| A Q| A HS E AMGIHH HEEZ] L HS I LRTILICH ONTAP BHEZ ALE6H
2 Y2 HS E M 4~ QI&L|CH FAS, AFF EE= ASA A|AEIO| 28| AE]| 22| Xt0{of BfL|C}.

offxl ==

clusterl::> system show -instance

Node: fasxxXXxX—XX—-XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.
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N
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CHA|
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(o]
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|7 G0l M UB WS (R ST 2U8)7t MEEIQU=X] SHolstn HE B2 YR WSS it

?;

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses v| For Company: |:| i__G_p!_:

XEEl AEER{9| 2fo|HlA S=0| EAIELIC.

— T1 7

4. SnapCenter Standard == SnapManagerSuite 2t0|MIA S %totA 7| Z28tL|CL,

5EHA: AES2] 7|8 2fo|HIA 74

* Go!

FAS, AFF tE= ASA A|AEIS A2 Z0|11 SnapCenter Standard E== SnapManagerSuite 2t0| AT} Qe AL

ONTAP %‘%%‘é A8310] SnapCenter ZIEE2{ 7Bt 2t0|MIA S FIbet 4 JUELICT

AlZfoto] Fof
* FAS, AFF fE= ASA A|ARIO| S22 AR 2H2|XHo{OF 2hL|Ct.

* SnapCenter Standard E-= SnapManagerSuite 2+0| Ml A7} QU0{0F BHL|C},

Of Ztoi| Chat

FAS, AFF I = SnapCenter ASA AEZ[X|E A8 HIHEE HX|st2{H HEE2{0| AX[2 Premium HE 7t

2to| HIA S 2HOtOF BiL(Ct.
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2ol A= 2HOtOF BiL(Ct.

|
1. ONTAP BHES AHE30{ NetApp SHAE 0| 2aQl8fL|Ct.

I:I

2. SnapManagerSuite 2}0|dIA 7| 27}

system license add -license-code license key

license show

67 WIHEE 2tO| A S HMAfLICE

?zll—f“ H"i) H|7sHoF ot= —C.’— MySQL ”5' é% Af%ﬁ@ Yotz Efol*ﬂ*; %QE 7<1|7‘|‘H0|E ghuict Gotmt
2t0| A = SnapCenter GUIE AHE35H0] A 4~ @i&LICH

= T o
2fLICt. SnapCenter & £2F 7|8t 2t0|MIAE ZESI0| SnapCenter GUIO| Z=7t6HH T 7t

: SnapCenter & ZIEE2] 7|t 2t0[ A S AESH= Z0 2 HIHL 2fO|MIA S +=F2 2 |73 o
2to[ AT A SO 2 HOJMKFL|C,

ChA|
1. SnapCenter A{t{0{|[A] PowerShell &2 E0{ MySQL ¢S & MAESILICE

a. Open-SmConnection cmdlet2 &350 SnapCenter AHH0{| A SnapCenterAdmin Z|&0f| gt A&
HMS A|EFSHLCE

b. Set-SmRepositoryPasswordE A&sto] MySQL 2= E MMEefLICE
cmdlet0ll CHE XEM|SH LIRS S "SnapCenter 2AZE 0] cmdlet &% 7H0| = & RSHAMA|L.
2. Yyy IEDTEE H1 MySQL -u root -p £ &3t MySQLO| 23Q19tLCE.

MySQLOIM 22 E 2= HAIXIE EARLILH 22 S HEHSH:E SetHSe XE 58

3. Ci|O|E{t|0] 201 A Tzt 2to| HIAS HHELICE

use nsm; ~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";
SnapCenter & &2F 7|4t 2jO|dlA F=7}

SUEQ HOIHE E=F =

SnapCenter & % 20| MIA
=l
C

£ A28 ONTAP Select & Cloud Volumes ONTAP
U&L|CE.
b,

g% etojiAc S3e TeH ZAL
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ol

2to| A U3 S 8l Rt NetApp Support AFO|E 27391 Xt M2 AL2310{ SnapCenter GUIE E3H

=
2to| A S E-dtetL|Ct.
* MEBE AEZIX| 8 E= B2 H0[E2 37| F H W2 AS 71E2 = H|IES 2L SnapCenter0i| A
HIO|E & &2[ot= ol 7 2fo|AZ MEY =+ JUFLICE

* HI2tHIO|EY 7tEY
O£ =01, 1TB, 2TB, 4TB S0i it 82F 7|8t 20| A S HS o= JUSLICH
* 100TB 8% AtE #ot0] QU= 90 HoHH 2fo| A= HISE LT

T ot 2tol Ao cHet XiMeH LIE2 S "SnapCenter 2f0| HIA"EZRSHYAIL.

SnapCenter= Cloud Volumes ONTAP %! #2|5t= ONTAP Select AE2|X|0f| Al DI XPHO|| E2F AFERS
XSO Z ALttLICH BE 8% 2tO|MAE 83tz B2 SnapCenter= & 2HO|HIA 0N ZE SE0H| AR E
S FESIH ALESHX| 42 S AlLrLICH AL E 20| 2to| A 75 X 1SHH SnapCenter CHA| 2 E0f|
Z0t AL 21071 BAELICE SnapCenterOfl A 2 AL A 2S 7ot 22 ALSE 0| X|Fet LA IZLol
TESHH o|n[&o| MEELICE

-

1CHA: 8% 27 Ak A4t

A LHeHoF BfLCt.

o

SnapCenter 82 7|8t 2t0|MIAE 27| H0f| SnapCenter0f| Al Zt2|& SAEQ| 82
Cloud Volumes ONTAP EEi= ONTAP Select A|AEI0A S2{AF 22| XH0{0F FFL|CH.

O =te1oi| CHaH
SnapCenter= AFEEl &H| 825 AlLtetL|Ch T A|A” = |O[E{H[0] A 2] 37|17t 1TBO|X|2F 500GB2| S2tat
MEE|= B2 SnapCenter= 500GB2| At 82 AIMELICL 28 €2 M A &= = AU=H A

220 AR5 222 J|ZO2 A AEIL|C

CHA|
1. ONTAP BHES AI2310I N
2. NIE 25 82 Ha{H BYS LLIch

o

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

VSl Engineering 2.13TB
AASHE Marketing 2.62TB
2 entries were displayed.

T =282 ME8E & Y2 5TB O|2HYLICE. W2t 2= 5TB HI0|H S H=5t2{H %|2 SnapCenter 2F 7|t

O OO L

2t A QF1ARt0| 5TB 0| & iL|Ct.

J2LE & A 8 5TB 2TBE EZdt2{H 2TB 2 7|8t 20| HIA S AS £ JAELICE
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20| 8% 7|Hh 20| A Q] UH HS S HAHTIL|CE

SnapCenter 2 7|t ZIO|MIA U HS = F2 o0l tL= 2A IHF | X0 AM AFRE 4= JAESLICH SHX|TH 0] L&
HS 7t 2= Z2 NetApp Support AFO|E0| A ZAlEt 4= Q& L|Ct

=22t NetApp Support AIO|E 2121 XtA ZHO| /0{0F SfL|Ct
CHA

1. ofl "NetApp Support AFO|E"2 2 QI8tL|C}.

2. N A" > ATEQ|0] 20| A * 2 0| S{LLCt.

3. MEf J|ZF Fo| BE HA|: U3 HS gl 2lo|MA EECHR HF0|A * SC_STANDARD * S MEHsHL|LC},

Software Licenses

Selection Criteria
Choose a method by which to search

| Serial Number (located on back of unit) v| Enter Value: 1 Go!

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: |Serial Numbers with Licenses *|For Company: |:| Gol

4. 2|AH 0|2 ™t CHS * Go! * £ MEfBfL|Ct.
51xxxxxxx &A12] 9X}2| SnapCenter 20| A A& HS I} FA|EIL|CE,

5. IE

—

rE
mlru

7| S ELIct

3CHA|: NetApp EHO|MIA IS A AMSH|C}

SnapCenter GUIO| NetApp Support AtO|E XtZ ZH 1t SnapCenter 2H0| A UH HS S 26X Z5HAHLE
SnapCenter®l| Al NetApp Support AtO|E0]| QIE{LI0| HMAT 5~ = AL NetApp Ef0|*1|* IFA(NLF)S Mg
2 Q&L|CH A CH2 SnapCenter SAEO|A HHAT &= Q= QX|0f OIS CIREESH XN &S 4= QI&L|CT

AIZSE2| Fof|
* ONTAP SelectE SnapCenter S£= Cloud Volumes ONTAPS2} 7| AF23H{0F BFL|CH.
723 NetApp Support AO|E 2391 XtH ZHO| U0{0f BfL|LCE.
* 5Ixxxxxxx HAlQ| 20| MlA UH HS = 9Xta| 2= Xt0{0F EFL|CE.
CHA|
1. 2 "NetApp 2t0[4IA It MH47|"0| STLICE.
- HQTt HEE AL}
- HIE 2tel ZEo| ECHR H'F0A * SnapCenter EX (23 7|2h * S MEqSL|CE
=

2

3 =

4. HE LA H= LEO]| SnapCenter 2H0| A UH HSE B CH
5
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O =te10i| CHaH
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i

7| 2tO|MIA S WHst = B £ 2to| AT o] e ER3HX| &

ro
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B2 2to|MIAS AfR|StLICt
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SO Mot FILICt

EHA

1. 2% M ZojlM * MF * S MEdFLICEH

2. A H|O|X|Of| M * AT EQ0] * £ MEHTHL|CE.
3.

AT E2)0f H|O|X|2f 2tO[4HlA MMOf| M * 27t ()

=
=
4. SnapCenter 2}0| A =7} OHH AL M CHE W & SHLHE MEfSto] =7t 2to| WA S 7EM L CE

Ol Eo| L. FHe =y

NSS(NetApp Support Site) 2121 X}A SHS a. NSS AH2Xt 0|22 =Lt
ozt 2}o|MAE JEH=2L|C

21 25t0] 2fo|MIAE 7 ZL|Ct b. NSS St&2 ol2stL|CH

NetApp 2t0[4IA It a. 2to[dlA mAof X|E H2 Lt MERlL|C)
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5. 2l H|O|X|0f| M SnapCenter0i|A] O|H|, EMS %! AutoSupport 2212 ELi= 22F A2 Y= EL|Ct.

712 A2 90% LTt

Ol o LHE... ST &AL
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O|HY MEE HSeL|ct Always * & ME{St A C}3S XIFEL|Ct
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

CHS GO M = my.ini IFE 2| [client] MH0M HOIO|EE B2E Ho| FLIC}

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

- FHALEQ NIS(QEUl HE MH)UA SnapCenter Al 8l S8 T2 MS SX|EHLICE
. & HA =E0|M MySQL MH|AE CHA| A|ZFgbL|C,

. & HA 20| CHsl web.config Tt 0l A MySQLProtocol 72| 2tS 2HI0|EELICE,

CtZ oA 0l[ M= web.config T 0| A C|0[EE MySQLProtocol 7| 24t& 20 FLICt.

<add key="MySQLProtocol" wvalue="SSL" />

- & HA 0] CHSH my.ini T Q| [client] MlM0f| Xt B2 = web.config IHY 2 RIC|0|ERILICE.

CHE GO M = my.ini IFE 2| [client] MH0M HHIO|EE B2E Ho| FLIC}

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />



<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. £ HA =E9] |ISO|A SnapCenter A ¢l 28 TZ 1S A|ZHstL|CL.

2. HA = E & StLI0A -Force M1t °*7H| Set-SmrepositoryConfig-RebuildSlave-Force PowerShell
cmdlet2 Argarm T HA -E 250 2HEot MySQL =H|E et

=H| dEf7F Yol R0 T -Force §ME AHESHH S2(|0|H 2| XX E2|E MFAEY = AUSLICE

M K| =0f Windows S AE0|A &AM31El 7|sQlL|Ct

SnapCenter A|t{ AX| T2 M S AFRSHH M X| 0| Windows SAEN|A Windows 7|5

52 AR 4 QUBLICE Ol 2H| ofZ U SAE AIAH QX| 22| SHOR A8Y 4
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* WCF(Windows Communication Foundation)
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