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my S$result = {

exit code => 0,

stdout => "",

stderr => "",
}i

2t 2K e

b
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return S$result;
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my Sresult = {
exit code => 0,
stdout => "",
stderr =>

bi
Sresult->{env}->{‘keyl’} = ‘valuel’;
Sresult->{env}->{‘key2’}

‘value?2’;

return S$result

?lol BEL ool 7| 2t WS T, 0l2(3t 7| 3 W T4 KoM YUOR NS 4 YBLICE TS FES
Lgotol & 71 2t Mol A & LIt

sub setENV ({
my ($self, $config) = @ ;

my $first value = $Sconfig->{‘keyl’};
my Ssecond value = Sconfig->{‘key2’};

=== Logging error messages

Zt A2 ZHXE HAISID XEote ZAE OO|MEZ HAXIE CHA| HY = JUSLICEH.
HIAIXIO= HIAX] =&, ErJARZ SI HAX] BIAETE ZotElLCE, o2 & HAIX|7F
K¢ ELICE.

Load the SnapCreator::Event Class:
my $SmsgObj = new SnapCreator::Event ()
my @message a = ();

msgObj £ A3 Collect HIMEES AHZ5H0] HIA|IX|E A ELICE.

$msgObj->collect (\@message a, INFO, "My INFO Message");
$msgObj->collect (\@message a, WARN, "My WARN Message");
SmsgObj->collect (\@message a, ERROR, "My ERROR Message");
$msgObj->collect (\@message a, DEBUG, "My DEBUG Message");
$msgObj->collect (\@message a, TRACE, "My TRACE Message");
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Sresult->{message} = \@message a;
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package MOCK;

our @ISA = gw(SnapCreator::Mod);

=headl NAME

MOCK - class which represents a MOCK module.

=cut

=headl DESCRIPTION

MOCK implements methods which only log requests.

=cut

use strict;

use warnings;

use diagnostics;

use SnapCreator::Util::Generic gw ( trim isEmpty );
use SnapCreator::Util::0S gw ( isWindows isUnix getUid
createTmpFile );

use SnapCreator::Event gw ( INFO ERROR WARN DEBUG COMMENT ASUP
CMD DUMP ) ;

my SmsgObj = new SnapCreator::Event();
my %$config h = ();
2g

ArEXE X[ E2139210f| M X|2I5H= setenv, Version, Quiesce % Unquiesce?t Z2 CHsh XS IS £
ol&L|Ct
AN H .

setenv &=

PERLZ Ar835I0f THE E3{010]|= setenv 10| ZRBILICH ENVE AH5HD S3{ Q1 0f7HH0f A HM|lA
A olAL|C}
T AMAH-d .

sub setENV ({
my ($self, $Sobj) = @ ;
$config h = ${Sobj};
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i

return S$result;
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sub version {
my Sversion result = {
major => 1,
minor => 2,
patch => 1,
build => 0
}i

my @message a = ();

SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
$version_result—>{message} = \@message_a;

return Sversion result;

57| 3¢S

Quiesce YU resources Of7H H40f| LIZ =l 2| AA0| CHOH S

sub quiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i
my @message a = ();
$msgObj->collect (\@message a, INFO,
$config h{'VOLUMES'}");
SmsgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
Sresult->{message} = \@message a;
return S$Sresult;
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sub unquiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
bi
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config_h{ '"VOLUMES'}"™)
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::unquiesce");
Sresult->{message} = \@message_a;
return Sresult;
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SC MSG#<level>#<timestamp>#<message>
SC_MESSAGE#<level>#<timestamp>#<message>
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if ($args.length -ne 1) {
write-warning "You must specify a method";
break;
}
function log (Slevel, Smessage) {
$d = get-date
echo "SC MSG#$Slevel#Sd#Smessage"
}
function quiesce {
$app name = (get-item env:APP NAME) .value
log "INFO" "Quiescing application using script Sapp name";
log "INFO" "Quiescing application finished successfully"
}
function unquiesce {
Sapp name = (get-item env:APP NAME) .value
log "INFO" "Unquiescing application using script Sapp name";
log "INFO" "Unquiescing application finished successfully"

switch (Sargs[0]) {

"—-quiesce" {
quiesce;

}

"—-unquiesce" {
unquiesce;

}

default {
write-error "Function $args[0] is not implemented";
exit 99;

exit 0;
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package com.netapp.snapcreator.agent.plugin.TutorialPlugin;
import
com.netapp.snapcreator.agent.nextgen.common.result.Describe
Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.VersionR
esult;
import
com.netapp.snapcreator.agent.nextgen.context.Context;
import
com.netapp.snapcreator.agent.nextgen.plugin.AbstractPlugin;
public class TutorialPlugin extends AbstractPlugin {
@Override
public DescribeResult describe (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result quiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result unquiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public VersionResult version() {
// TODO Auto-generated method stub
return null;
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@Override
public VersionResult version() {
VersionResult versionResult = VersionResult.builder

.withMajor

.withPatch
.withBuild
Louild () ;

()
(1)
.withMinor (0)
(0)
(0)

return versionResult;

Below is the implementation of quiesce and unquiesce method. These will be
interacting with the application, which is being protected by SnapCenter
Server. As this is just a tutorial, the

application part is not explained, and the focus is more on the
functionality that SnapCenter Agent provides the following to the plug-
in developers:

@Override
public Result quiesce (Context context) {
final Logger logger = context.getLogger () ;
/*
* TODO: Add application interaction here
*/

logger.error ("Something bad happened.");
logger.info ("Successfully handled application");

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;

return result;

O| HIAX|E= Context A0 MEEILICH 0470 = Logger Y Context Store 22 02 0|20t OfL |2t HAXH ZHHof|
CHst ™ & (workflow-ID, job-ID)T EEHEILICE FINAL Logger = CONTEXT.getLogger(); & S &5t 2HE 1M 2
& UELICH Logger 7HA|= CHE 22 T2 Y30 LT FAFSE A E(0]: logback)E M3ELICt 22t
A0 B2 ZEE XY =L JASLICE o] oxo| M= X7t fieE = 00| HtetElL|CH CHE 35 ZE=LCHE
A ALt2| 0] DHEE 4~ JSLICE
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Result result = Result.builder ()
.withExitCode (0)
.withStdout (stdout)
.withStderr (stderr)
.withConfig(configqg)
.withMessages (logger.getMessages())
Lbuild()
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At Xt X" Z21191 DB20|| tH$t Plugin_descriptor.xml It Q| o= CS1t ZH&LILCE.

<Plugin>

<SMSServer></SMSServer>

<Name>DB2</Name>

<Version>1.0</Version>

<PluginType>Perl</PluginType>

<DisplayName>Custom DB2 Plugin</DisplayName>
<SupportedOS>

<0S>

<OSName>windows</OSName>

<0OSVersion>2012</0SVersion>

</0S>

<0S>

<OSName>Linux</0OSName>

<0OSVersion>7</0SVersion>

</0S>

</SupportedOS>

<ResourceTypes>

<ResourceType>

<ResourceName>Database</ResourceName>
<Parent>Instance</Parent>

</ResourceType>

<ResourceType>

<ResourceName>Instance</ResourceName>

</ResourceType>

</ResourceTypes>
<RequireFileSystemPlugin>no</RequireFileSystemPlugin>
<ResourceRequiresAuthentication>yes</ResourceRequiresAuthentication>
<SupportsApplicationRecovery>yes</SupportsApplicationRecovery>
</Plugin>
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2
E

g
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* “AMEXFXH E2{3
* PowerShell: *

» Upload-SmPluginPackage cmdlet
o€ E0{, PS > YZE - SmPluginPackage - AbsolutePath c:\DB2_1.zip

PowerShell cmdletO]| Ci$t XtA|$E LHE 2 SnapCenter cmdlet =2 S AF23t7{LE cmdlet & x HEE
EZSHUAIR.
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| Log in to the SnapCenter Server using a web browser.

-

| Id@nitify storage types supportad,

+

Reviaw installation prerequisites and install plug-in
package far Linux or Windows

v

| Setup credentials.

v

| Download or create a custom plug-in.

"

Upload, install, and configure the plug-in.

v

Add resources and assign them to users

v

Cenfigure and enable CA Certificate.

SAE X7} 9 SnapCenter A%} X|H E2

* MEXXIE 22 1QS LS00 LI XtMlet 82 NEXt YEE F=XD}

'S8 T2 Z 018 LS|l

* MySQL HE= DB2 O ZE|#[0|H S &2

Cre == sfof gt

* Linux EE&= Windows @A EO0]| Java 1.8 = Java 11(64H|E)

2 A
=
* Windows @ AE0f 22{0Q1S AXE W 7|2 MSEX| g2 XHE ST = XZot7LE ALEXI7F 22 &

EE FobtL &2 7 |X[Z AX[3t7| Mol 2= 27 Al
19212 Windows & Linux 4 ZE0AM At £~ QELICE

AHEXtO| £t B2 2 AE0| M UACE HIZEsteloF gLt

* DAE FIHHYUO| +AE[= 2EI0|UE ZAEMM ALEA XY S2{22US AFEE &= QU0{0F RLIC.
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iISCSIE AH23t= ES iSCSI A{H|AT}

SHA512 SHA|

* NetAppOilA ®ISst= AHEXL X|E E2{a019] 32
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OfOF 2fLICt.

_CUSTOM_PLUGIN_CHECKSHA|3A_LIST_FILEOI| %7}sHoF gL|ct.
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INE=2N PNESI= T Rl

|5t NetAppOilM MSSt= MySQL 2 DB2 AHEX X8 Z2{1¢l

EX[3HOF LTt

o SHA512 SllA|E

ﬂJIO

° Linux SAEQ| AL SHA512 s{A|= _/var/opt/snapcenter/SCC/custom_plugin_checksum_list.txt_Oi|

A LT

° Windows SAEQ| A SHA512 siAl= _C:\Program Files\NetApp\SnapCenter Plug-in
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Creator\etc\custom_plugin_checksum_list.txt_Ofl A&L|Ct

AHEXE X[ H AK| B2 B SHA512 8{A|= _<AEXt X|™H HZ>\NetApp\SnapCenter\Snapcenter
E2{19l MMXhetc\custom_plugin_checksum_list.txt 0l U&LICH

custom_plugin_checksum_list = SnapCenterOf| A SAE0]| AX[St= AFEXL XM E2{0Q1 X9 YL ULICE,

8 Z230f| cH3l MY ArEX XIE 221219 R Lhs THAIE s ok gLCt.

oo

a. Z2{19l zip It 2| SHA512 si{A|S AMMFHELICE
22 2212 ERE AFBY £ "SHAS12 SHA|"UELICE.

b. MMZl SHA512 SHA|E M 0| CUSTOM_PLUGIN_CHECKAH|ZAM LIST Itoj| 71 &L|Ct.
FM2# 7|22 MESHY SiA|7F £ {001 AlEEL|Ct
CH22 M3 M ool SHA512 SHA| EH=29] ofILCt,

#ORASCPM
03721f567aled4alcb5569066b9%9a58af619eel2bl£8713108f81b696cfbdb81c25232fa63

dee6777a2b2alec068bb0a93a59%9a8ade71587182f8bccbe8lf7e0bat

Windows SAE
c Y SAE0 Cigt 22 2301 HoH0| = 2 2|t HBHo| U= =M@ AFEXEIE QIO{0F BhL|C.

A
* SnapCenterOf| A 22{AE LEE 22[5t= 32 S2{AHS| 2= LE0f Cheh 22| #oto] A= ArEXIE A0{0F
StL|C}
= .
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Linux @2
* RE L= FE 0]Q 9| AF2X}0] Cisl & 7|8t SSH HZAS A Stalof |t
* Linux A EO0| Java 1.8 EE= Java 11(64H|E)S MX|s{jof EhL|Ct.

| —

SnapCenter At S A E0| Windows Server 2019 EE= Windows Server 20162 AtE%t= 2 Java 1.8 EE=
Java 11(64H|E)= ZAX[5ljof SfL|Ct 4= & IHERA S(IMT): A0l Chet 2[4 M2 S KISt

"DE 29 Aol cHet Java CHREE"
"NetApp &= 28d IlEEA E"

* o] F=0f Cher HHAE HSSH2H H|RE ALEXH0] thol sudo ZeHS FL48HiofF &fLITY. visudo Linux
FE2[EIE AH8SHY /etc/sudoers THAO)| CHS HES F=IHefLICE

(D sudotiz 187 0142 ALZ T YLK HeIBLIL,
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,

/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc netapp/Linux_ Prechecks.sh
Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==

/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config

_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

_linux_user_= ArEXI7L H-det £ETt Ot AL XS] O|FILICY.

_C:\ProgramData\NetApp\SnapCenter\Package Repository 0l /= * Oracle_checksum.txt * I} 0f| A{
_checksum_value_E 7tH& £ JSLICE

(D) olcixi= DR loIE(S BHEY| 9IBH AEZTH AFSOF BLIC

Windows & SnapCenter E2{ 12! Ij7|X|E AX|5}7] ot SAE QF AtYY

Wmdows‘1 SnapCenter 22{ 101 |7 |X[E EX[S7| Ho| R 7IX]| 7| 2XQ T AE A[AH

S 27 A 3 AO|E 27 AteS X[l of gLt

I.

0ot

T A

==}
A M| Microsoft Windows

Ho

XA E|= HHOf| theh 2[4 HE= S "NetApp &=

284 fE2A S TGN,

S AEQ| SnapCenter 2213210 CHst XA RAMLICH 1GB
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Credential

Provide information for the Credential you want to add

Credential Mame

Lzernams

FPassword

Authentication

Use sudo privileges
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o5 mE A8 Ol mES MegLIrt
sudo et ALRELICH 2 E7}OpLl ALRXfO] CH3H RH2H EHS Mt A2 -
sudo et AL * lolztg MegtL|ct

@ Linux At2Xfof| 72t MEElL|ct

A Y 2YS 01 = AKX} 5! HAHA HO[X|2] ALEXL o= AFEAF OE0 X1 B |X| 22| E LY +
Ol A
M-

Windows Server 2012 O| A0l Al GMSAE A gfL|C}

Windows Server 2012 O| A2 AF2SIH 22| 2| = SH|Q AH™O|A XHSSHE AH|A AN s
2|2 M&st= 15 GMSA(Managed Service Account)E THe 4= JUSLILCE.
AIZESE2| Fof|
* Windows Server 2012 O| 49| =0|Ql ZAEZ2{7} QL0{0F BfL|CE.
* ZH|Qlo] A2l Windows Server 2012 0|A SAE 7} Qlojof $hL|C},
CHA|
1. KDS RE 7|2 MM5l0{ GMSAQ| Zt 7HA|0f| CHo Dot A E MAMBHL|CE.
2. 2} =i|2loj| cHsl Windows =021 AE Z2{0f| | Add-KDSRootKey-Effectivelmmediately HE S AdlstL|Ct
3. GMSA A gl 1M

a. Otg gMo= AMEA OF A S ThEU L

domainName\accountName$
JE0| HREH JHME F=ItetLct.
g2 MMot AKX OFE2 ME910 cusaE HAglLICt.

=2
il
uin
2

Ctsat Z2&LICh

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1,SPNZ2,

‘Get-ADServiceAccount  HHE *'°H'5|'0:| MH|A AH™E =elgtL|ct,
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4. SAE|A GMSAE FAELICEL
a. GMSA AHE AME2E SAEN M Windows PowerShell Active Directory 2 &S A stetL|Ct.

O|EA| st2{™ PowerShell|A CHS HHS AldigiL|C.

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. SAEE ChA| AEFEILICH

b. PowerShell 38 ZEIZE0|M CtZ HHS HAHSI0 TAEN GMSAS AX|&LICH Install-
AdServiceAccount <gMSA>

c. L2 B3PS A GMSA AHE
5. SAENAM FME GMSAO| #2| Hots eeiL|Ct,

6. SnapCenter A{HO|A 2HEl GMSA AEE X[™8t] Windows SAEE FItetL|Ct,

o

2POIStL|Ct. Test-AdServiceAccount <gMSA>

SnapCenter A= MEfot E2{1018 s AE0| AX[ot1 X|HE GMSAE E8{1¢2l AX| Fof| MH|A 202
HAEOZ AMEELICH

SAEES FII5HL ¥F A E0 E2{1¢ W7 |X|E EX|LCt
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* HAIX] 7 MH|ATF A SAX| 2els{of ghL|Ct.

0
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C. U EEZ AIESIH * Thumbprint* & 2

d. AXto|M 16ZI3 2XHE ZAFSHLICE

OlE S0, MTZIEJ} "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b"2l 22 3
ATt = "a909502dd82ae41433e6f83886b00d4277a32a7b"7t & L|LC.

2. PowerShell0f|A| CtSS £ SHL|CH
a. Cts HHZS Aaist] HX|E QBN Q AX|&7tet X|E2 Ligstn 22 HX|El IS ME FH 0|EC=E

AjgLCY,

Get-Childltem-Path 215 :\LocalMachine\My
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AX|E CIX[E QIBME Ede5t2{H Windows 2AE E2{1¢21 MH|AE A3 CA
ASME F8HOoF LICE.

SnapCenter A{H 3! CA Q15 A7} o[0| BHZEE 2= 22|32 SAEM|M LhS HAIE +ARILIC.

1. Che BAUS M5t SMCore 7|2 LE 81455 ALR30] 7|Z Q1A HIRIZIS RIABLICH
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>
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> netsh http delete sslcert ipport=0.0.0.0:8145
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> $cert = “ <certificate thumbprint> ”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

oE SH Ct21t 2&LICk
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> S$guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="S$guid"
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2. 7| MEA L= E HEHLICE

keytool -storepasswd -keystore keystore.jks

7] MEL0 A= i 7| 259 ZE B0 oiet 22E 7| MEL0 AHEE= YL
Az= HHPLICE.
keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
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2. 'keystore.jks' I+
3

=
I a0l =7HE ABSME LIERLICH

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

RE Es= F7t ABSME AR XF E20Q EYAE MEAO FMTt T MHAS CHA|
A ZFELICE
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() =EcAQZMe 57 CAASME H7fefof BhLC
MEX X|E E2{02 EBAE M40 CAMY 7| 42 FHELICH
CA M 7| W2 ALBRE XIE S2i70l E2{AE KA TAsH0F SLiCk

cHA|
1. AF X X|1™ E2{139 7| XE A/opt/NetApp/snapcenter/SCC S0| X &tel ZHZ O|SEHLICt
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7| MELA0| FIHE ABME LigRiL
keytool -list -v -keystore keystore.jks
4. 701 7|9F 371 7|E 25 A8%t= CAQJIBME FIHLICL

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

S. 7| ME A0 FIHE AIBSME LIEELIC
keytool -list -v -keystore keystore.jks

6. keystoreOi| keystoreOl =71l Al CA Q1ZMoi| sidt= HE 0| LBHE|0] U=K| QIS L

7. CARUBMOI F=7HEl 71l 7] 2= 5 7| MEA A2 HERLICH

7|2 AHEXFXE E2{391 7| MZEA S = agent.properties IHY Q| keystore _pass 7| 2fILILCE.
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keytool -keypasswd -alias "alias name in CA cert" -keystore

keystore.jks

ca 9IZAQl #H 0|F0| D Y EE S4 B (nev, v, )7t EYE FL ¥Y 0|28
the 0|EQZ WHATLICE.
keytool -changealias -alias "long alias name" -destalias "simple alias"

-keystore keystore.jks
agent .properties ISl ca QASMOUA HA 0|E2 FHLLICE.

0| Z+2 SCC_CERTIFICATE_ALIAS 7|0f| CHal ci|o| EgtLct,

8. CA M 7| WS ALK} XM Z2{19l ER{AE KHEA TLAISH S AJH|AZ ChA| A|RHEHL|C},
o

SnapCenter ALEXt X|H E2{7010f| CiEt CRL(QIZ A siX| S8)S MLICH
o| kol chaH
* SnapCenter AtEX} X| ™ E2{0Q12 AP L&l C|ME2[0|M CRL IHY S AMBHL|CE
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'opt/netapp/snapcenter/SCC/etc/CRL & L|LC}.

CHA|
1. agent.properties It Q| 7|2 C|HE{2|E £H35I0] CRL_path 7|0 %A EHIO|EE 4 Q&LICE.

O| C[2E{2|0fl = 0|42 CRL IS HHX|E =+ ASLICL SHRE AS M= 2 CRLO| CH3f 2RI E LIt

Windows SAE0|A| SnapCenter ALEXt X|H S2{121 MH|A0| Ciet CA QISME M BtLICH

AFBTHRIE B9l 7] MEA Ul AE M| 2SS Halstn, CAASME FASt, ALRKE
xF 209l ERAE XEA fgt 2E Ei
X% 200l MBIAS AFSEH0] ALSAF KT Z2{191 EBjAE HEA0 CAMTY 7| ¥E

Tdote] Ex[E CX|E ASME S-dstotiof ghLrt.
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Ar2XE X[ £213912  C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_0fl =
file_keystore.jks_E 2| K& 9 7| HEAZ ALSSLICE

AMEX XE E2102 7| ME4 5L AL B2l CA MY 7| 4o EFo|| tist A= S 22[edLIct

T
1. AFEXE X 2232 Of0|HE £ THUM AFZAL X1 Z21101 7| MEA 7|2 225 MY & ASLICH

=
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@ Windows BH TEIEO0f|A "keytool" BHE QA £ gli= B2 keytool BHE TH| ZEE
HHELICE

_C:\Program Files\Java\<JDK_VERSION>\bin\keytool.exe" - storepasswd -keystore keystore .jks _
3. 7| MEA0 A 7ol 7| gEo| RE HAO| ot AT E 7| YA ALBE = SYe YT E HAL|CL

_keytool -keypasswd -alias "alias_name_in_cert" -keystore keystore.jks _
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1. Ar2 Xt X1 E2]32l keystore_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}

ToteEl Z0Z 0|SEhLCt
2. 'keystore jks' ItY 2 A&LICH
3. I| MEA| £IHE QS ME LiESLIC}

keytool -list -v -keystore keystore.jks

_keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

5. ZE L= 7t QISME A8 XM Z2{10 EFAE MEAN LASH S AH|AZS CEA| A|RFSHLICE,
(D) ==caeizse 7t CAASMHE Hoksor Bt

AHEX XY E2{000 ER{AE MEA00 CA MY 7| ¥E FHLICH
CAME 7| &2 ALEXL A[F E3122 EHAE MFA0 F4stjof Lict.

|

1. AL Xt X|1H £2{3¢2l keystore_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}
ZotEl EM 2 o|sgLct

2. keystore.jks Tt S AELICEH

3. 7| MEAO FIHE ABME LIFRLICE
keytool -list -v -keystore keystore.jks

4. J4el 7|2 371 71§ BF AH83H= CA IS ME FItetLLt.

50



_keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype jks _

S. 7| MEA0| F7HEl QIBME LiFRL|CH
keytool -list -v -keystore keystore.jks

6. keystoreOf| keystoreOfl =7HEl A CA Q1B AM0]| s st= HAO| ZEE|0] UY=X] SQlgiL|Ct.

7. CARIB MOl =71l JHel 7| = E 7| MEAx Az =2 HAHLICH
712 AFEXL K™ 2213921 7| HE A 4S5 = agent.properties IHY Q| keystore _pass 7| ZE&ILILCE.
_keytool -keykeyasswd -alias "alias_name_in_CA_cert" -keystore keystore.jks _

8. agent.properties TtU2| CA QIS MO HX 0|2 FLAELICE.
0| 2t2 SCC_CERTIFICATE_ALIAS 7|0i| CHsH ¥o[o|EgLILCE.

9. CAMY 7| W2 AtEX} XM £330 EMAE NEA0 745 = MH|AE CRA| AZFEILICE

SnapCenter AF2X} X[™ E2{2210f Cist CRL(QIS M X S8)S FLABLICt

-

Of ZfHofl 3

* 2 CARAS MOl 2|4 CRL IIY S LI22E51H & FXRSHAIL "SnapCenter CA QIS M0[A 21E M X
=5 IS YO0 Edt= ¢

* SnapCenter AFEXF K| S22 AFM &l CIZE2[0fA CRL It S AMELICY.

* SnapCenter AL2X} X|™ E2{3¢l0f| chet CRL IHQ| 7|2 C|HE2|= _'C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc\CRL'_QIL|LC}.

cHA|
1. agent.properties Tt 2| 7|2 C|AE{Z|E ™3I0 CRL _path 7|0 LA ICHO|EE 4 UELICE.

2. 0| C|aE2|of| & 0|49 CRL IS HYX|E 4 AELICH

S0{2= 25 XM= 2t CRLOI| Chal =kl ElL|Ct.

CAQIZME 745t SnapCenter AH| 3 ST E2{02 T AEN| CA /B E HIZESHOF
SrL|C S2{ 3210l CHol CA QIS fad HAIE 2 ets{of ghL|Ct.

A|=tstz| o
* run_Set-SmCertificateSettings_cmdlet2 AFE5I0{ CA IS ME 2ol LL Hlghdeteh 4~ USLICE

* _get-SmCertificateSettings_ S AF25t0] 22119219| 2IZ M AEIE HAIE & UYESLICL

cmdletzt E7H AL 4 Q= OH7H =2 0[0f| CHEH A HE running_get-Help command_name_Of|A &tQlgt &
UELICt EE= 2 £ X8 £ "SnapCenter 2AZE 2|0 cmdlet X 710| E"Ql&L|C.

EHA|

51


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895

rto
1K
om
1=

HoM * =2 AE * 5 SEELICL

=]

2. SAE HO|X|0f|M * 2E|E|= SAE * £ 228t C}

3. Chl = o] 22|00 SAEE MEHSLICE

4. X7t g4+ g 22/ghLCt

5. QB M REM HAL AR * & MEHBHL|Ct
e ot =
#He2| SAE B SAENE AS27F BAE| D XS4 MA2 SnapCenter M2t 22|00 SAE 7to| HZ ME{E
LIEFHL|CH

2100l SAE0| HYE[X] UASS LIEHRLICE
2 t

HIO|E E= S FH[RILICE

SnapCenter ArEXt X|F S22 ArES ?ISh AP 27 Al

SnapCenter AFEX} X[H E2{121E2 ALE5I{™H HX SnapCenter #2[Xt7} SnapCenter
MHE A% ol AMStD Tl XA S ABHslofF SHL|C},

52

SnapCenter A{H{E M X|st HBILICE
SnapCenter A{HH0|| £ 2218t |C},

AER|X] AA” HES 151 S5t R AHH 5B S YH5H0 SnapCenter 28 S FARLICEH
SAEE FIpotn 220018 84X W Y=L )

gote 22 22|09 SAE Java 1.7 EEE Java 1.82 MX[EHLILCE,

2| O|0|Ef ZZ(LIF) EE= dNFS #A0| = AL H|0|E{H|0| A SAEN|M SnapCenter CLIE AFE3I0] CH2S
sHst )

2MOZ H|O|EH[0|A SAEQS BE P FAT 22 SH[E &0 gt SVM(Storage Virtual
Machine)2| NFS AEZ|X| HAZE HMof| FIEL|CH EF IP FAE AFESHLEIP FA2| 59| HEgC=
X|gtst2{™ Set-PreferredHostlPsInStorageExportPolicy CLIE AT}

° SVMO|| 2] H|O|Ef HZ(LIF)7t A2 FL SnapCenter2 NFS 22 2X|& 252 OIRESHY| 2ls HEst
Cilo|El ZZ(LIF)E MEfELICE J2{Lt EH H|0|E ZE(LIF)E XIH5HH Set-SvmPreferredDataPath
CLIE H&sHiof °“—|Ef HF0| AHBE 5?;1L Of7H tH=~2t st dHol| CHet HE = _get-Help
command_name_g2 &SI S 5= JUSLICL = S HEEY =& "SnapCenter ALESR0f HH &HE
to| ="QlELct,

Bl 2X|E dt= AL SnapMirror X SnapVaultE A& gtL|CH.
A

EQo| CtE OHEZ|AH0| 0|l ZE 90902 AHESHX| §i=X| hQletL|Ct.


https://library.netapp.com/ecm/ecm_download_file/ECMLP2886896
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886896
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886896
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886896
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886896
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886896
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886896
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886896
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886896

ILE 90902 SnapCenter0| 2R3t CHE X E 2|0 SnapCenter AFEXF X[ E2{210]| M AIESHEE
Of| 2k O OF BL|Ct.

2l A4, 2lAA OF U WS ALSOI0] HEE B2{101 2|AAES BB WY

SnapCenterE AHE5t7| o

Soistuiel 22 91 =l Xoln BAE 7|2 HHES ofsHsts
0| ZALICH M2 CF2 Zrel2 glef 2|4 M &

St

* 2laA = UUPHOZ SnapCenterS AFESH0 MY tE= 22 SH|Sh= ClIO|E{H|0] 2, Windows ThY A[AR L=
VMEIL|CH

* SnapCenter 2|[2A IE2 SAE = A9 2[AA BSQIL|CH

Kb DF0f CHsl] 2l S e o XA 2 F0l| X|Fe 2ol wat X 250l Y2l XHof ol s &S

ZRof mf2t B B|laA = BaA OFS MHY + AFLICH T 2|24 8l 2|aA OF0f ol ojfE MeS
ASHSE A OIAL||:|.
To=2 T Mg

c M2 UMA HIT, SX EE, SH, 238 E Y J[EHO|0|H B Aol EYS X[FELC]

Aol 122 95 of o IE0l Chol StLE 0JAfe] RS MEfBILICE Bl 2lA 0] Csh BR Al HYS Sy
o) S M A& YL

Host= et 0t 0|2 Eog AJ|E Q¥ut A2tz Holst= Xt OES MZs EMAL. HMS Holdh=

—He= ol 1= o—
sl 2(S) HSols 202 WA HHAQ. oS S0 ZE HIO|E{HI0|AS MLt SAES| IE T
AAEIS eiots 22 DE HlO[E{HIO|ALL SAES D I AIAHS Teots 2AA I8S MY
QLIC J21 T 245 J80| U AT} Al7H FHolts £ JbK| FMS A1FS 4 ASLICE 24X 18S
MAOLT MG IS Of 0h TH J|ur WIS SHSET AIZHEFY|E A |5t il

THSIEE 2L TFES FHY &= ASFLICH

ot T2 L0I AL, WG B|AA A, WOl M 2|, 244 IF M U TH A1,
0! M 8 Zf9f BLIE{RI0| TerElLIct

53



Define a backup strategy.

v

Add resources,

.

Create a backup policy.

!

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule.

v

Back up the resource or resource group.

.

Maonitor the backup operation.

|

View related backups and clones in
Topology page.
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USLICH £= S #XE £ "SnapCenter AZER|0 cmdlet &= 710| E"UELCE.

PowerShell cmdlet2 A2t 2| AA S WHABIL|CE
2l4 A SO SnapCenter AB{ole] ©Z M, BlAA X7}, HH 27}, el 244 18
M ol eido| otEIL|C
Al Ztst7| FHof|
* PowerShell cmdlet2 2&i5t2{™ PowerShell 242 Z=H|l{0F BL|C}.
o AER|X| A|AHRI ME&S FTSt0 XtH SHS MAMsHof gfLCt.
o| ZrAHof| cHaH

cmdletd} S7H AHEE 4= U= 0471 H24 00| Chet AH2 running_get-Help command_name_0f| A 2tolgt
UELICH = 2 HEE £ "SnapCenter 2ZE |0 cmdlet &= 7}0| ="QU&LICE.

N

A

1. Open-SmConnection cmdlet2 AL 50| X|HEl AL Xt0f| CHS SnapCenter Server 3 MM S AIZFELICE
Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

AFEX} O 8 &2 TEIZETL HAIELIC
2. Add-SmResources cmdletE A5t 2| AAE FItEHLICE,
Of H|oIM = 2| AAE F=THeHLCE
Add-SmResource -HostName '10.232.206.248' -PluginCode 'DB2'
-ResourceName NONREC1 -ResourceType Database -StorageFootPrint ( @

{"VolumeName"="DB2 NONREC1DB";"LunName"="DB2 NONRECIDB";"Vserver"="vserv
er scauto secondary"}) -Instance dbZinstl
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Add-SMPolicy -PolicyName 'db2VolumePolicy' -PolicyType 'Backup'
-PluginPolicyType DB2 -description 'VolumePolicy'
4. 37} SmResourceGroup cmdlet2 AH2510] SnapCenter0il Af 2|24 I&2 FIFELICE.
Of oiiMlofl M= XIEEl HM 8l 2|2AE AFESHH M 2|24 OFS 2HSLICE
Add-SmResourceGroup -ResourceGroupName
'Verify ManualBackup DatabaseLevel MultipleVolume unix' -Resources @ (@

{"Host"="10.232.206.248";"Uid"="db2inst2\NONREC"}, @{"Host"="10.232.206.2
48";"U1d"="db2inst1\NONREC"}) -Policies db2ManualPolicy

5. New-SmBackup cmdletS AHESI0] Al B4R Rt S A|ZFRILICE

New-SMBackup -DatasetName

Verify ManualBackup DatabaseLevel MultipleVolume unix -Policy
db2ManualPolicy

6. Get-SmBackupReport cmdlet2 AtE3t0] BiQ] 2t o] MEHE FL|CE.

Ol ofl= RIFE Mmool e 2= Zfol 2t Qof HIME HAIRLIC
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PS C:\> Get-SmBackupReport -JobId 351

Output:

BackedUpObjects : {DB1}

FailedObjects : {1}

IsScheduled : False

HasMetadata : False

SmBackupId : 269

SmJobId : 230601

StartDateTime : 10/4/2016 11:20:45 PM
EndDateTime : 10/4/2016 11:21:32 PM
Duration : 00:00:46.2536470
CreatedDateTime : 10/4/2016 11:21:09 PM
Status : Completed
ProtectionGroupName : Verify ASUP Message windows
SmProtectionGroupId : 211

PolicyName : test2

SmPolicyId : 20

BackupName : Verify ASUP Message windows scc54 10-04-
2016 23.20.46.2758

VerificationStatus : NotVerified

VerificationStatuses

SmJobError g

BackupType : SCC_BACKUP
CatalogingStatus : NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime
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Define a restore strategy.

l l

Restore and recover the auto discovered
Restore the manually added resource.

database.
v v

Monitor the restore operation,

PowerShell cmdletE £52 2 ALESIHLE ATZEN A ALESIH B, S 3 22 MUS oY = JUSLICH
PowerShell cmdletd]| CHet XbA|SH LIE 2 SnapCenter cmdlet =SS AF25H7LE 2 TSI AL "SnapCenter
AT EQ0] cmdlet =X 70| E",
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2[4 S SRITLCE
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PowerShell cmdletS AI26}0 2|AA 22

2|4 ot 220 SnapCenter MHI2HS] 12 MM AIR, H 22 FA| U 8 BB 24,
ot =77} HEHELICH

PowerShell cmdletS A$tist2{™ PowerShell 23S ZH|8l{0F SHL|C}.
CHA|

1. Open-SmConnection cmdletS AHE3t0{ X|HEl ALEXtof| CHSt SnapCenter Server A2 MMHE A|ZgtL|CE

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup % Get-SmBackupReport cmdletS ALESH0 S st = StLt 0| AFQ] HiQfof| CHet MEE
gLt
O ol M= AL 7tset 2= R0l CHet HE S HA|ISLICH
C:\PS>PS C:\> Get-SmBackup
BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

{0

Of ofl= 2015 13 292 K E{ 20153 2 3UTX| MHof| Chet XpM|et HEE FA|HL|CE

Ml
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. Restore-SmBackup cmdletS AF23H0] B0l A H|O|E & S BfL|Ct.



Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey

ObjectId : 0
PluginCode : NONE
PluginName

cmdletzt BH AFEE = U= 047K H=2F 00f| CHE BHE2 runnlng get-Help command_name_0i| A &tolgt 4

UELICH = 2 HEE 4T "SnapCenter 2T E |0 cmdlet & =X 7}0| =" &LICE.

HEd 20 2[aA =7 FHUS ELEEELICH

&) H|O|X|E AE3I0{ 02| SnapCenter =& &fQ| HES DLIHEY = JSLICH 2
ANHES =elsto] 20| AN ==X = EH7t [=X| 2eld = JAELICH

SH = s S8 &Y = 2220 JEiot el 4 U FIH S Fof Cha L

£t H[O|X[of| CFZ OFO| 20| LIEfLE D Xt AHO| EHE LIEFALICE,
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Clone backup.

:

Monitor clone operation,

|

If required, split the clone.

PowerShell cmdletS #5292 Arﬂom Lt AT EOM ALESH] MY, S 3 22 ZYS 8 == ASLICH
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A
rot

HE A 3 2hs ARE EAF O Faok TR O] M= X oF LT,

10. @

10

FS ZESID * Finish * £ Z2I8tL|CT.
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N ELE * > > 2+ & 2215t0] 2] T &S ZL B> L

PowerShell cmdletS A5 Y 22 MM
EEQIAEZ0 = A2, 22 &Y £ 5 2 PLIE{ZI0| TEHEIL|C

A|Zfot7] FEof

e

PowerShell cmdletS A$tist2{™ PowerShell 24 E ZH|a8l{0F SHL|C}.

PowerShell cmdletOf| CH3t XtA|$E LI 2 SnapCenter cmdlet =2 E2 AFE5ILE 2 HZESHUA|L "SnapCenter
AT EQ0f cmdlet &= Jt0| =",

EHA|

1. Open-SmConnection cmdlet2 AL I X|HEl AL X0l CHS SnapCenter Server 3 MM S AIZFELICE
Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup Ei= Get-SmResourceGroup cmdlet2 AtEst0 222 MAE £ U= WHAS LIFTL|CL,

Of ol M= A 7t 2= ol et HEE EAIRLIC

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

CHS GlAdM = XIFE 2|2 aF0 o

rot
0

HE FAIRLIC

PS C:\> Get-SmResourceGroup

Description

CreationTime : 10/10/2016 4:45:53 PM
ModificationTime : 10/10/2016 4:45:53 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

FEmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
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EnableAsupOnFailure
Policies
HostResourceMaping
Configuration
LastBackupStatus
VerificationServer
EmailBody
FEmailNotificationPreference
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassCredential
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames

PolicyNames

Description
CreationTime
ModificationTime
EnableEmail
EmailSMTPServer
EmailFrom

FEmailTo
EmailSubject
EnableSysLog
ProtectionGroupType

False

{}

{}
SMCoreContracts.SmCloneConfiguration
Completed

Never

False
False

Production
{SMSQL}

False
False
{}
NES DB
Group
2

False
SMCoreContracts.SmAuth
False

0

10/10/2016 4:51:36 PM
10/10/2016 5:27:57 PM
False

False
Backup
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EnableAsupOnFailure
Policies
HostResourceMaping
Configuration
LastBackupStatus
VerificationServer
EmailBody
FEmailNotificationPreference
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassRunAs
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames

PolicyNames

False

{}

{}
SMCoreContracts.SmCloneConfiguration
Failed

Never

False
False

Production
{SMSQL}

False
False
{}
Test
Group
3

False
SMCoreContracts.SmAuth
False

0



New-SmClone -BackupName Verify delete clone on gtree windows scc54 10-
04-2016_19.05.48.0886 -Resources
@{"Host"="sccb4.sccore.test.com";"Uid"="QTREE1"} -

CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'
-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-

05.com.microsoft:sccb4.sccore.test.com' -igroupprotocol 'mixed'

4. Get-SmCloneReport cmdletE AtE5t0{ 22 Aol AEfE FLICH

ol oflofl M= XIEE 2 IDOf| Ciet 22 2 0ME EAIRLICE

PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1
SmJobId 186
StartDateTime 8/3/2015 2:43:02 PM
EndDateTime 8/3/2015 2:44:08 PM
Duration 00:01:06.6760000
Status Completed
ProtectionGroupName Draper
SmProtectionGroupId 4
PolicyName OnDemand Clone
SmPolicyId 4
BackupPolicyName OnDemand Full Log
SmBackupPolicyId 1
CloneHostName SCSPR0054212005.mycompany .com
CloneHostId 4
CloneName Draper clone 08-03-2015 14.43.53
SourceResources {Don, Betty, Bobby, Sally}
ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}
SmJobError
AEXXE S|l 2|44 22 2HYUS ZLIEHZELIC
& I|O|X|E A5t SnapCenter 22 =2 TAHES ZLIHAY & USLICH EHY
LHES 2fQI5I0] 20| AN AZE[=X] = X7 J=X| 2elE = AGL[C

O =te1oi| CHaH
Z H|O[X[of| C}Z OtO|ZO| LIEIL 2 X O] HENS LIEFHL|CE.
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C. Type * EELH2 ZE0|M * Clone * & MEEILICE.
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