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a. CHZ PowerShell HE S AtE5}0] 7|= SnapCenter AHH| MfHE QIS A ZE HIQIE S M| HEL|CE
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
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> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146

b. {2 =%t CA QIZME SnapCenter A %! SMCore EEQ} HQIEISHL|C},

> Scert = “<CA certificate thumbprint>"

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="Sguid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>
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> Scert “abcl23abcl23abecl23abecl23”
> $guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146

> netsh http show sslcert ipport=0.0.0.0:8145
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3. CAQISAM IIS Hsto| AL CtS AZ0|M SnapCenter MHH2| A DWORD HX|AEZ| 7| &=2S
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Windows Z|X|AEZ| HE 7|0l otz 222 0| SEtL|LCt,

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. SChannel Z|X|AE2| 742| Z{EIAEO|A A DWORD ZX|AEZ| 7| §=52 THELICE

SendTrustedIssuerlList = 0

ClientAuthTrustMode = 2
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> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
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> netsh http delete sslcert ipport=0.0.0.0:8145

b. M2 X%t CA QIEME SMCore ZEC} HiQIZ/RIL|C
> Scert = “<CA certificate thumbprint>”
> Sguid = [guid]::NewGuid() .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=$cert
appid="$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>
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> Scert = “abcl23abcl23abcl23abcl23”
> $guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. C}2 HHS AFRS}0] IS SnapCenter 28 T2 12 E xi& XS $WMSHL|C} > Restart-
WebAppPool -Name "SnapCenter"

2. Windows Z2{1219| A2 C}2 PowerShell HH S M50 SMCore A{H|AS CA| A|ZFSELICE

> Restart-Service -Name SnapManagerCoreService
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

1. Ct2 HHS AFRS}0] IIS SnapCenter 28 T2 12 E xH& 8 XS $WMSHL|C} > Restart-
WebAppPool -Name "SnapCenter"

2. Windows Z2{191°| A2 LIS PowerShell 3 & M35t SMCore MH|AE CHA| A|ZFgtL|CY,

> Restart-Service -Name SnapManagerCoreService
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