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* /etc/ssh/sshd_config TtL S HESIH H|A[X| @IF ZE 2 12|F(MAC hmac-sha2-256 % MAC hmac-sha2-
512)2 FABLICH

74 Y S UGO|ETt = sshd MH|AES CHA| A|ZFetL|CE

oll:

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

Of ZfHofl 25t
FEJt Ofl ALE Xl A| L2 Z20] thiet M A S HMSote™ sudo HetS Fd3Hof &LIC.

—_

» /home/LINUX_USERI.sc_netapp/snapcenter_linux_host_plugin.bin
* /custom_location/ NetApp/snapcenter/spl/AX|/Z2{ 121/H|AH

* /custom_location/ NetApp/snapcenter/spl/bin/spl
CHA|

1. Linux& SnapCenter 221391 {7 |X|E X5l = Linux SAE0| 23QIgfL|Ct.

2. visudo Linux SE2|E|E A28t /etc/sudoers THYUOf| Ct2 & F7t8fLICt.
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Cmnd Alias HPPLCMD =

sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,

/opt/NetApp/snapcenter/spl/bin/spl,

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config

_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor
Cmnd Alias SCCCMDEXECUTOR =checksum value==

/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL)

NOPASSWD: SETENV: HPPLCMD, PRECHECKCMD,

CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER
Defaults: LINUX USER
Defaults: LINUX USER
Defaults: LINUX USER

env_keep += "IATEMPDIR"
env_keep += "JAVA HOME"
!visiblepw

!requiretty

(D RAC XN E ME0t= 82 518E = O BE 1} 27 CH32 Jetc/sudoers IHA0]| 3=76H0F
gtLICt. '/<crs_home>/bin/olsnodes'

crs_home 9| 2t2 /etc/oracle/olr.loc TFHANN HS 4 AUELICH

_LINUX_USER_& AFEXt7t Mot RE

7t OF:l ALE RS O| S ILILY.

_checksum_value_+ sc_unix_plugins_checksum.txt T2 0| A 22 4 Q&LICH O] MU Q| |X|= CtS ot

7I-A |__| |:|-.

* SnapCenter Server?} Windows @ AE0| HX|El B C:\ProgramData\ NetApp\ SnapCenter \Package
Repository\sc_unix_plugins_checksum.txt.

* SnapCenter M7} Linux SAEO| MX|Z|0] Y= AL /opt/ NetApp
/snapcenter/SnapManagerWeb/Repository/sc_unix_plugins _checksum.txt.

(D ol cizi= Hstere HlolEIS st7| 2Bt ARt 20t ALGSHOF BILICY,

AIX SAEO0| CHgt R ET} Ol AEX}0f| CHEt sudo #oh 714

SnapCenter 4.4 O| 0| M= FET Ot AF2XHE AIXE SnapCenter Z22{ 101 If7|X|E MX|5tn E2{19!
TZNAE AZE 4= QELICH E2{00 TZMAE FETL Ot AFEXIE AMMEIL|ICH RETLOH AR XH|A| o2
Z20f| CHSE HMA HEHS KBSt sudo HeHS A6 OF LICt.

2ot A

* Sudo HH™ 1.8.7 O| 4},

=2o-d

_e=

/opt/NetApp/snapcenter/scc/bin/scc
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* Jetc/ssh/sshd_config THY S A5 HA|X| 915 = 2 12|F(MAC hmac-sha2-256 3 MAC hmac-sha2-
512)2 T4 ELICH

-4 MUS AH0|ES = sshd MH|AE CEA| AJZFRILICE,

ol

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

Of 2fofl 25to]
FEJ} Ot AL X0l A| T2 Z20] gt UM A S HMSstEA™ sudo HeHS FsHiof LT

* /home/AIX_USERI.sc_netapp/snapcenter_aix_host_plugin.bsx
* /custom_location/ NetApp/snapcenter/spl/AX|/Z2{ 121/HAH

* /custom_location/ NetApp/snapcenter/spl/bin/spl
EHA|

1. AIXE SnapCenter 22112 I{7|X|E X5l = AIX SAEN 2QIBLICH

2. visudo Linux SEZ|E|Z A2 /etc/sudoers IHYO| CI2 &8 Z=7)gtL|Ct
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Cmnd Alias HPPACMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc _netapp/AIX Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==

/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config

_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

AIX USER ALL=(ALL) NOPASSWD:SETENV: HPPACMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty

@ RAC X E ME%t= 82 5{8&|= CHE BE I} &7 CH32 /etc/sudoers THA0]| 375K 0F
2tL|C}. '/<crs_home>/bin/olsnodes'

crs_home 9| 2t2 /etc/oracle/olr.loc TFAM N HS 4 UELIC
_AIX_USER_& AHEX7t ‘Hd%t REJ} Ol AHEXte| O] S /ILICE

checksum _value_£ sc_unix_plugins_checksum.txt IIL0|A P2 5 UYSLICE O] IHAUL| 9 X|= CHSat
SLICH

* SnapCenter ServerZ} Windows SAEO0f| MX|=l AL C:\ProgramData\ NetApp\ SnapCenter \Package
Repository\sc_unix_plugins_checksum.txt.

* SnapCenter M7} Linux SAE0| Mx|=|0| Y= L /opt/ NetApp
/snapcenter/SnapManagerWeb/Repository/sc_unix_plugins_checksum.txt.
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* Windows Server 2016 0|4t =H|Ql ZIEZ2{7} Q0{0} EfL|C}.

* THelo] M 2IQI Windows Server 2016 O| & SAETL Q10{0F BfL|CL,

CHA|
1. gMSA2| 2t FiH|ofl CHo DRt HIUHSE MHst2{H KDS
2. Z} o lofl CHal Windows QI HAEE2{0)|M CHE HE S HATLICE Add-KDSRootKey
-Effectivelmmediately
S0 FESHMIR.
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JE0| HFEH ZHE FItL|CE.
2 OE ALBXI O82 A8%I gmsaE THSLICE.
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o E =0,

i
mujn

New—-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>

-ServicePrincipalNames <SPN1, SPNZ2,..>
E2|Ct “Get-ADServiceAccount® AH|A AHEES =Qlst= HHRILICE,

4. TAE0NM gMSAE 7ESHNIR.

a. gMSA A ™S AtEst2{= T AEN|AM Windows PowerShell2 Active Directory ZE2 ZASHEIL|Ct

O|& | 3t2{™H PowerShell0f| A CtE HH S At L.
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. SAEE ChA AIEILICE

b. PowerShell 33 TEZEO||A CHS HHS AAHStH SAEN gMSAE MXIRLICH Install-
AdServiceAccount <gMSA>
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a. L2 3PS HYote 2X|E AEM X232 LIgst FH 0|22 £(Z0f| X|E ASME AELIC.

Get-Childitem -8 £ 213 M:\LocalMachine\My

Windows @A E S2{7121 MH|AE AE310| CA QIS A 74

MX|=l C|X|E QIS ME &rA515I2{™H Windows SAE Z2{191 MH|AZ CAQISAME
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FH

oIz M HRIElS R BHLICH

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

> netsh http delete sslcert ipport=0.0.0.0:8145
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> $cert = “ <certificate thumbprint> ”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

E =0:
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> S$guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="S$guid"
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keytool -storepasswd -keystore keystore.jks
7] MEA0 A= Y 7| 259 ZE BHO| et HEHSE 7| HEL00 AHEE
HIZHZ oL SUSHAH HFLLICH.

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
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keytool -import -trustcacerts -alias myRootCA -file

/root/USERTrustRSA Root.cer -keystore keystore.jks
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2. 'keystore.jks' o
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keytool -list -v -keystore keystore.jks
4. 74l 7|2t 374 7|1E BF X ESt= CAABME FTHetLC

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

5. F|AEO0{0]| FIHE ABME LIERLICL
keytool -list -v -keystore keystore.jks
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keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

ca EM2l #H 0|20 LD BHo|Lt S4 BXb(nxn, v, m) It BEE ZQ WY 0|2
ZtEkst o|Z02 HFELICE.
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keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

agent.properties IANA ca QAUSBAM EHA 0O|E2 FLMELICE.

0| Z+2 SCC_CERTIFICATE_ALIAS 7|0f| CHa ci|o| EgtLct.
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@ Windows B3 TEIE0|A "keytool" BHS QAKX Rot= E keytool BHE slf= T
222 HHEN K.

C:\Program Files\Java\<jdk 7 >\bin\keytool.exe" -storepasswd -keystore keystore.jks

7|18 7|2 -BH US| BE_0|E"-F|IAE0 F|AE0 jks
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Define a backup strategy. SEDCETEETS ETHE

!

Determine whether the resources
are available for backup.

I

If needed, add resources.

!

Create a backup policy.

I

If you have multiple resources,
create a resource group, attach pollicies,
and create an optional schedule.

I

Back up the resource or resource group.

I

Monitor the backup operation.

!

View related backups and clones
in Topology page.
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SnapCenter N2 CI2 S AE{0] SY% 0|52 717 03] AER|X| A|AHRIS X|ISHX| ZELICE SnapCenter
olM X|st= 2t AER|X| A|ARIS T1R3t 0|51 1IR3 HO|E| LIF IP FAE 7hOF gLt

ChA|
1. *SnapCenterPS*E 22/5t0{ PowerShell CoreE A|ZfEIL|CE.

2. Add-SmStorageConnection cmdletE AtE5t0 AEZ|X| A|AHI0]| CHst Af HEE PHELICE.

PS C:\> Add-SmStorageConnection -StorageType DataOntap -Type DataOntap
-OntapStorage ‘scsnfssvm’ -Protocol Https -Timeout 60

3. Add-SmCredential cmdlet2 AF25I0{ M XtH SHS oHELICL.

0g
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HL
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iEp|
-
o

Ol Of|™|of| A= Windows Xt SHE A2 FinanceAdminO|2t= M X+ &

PS C:\> Add-SmCredential -Name 'FinanceAdmin' -Type Linux
-AuthenticationType PasswordBased -Credential db2hostuser
-EnableSudoPrevileges: $true

4. SnapCenter Server0f| IBM Db2 4 SAEE ZJtgtL|CH

Linux8| &A%

PS C:\> Add-SmHost -HostType Linux —-HostName '10.232.204.61'
-CredentialName 'defaultcreds'

Windows?2| 2%

PS C:\> Add-SmHost -HostType Windows -HostName '10.232.204.61'
-CredentialName 'defaultcreds'

5. TAEO0 If7|X|2} IBM Db22 SnapCenter Z2{ 1012 MX|gtL|Ct,

Linux8| &<

PS C:\> Install-SmHostPackage -HostNames '10.232.204.61' -PluginCodes
DB2

Windows?2| 2%
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PS C:\> Install-SmHostPackage -HostNames '10.232.204.61' -PluginCodes
DB2, SCW

6. sQLLIB2| Z2E HFgLICE

Windows®2| < Db2 £2{1¢/2 SQLLIB ZH2| 7|2 ZZ2! "C:\Program Files\IBM\SQLLIB\BIN"S
AREgfL|Ct.

712 225 MESIHH CHZ S AFE5tM .
PS C:\> Set-SmConfigSettings -Plugin —-HostName '10.232.204.61"

-PluginCode DB2 -configSettings
@{"DB2_ SQLLIB CMD"="<custom path>\IBM\SQLLIB\BIN"}

]

cmdletd} E7H AH2E 4= U= Di7HHS2F s MHO| Chet 2= _Get-Help command_name_g2 A3stH 22 4
UELICH E= LSS &xE 4= QELICE "SnapCenter 2AZEY|0 Cmdlet & =X 7}0|E" |
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CilO|E{H|O| A B4 0l|= SnapCenter AH{2}2| HZE MM, 2|AA FTJt A =7} WA 2|AA
2E A4 9 eio] ZEELICH

AIZFSE2| Hof|

o Q) M S MAMRHo{ofF ErLCt,

* HZX XE AL SnapMirror A7} U= E|AAS BASI™ N E A AL XA 2=l ONTAP SEtof|
“snapmirror all” 0| EHE|0{OF BFL|CH SHX| Tt “vsadmin” S&S ALESt= AL “snapmirror all” Eet2
ZQSIX| ek&LCE.

o AMHAFEAL 7|9 BHQY XkQio| A B E H|HE H|O|EH|0]| ATV RE st HMIE[0] UY=X] SOISHN L.

* ™X[, AHAF HX| oA ZrHoll CHet AFY W AR HHEO| A2, 22|00 SAENN CHS FE2 HE S50 o
HH0| J=X| =helsfof grL|LCt.

° Windows A EQ| 7|2 2|X|: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed_commands.config

° Linux @A EQ| 7|& 2|X|: /opt/ NetApp/snapcenter/scc/etc/allowed _commands.config

() ===l sz yzol glow stelo] Myt
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9. *X|Z S MEHOIHR,
10. 244 To| Kol Ch IS aBiLICt,

a. 2laA0f o] MS HEo F2, M EELIR SEO|A M0l ALY YMS MEHSL|CY.

b. *uiA*S MESIA|R.
2/oto] el % 422 DUESAL.

Hz
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° MetroCluster 7 40f| Al SnapCenter ZH0H Z=X|

Xt LHE 2 CHE 8 & ZESHM|K. "MetroCluster Z0H ZX| £ SnapMirror E£= SnapVault ZtAHE
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PowerShell cmdlet
CHA|

1. Open-SmConnection cmdletS AHE3t0{ X|HEl ALEXtof| CHSt SnapCenter AH{2te] HZA MM S
Al ZFehL|Ct

PS C:\> Open-SmConnection

ALEX} O|E1H HIYHS E U2st2t= HIAIX|[ 7} EAIEILIC
2. Add-SmResources cmdlet2 AF25I0] £5 2|AA S FItetL|Ct

O| Oi|M|ofl A= IBM Db2 AAHAES F7I5H= HHE HOFLICH

PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode DB2
-ResourceType Instance -ResourceName db2instl -StorageFootPrint
(@Q{"VolumeName"="windb201 datalOl";"LUNName"="windb201l datall";"Stora
geSystem"="scsnfssvm"}) -MountPoints "D:\"

Db2 H|O|E{H{|o| A 2| HL:

PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode DB2
-ResourceType Database -ResourceName SALESDB -StorageFootPrint
(@Q{"VolumeName"="windb201 datal0l";"LUNName"="windb201l datalOl";"Stora
geSystem"="scsnfssvm"}) -MountPoints "D:\" -Instance DB2

3. Add-SmPolicy cmdletE AHE3t0] W) M-S ghSL|CH
=1

4. Add-SmResourceGroup cmdlet2 AH&6t0] 2| AAE ES5tHLE SnapCenter Off M| 2[AA IES

It
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5. New-SmBackup cmdlet2 A5 ME2 W] =AS A|ZFEHLICE

Ol MM = BlaA OFS MAHSH= LEHSE EHFLIC

C:\PS> New-SMBackup —-ResourceGroupName
'ResourceGroup with Db2 Resources' -Policy db2 policyl

O| oiiM|ofl A= Db2 QAAHAE BHABIL|CE,

C:\PS> New-SMBackup —-Resources
@{"Host"="10.32.212.13";"Uid"="DB2INST1";"PluginName"="DB2"} -Policy
db2 policy

Of of|&|ofl M= Db2 Ci|O|E{H| O] A & B A tL|Ct.

C:\PS> New-SMBackup —-Resources
@{"Host"="10.32.212.13";"Uid"="DB2INSTI\WINARCDB"; "PluginName"="DB2"
} -Policy db2 policy

6. Get-smJobSummaryReport cmdletS AF23H0] ZHd AFEH (Al

gt
Of¥
i
U
HR
rr

Am)E ZLER>IgL T}

PS C:\> Get-SmJobSummaryReport -JobId 467

SmJobId : 467

JobCreatedDateTime

JobStartDateTime : 27-Jun-24 01:40:09
JobEndDateTime : 27-Jun-24 01:41:15
JobDuration : 00:01:06.7013330

JobName : Backup of Resource Group

"SCDB201WIN RAVIR1 OPENLAB NETAPP LOCAL DB2 DB2 WINCIR' with policy
'snapshot-based-db2'

JobDescription

Status : Completed
IsScheduled : False
JobError

JobType : Backup
PolicyName : db2 policy
JobResultData

7. Get-SmBackupReport cmdlet2 A5 S = SH 2P 2 S| 2
SR R ME HEE HL|EZSLC

rot
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PS C:\> Get-SmBackupReport -JobId 467

BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2024 01.40.09.7397
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime
PluginCode
PluginName
PluginDisplayName
JobTypeld

JobHost

{WINCIR}

{}

False

False

84

467

27-Jun-24 01:40:09
27-Jun-24 01:41:15
00:01:06.7013330
27-Jun-24 18:39:45
Completed
HOSTFQDN DB2 DB2 WINCIR
23

db2 policy

13

HOSTFODN DB2 DB2 WINCIR HOST 06-27-

NotApplicable

SCC_BACKUP
NotApplicable

SCC
DB2
IBM DB2

HOSTFQDN

cmdletzt S7H ALE S &~ Q= Oi7HH 2 s AHO| Lot WE =  Get-Help command_name_2 &&5HH
C QU&LICE "SnapCenter 2ZE9J|0{ Cmdlet

SESM Y=

"
2|AA IES SAEQ| 2|AA BSALICE 2]AA DF0 hEH B A2 2|24 T0|

Al=rst7] o
- HMo| HEE 2laa
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Define a restore strategy.

Restore the manually added resource.

Monitor the restore operation.

PowerShell cmdlet2 £+S9OZ LE= ATZEZ AR50 B 52l 5l X XS e = QELICt
o (o]

HS
SnapCenter cmdlet =221t cmdlet & E HE0{= PowerShell cmdletl| CHSE XhA|et HE b |0 JESLICE.

"SnapCenter 2L E 9|0 Cmdlet &= 710|E" .
2SO0 %718 244 Y =l

—

SnapCenter AE0IH StLI O 2| W0l M T|O|E| & SRSt S7E 5 ASLICE

* AR SH, =, OhE a3 ,CH2 220l E2102 SAENM A8 Jtstt BE
SE0f 3lie 0| A=X| =HelsoF ghict

° Windows SAEQ| 7|2 2|X|: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed commands.config

° Linux A EQ| 7|2 2|X|: /opt/ NetApp/snapcenter/scc/etc/allowed _commands.config

* ONTAP 9.12.1 0|6} HF 9| AL S219| UHZ Snaplock Vault AHAF|AM MM El 2X| 22 SnapLock Vault
OFE A|ZHS AbSEEELICH AE2|X| 2t2|XH= Snaplock 2t= A|ZH0|Z0f| EXNES £5 02 Ha|sf{of EhLCt.
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PowerShell cmdlet
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HEi7t"'DB EF" JEfel 3R

eSS ELIHSHHIR.
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=7} 7HsBiLICH 0] AfEfE ofFto|E 20|

M3HEl Db2

1. Open-SmConnection cmdlet2 AFE 50| X|H El AFEXI0f| CHS SnapCenter AH 2t HE MMS

AlZfetL|ct.

PS C:\> Open-SmConnection

2. Get-SmBackup % Get-SmBackupReport cmdletS AtE3}H0

of ojloll M=

=210 A8 4 9

= A0 = ASE

HojFL|Ct.

PS C:\> Get-SmBackup -AppObjectId
cn24.sccore.test.com\DB2\db2instl\Library

BackupId
BackupType
1

AM Full Backup
2

AM

O| oflof| M= 2015 13 29 &

BackupName

S =

HH
=L

Payroll Dataset vise-f6 08...

Payroll Dataset vise-f6 08...

S MELL.

BackupTime

8/4/2015 11:02:32

8/4/2015 11:23:17

E{ 2015 2 3U7HX|Q| Mol CHet XtMjet HEE HAISLICH
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

VerificationStatus

"2/3/2015"

SmBackupId : 113
SmJobId 2032
StartDateTime 2/2/2015 6:57:03 AM
EndDateTime 2/2/2015 6:57:11 AM
Duration 00:00:07.3060000
CreatedDateTime 2/2/2015 6:57:23 AM
Status Completed
ProtectionGroupName Clone
SmProtectionGroupId 34
PolicyName Vault
SmPolicyId 18
BackupName Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

SmBackupId 114

SmJobId 2183

StartDateTime 2/2/2015 1:02:41 PM
EndDateTime 2/2/2015 1:02:38 PM
Duration -00:00:03.2300000
CreatedDateTime 2/2/2015 1:02:53 PM
Status Completed
ProtectionGroupName Clone
SmProtectionGroupld 34

PolicyName Vault

SmPolicyId 18

BackupName Clone SCSPR0019366001 02-02-2015 13.02.45

VerificationStatus

NotVerified

3. Restore-SmBackup cmdletS AF23H0] B0l A H|O|E & S fL|Ct,

®

Get-smResources

AppObjectld= "Host\Plugin\UID"0| 11, 07| A UID = <instance_name>2 32 =
ZMEI DB2 QIARA 2[AAE LIEFLHD UID = <instance_name>\<databse_name>2
IBM Db2 H|O|E{H|O| A 2[AAE LIEHLICE Get-smResources cmdlet0l| A
ResourcelDE 7tH &2 4 U&LICL.

-HostName cn24.sccore.test.com -PluginCode DB2

O A= 7] XMZ20M CIOIEH|0|AE S#ots LS EHELICE



Restore-SmBackup -PluginCode DB2 -AppObjectId
cn24.sccore.test.com\DB2\db2inst1\DB01 -BackupId 3

Of R M= B KEA0 M CIO|E{H|0| A E S§5t= YHE EHELIC

Restore-SmBackup -PluginCode 'DB2' -AppObjectId
cn24.sccore.test.com\DB2\db2inst1\DB0O1l -BackupId 399 -Confirm:$false
-Archive @( @{"Primary"="<Primary

Vserver>:<PrimaryVolume>"; "Secondary"="<Secondary
Vserver>:<SecondaryVolume>"})

cmdletz2t S7H AME S 5~ Q= 7 H2f ST AHO| Ciet ME = Get-Help command_name_2
MAHSIH HS £ USLICLH = O S &xe £ Q&ELICE "SnapCenter 2AZES|0 Cmdlet &%=

7I0|E" .

Xt dME C|O|EH|0|A MAS SRSt S Ot
SnapCenter AFE5HH StLt 0| 22| #0f| M H|O[HE S&st S4g = UASLICEH

AlZfoto] Fof
* 2laA Ee gaA OFS WSOk BfLCt.

= a

© SRoHE = 2laA T 2 AL OF0 CHel SR T SQl 2= MY 2HHS F| Ao of LTt
o =
]

* A S, M SH ORRE , LIS Z20IM E2102 SAENM AHE 7Hs St BE
SE0f 3lie 0| A=X| =HelsoF ghi|Ct

° Windows SAEQ| 7|2 2|X|: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed_commands.config

° Linux SAEQ| 7|& 2|X|: /opt/ NetApp/snapcenter/scc/etc/allowed _commands.config
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O XHo| HofRfL|ct.
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MEl 2|2 A0] AL SFSRE Sdll SR0| X[#E LI
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= A
o a
* XS =77t X-EX| SLIT.
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Define a clone strategy. ﬂj

Clone the backup.

|

Monitor the clone operation.

:

If required, split the clone.

PowerShell cmdletE #3528 L= AIZER ALESH0] U], S 5l SX| &EE Y = JSLICH
SnapCenter cmdlet =221t cmdlet & Zx HE0{l= PowerShell cmdletdl] CHSE XhA|SH A E I} |0 UELICE

gulo] =t =

SO ZME Db2 2|AAS 2HE 3 BHIE 2 AAE 45 2|AA2 BAELICE SR|E Db2 2|4AS
2 7512{B "2|AA ME DH-S SR, ZHES MRSHH HEthet SAET FHalguc

2l 3 2| AAS ME TAIK| 4T ZHES ARISHD 61 ALK SAET}HE|E/X| SALIC fstab0A
SO AF|sHOF BILICH.

A
=

oot JHT

HJIO J>|
4> e

IBM Db2 2! =2 x|

= e 2

* 282 ARG AV AELZX| Tt HA(SVM)S| 2EE EA S=0i| JA=X| 2Hlsof Lt

* Oix| = AE0)|M Db20i| Chiet SH 28 WHsot=s St THE 2 AEQ| /2 ORE 2o St IH2 ORE
20 gt n-1 CIHER] 7 e A HSHo[ A0{OF L Lt

off 3iiE B0 A=X| =elsiof

> Windows SAEQ| 7|2 2|X|: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed commands.config

° Linux A EQ| 7|2 ?|X|: /Jopt/ NetApp/snapcenter/scc/etc/allowed _commands.config

I S50l oY SB0[ ™ ZHUO| HofFfL(Ct.

©

0|

ikal

Fi0il 2totod

* FlexClone & 2¢ 0] Ciot W2 = CHSE HESHM R .https://docs.netapp.com/us-
en/ontap/volumes/split-flexclone-from-parent-task.html["FlexClone 282 22 E80A 2&EtL|Ct") .
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b. TAE0 MY A|AHS OF2ESIZ{H mount BE S A=5HMIR.
Linux M0 A 2&0|L} gtreel]| CHt OIRE HHAH:
NFSQ| 0f: mount VSERVER DATA IP:%VOLUME NAME Clone /mnt
8. L2 mo|X|Qf O|H|Y &tF MW EECHR SE0M O|HIYS B ALIZ|RE MESLCY.

Lok AR = 4XEQ| O|H| Y A9 oMY HSS XIFSHOF BfLICt.

10. ZLIE| > 23 22610 &Y Tl 42S LN R.

ghalo] 223t =

XS 2 AME Db2 2|AAE XS & =M 2|lAAE 5 2|AAZ BAELCHL =H|E Db2 2[AAS
EASI2{H 2| AA ME DES S2I6IM| Q. EXES AtH|sHH 1 A9t SAER Ma|ElL|c}

=M &Y 2 2|AAE ME XX g0 SXES AHSH D o1H AER|X|Qt SAETL HE|E[X| F&L[C
fstabOlM &=ES =32 = AH|sH0f SHL|C}.

PowerShell cmdlet
CHA|

1. Open-SmConnection cmdletS AHE3t0{ X|HEl ALEXt0]| CHet SnapCenter AH{2te] HZA MM S
Al ZFEL|CE

Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

2. Get-SmBackup == Get-SmResourceGroup cmdlet2 ALEsH SR 4 U= HAS LIFTL|CL,

Of M M= At 7hset ZE W0l CHet §EE EAIZLICH

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6 08... 8/4/2015
11:23:17 AM

of fi®Iof M= XIFEl 2|22 OF, oie 2|2 8

24 X xH0|| CHst

- O —

0z

HE BAIRLIC.

i

PS C:\> Get-SmResourceGroup -ListResources -ListPolicies

Description
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CreationTime : 8/4/2015 3:44:05 PM
ModificationTime : 8/4/2015 3:44:05 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

FEmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
EnableAsupOnFailure : False
Policies : {FinancePolicy}
HostResourceMaping : {}
Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus

VerificationServer

EmailBody
FmailNotificationPreference : Never
VerificationServerInfo : SMCoreContracts.SmVerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat
SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

Clonelevel : O

ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : 0

RetentionDays : O
ApplySnapMirrorUpdate : False
SnapVaultLabel
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath



PreScriptArguments
PostScriptPath
PostScriptArguments
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSQL

Name : FinancePolicy

Type

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

CloneLevel : O
clab-al3-13.sddev.lab.netapp.com
DatabaseGUID

SQLInstance : clab-al3-13
DbStatus : AutoClosed

DbAccess : eUndefined

IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SglDbFileGroups : {}
SglDbLogFiles : {}
AppFileStorageGroups : {}
LogDirectory

AgName

Version

VolumeGroupIndex : -1
IsSecondary : False

Name : TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

3. New-SmClone cmdlet2 ALE35t0] 7|Z BHAN M SX| 2 S
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O] MMM = BE ZOE Xeot= AP e AU M SH=S 2HSL T

PS C:\> New-SmClone

-BackupName payroll dataset vise-f3 08-05-2015 15.28.28.9774
-Resources @{"Host"="vise-f3.sddev.mycompany.com";
"Type"="SQL Database";"Names"="vise-f3\SQLExpress\payroll"}
-CloneToInstance vise-f3\sglexpress -AutoAssignMountPoint
-Suffix clonefrombackup

-LogRestoreType All -Policy clonefromprimary ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

O| ol M|0l| M= X|™ =l Microsoft SQL Server QIAE A Cist 2H| 2 S OHSL|C

PS C:\> New-SmClone

-BackupName "BackupDS1l NY-VM-SC-SQL 12-08-2015 09.00.24.8367"
-Resources @{"host"="ny-vm-sc-sqgl";"Type"="SQL Database";
"Names"="ny-vm-sc-sgl\AdventureWorks2012 data"}
-AppPluginCode SMSQL -CloneTolInstance "ny-vm-sc-sqgl"

-Suffix CLPOSH -AssignMountPointUnderPath "C:\SCMounts"

4. Get-SmCloneReport cmdlet2 AFESI0] SH| 21| AE|E 2QlBtLCt.

O ofi&lofl M= XIFEl 2 IDO| CHEt ZH| 2 0ME HEAIL|CE



PS C:\> Get-SmCloneReport -JobId 186

SmCloneId : 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId : 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

cmdletd} S7H AHEE 4= U= Di7HHS2F s MHO|| Chiet B2 = _Get-Help command_name_2 &8i5tH
A2 2 UALICH E= Ch22 KXY & QUELICH "SnapCenter 2AZES0] Cmdlet A% 7H0[=" |

IBM Db2 SH| 2/ ZL|E{Z

549 H0IXI 8 AL83I0] SnapCenter ZH| X2iel T 428 BLIEYS 4 YSLICE ol
ABE|HER| EE 2Rt ALK Bolsty| 2ok B T MBS 2Aolotn A2 4 UsLC

tO|22 =Y O X|of| LIEFLIH 2 SEHS LIEFHL|CE

o ol = EUALE B = QIS AIRE 5= glELICEH
o M

R

1. 1% BHA HolM *ZL|E*S S=IFLICH
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SMCore MH|AE CHA| AJZISHH SH| 2 20| O 0| SHOHA| tELICH SH 2 &S SXIs2{H Stop-
SmJob cmdletS Aot CtZ =M 2 2 S CHAl Alslof fL|Ct.

=R|=0| BEEU=K ofRE 2olcty| s O 21 B AIZHOILE O F2 BY Alzto| Wast FS

BHiC =2 o

SMCoreServiceHost.exe.config tL M| X CloneSplitStatusCheckPollTime TH7HtH £~ 22 HZASI SMCoreZt
SH2 2 2o MEfE EYst= A7t 7HE S d8Y = JSLICH gf2 L2(X0|1 7|22 58 YLICH

HE =0

<add key="CloneSplitStatusCheckPollTime" value="300000" />

wof E9) i CHE 2 2310| 1Y F0|B 22 23 AR A0| MIfSILICH A% Fol Kejo| A2 E Sojst
S| 28 KAS CRA| AISFeOF BiLIC,
HERT
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SHT SN2 M 37t2 oA L3 BHE AWM R. Get-SmClone -ListStorageFootprint
thHA

1. remove-smbackup cmdletg AHE5t0] SH|E 2|AAQ| HiAS AFX|BIL|CE.

2. remove-smresourcegroup cmdletE AHE5t0] SX|E 2[AAQ| 2|AA TFES AMH[RILICE

3. remove-smprotectresource cmdletg AME5I0 SX|E 2|AaA2 HSE HAHRLICE
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