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*certificate.pem*S _/etc/pki/ca-trust/source/anchors/_Of| £ AtetL|Ct.
2. Linux ZAEQ| M2 2E0|| QIBME F7HELIC
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
3. QB M7 AE SE| FIE|RA =X HQISIMR. trust list | grep "<CN of your certificate>"
4. SnapCenter nginx It 0f| A ssl_certificate 5! *ss|_certificate_key*S 2H|0|ESt11 ChA| A|ZFgHL|Ct,
° vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
5. SnapCenter At GUI @3 E MZ DEL|CH

6. * SnapManager.Web.Ul.dll.config*(_ /<& X| ZZ>/ NetApp/snapcenter/SnapManagerWeb_0i| 2/X|) &

SMCoreServiceHost.dll.config(_ /<A X| ZZ>/ NetApp/snapcenter/SMCore_0il 2|Xoll A CtS 7|9| Zt2
O] ERILIC

° <key="SERVICE_CERTIFICATE_PATH" value="<QIZ M pfx Z2>" /> &I}L|C},
° <7| FI="MH|A QUSM H|LHZ" gf="<H|LHZ>"/>
7. Ch2 MH|AZ CHA| AJZFBILICH
° systemctl restart smcore.service
° systemctl restart snapmanagerweb.service

8. Q15 M7t SnapManager # ZEO| HZEE0 U=X| HQUSHM L. openssl s client -connect
localhost:8146 -brief

9. QI M7t smcore ZEO| HZAE[O U=X| &QIGHMR. openssl s client -connect localhost:8145
-brief

10. SPL 7|AEO{2t HAlof CHSt H{ZHS E 22| gLt
a. SPL £4 melo| SPL_KEYSTORE_PASS 7|0 £2El SPL 7| M&A 7|2 H|YHS E HMefL|Ct



1.

12.

13.

b. F|AE0] H|YHS E HABIL|CL keytool -storepasswd -keystore keystore.jks

c. Jiel 7| g=o| R E HAO| CHSE H|PHS E HZATLICE keytool -keypasswd -alias
"<alias name>" -keystore keystore.jks

d. spl.properties 2| SPL_KEYSTORE_PASS 7|0 CHsll St H|YUHSE
e. MH|AE CHA| A[ZFRHL|C

18"

olo|EgtLCt.
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° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS

I. keystore.jks2| 2tF2 &QISIM|R. keytool -list -v -keystore <path to
keystore.jks>

i. Qs AR HEIO| 0|E2 HHLM|R. keytool -changealias -alias "old-alias"
-destalias "new-alias" -keypass keypass -keystore </path/to/keystore>
-storepass storepas

spl.properties Tt0]| 2= SPL_CERTIFICATE_ALIAS Z'2 keystore.jks_Ofl % = certificate.pfx
HAHOE O|0|ESID SPL MH|AE CHA| A|RIRILICEH systemctl restart spl

2B M7t smcore ZEO| HZBE|0 U=X| QISR openssl s client -connect localhost:8145
-brief
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d.

° Open-SmConnection

° Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost



° Set-SmConfigSettings —-Server -configSettings @{"EnableTwoWaySSL"="true"}
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