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"/mnt/mount -a] &H0| S{EE|X| AELICL 2 SAEQ| %s MA0| HHS FI6t0] #ets Ro{gtL|Ct”

_allowed_commands.config_0fl H0|L} ASZET} QIOH HHO|LL AIEE MMO| A}t CHS 2F L |
HIEZ7 MLt

Linux SAE0| CHt RET} ofl AKXt CHot sudo ot 14

SnapCenter AF&5HH FET} Ofl AL KT Linux& SnapCenter 221121 IH7|X| £ MX|5tD E2{0Q TENAE
AlEe = JAELICEH 2200 T2 M A= RETL O AHEXLE H™ELICE R ETLOH ALZXI0)A| o{2| Z=0f CHEt
HN|A HoHS MBSt H sudo HotS FAsHof BfLICE

ZastA

Sudo H™ 1.8.7 0| A,

* umask?t 00272 F<2, java S22t 1 otof A= ZE TH0] 555 A SH0| U0{0F LT J-HX| to™
HX|7F e+ ASLICH

M[H
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|
o

FEJt Ot AEXIS| B2 FETLOHEl AFEXtS| O|E1t AFEX

[
iZ(f
=)
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* /etc/ssh/sshd_config TIY S HMESHH HA|X] 21T ZE L 112|F(MAC hmac-sha2-256 X MAC hmac-sha2-
512)2 LABfLICt

T8 mU 2 AO|O|ESt = sshd MH|AE CHA| A|ZFEfL|CY

oll:

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2

HostKey/etc/ssh/ssh host rsa key
MACs hmac-sha2-256

Of Zf0i| 2tstod
FEJt Ot ALE X0l L2 Z20] thigt UM A S HMSotA™ sudo HEHS FdsHof LT

—

» /home/LINUX_USER/.sc_netapp/snapcenter_linux_host_plugin.bin

* /custom_location/ NetApp/snapcenter/spl/A&X|/Z2{ 121/H|AH
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 /custom_location/ NetApp/snapcenter/spl/bin/spl
THA|

1. Linux& SnapCenter 22139 {7 |X|£ X5l = Linux SAE0| 230IgfL|Ct,

2. visudo Linux SEZ|E|E A2t /etc/sudoers THYA| CHS &S FIFetLICE

Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

_LINUX_USER_= AtEX}7} ‘d-det £ETt Ot AL XS] O|F/ILICt.

_checksum_value_= sc_unix_plugins_checksum.txt II20|A H S 4= QI&L|Ct O] IHUQ| Q|X|= Ct2nt
7|'A|_||:|-

* SnapCenter A7} Windows SAE0| MX|El 22 _C:\ProgramData\ NetApp\ SnapCenter \Package
Repository\sc_unix_plugins_checksum.txt

« _/opt/ NetApp/snapcenter/SnapManagerWeb/Repository/sc_unix_plugins_checksum.txt _ SnapCenter
MH7t Linux SAE0| MX|El ZL.

-

@ Of ofiXl= #5tete| CIOIHE Mdst7| 9let B Xtz 22k ALZ3H{OF LTt

Windows& SnapCenter =2{121 I§7|X|E A X|5}7]| 2ot = 2 AR

Windows& SnapCenter 2|12l I{7|X|E AXI5t7| ™of| H 71X| 7|2l SAE A|AE
37t 27 A 37| @7 A S X6 of gLt

I
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37| @7 AFgE X6l 0f gL Ct.

= Q7 Ate
2 A * Zfl=S AE{ZEt0|= 2| s A
» SUSE Linux Enterprise Server(SLES)

X EEl= HHEO The 2|4 2= LSS HZSHM K.
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Windows Server 2016 0| 20| A gMSA T4

Windows Server 2016 O|&0f| A= 22| &= =9l AH
2|2 HZote 28 2| MH|A A= (gMSA)S BHE £ US

Al Ztst7| Fof|
* Windows Server 2016 0|4t =H|Ql ZIEZ2{7} Q0{0} EfL|C}.

* THelo] M 2IQI Windows Server 2016 O| & SAETL Q10{0F BfL|CL,

CHA|
1. gMSA2| 2t FiH|ofl CHo DRt HIUHSE MHst2{H KDS
2. Z} o lofl CHal Windows QI HAEE2{0)|M CHE HE S HATLICE Add-KDSRootKey
-Effectivelmmediately
S0 FESHMIR.

3. gMSA AS DHS
S HAOZ AMEX O A™S HELICHL

a. C}

domainName\accountName$
JE0| HFEH ZHE FItL|CE.
2 OE ALBXI O82 A8%I gmsaE THSLICE.

o

o E =0,

i
mujn

New—-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>

-ServicePrincipalNames <SPN1, SPNZ2,..>
E2|Ct “Get-ADServiceAccount® AH|A AHEES =Qlst= HHRILICE,

4. TAE0NM gMSAE 7ESHNIR.

a. gMSA A ™S AtEst2{= T AEN|AM Windows PowerShell2 Active Directory ZE2 ZASHEIL|Ct

O|& | 3t2{™H PowerShell0f| A CtE HH S At L.

17



PS C:\> Get-WindowsFeature AD-Domain-Services
Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. SAEE ChA AIEILICE

b. PowerShell 33 TEZEO||A CHS HHS AAHStH SAEN gMSAE MXIRLICH Install-
AdServiceAccount <gMSA>

tot

c. CtS gy Al

ost

St gMSA AH S &QISHHR. Test-AdServiceAccount <gMSA>
S. SAENAM FMEI gMSAO] 22| Hots SeEiLICE

6. SnapCenter AHOl| A T4 E gMSA AI™E X|™HSt0| Windows SAEE FIHELICE

SnapCenter Server= S AEQ| ME{El Z22{10182 MX|st1, Z22{19Q1 MX| Zof X|HE gMSAZL MH[A 22
AHOZ AEELICEH

PostgreSQLE SnapCenter 21191 AX|

A 2AEN 2 AES FI5tD Z2{20 IiF|X|E XIRLCH

[0

SnapCenter §*E *7f HO|X| S AHESIH 2 AES 710 Ltg S2112 Ii7|X| S 2X|[3H0f
gLt E2{0Ql2 EE 2 2E0 XS 2 AX|ELILE HE 2 AE tiet S AES FIH6HA

I_I_I_

=22 I7|X|E &% IQ = ASFLICE

A|Zfotz] FHof

* SnapCenter A\t SAEQ| 2 H|H|7t Windows 20190|11 E2{1921 SAEQ| 2 H|X| 7 Windows 20229!
AR C[IS2 HsHof ghL|Ct.

°> Windows Server 2019(0S 2= 17763.5936) O| A Q2 & 13|0| =5HA| .
> Windows Server 2022(0S 2= 20348.2402) 0|40 Z 2|0 =5IAM|R.
* SnapCenter 22| Xt Ggtat 2ro| E2{101 Mx| 3! M| dcto| U= Bl ZE AFSXto{of FLCt.
* Windows ZAE0| E2{1Q12 AKX wf 7|2 MIEX| &2 XA ZHS XFSHALL ALEXZL 22 &Y OF

AL XtO]| £6t= B2 SAEO0|AM UACE HI2Hdalsl{of gL|C.
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d. &XtollM 16ZI4 2XIE SABHAIR.

e. 16714 Afolo] 2 H3tH K.

O£ =01, X[20] "a9 09 50 2d d8 2a e4 14 33 e6 f8 38 86 b0 0d 42 77 a3 2a 7b"2| B SHMZ K| HSHH
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a. Ct3 BHS At HX|E Q1B M| X|ZS LISt =H| 0|5 2= %20 AX[E ABME AEELIC
Get-Childltem -B2 Q& M:\LocalMachine\My
b. X2 EAISINIL.
Windows 2 AE Z2{7101 MH|AE ALE3I0{ CA IBA 74

MX|=l C|X|E QIS ME M55t ™ Windows SAE Z2{19Q1 MHIAZ CAQISAME
TMsHof L |Ct,

SnapCenter AH{2} CA QIS M7t O|0] HHEE 2= S22 SAEO|M THE T

i

SYBLICH

1. O3 BEES M0 SMCore 7|2 ZE 81455 A5tz 7|1& QI3 M HIQIE S HIHfL|Ct.

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>
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olE S0l

> netsh http delete sslcert ipport=0.0.0.0:8145
Ctg ES st M=Z HX|E QIZEME windows 2AE E2{1Q1 AMH|A0|

HFQIE BfLICt.
> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

olE S0l
> Scert = “a%909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"
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So32 F|AENS} S MO HEHS S &2[6t, CAUSME #d5t4l, S22l AE|

MEL RE E= S QASME FM6tA, S napCenter% 2132l AH I*E AtESHO
S22l M| MEAN CAME 7| A2 Adst MX|E CIXE ABME g detsiof gLl

E2{1212 _/opt/ NetApp/snapcenter/sccletc_Ol| Y| X[ 'keystore.jks' THUS &2 MEHAL 7| HEAZ
A-gghL|ct.

ME S CAMT 7| ¥l F2{02l 7| ME 5l B ot H|ZHS 22
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1. E21321 00| ME &4 I 221001 7|AEN 7|2 H|UHS E AMe & USL|C
0|="KEYSTORE_PASS' 7|0 8{&tét= ZrelL|ct.
2. F|AE0 HHHS E HESIM Q!

keytool -storepasswd -keystore keystore.jks
7] MEA0 A= MY 7] =9 EE EHO| Ciet HRHSE 7| MEL0 ALEE
HIZtHS ot SYUSHAH HALLIC.

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
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agent.properties T2 2| KEYSTORE_PASS 7|0 CHSH M = SUSHA| 0| ERLICE.

3. HUHZE HAFT = MH|AS CHA| AIZSIAR.

() a0 71Aas0fo] vjmHset ol 7lo| DE BE W HYHSE SUsHO BHLICH

=232 trust-store0fl 712l 7| glO| FE L= S QASME FJ8HOF BHLICE

—_

- 22301 7| MEAI U= ELE 0| SELICE: /opt/ NetApp/snapcenter/sccletc.

keytool -import -trustcacerts -alias myRootCA -file

/root/USERTrustRSA Root.cer -keystore keystore.jks
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2. 'keystore.jks' IIL 2 AHON Q.

=
3. 7| MEA0| F7HEl QIBME LiFRL|CH
keytool -list -v -keystore keystore.jks
4. 7421 7|2t B74 71§ BF E8St= CAQIBSME FIHLIC

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

5. F|AEO{Of| FIHE QIBME LIEFLICE
keytool -list -v -keystore keystore.jks
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7|2 £2{091 7| ME A H|YUHS = agent.properties I 2| KEYSTORE_PASS 7| ZtlL|Ct.
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keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
agent.properties IWANA ca QAUSBAML EA 0O|EE FLMELICE.
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IS . AENIALE F|AE0] F|AEO| jks

@ Windows & TEIE0|A "keytool" BHE QUAISHK| Rot= H R keytool BHE slie FA|
2R HPFHIR.

C:\Program Files\Java\<jdk M >\bin\keytool.exe" -storepasswd -keystore keystore.jks

3. 7| MEAM A= 2 7| E=o| BE EHO|| et HIUHZ S 7| MT200 AR E HZHD o SUSH

7|1E F|IHHARE -HE QABSM HE_0|E"-I|AE0 F|AE0] jks
agent.properties It2 2| KEYSTORE_PASS 7|0]| CHSHAM = SU8HA| G0l ERLICE.
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Creator\etc

2. 'keystore.jks' IIL2 AON Q.
o]

=
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keytool -list -v -keystore keystore.jks

4. RE EE 37 QIS ME Fo13iLICH
keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks
5. 01 M2 MEA0 FE s U ABSME 74T = MH[AE CHA| A|ZFRILICE
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keytool -list -v -keystore keystore.jks
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7|& -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12 -
CHAYF | AEO] keystore jks -CHAF|AEN S8 UKS
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keytool -list -v -keystore keystore.jks
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* SnapCenter 22{1212 02| Y& C|2AE2|0| M CRL THY S HAHBHL|CE,
_'C:

* SnapCenter Z2{ 19212 CRL Itlof| Lt 7|2 ClAE2|=
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* Set-SmCertificateSettings cmdletS 235t CA QIS ME SMSISHALE HZAMSHEE & ASLICH
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Define a backup strategy. SEDCETEETS ETHE

!

Determine whether the resources
are available for backup.

I

If needed, add resources.

!

Create a backup policy.

I

If you have multiple resources,
create a resource group, attach pollicies,
and create an optional schedule.

I

Back up the resource or resource group.

I

Monitor the backup operation.

!

View related backups and clones
in Topology page.
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SnapCenter A|2 CtE Z2{AEN &
{8 HlO|H LIF IP &S 7t Of BfL|Ct,

oM XI&sts 2 AE2|X| A|AR2 D7 0|Fat 1

ch
1. Open-SmConnection cmdletE AtE3t0| PowerShell Core HZ& MM S A|ZfEILICE

PS C:\> Open-SmConnection

22 TSI

2. Add-SmStorageConnection cmdletE AtE5t0 AEZ|X| A|AHI| CHot Af HE S ot

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https

-Timeout 60

3. Add-SmCredential cmdlet2 AF25t0] M XtH SHS oHELICL.

b
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Ol 0[H|K| M= Windows AXtH SEE AH2SH FinanceAdminO|2f= A Xt

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows

-Credential sddev\administrator

4. SnapCenter A[HH0|| PostgreSQL S SAEE Z7tgtL|Ct,

PS C:> Add-SmHost -HostName 10.232.204.61 -0OSType Windows -RunAsName

FinanceAdmin -PluginCode PostgreSQL

5. SAEO0| I{7|X|2} PostgreSQLE SnapCenter 22119
Linux2| 4

PS C:> Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode

PostgreSQL

Windows?2| 2%

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
PostgreSQL -FilesystemCode scw —-RunAsName FinanceAdmin

6. SQLLIBS| ZZE MATtL|Ct.
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Z =2l "C:\Program Files\IBM\SQLLIB\BIN"&

PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61 -PluginCode
PostgreSQL -configSettings @{“PostgreSQL SQLLIB CMD” =

“<custom path>\IBM\SQLLIB\BIN”}
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> Windows SAEQ| 7|&
Creator\etc\allowed _commands.config

° Linux SAEQ| 7|2
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T S0l oY SBO[ AT ZHO| AofFfL(Ct.
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9. *X|Z S MEHOIHR,
10. 244 To| Kol Ch IS aBiLICt,

a. 2laA0f o] MS HEo F2, M EELIR SEO|A M0l ALY YMS MEHSL|CY.

b. *HH*S MEHSHA Q.
M. ZLE > *2feix2 22|50 2 T &S HLE S L.

g
° MetroCluster 7140{|A| SnapCenter H0H ZX| T 25

ot
e

A
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HAISHR| ZE =+ ASLICH

=2 XM, "MetroCluster &0H Z=X[ £ SnapMirror &= SnapVault 2HAHE

> VMDKO{|A| O Z2|H|0|M H|O|E{E 8 A5t SnapCenter Plug-in for VMware vSphere 2| Java &
3717t 25| 3X| o™ o] Aofe £~ USLICE
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ﬁﬂEIEOHH _do_start I = H&EL2 SnapCenter VMware Z2{ 191 MH|A S A|ZFEHL|CH ST
HHS LSO 2 HH|0|ESIMIR: Java -jar -Xmx8192M -Xms4096M

PowerShell cmdlet
CHA|

1. Open-SmConnection cmdlet2 AtE3t0] X|HEl A2 X0l CHEE SnapCenter AH 22| HZA MM S
Al=FgtL|c,

PS C:\> Open-SmConnection

ALEX} 0|21 HUHS E 2AStEt= HIAIX|[ 7} A EILIC
2. Add-SmResources cmdlet2 AL25I0] & 2|AA S FIHehL|Ct,

Of BfiMI0fl A= PostgreSQL QAAHAS FII5t= SEHE EO{FLIC

PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode PostgreSQL
-ResourceType Instance -ResourceName postgresglinstl
-StorageFootPrint

(@Q{"VolumeName"="winpostgresql0l data0l";"LUNName"="winpostgresqlOl
data0l";"StorageSystem"="scsnfssvm"}) -MountPoints "D:\"

3. Add-SmPolicy cmdletS AHZSH0] HiQ] FMS ghEL|CY,
=

4. Add-SmResourceGroup cmdlet2 AHE6t0] 2| 2AE ES8tHLE SnapCenter Off M| 2|AA IES
FIteLct.

5. New-SmBackup cmdletS A5 MEZ2 W 2AS A|ZfEILICE
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C:\PS> New-SMBackup -ResourceGroupName

'ResourceGroup wback-up-

clusters-using-powershell-cmdlets-postgresqgl.adocith Resources'

-Policy postgresgl policyl

O] MMM E BBl 2|AAS BHABHL|CE,

C:\PS> New-SMBackup —-Resources

@{"Host"="10.232.204.42";"Uid"="MDC\SID";"PluginName"="postgresqgl"}

-Policy postgresgl policy2

. Get-smJobSummaryReport cmdletS AF235H0] ZHd AEH (4

A, 27 = IS ZLIEZELICH

PS C:\> Get-smJobSummaryReport -JobID 123

. Get-SmBackupReport cmdlet2 AF25t0] S L= SH| &

M X MR YEE ZLEZRLICH



PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime

{DB1}

{}

False

False

269

2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470

10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows
211

test2

20

Verify ASUP Message windows scc54 10-04-

NotVerified

SCC_BACKUP
NotApplicable
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Define a restore strategy.

l l

Restore and recover the auto discovered
database,

Restore the manually added resource.

v v

Monitor the restore operation,
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EESH A MXIRE = AIKFe| O|H[Y A2t O|H|Y X=2 X|™6oF &LICH SMTP= 83 > MY A
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PowerShell cmdlet

CHA|

1. Open-SmConnection cmdlet2 AH25H0] X|H El AL2X0]| CHSH SnapCenter AH 22| HE MM S
NES ==

PS C:\> Open-Smconnection

i

2. Get-SmBackup %! Get-SmBackupReport cmdlet2 AE35t0]| S@lst2]= oLt 0] 42| WA o CHet M=
AMBIL|CE

O fiFIof M= At 7hset ZE W0l CHet HEE EAISLIC

PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

Of oflofl M= 2015\ 12 29 S E{ 2015\ 28 3YUNEX| Q| #A0l| Ciet XtMIet HEE HAILICL



PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. Restore-SmBackup cmdletS AF23H0] B0l A H|O|E & S fL|Ct,



Restore-SmBackup -PluginCode

'DummyPlugin'

'sccb54.sccore.test.com\DummyPlugin\NTP\DB1'

-Confirm:S$false

output:
Name

Restore

'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

10/4/2016 11:22:02 PM

Id 2368
StartTime
EndTime
IsCancellable False
IsRestartable False
IsCompleted False
IsVisible True
IsScheduled False
PercentageCompleted 0
Description
Status Queued
Owner
Error
Priority None
Tasks {}
ParentJobID 0
EventId 0
JobTypeId
ApisJobKey
ObjectId 0
PluginCode NONE
PluginName

cmdletdt SH AFEE 4= U= DH7HEH =24 8

Ag + YALICH FE OS2 BEY 4= U

AHE ZME S AL WY 2o U 27
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° Windows @A EZQ| 7|2 {|X|: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed _commands.config
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° Linux A EQ| 7|2 ?|X|: /opt/ NetApp/snapcenter/scc/etc/allowed _commands.config
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PS C:\> Open-Smconnection

2. Get-SmBackup % Get-SmBackupReport cmdletS AtE25t0] =2istaq

HAugtL|ct.

O iR M= AtE 7hset ZE W0l CHet §EE EAIELICE

PS C:\> Get-SmBackup

BackupId BackupName
BackupType

1 Payroll Dataset vise-f6 08...
Full Backup

2 Payroll Dataset vise-f6 08...

£ ofL} o] &l #ejof it HE

1]

BackupTime

8/4/2015 11:02:32 AM

8/4/2015 11:23:17 AM

Of of|oil M= 2015 13 292 S E{ 2015 2 3UMX|2| B 0l| CHet XpM|T HEE HARL|CE
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SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0O019366001 02-02-2015 13.02.45

NotVerified

3. Restore-SmBackup cmdletS AF23H0] B0l A H|O|E & S BfL|Ct.
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Restore-SmBackup -PluginCode
'sccb54.sccore.test.com\DummyPlugin\NTP\DB1'

-Confirm:S$false
output:
Name

'DummyPlugin' -AppObjectId

-BackupId 269

Restore

'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id

StartTime
EndTime
IsCancellable
IsRestartable
IsCompleted
IsVisible
IsScheduled
PercentageCompleted
Description
Status

Owner

Error
Priority
Tasks
ParentJobID
EventId
JobTypeId
ApisJobKey
ObjectId
PluginCode
PluginName

2368
10/4/2016 11:22:02 PM

False
False
False
True
False
0

Queued

None

{}

NONE

cmdletat SH| AFEE 4 Q= Oi7HHAQL STt MHoj| st MEE= Get-Help command_name_g2 A3t g &
UELICH E= LSS & X8 4= QELICE "SnapCenter 2AZEY|0 Cmdlet & X 7}0|E" |
PostgreSQL S &) ZL|EE
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U}USLILCE
O| =tofl 2tstod
221 5 MEj= 22l XY T 2|AA9 R L8B4 Ql= XIt 2ol XQlg MoTiL|C
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Define a clone strategy. ﬂj

Clone the backup.

|

Monitor the clone operation.

:

If required, split the clone.

PowerShell cmdletE #3528 L= AIZER ALESH0] U], S 5l SX| &EE Y = JSLICH
SnapCenter cmdlet =221t cmdlet & Zx HE0{l= PowerShell cmdletdl] CHSE XhA|SH A E I} |0 UELICE

PostgreSQL Y S|

SnapCenter AFE5I0 BHAS SH|E & JYSLICE 7|2 £= EX HAQM SX & JSLICE

* 258 ARG AT AEE|X] THE HAISVM)Q| 2EHE EA SE00 Q=X =elsiof gL Ct

* SM W E=E SN T EEe 342, 2212 ZAENM TS =2 FE IS X0 g BHO| A=X] &lsor
‘<'>'I-|_||:|-
= .

> Windows A EQ| 7|2 2|X|: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed_commands.config

° Linux A EQ| 7|2 ?|X|: /Jopt/ NetApp/snapcenter/scc/etc/allowed _commands.config

() ===l s Yol glow stelo] Mnysct,
ol xteio stof

* FlexClone & ¢ =0 ot W2 = CHSE HESHM Q. https://docs.netapp.com/us-
en/ontap/volumes/split-flexclone-from-parent-task.htmi["FlexClone 282 52 £F0|A 2&siL|Ct."].

* ONTAP 9.12.1 0|} H{H Q| AL 59| LEZ Snaplock Vault AHAF| A MHEl 2X|22 SnapLock Vault
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PowerShell cmdlet
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PS C:\> Open-SmConnection
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C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType
1 Payroll Dataset vise-f6 08...
8/4/2015 11:02:32 AM Full Backup
2 Payroll Dataset vise-f6 08...

8/4/2015 11:23:17 AM
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PostgreSQL 22 AE 2| 32
PS C:\> New-SmClone -AppPluginCode PostgreSQL -BackupName "
scpostgresgl0l openenglab netapp com PostgreSQL postgres 5432 06-
26-2024 00 33 41 1570" -Resources @{"Host"="

10.32.212.13";"Uid"="postgres 5432"} -port 2345 -CloneToHost
10.32.212.14
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PS C:\> Get-SmCloneReport -JobId 186
SmCloneId 1
SmJobId 186
StartDateTime 8/3/2015 2:43:02 PM
EndDateTime 8/3/2015 2:44:08 PM
Duration 00:01:06.6760000
Status Completed
ProtectionGroupName Draper
SmProtectionGroupId 4
PolicyName OnDemand Clone
SmPolicyId 4
BackupPolicyName OnDemand Full Log
SmBackupPolicyId 1
CloneHostName SCSPR0054212005.mycompany.com
CloneHostId 4
CloneName Draper clone 08-03-2015 14.43.53
SourceResources {Don, Betty, Bobby, Sally}
ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SmJobError
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<add key="CloneSplitStatusCheckPollTime" wvalue="300000" />
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