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a. C}2 PowerShell 3@ & At83t0] 7|& SnapCenter XHA| M QBN ZE HIQIZ S I fL|CH,
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
HE =
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. \HZ2 =t CA 215 ME SnapCenter AH{ 2} SMCore ZEO| HZEL|C},

> Scert = “<CA certificate thumbprint>”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>
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> Scert “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145
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h. 1IS AppPool\ SnapCenter ALEXIE F7t5t0 2 E O] HotE FORLICE
3. *CA QIS IS Het9| AR Ct2 ZZ0UIM SnapCenter 0| A DWORD ZHX|AEZ| 7| &=2 FItetLCt.

Windows X[ AE2| HET[0M Of2f g E H=2 O|SELLt.

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. SCHANNEL |X|AE2| 78 AHAE|M MZ2 DWORD X AE2| 7| 258 2ELCH

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

QtHISE SSL E412 2[$ SnapCenter Windows Z2{ 121 1A
PowerShell @H2 At23t0d SnapCenter Windows 2211212 4tsk SSL EA10Z L M5ljoF ghL|Ct,

AlZtst7| o



CAQIZM X2 ALSE 4 YT HHol

SN2

r

1. LEE HIQIFSHH ™ SMCore ZE 8145(7|221)0ll CHEE Windows E2112 SAE0|M CH2 2 S fABLICH
a. Ct2 PowerShell HHEE AI2310{ 7|&E SnapCenter Xl ME QIS M X E HIQIE S H|7EHL|C.
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
oHE =
> netsh http delete sslcert ipport=0.0.0.0:8145
b. M2 ZXE?t CA QIS ME SMCore ZEO| HIQIHFL|CE.

> Scert = “<CA certificate thumbprint>”

> S$guid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

oE =
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}



-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. Ot BH2 AR50 11S SnapCenter OHEZ|H|0|M E & E XA S +HBILICE > Restart-WebAppPool
-Name "SnapCenter"

3. Windows E213219| 22 CtS PowerShell 32 A#5t0{ SMCore MH|AE CHA| A|ZFEL|CE,

> Restart-Service -Name SnapManagerCoreService
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. C2 HHE ALE3t0] 1IS SnapCenter 0HE2[AH[0|M E M E XAS $ELICL > Restart-WebAppPool
-Name "SnapCenter"

3. Windows Z2{192!9] Z2 CI2 PowerShell HH & Alsi5l0] SMCore AMH|AZS CHA| A|ZFSiL|CE

> Restart-Service -Name SnapManagerCoreService
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