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1. certificate.pem * 2 /etc/pki/ca-trust/source/anchors/ 0| S AFErL|CE.

2. Linux SAEQ| AMZ| ZE0| ABME FItefL|ct.
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract

3. QIZ M7t AME| 220f FIHE|Y=X| HQIELICE trust 1ist | grep "<CN of your certificate>"

4. SnapCenter * nginx * It 0| A * ssI_certificate * 2 * ss|_certificate_key * £ QH|0|ESt1D CEA| A|ZFRILICE,
° vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx

5. SnapCenter Al GUI 3 E MZ nZlL|Ct,

6. /<installation path>/NetApp/snapcenter/snapmanagerWeb 5! /<installation

path>/netapp/snapcenter/smcore_0fl = * snapcoeServiceHost.dll.config * 0llA CHS 72| 242
o|o| EfLCY.

o <add key="SERVICE_CERTIFICATE_PATH" value="<path of certificate.pfx>" />
> <add key="SERVICE_CERTIFICATE_PASSWORD" value="<password>"/>
7. CH2 MHIAS CRA] AlRREILICE
° systemctl restart smcore.service
° systemctl restart snapmanagerweb.service

8. 215 A7t SnapManager &l LEO| HAE[O U=X| &QIBLI|CE openssl s client -connect
localhost:8146 -brief

9. Q1B M7t smcore ZEO| HAE0] Y=X| &QIBLICE openssl s_client -connect localhost:8145
-brief

10. SPL 7| MZ&4A 5l HAof chot ASE zta|fL|ct.
a. SPL &4 mof|A * SPL_keystore_pass * 7|0fl ZEHEl SPL 7| & A 7|2 4 E AMBL|CE,

o
b. 7| MZA A5 E HABILICE keytool -storepasswd -keystore keystore.jks



c. 7Hel 7| gh=o BE HA st Ao E HASLIC keytool -keypasswd -alias
"<alias name>" -keystore keystore.jks

e

d. spl.properties Ol M 7| * spl_keystore_pass * O LSl S Lot 2SS A|0| EFtL|CE,

. MH|AZS CHA[ AIZFRILICE
1. Z2{1392 Linux TAE|M SPL E2{1019| 7| MEA0 RE 8 £7t AFME F7HefLCt

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS

i. keystore.jksHA &ZS SHQIBILIC} keytool -list -v -keystore <path to
keystore.jks>

i. ot AR HA 0|E2 HHELICL keytool -changealias -alias "old-alias"
-destalias "new-alias" -keypass keypass -keystore </path/to/keystore>
-storepass storepas

12. spl.properties TFL 2| * spl_certificate_alias * 242 _keystore.jks_Ofl X{&El * certificate.pfx * EHO =
YO|O|EStD SPL MH|AE CHA| A[&RHRILICE systemct]l restart spl

13. Q1B M7t smcore LEO| HAE|O Y=X| &QIBLICH openssl s _client -connect localhost:8145
-brief
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2. SnapCenter A Linux SAE0||A] Y5k SS
° Open-SmConnection

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}
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