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my S$result = {

exit code => 0,

stdout => "",

stderr => "",
}i

2t 2K e
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return S$result;
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my Sresult = {
exit code => 0,
stdout => "",
stderr =>

bi
Sresult->{env}->{‘keyl’} = ‘valuel’;
Sresult->{env}->{‘key2’}

‘value?2’;

return S$result

?lol TEL ool 7| 2t WS T, 0l2(3t 7| 3 W T4 FLfolH YHOR NS 4 YBLICE TS FES
Lgotol & 71 2t Mol A & LIt

sub setENV ({
my ($self, $config) = @ ;

my $first value = $Sconfig->{‘keyl’};
my Ssecond value = Sconfig->{‘key2’};

=== Logging error messages

Zt A2 ZHXE HAISID XEote ZAE OO|MEZ HAXIE CHA| HY = JUSLICEH.
HIAIXIO= HIAX] =&, ErJARZ SI HAX] BIAETE ZotElLCE, o2 & HAIX|7F
K¢ ELICE.

Load the SnapCreator::Event Class:
my $SmsgObj = new SnapCreator::Event ()
my @message a = ();

msgObj £ A3 Collect HIMEES AHZ5H0] HIA|IX|E A ELICE.

$msgObj->collect (\@message a, INFO, "My INFO Message");
$msgObj->collect (\@message a, WARN, "My WARN Message");
SmsgObj->collect (\@message a, ERROR, "My ERROR Message");
$msgObj->collect (\@message a, DEBUG, "My DEBUG Message");
$msgObj->collect (\@message a, TRACE, "My TRACE Message");
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Sresult->{message} = \@message a;
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package MOCK;

our @ISA = gw(SnapCreator::Mod);

=headl NAME

MOCK - class which represents a MOCK module.

=cut

=headl DESCRIPTION

MOCK implements methods which only log requests.

=cut

use strict;

use warnings;

use diagnostics;

use SnapCreator::Util::Generic gw ( trim isEmpty );
use SnapCreator::Util::0S gw ( isWindows isUnix getUid
createTmpFile );

use SnapCreator::Event gw ( INFO ERROR WARN DEBUG COMMENT ASUP
CMD DUMP ) ;

my SmsgObj = new SnapCreator::Event();
my %$config h = ();
2g

ArEXE X[ E2139210f| M X|2I5H= setenv, Version, Quiesce % Unquiesce?t Z2 CHsh XS IS £
ol&L|Ct
AN H .

setenv &=

PERLZ Ar835I0f THE E3{010]|= setenv 10| ZRBILICH ENVE AH5HD S3{ Q1 0f7HH0f A HM|lA
A olAL|C}
T AMAH-d .

sub setENV ({
my ($self, $Sobj) = @ ;
$config h = ${Sobj};
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i

return S$result;

B K
B Rtele S8 m2 O A MRS HHEHSHLICH
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sub version {
my Sversion result = {
major => 1,
minor => 2,
patch => 1,
build => 0
}i

my @message a = ();

SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
$version_result—>{message} = \@message_a;

return Sversion result;

57| 3¢S

Quiesce Y2 resources Of7H H40f| LIZ = 2| AA0| CHAH S

sub quiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i
my @message a = ();
$msgObj->collect (\@message a, INFO,
$config h{'VOLUMES'}");
SmsgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
Sresult->{message} = \@message a;
return S$Sresult;
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sub unquiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
bi
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config_h{ '"VOLUMES'}"™)
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::unquiesce");
Sresult->{message} = \@message_a;
return Sresult;

HIO|E|2 AEt

SnapCenter= £2{121 MM & 2|dl| H| PERL Z2 2 t= AIRIEI A E K|},
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HIO|E|E AEIY S2{012 tt32t 22 EF #A|S Watof ghCh,

* Unix AIAEI9| 22 00| HES Masts ALSRHE B2{0l0f Chgt A% H3to| U0{of Bt
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* Windows A|AEIS] B2 PowerShell 2] 1210i|= F0O[AZ} .ps10[0{0F SHH, CHE Windows AT EEO|= .cmd
= bat FO|ALZF QUO{0F St AL XE7L Mgt 4= QU0{0F SfL|Ct

* E2{32I2 "-quiesce", "-
* R = V|s0| AHEX| 2 F2 E2{0012 Z= I 99 Htets{of giL|Ct
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2 ZEXE BAISIY] XESt= MHZ HAX| S CHA| 2 = ASLICE HAX|0= HAX| 2=F, EfJARMI 5
HIAIX] I AET ZoE LT o2 & HAIXIZH X #E LT,

SC MSG#<level>#<timestamp>#<message>
SC_MESSAGE#<level>#<timestamp>#<message>
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Windows PowerShell

AARIOM ASRIES MY = A=K 2AQletL|Ct AR ES Ml + Gl= F2 2A3RIE0 Tl Set-

= =
ExecutionPolicy bypassE A& st ZAS YA St A

if ($Sargs.length -ne 1) {
write-warning "You must specify a method";
break;
}
function log (Slevel, Smessage) {
$d = get-date
echo "SC MSG#$level#Sd#Smessage"
}
function quiesce {
Sapp name = (get-item env:APP NAME) .value
log "INFO" "Quiescing application using script Sapp name";
log "INFO" "Quiescing application finished successfully"
}
function unquiesce {
Sapp name = (get-item env:APP NAME) .value
log "INFO" "Unquiescing application using script Sapp name";
log "INFO" "Unquiescing application finished successfully"

switch ($Sargs[0]) {
"—quiesce" {
quiesce;
}

"—-unquiesce" {

unguiesce;
}
default {
write-error "Function $args[0] is not implemented";
exit 99;
}
}
exit 0;
Java AEtY
Java AFEX}F X 221012 C|O|E{H[0] A, QIARA S Z2 S8 T2 130 Z[H

gLt

xSt ARt

o

Java Z22{Y A0 E ALESHO E2{020S I &SHs S LotoF & & 7HX| M|gh Abeto] /ISLICE.

20

0%

ok



2|12 EA Java 2119l
ST Ha2-57t

o2 2t %/t 10-20MB
CHE 2to|Ee{2|of Cigt B44 S8 IOIZIW SME
A= +L|Ct 1

A= HELY 1A|1Zt Ofgk

Java H|oto]| Ciet O

SnapCenter Of[0|MEQ| ZH = X[&X 0|1 eHMst D 2=t o Z2[AH[0|H S&EE B&S

S22 X2 E2{I10M HE2| =4 U J|EL |X| b= EME LoZ

siASt7| o2, 3| AH20| ZHHSE MEHE R X|st= A0l SEY o S JIFSLICH

SLSIX| o™ INLXI LR E LHAME 7Hs 0| M E{FELICL Java E2{1219]

O[O|MERt STt JVMOIA MM EICH= ARJLICE E2{TQ10| ZSSHALE HIZ2E *+

oS O01E £ ASLCH

X2l = gl

b s 4Lt MH

HH of E2{301 HH™ S dtetslof
grLiCh.

ESON o S TZTJHOM LA
SXIE +HHo} °”—|Ef
Ol= CHE RS 32
SnapCenter A{HH7} HHA S
AHMBE A Ol AVEH S
OHEEIﬂIOI._g Metsict=
AE olojgL|Chol:
ALHAR),

HX| S| oll 28 T2 0| A MX|
oHJHIE aaHsf{of gfL|Ct,
EEe 22 0l= 38
D2IME EMl HMAHE
AMENZE Metste AE
o|0|gLCt.

He| ofLIR Z{3210i| A HAdH0F St=
DE NS Heot= dgS
grL|Ch.

2to[=2{2|

b= Z1QIL|C}. Java
UELICE o]zt EXl&=

CZg{a9lo| ExtMo| 2

2|& 2 SnapCenter
Z5tH Agentof| = 2 Xl

Q| 47} B2 2717

SnapCenter A &£
olo|METI =T3¢0l H
QHBLICE

rr

A

k=]
=

SnapCenter A7t A
SA2 S ME5HALE

UBIH O 2 WilS 235}

Hof

LHAF
H A

SnapCenter A{EHO{|A{
ﬁLHHAFO AHA—|'5|-7-||_|- O(g)
olutEoZ

==

SnapCenter AH2|
HIEEV AREHHS
= Aml)

21



e e 4Lt A

ClonePre(AHH otL|R 2= g2 sdsty| ol
TAlOf 5t= AHE
&sHof gfL|Ct.

ClonePost ofL| 2 S 2 XS Al S
s&dlof ot= HUS
SO gfL|Ct.

RestorePre oL R 21 XAS s=o17| Mo
SBHOF SH= Trelg
&stof gfL|Ct.

=9 ofL|2 ESENREEERIERE
Saeict.

AppVersion(OiZZ|A|0|4  OofL|R SIQI0E E|E= S8

H{E) DM HES
ZMBHL|CE

NS

O M0 A Java Z2I2HY 2101Z AFBBI0] AL XIF Z2{ 1013 BHE L o

UAS MEtL|Ct
1. EclipseOllM M Java Z2H E "TutorialPlugin"g ZHSL|Ct
2. Ot * & St
3 MIEZHE* L * &4 * % Java YE HE * - * 2l0[ER{2]| * — * /& jar 7}

S2igct

2 TutorialPlugin 22 |21%t

b. £I{ZajA Aot 7| chXE Z2I8t10 " AbstractPlugin'e ZAHStL|C}, StLto| &

a. 0|2 L|c},

=] |-
TEI_

HA| =7t 7t?
AEXL7L "cloneVol" EE=
"cloneLun" 2=

Ea|7{s17 LxEl 22

Mo OfHAHGUIICLNE

MESH=E B2

AEX}E7} "cloneVol" EE=
"cloneLun" &2
Ez2[7sta '-H”5| 2=

oO— =21
MM OPHANGUI/CLE

MEStE BR

x}

Ay
o
F

MEXIZ}
E2[A5}

fLIIO

=3
=3

II-

A
o
F

AHEX7E
E2|A3}

=2
H=

=3
=3

nE
EEY
EEIES

UTAEZ Q0| A e
2= 22 AsuP

Zlo| s

Ql
=T

et EA=|0{0F gL|Ct.

"AbstractPlugin - com.netapp.snapcreator.agent.nextgen.plugin".
oy « 2 2sict.

Java =eiA:

22



package com.netapp.snapcreator.agent.plugin.TutorialPlugin;
import
com.netapp.snapcreator.agent.nextgen.common.result.Describe
Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.VersionR
esult;
import
com.netapp.snapcreator.agent.nextgen.context.Context;
import
com.netapp.snapcreator.agent.nextgen.plugin.AbstractPlugin;
public class TutorialPlugin extends AbstractPlugin {
@Override
public DescribeResult describe (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result quiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result unquiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public VersionResult version() {
// TODO Auto-generated method stub
return null;

—

LRt YHs gLt

Quiesce, Unquiesce % version2 2t AtEX} X|H Java E2{ Q10| 7346H0F Sh= T4 HAERILICE
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@Override
public VersionResult version() {
VersionResult versionResult = VersionResult.builder

.withMajor

.withPatch
.withBuild
Louild () ;

()
(1)
.withMinor (0)
(0)
(0)

return versionResult;

Below is the implementation of quiesce and unquiesce method. These will be
interacting with the application, which is being protected by SnapCenter
Server. As this is just a tutorial, the

application part is not explained, and the focus is more on the
functionality that SnapCenter Agent provides the following to the plug-
in developers:

@Override
public Result quiesce (Context context) {
final Logger logger = context.getLogger () ;
/*
* TODO: Add application interaction here
*/

logger.error ("Something bad happened.");
logger.info ("Successfully handled application");

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;

return result;

O| HIAX|E= Context A0 MEEILICH 0470 = Logger Y Context Store 22 02 0|20t OfL |2t HAXH ZHHof|
CHst ™ & (workflow-ID, job-ID)x EEHEILICE FINAL Logger = CONTEXT.getLogger(); & S &5t 2HE 1M 2
& UELICH Logger 7HA|= CHE 22 T2 Y30 LT FAFSE A E(0]: logback)E M3ELICt 22t
A0 B2 ZEE XY =L JASLICE o] oxo| M= X7t fieE = 00| HtetElL|CH CHE 35 ZE=LCHE
A ALt2| 0] DjEE 4~ JSLICE.
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o 10 4A A

Stdout(AER0IR) FE0| H|of JELICH 0| 7|5& AE35t0] stdout HIAIXIE
SnapCenter A{HZ CHA| M&e 5
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Stderr 2 20| H|0of Q&L|CH stderr H|A|X|Z SnapCenter A|[HH2
CIA| M&5H= O AHEE & JAELICE
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HAIX|S CLI = GUIOH EA|SHL|C.

SnapCenter |0 E £ YUCIS MBLLICH ('XH47| TEN)E SEHRILICH Tf2hM Ch3t 20| 02 2kt g
+ B

Result result = Result.builder ()
.withExitCode (0)
.withStdout (stdout)
.withStderr (stderr)
.withConfig(configqg)
.withMessages (logger.getMessages())
Lbuild()

OE 50|, 38 ZTEE 02 % MHStL, stdout ! stderr0f| CHSt Z =2 *e’éﬁh_ config 07 H-E HHSHD, MHE
CiA| M&E 23 HAIX[E F=ofetL|ct 2= 0f7) ot LeshX| o™ L st o7 M40k HEHLICEH 24 of7H
| A2 2 otzff RE0|A .withExitCode(0)S H|7{stH Z1 PE G2 BiX| AELICE,
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VersionResult & SnapCenter AH0f| E2{ 321 ™S LZIL|CH Et result 0| A &£ E|2 2 config, exitCode,

Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;
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VersionResult result = VersionResult.builder
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.withMajor

.withPatch
.withBuild
Lbouild () ;
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(1)
.withMinor (0)
(0)
(0)
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final Config config = context.getConfig();
String myParameter =
config.getParameter ("PLUGIN MANDATORY PARAMETER") ;
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At Xt X" Z21191 DB20|| tH$t Plugin_descriptor.xml It Q| o= CS1t ZH&LILCE.

<Plugin>

<SMSServer></SMSServer>

<Name>DB2</Name>

<Version>1.0</Version>

<PluginType>Perl</PluginType>

<DisplayName>Custom DB2 Plugin</DisplayName>
<SupportedOS>

<0S>

<OSName>windows</OSName>

<0OSVersion>2012</0SVersion>

</0S>

<0S>

<OSName>Linux</0OSName>

<0OSVersion>7</0SVersion>

</0S>

</SupportedOS>

<ResourceTypes>

<ResourceType>

<ResourceName>Database</ResourceName>
<Parent>Instance</Parent>

</ResourceType>

<ResourceType>

<ResourceName>Instance</ResourceName>

</ResourceType>

</ResourceTypes>
<RequireFileSystemPlugin>no</RequireFileSystemPlugin>
<ResourceRequiresAuthentication>yes</ResourceRequiresAuthentication>
<SupportsApplicationRecovery>yes</SupportsApplicationRecovery>
</Plugin>
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| Log in to the SnapCenter Server using a web browser. |

-

| |dantify storage typet supportad, |

+

Reviaw installation prerequisites and install plug-in
package far Linux or Windows

v

| Setup credentials. |

v

| Download or create a custom plug-in. |

"

Upload, install, and configure the plug-in.

v

Add resources and assign them to users

v

Cenfigure and enable CA Certificate.

SAEE FI6t0 E2{O21 IfF[X|E HX|SH7| JH01| BE Q7 AFE 2t=6lofF gL},
NetApp X2 £2{122l2 Windows QJ ot Linux 28 25R0|M AFES £~ QELICE

* A8 X[E 2232l E 2HS0{of LT XAt 82 JHUAT HEES HESHIAIL.

"SE Z2OME Eoa0S HERLCH

* Linux EE= Windows SAE0| Java 118 A X|sl0f &tL|C}.

* Windows @ AE0f| 22{1Q1S EX|E W 7|2 MIEX| g2 XH SHS AL ALEX 22 &Y OF
AEXtof| £t B2 2 AE0 M UACE HIZ-getaloF gLt

* DAE FIFAYUO| 2R = 2Et0|HE SAEN| M NetApp X 2213213 AFEE 4= A0{OF BfLICH.

o
2t

iISCSIE AIE3h= 2 iSCSI MH|A T} AHE| D LO{0F SFL|CE.

SHA512 8l{A|

* NetApp X E2{1219] AL NetApp X2 221191 ISl SHA512 SHA|E
_custom_plugin_checksum_list_file0i| 2=7}3{of BL|C},

° Linux @A EQ| A2 SHA512 s{A|:= _/var/opt/snapcenter/SCC/custom_plugin_checksum_list.txt_Oi|
USLICH

° Windows SAEQ| A SHA512 diAl= _C:\Program Files\NetApp\SnapCenter Plug-in
Creator\etc\custom_plugin_checksum_list.txt_Ofl R!&L|Ct

AR X AX| ZE2| 32 SHA512 SHA|= _<AEXtH X8 B E>\NetApp\SnapCenter\Snapcenter
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Linux SAE
* RE L= FE 0|29 AF2Xto]| sl = 7|Ht SSH HA S 2t std6f{of gfL|Ct.

* Linux SAEH| Java 112 M X|sHOf EtL|C}.

SnapCenter At S AE0] Ci Windows Server 2019 EE= Windows Server 20162 AI26t= AL Java 112
Mx|sfjof gL|Ct. Ao 28M IHEEIA E(IMT): QAL Cheh Al HEE Ml ZetL|Ct.

"H2E 2F MHof Chet Java CHR2EE"
"NetApp &= 284 IHEEA E"

c 2] A20f| cHot AHMAE KNBste{H H|RE AF2XH0| Chol sudo HeHE A8 0F 2HLICE. visudo Linux
[EIZ|E|Z AFRE10] /etc/sudoers T O|| LS S X=7}gtL|Ct.
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32


https://emn178.github.io/online-tools/sha512_file_hash.html
https://emn178.github.io/online-tools/sha512_file_hash.html
https://emn178.github.io/online-tools/sha512_file_hash.html
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT

Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

_linux_user_& AFEXI7t d Mot RETL Ol ALEXte| o S ILICE.
CtS fIX[ofl A= * SC_UNIX_plugins_checksum.txt * TFANHA| checksum_value £ 7t 4= U &LICL.

o _C:\ProgramData\NetApp\SnapCenter\Package
Repository\SC_UNIX_plugins_checksum.txt_SnapCenter A|tH{7} Windows SAEO0f| MX|=l AL

o _Jopt/netapp/snapcenter/SnapManagerWeb/Repository/sc_unix_plugins_checksum.txt_if SnapCenter
Mt Linux ZAEO| AX| =0 A= 22,

(D ol oiFs DR CIOIES BHSY| 913t HER0H AFZeOF BLIC

Windows& SnapCenter 22|11 I{7|X|E MAX|5}7| 2ot SAE QF AL

Windows& SnapCenter 22|12 Ii7|X|E AXI5H7| Mo| R 7IX| 7|2HQl TAE A|AH!
37 AR S AO|E @F AtetE SX|6oF gfL|CE.

= QT Abgt
294 A Microsoft Windows

X EE[= HHEOf Theh 2|4 2= & HESHAIR
"NetApp &= 2 IHEEA &
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Credential

Provide information for the Credential you want to add

Credential Mame Mame

zernams Username i
Password Fassword

Authentication Linux il

Use sudo privilages @

4. Xtz Z% * HOIXIo|M Xt Z PAo| R HEES XFe|ct
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o5 mE A8 Ol mES MegLIrt
sudo et ALRELICH 2 E7}OpLl ALRXfO] CH3H RH2H EHS Mt A2 -
sudo et AL * lolztg MegtL|ct

@ Linux At2Xfof| 72t MEElL|ct

XA Y 2YS 01 = ALK} 5! HAHA HO[X|2] ALEAL EE= AFEAF OF0 X1 B |X| 22| E LY =
Ol A
M-

Windows Server 2016 O| 20| Al GMSAE A gfL|C}

Windows Server 2016 O| &2 AF2SIH 22| 2| = SH|Q AH™O|A XtSSHE AH|A AN s
2|2 M&st= 15 GMSA(Managed Service Account)E THe 4= JUSLILCE.
AIZESE2| Fof|
* Windows Server 2016 O|&2| =O|Ql ZAEZE2{7} QL0{0F BfL|CE.
* ZH|Qlo] A2l Windows Server 2016 0|A SAE 7} Qlojof ghL|C},
CHA|
1. KDS RE 7|2 MM5l0{ GMSAQ| Zt 7HA|0f| CHo Dot A E MAMBHL|CE.
2. 2} =i|2loj| cHsl Windows =021 AE Z2{0f| | Add-KDSRootKey-Effectivelmmediately HE S AdlstL|Ct
3. GMSA A gl 1M

a. Otg gMo= AMEA OF A S ThEU L

domainName\accountName$
JE0| HREH JHME F=ItetLct.
g2 MMot AKX OFE2 ME910 cusaE HAglLICt.

=2
il
uin
2

Ctsat Z2&LICh

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1,SPNZ2,..>

Get-ADServiceAccount HHEZ A AMH|A AHYES =olsiCt,
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4. SAE|A GMSAE FAELICEL
a. GMSA AHE AME2E SAEN M Windows PowerShell Active Directory 2 &S A stetL|Ct.

O|EA| st2{™ PowerShell|A CHS HHS AldigiL|C.

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. SAEE ChA| AFEILICE

b. PowerShell @3 T Z I E0|| M 'Install-AdServiceAccount<GMSA>'E Alsisl0] SAEO| GMSAZS
AX[E|ct

C. 'Test-AdServiceAccount <GMSA>' HHS A5 GMSA A A S &olgtL|Ct
5. SAEONM R2MEl GMSAO| 22| Hets stebshL|Ct
6. SnapCenter AHHO|A] L& El GMSA AEE XIH5I0 Windows SAEE FI}gtLCH

SnapCenter M= HE1or 220015 S AE| EX|5t1 X[FE GMSAE E2{1¢! X S0 Mu[2 232
AZ2=Z AMEELICH

SAEE FIISHL ¥F sAE E1OQ {7|X|E HX|eLCt

SnapCenterAdd 2 AE HO|X|E A8 2 AE S FUtet CtE S2{ 121 Ii7|X| S 2 X[l 0F
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Define a backup strategy.

v

Add resources,

.

Create a backup policy.

!

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule.

v

Back up the resource or resource group.

.

Maonitor the backup operation.

|

View related backups and clones in
Topology page.
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« Z2{T30Ql MX|7t I 0| OH:IX| &HQlsof BhL|Ct,
SAE FA|7} HO|0| EE|X| 21 H|O|E{H|O|A MENT} SnapCenter GUIO "EHA S Qo AFRE 4 gl8™ =
= SAE

"'NetApp 2EZ|X|0fl YISO Z HAIE = JQOZ AEZX| A[AH HES *7f3f
X7t ZAE[of M= oF LTt

* AE2[X| A|A" O|F2 1F/3HOF BHLCE,

SnapCenter= MZ CHE S={AE 0N St 0|F2| 02 AE2|X[ A|A™S X|ASHA| 45 LI
SnapCenter0fl M X| st 2 AEE|X| A|ARI2 1Rt 0|2 RSt 22| LIF IP FAE 7HA0F gLt

EHA|

1. Open-SmConnection cmdlet2 AH23t0] PowerShell Core HZ MM S A|ZFEtL|CE

0| of|H|0l| M= PowerShell M-S EL|C}.

PS C:\> Open-SmConnection

2. Add-SmStorageConnection cmdletS AFE5t0] AER|X| A|ARIO] CHS Af H&S MMt

Of oflofl M= M AEZ|X| A|AR H&S ML)
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PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60
3. Add-SmCredential cmdlet2 AHE50] M Xt ZHE CHEL|CH
0| Of|H|0i A= Windows X} SHE A3t FinanceAdmin O|2t= A X2 ZHE oHELCH

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator

cmdletd} E7H AH2E 4= U= 0474 H24 00| chet AH2 running_get-Help command_name_Of| A Zolgh &~
USLICH £= S #XE £ "SnapCenter AZER|0 cmdlet &= 710| E"UELCE.

PowerShell cmdlet2 A2t 2| AA S WHABIL|CE
2l4 A SO SnapCenter AB{ole] ©Z M, BlAA X7}, HH 27}, el 244 18
M ol eido| otEIL|C
Al Ztst7| FHof|
* PowerShell cmdlet2 2&i5t2{™ PowerShell 242 Z=H|l{0F BL|C}.
o AER|X| A|AHRI ME&S FTSt0 XtH SHS MAMsHof gfLCt.
o| ZrAHof| cHaH

cmdletd} S7H AHEE 4= U= 0471 H24 00| Chet AH2 running_get-Help command_name_0f| A 2tolgt
UELICH = 2 HEE £ "SnapCenter 2ZE |0 cmdlet &= 7}0| ="QU&LICE.

N

A

1. Open-SmConnection cmdlet2 AL 50| X|HEl AL Xt0f| CHS SnapCenter Server 3 MM S AIZFELICE
Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

AFEX} O 8 &2 TEIZETL HAIELIC
2. Add-SmResources cmdletE A5t 2| AAE FItEHLICE,
Of H|oIM = 2| AAE F=THeHLCE
Add-SmResource -HostName '10.232.206.248' -PluginCode 'DB2'
-ResourceName NONREC1 -ResourceType Database -StorageFootPrint ( @

{"VolumeName"="DB2 NONREC1DB";"LunName"="DB2 NONRECIDB";"Vserver"="vserv
er scauto secondary"}) -Instance dbZinstl
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Add-SMPolicy -PolicyName 'db2VolumePolicy' -PolicyType 'Backup'
-PluginPolicyType DB2 -description 'VolumePolicy'
4. 37} SmResourceGroup cmdlet2 AH2510] SnapCenter0il Af 2|24 I&2 FIFELICE.
Of oiiMlofl M= XIEEl HM 8l 2|2AE AFESHH M 2|24 OFS 2HSLICE
Add-SmResourceGroup -ResourceGroupName
'Verify ManualBackup DatabaseLevel MultipleVolume unix' -Resources @ (@

{"Host"="10.232.206.248";"Uid"="db2inst2\NONREC"}, @{"Host"="10.232.206.2
48";"U1d"="db2inst1\NONREC"}) -Policies db2ManualPolicy

5. New-SmBackup cmdletS AHESI0] Al B4R Rt S A|ZFRILICE

New-SMBackup -DatasetName

Verify ManualBackup DatabaseLevel MultipleVolume unix -Policy
db2ManualPolicy

6. Get-SmBackupReport cmdlet2 AtE3t0] BiQ] 2t o] MEHE FL|CE.

Ol ofl= RIFE Mmool e 2= Zfol 2t Qof HIME HAIRLIC
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PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects {DB1}
FailedObjects {1}
IsScheduled False
HasMetadata False
SmBackupId 269
SmJobId 2361
StartDateTime 10/4/2016 11:20:45 PM
EndDateTime 10/4/2016 11:21:32 PM
Duration 00:00:46.2536470
CreatedDateTime 10/4/2016 11:21:09 PM
Status Completed
ProtectionGroupName Verify ASUP Message windows
SmProtectionGroupId 211
PolicyName test2
SmPolicyId 20
BackupName Verify ASUP Message windows scc54 10-04-
2016 23.20.46.2758
VerificationStatus NotVerified
VerificationStatuses
SmJobError
BackupType SCC_BACKUP
CatalogingStatus NotApplicable
CatalogingStatuses
ReportDataCreatedDateTime
NetApp A& S2{1921 2|AA S XH] HL|EE
SnapCenterJobs H|O|X|E AtESI0] 02| MY Ao TAES DLIEZY 4= ASLICE
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Define a restore strategy.

l l

Restore and recover the auto discovered
Restore the manually added resource.

database.
v v

Monitor the restore operation,
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PowerShell cmdletS A5 2|AA 22

2|44 81Q] 22I0f= SnapCenter AH{2Ho] A2 A4 AR}, 819l B2 FA| I #Q R AN
ol =77} HEHELICH

PowerShell cmdletS Adist2{™ PowerShell 22 & ZFH|8l{0F SHL|C}.

ChA|
1. Open-SmConnection cmdlet2 AFE 350 X|HEl AL X0l CHSt SnapCenter Server 32 MM S AIZFELICEH

PS C:\> Open-Smconnection
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2. Get-SmBackup % Get-SmBackupReport cmdletS At25t0] =2is}aq

78

HAugtL|ct.

Of lofiM= AHE 7hsS 2

PS C:\> Get-SmBackup

BackupId
BackupType

Full Backup
2

BackupName

Payroll Dataset vise-f6 08...

Payroll Dataset vise-f6 08...

8/4/2015

8/4/2015

BackupTime

11:02:32 AM

11:23:17 AM

O ofl= 2015\ 1& 29U RE 2015 22 3LUNX| Mol Cist XpMISH HEE FAIRLIC



PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. Restore-SmBackup cmdletS AF23H0] B0l A H|O|E & S BfL|Ct.



Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey

ObjectId : 0
PluginCode : NONE
PluginName

cmdletd} E7H AH2E 4= U= 0471 H24 0]of| Ciet AH2 running_get-Help command_name_Of| A Zoleh &~
USLICE £= S # X8 £ "SnapCenter AZER|0 cmdlet &= 7}0|E"UELCE.
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Clone backup.

:

Monitor clone operation,

|

If required, split the clone.

PowerShell cmdletE =322 ALE3tHLE AT EO|M ALESH0] Wi, =) =
PowerShell cmdletd]| CHet XpASH LHE 2 SnapCenter cmdlet =SS AFESH7LE AT E Q0 cmdlet X 710|=
£ HZTSM AL https://docs.netapp. Com/us en/snapcenter-cmdlets/index.htminapCenter .

St wo

Ao M S CH

SnapCenterS AIE5I0] MUS SR = JASLICE 7|2 = B HAHUM SES Hde
ASLILE S E ZYel 7|52 MEdts {2 wet ChELICE

* 72 2B AYuME 22X LEMER SH|ELICH OHE2(AH[0]M M 22 2L 2 NetApp X
E2{3010| 31l 7|58 Mtz FR0T A £ AFLIC.
* 252 2285t O22[AH0|E= SVM(AEZ|X| 7het Hal)9| eEtE o 22| A0 E S =0i| Lo{0F BfLCt.

LHA
PN

-
==

ONTAP 9.12.1 O[5t T2l 22, =3/ 2HHO||M SnapLock = o[ A %
7

EAH MMEl 222 SnaplLock 2E Ttz
AZtS ASBHL|CEH AER|X| 212|XH= Snaplock BHE A|ZH 0| 222 502 N

2|3} 0F ShL|C}.

1. 1% Eh Foll * 2|42 2 223 C4S SR0IM M Z2{19l

2. 2|aA *Ho]X|2] * ©7| * EFCIR SE0|M 2[2A Y| 2t 2| AAS HEZFLICH

4. AR B2 BI)0|M 7|2 £ B (022 £ HatE) ARE|X] AAHIO|M <)+ S MEdstL|Ct
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SAES Meteln B2 1910 HAIH SAES
MEASHL|CE.
HO[AL =H| 22 0| AAQL 3o ZR O] U2 HL|Ct

M=z SHE 2|aA o|F0i =7t HO[AE = gLCt

HO|AE 222 2|AATI SAENM DQSIEE

— =2

HEgho.

ofl: RS1_clone. 22| 2|AAQ} STt SAEN 22
f

WY B0l 42 22 2[2AE Bl 2laA AEY
= ATE HO|AS MSsHOF ghL|Ch J-X| g™

EHol AofgfLct.

Mgt 2|2 A7) LUNO| T 2K stiglof | S22 MaJst 29 A 250 LIZgLIch e aA0) of2] oi4
280 /g 4 YaLic,
7. 2% * Ho|X|0l| M CISE AL
o] WE| LY. s R,
O[L|Alof|ofEf O] S RILIC 2 AE O[L|A|0f|O0[E] O] F, = IQDN E= WWPN=
QURELICL
Igroup Z2EEZ Igroup ZEEZS MEHBILICE

ASZIE HO|K|0| A 22 S} MO 242 Ao o ALY 22 L A 22 BYS YBILICH mount
HUS Yolo] SAEN T NAHS OIREBILICY,

o€ =9 LSt 25U
° Pre clone &: 0|F0| Z2 7|Z Cl|O[E{H|0| A F AtH|EtL|Ct

° Atz =X BE: Clo[E{H|0| A F 2flst Lt HIO[E{H[0| AF AlZFRIL|C.

-

Linux A|ARIS| 2& = gtreedll CHE OFRE BEE: mount <vserver_name>:
%<volume_name_Clone/mnt>

9. 2l *mofX|2l * o|H|Y 7|2 HF * EELR S=0M 0|t S B ALIZ|RE MEdStL|Ct,

A
rot

HE A 3 2hs ARE FAF Y Faok TR M| M= XIFsHoF LT,

10.
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N ELE * > > 2+ & 2215t0] 2] T &S ZL B> L

PowerShell cmdletS A5 Y 22 MM
EEQIAEZ0 = A2, 22 &Y £ 5 2 PLIE{ZI0| TEHEIL|C

A|Zfot7] FEof

e

PowerShell cmdletS A$tist2{™ PowerShell 24 E ZH|a8l{0F SHL|C}.

PowerShell cmdletOf| CHst XtA|$E LI 2 SnapCenter cmdlet =22 AFE5HLE 2 HZESHUA|L "SnapCenter
AT EQ0f cmdlet &= Jt0| =",

EHA|

1. Open-SmConnection cmdlet2 AL I X|HEl AL X0l CHS SnapCenter Server 3 MM S AIZFELICE
Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. Get-SmBackup == Get-SmResourceGroup cmdlet2 ALEst0 222 MAE £ U= WHAS LIFTL|CE,

Of ol M= A 7t 2= ol et HEE EAIRLIC

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

CHS GlAdM = XIFE 2|2 aF0 o

rot
0

HE FAIRLIC

PS C:\> Get-SmResourceGroup

Description

CreationTime : 10/10/2016 4:45:53 PM
ModificationTime : 10/10/2016 4:45:53 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

FEmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
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EnableAsupOnFailure
Policies
HostResourceMaping
Configuration
LastBackupStatus
VerificationServer
EmailBody
FEmailNotificationPreference
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassCredential
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames

PolicyNames

Description
CreationTime
ModificationTime
EnableEmail
EmailSMTPServer
EmailFrom

FEmailTo
EmailSubject
EnableSysLog
ProtectionGroupType

False

{}

{}
SMCoreContracts.SmCloneConfiguration
Completed

Never

False
False

Production
{SMSQL}

False
False
{}
NES DB
Group
2

False
SMCoreContracts.SmAuth
False

0

10/10/2016 4:51:36 PM
10/10/2016 5:27:57 PM
False

False
Backup
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EnableAsupOnFailure
Policies
HostResourceMaping
Configuration
LastBackupStatus
VerificationServer
EmailBody
FEmailNotificationPreference
VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassRunAs
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames

PolicyNames

False

{}

{}
SMCoreContracts.SmCloneConfiguration
Failed

Never

False
False

Production
{SMSQL}

False
False
{}
Test
Group
3

False
SMCoreContracts.SmAuth
False

0



Sally DRAPER}

SmJobError

New-SmClone -BackupName Verify delete clone on gtree windows scc54 10-
04-2016 19.05.48.0886
@{"Host"="sccb4.sccore.test.com";"Uid"="QTREE1"} -

CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'

—-Resources

-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-
05.com.microsoft:sccb4.sccore.test.com' -igroupprotocol 'mixed'
4. Get-SmCloneReport cmdletE AtE5t0{ 22 Aol AEfE FLICH
of ofloll M= X[EEl 2t IDO]| et 28 210 ME EAIRLICE
PS C:\> Get-SmCloneReport -JobId 186
SmCloneId 1
SmJobId 186
StartDateTime 8/3/2015 2:43:02 PM
EndDateTime 8/3/2015 2:44:08 PM
Duration 00:01:06.6760000
Status Completed
ProtectionGroupName Draper
SmProtectionGroupId 4
PolicyName OnDemand Clone
SmPolicyId 4
BackupPolicyName OnDemand Full Log
SmBackupPolicyId 1
CloneHostName SCSPR0054212005.mycompany .com
CloneHostId 4
CloneName Draper clone 08-03-2015 14.43.53
SourceResources {Don, Betty, Bobby, Sally}
ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,

Y 2L EE
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