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| Idmritify storage types supported, |
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Review installation prerequisites and
install plug-in package for Linux or Windows.
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Set up credentials.
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Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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Credential

Provide information for the Credential you want to add

Credential Name

Lzernames

Password =

Authentication Lim

Use sudo privileges €

Cancel
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New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPNZ2,

Get-ADServiceAccount HHZ AUMSIH AH[A AHHS =HQISiCE.
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a. GMSA A|HE A 2% S AEN| M Windows PowerShell2 Active Directory ZES A s}gtL|CE.

O|&H| 5t2{™ PowerShell0l A CtS BE S AMatistL|Ct.

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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8. CAMY 7| &2 A X E2{10 ESAE MEA0 FHE = MHIAS THA| A|ZFELICH.

>~

SnapCenter AFEX} X| & E2{0210f| CHSE CRL(QIB A sHX| 55)2 FeL|Ct

Of ZFHofl 3
* SnapCenter AFEX} X8 S2{1Q12 AFM P&l CIZE{2[0f| M CRL IS HMBL|CY.

* SnapCenter AF2X} X|& Z2{1Q10f| CH$ CRL OtYQ| 7|2 ClHERZ|=
'opt/netapp/snapcenter/SCC/etc/CRL & L|LC}.

|
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1. agent.properties It21Q| 7|2 C|AME{2|Z2 £83510] CRL_path 7|0l ZAH| 0| EE 4 Y&LICH,
o| Cl2E{2|0f| S O|Ate| CRL IS HX|E 4 QALICE S0{Q= QIS M= 2 CRLO| CHaf| HQI=L|Ct.
qud?vilsrzéﬁoﬂkl SnapCenter SAP HANA Z2{12! A|H|A0|| CHSt CA QIS ME
AMTH|C

AERXIE S22 7| ME A 8l S A 9 =& 2Elst, CAUASME 78511, ALEX}
ol

=

=
X|H Z2{00l EBAE MEA St £E E= S7+ ISME 451D, SnapCenter AL}
KIE Z2{00] MH|AE AL2S0] AL R K| H Z2{001 EBAE HEA0 CA MY 7| 42
2A45t0] K| CIXIE OIEME AIsteof ShLiCt

A XM E2{3212 _C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_0fl =
file_keystore.jks_E 2| K& 8 7| HEAZ ALSELICE

ot
i
H
iUl
o
-
n

MEX RIE E2 7| M4 8 A8 S CAME 7| ¥ EHoj thist

T
1. AREXE X1 E2{020 0| E £ ThoiM AFEXL X|H 2211301 7| MEA 7|2 Y2 E AME £ ASLICH

_keytool - storepasswd - keystore keystore.jks _

@ Windows EE T EIEO0||AM "keytool" BHZ QAT £ Gl= B2 keytool BHE HH| ZE2EE
HHELICE

_C:\Program Files\Java\<JDK_VERSION>\bin\keytool.exe" - storepasswd -keystore keystore .jks _
3. 7l MEA0 U= Hel 7| =0 BE EH| et A= E 7| MHEA0| AH8E= S =2 HAYLIC
_keytool -keypasswd -alias "alias_name_in_cert" -keystore keystore.jks
agent.properties Tt 2| keystore pass 7|0f| CHSHAM = STt H[0|EE SHAAI2.
4. AT E HAT = MH[AE CHA| A|RfRILICH

() sextxz Z2i00l 7] Mga L ohel 10| BE B wa oo thet 2ot SAOF BLIC

MEX XE E2{Q ESAE M2
MEX RIE E2Q EHAE XML Chet iRl 7| 10| RE E= 2 ASME Fdstiof LTt

|

1. AF Xt X|1H £2{392l keystore_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}
ZotEl EME o|sgLct
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2. 'keystore.jks' ItY S F&L|CH
(o]

=
3. 7| MEAO FIHE ABME LIFRLICE
keytool -list -v -keystore keystore.jks

E I} o]

— =

>
ol
R
rir
O
ol

M =7+

_keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks _

OF

O. RE L= FUQBSME MEX X 2211 EBAE MELA0 et = MH|AS CRA| AJZFgILICE

(D) =Ecaeize 7t CAUSMHE Hokfot Bt

MEX XE E2{0¢Q ESAE M0 CAME 7| Y= FIHLICH
CAMTE 7| &2 ALEXL A[F 23122 ERAE MEA0| Fdstiof Lict.

|

1. AF Xt X|1H £2{392l keystore_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc_7}
ZotEl EM 2 o|sgLct

2. keystore.jks Tt AELICEH

3. 7| MEA0| FIHE AIBME LIFRLIC
keytool -list -v -keystore keystore.jks
4. 701 7|19F 37 7|E 25 A8%t= CAJIBME FIHLICH

_keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype jks _

5. 7| MEA0| FIHE AIBME LIFRLIC
keytool -list -v -keystore keystore.jks

6. keystoreOi keystoreOl =7HEl Al CA Q1ZMoi| sidt= HE 0| LBtE|0] U=X| QIS L}

7. CARIZMOI| =71l JHel 7| Y= E 7| ME A 2z 2 HAHLICH
7|2 AMEX XY 22|09 7| MEA 2S5 = agent.properties I Q| keystore pass 7| 2fILILCE.
_keytool -keykeyasswd -alias "alias_name_in_CA_cert" -keystore keystore.jks _
8. agent.properties TtU 2| CA QIS AMOf|A HE 0| S PFMELILCE.
0| 2t2 SCC_CERTIFICATE_ALIAS 7|0i| CHsH ¥o|o|EgLILCE.
9. CAME 7| &2 MEX X[F E2{1¢ EHAE MTA 748t = MH|AS CHA| A|ZFRILICH
SnapCenter A8 Xt X|% Z2{J0l0j Cii$t CRL(AISA )Xl 22)2 4ELIC

Of ZfHofl 3
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tUS CIREESHAH & HESHAIR "SnapCenter CA 1S A0f| A QIS A

* SnapCenter AFX}F X|H E2{ 2212 AP & CI2E2(0| M CRL IHY S HAMTLICE
* SnapCenter At2X} X[ E2{3¢lof| chet CRL IHQ| 7|2 C|HE2|= _'C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc\CRL'_&!L|C}.
oA
1. agent.properties It 2| 7| C|HE{Z|E £M5l0{ CRL_path 7|0{ %7 FHO|EE £ JASLICE.

0| C|AME{2]0l| = 0|2 CRL LIS HHX[E 4= UELICH.

N

CAQIZME T34 SnapCenter MK ! Y E2{121 S AE0| CA S ME HiZZ3HOF
2rLICH S2{ 3210l CHol CAQIZAM fad HAIE 2 ots{of gL Ct.
A|ZFst7| Hof|

* run_Set-SmCertificateSettings_cmdletE AtE35t0| CA QSN E &Malst7 Lt H|gdated 4 UELICE

* _get-SmCertificateSettings_ E AFESI0] E21212] 2IZ N MENE EAlZ  JSLICE

cmdlet} &7 U= o7 42t oof| st MHE running_get-Help command_name_Of|A] 2olgt &
UELICE Es 8 #xg £ QELICt "SnapCenter _+_EE$J|0-| cmdlet & Z 70| E".

>
00
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Ir
[

CHA|
1. Q1% EFM KoM * SAE * £ S2I8tL|C}
2. SAE HO[X|0M * 22|E|l= SAE * E SEIRLICt
3. ot = 03 Z2{0Q SAEE MEHSHL|CH
4. 7t gMd g St
5. QIZM REY AL AE * S MEHSLICE
g orkl =
22| SAE ¥ SAEO|E XA247F EAIE| T K24 MAS SnapCenter AH2F 22|00 SAE 7t9| HZ MEE
LtEFALIC
* o = CAQIBAMII &Mt X| itol Z2{00 SAE| HHEX| AUASS LIEFHLICE.
* [ CAQIZANO RuMe aolisS LIEHLICE,
* B CAQIZBANC feMeg aold £ gI3 S LIEFHLICE
* @ 9Z BEE AMY £ 9IS LiEPHLICE
@ AERTL L2 = =MO|H H|O|E| 25 X0 M3EO =2 etR2 El Z4QiL|C.
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