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Cmnd Alias HPPLCMD = sha224:checksum value== /home/
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/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc netapp/Linux_Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

_linux_user_= ArEXI7L H-det £ETt OHL AL Xte| O|FILILY.

_C:\ProgramData\NetApp\SnapCenter\Package Repository 0l /= * Oracle_checksum.txt * I} 0f| A{
_checksum_value_E 7tH & £ J&LICH

(D ol oiF= DR3CIOIES BHS7| 913t HER0H AFGOF BHLICH

Windows& SnapCenter =2{12! II|7|X|F AX[5t7| f|ot 2 AE
QT Argt

Windows& SnapCenter E2{12! I{7|X|E AX|5t7| FHof| & 7tX| 7|2HQl S AE A|AH]
37 AR S AO|E @F Atetg SX|6oF gfLCE.


http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT

S AEQ| SnapCenter Z211210f| CHSE 2[4 RAM
SAEQ| SnapCenter 22112101 CHoH 2[4 HX|
37t

st ATEQ 0 Ij7|X|

Linux2 SnapCenter 2211
A|-o|'

Linux& SnapCenter 22{1¢! I{7|X| 2
stolsi{of grL|Ct.

g
Jo

F A

Ho

= A

2~

rot

A EQ9| SnapCenter Z2{1210]| C{

T At

Microsoft Windows

K| El= WA gt 2|4 E = E HXSHIAIR
"NetApp &= 28 EZA E"

1GB

5GB

SEo

ClA3 27+

ol-[_||:_|. nlﬂol- 23 27t
AME{E[Sf =2t TIOIH £
[zt abEL|ch ClAS 27H0] Z261X]
orom £|2 A3 xoll izt 237t
G| X| STt

®

* Microsoft .NET Framework 4.7.2 0| A

* WMF(Windows Management Framework) 4.0
ol

* PowerShell 4.0 0| A

X &E =
"NetApp

EHZFOf| CHeh &AM HE
AI‘—Q— T'__ojcgI l]HE !
NET &2 2x| s 20| cHst XtM|st LHES 2
xrxswng "QlE{Ullof| HZE[X| k2

k2 7|-".f— INES=IS]
AL SnapCenter §12{|0|= E= MX|7t AofgL|Ct"

AXot7| Hofl 2 AETH Q7 A E SF5H=X]

7 Aret
* Red Hat Enterprise Linux
* Oracle Linux
» SUSE Linux Enterprise Server(SLES)

XA RAMYIL|CH 1GB


https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117007;&solution=1258&isHWU&src=IMT
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS

g
1o

T At

S AEQ| SnapCenter Z2{1210f| it £|4 Mx| gl 21 2GB

=2t
sEdt AT g gt 2O
EGo AER[X| AIEEE ZLIE{ZsH{of

giich Hew =1 3712 mey
(D) EfEle] 2ot dloje 2 zteio| vz
et kL, Cl= 3210 2201
er05t A2 M3 stelof cigt 27t
MWAE|X ShSLICH

[Eo =1

LUQTH AT EL 0 If7|X| Java 1.8(64H|E) Oracle Java == OpenJDK
Javag ZM HE o= HOe0|ES 22
Ivar/opt/snapcenter/spl/etc/spl.properties 0| Y=

java_home 40| SHIZ Java HH1 SHIE HE22
M0 A=X| 2elsof ShL|Ct.

K H == HHof chet 2|4 HE= & HESHYAIL "NetApp &= 284 IHEEA =

SnapCenter AFEX} X|H S2{32l0f et XA SHS A™eL|Ct
A

SnapCenter= A4 ZHS AF25H0 SnapCenter 2= /5l e
Ci[O|E{H|O| A EE= Windows IHY A[AEIOA IO E= &Y ES +AHSt2{™ SnapCenter
{30 MX|E fet XHH S 7t AtA ZHZ THS0{0F gLLCE,

Al&ESE7| ol

* Linux @AE

Linux 2AE0 E2{2213 dX[st7| flet XA SES 2FsHoF &L|Cf.

S22 TZMAE MX| 5l AZFE £ = sudo HPHO| Y= RE A = RE 0|2|9| A Xto]| et XA
Sw2 Msof BhLiCt,
* O AR * SAEE ARSI E2{0Q18 MKt Z Linux0| CHeH XtH SHS MM 4~ QUX|2F DE Atg=
SAEE AXStT 210012 MX|SH7| M| SVMS I8t & XA SHE MMStE ZiQIL|Ct.
* Windows @A E
Ez{19018 MX|8t7| Fofl Windows XtZ ZHS MAs|of ghL|Ct

4 S8 S AFS LI HI0lE 22 2t F0f 2| A0


https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=117018;&solution=1259&isHWU&src=IMT

Of ZFHofl CH3H

I AREX} Ol F0i HA| 2

SESh

= AEXFO

HWE 2|aA OFH T
oF

o]

A

]r

2. 2 HO|X|of| M * X}

Credential

Provide information for the Credential you want to add

[l
o

B

Linux

Credential Name

Lsernams

Password

Authentication

Use sudo privileges

OK

Cancel

R EBtLICt,

BE

al

]

H|O| X|0f| M Xt

= *
o o

4. X}

31
I
ol
o

<+



O ZEO| 8.,

AFEXt ORI

=

e 4

FEJ} otl AbEXto]| CHSt Xt
sudo #3t AR * 2Holzts M

(=13
=

Fe...
S0l A EE ALEX} O|F 1t Y= E Y=L

0%
A

* EOjQl gt2|Xt = 22X 2Fe Y

SnapCenter 22|02 MX[& A|AHIO| =02l
22Xt s 22Xt O3S A RE XIFELICH
AHEXL 0| S EEo| =3 HA2 Ctaot ZELICEH
° _NetBIOS\AHEXAt 0| _
o M2 FQDNAIEX} 0|2

« 2Z e|XHE JEoTt s
4 20| &3 A|AEI9] AR SnapCenter
I ol Jk

=2iaels dXg AL 72 XS =2

22| XHE XIESLICH AR R AFo| &S5E 2ol
UHLE ZAE A ARIO| A AR} M| A K[O]
7150l Bl dstel 22 22 22 X 2500 &5t=
28 MEX AZEE XZE 5= UASLICH A}
O|F ELOo| SHIE YM2 _ AIEXI 0|8 _ LIt

- O 71—

—

(D Linux gt H2ELIC,

ST AHES 01t = AEXL B AM|A HO|X|Q] ALEX} EE= ALEAL OE0| XHE T |A| HE[E 2 =

Windows Server 2012 O| & 0{|AX] GMSAE - AgiL|C}

Windows Server 2012 O| &2 ALE25HH 2

£ T AFUM XtSSHE MH[A AIE &2

22| £ HMBst=s 15 GMSA(Managed Service Account)§ s & JSLICH

AlZFSE2| FHof|
* Windows Server 2012 O|At9| EH|Ql HEE
s CH|elol M Q1 Windows Server 2012 O]

=

27t A0{OF BfLICt.

SAET} AU0{Of Lt



1. KDS RE 7| MM5t0] GMSAL| 2 JHA|of CHe nR3t A= E MASLICE
2. Z} =ij|2lo]| cHs Windows =02l ZAE E2{0l| A Add-KDSRootKey-Effectivelmmediately HE S
3. GMSA MM 5! Y.

O MEX IE AF¥S TS

ot

efLict

n=

a. C}

gjo
()°|'

domainName\accountName$
O AFH JHME FItetL(Ct.
W3 WM ALBK 1ES AMBSIO] GMsaZ AMELIC.

o o o =

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPNZ2,

Get-ADServiceAccount HHZ AUMSIH AH[A AHHS =HQISiCE.

4. SAEOM GMSAS FAEL|CE.
a. GMSA AIHE A 2T SAEN M Windows PowerShell2 Active Directory ZES A s}etL|CE

O|&H| 5t2{™ PowerShell0l A CtS BES AMatstL|Ct.

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.
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SnapCenterAdd @A E H[0|X|E A5 2 AEE F710t CHE E2{12 Ii7|X|E HX|[sH{of
gLt %EDOIE QA SAEQN XAHSOZ MA|EILICH SAEE X718 7 SAE E=

-|>+

— =1
So{AH| oiet E22{32 W7 |X|E EXIE = JASLCL
A|Z5}E7| Hof|
« 2301 Mx| U KA Hto| Q= AE(0fl: SnapCenter 22| Xt Heh)of| ZHEI AHEXFO{OF BFLICE.
* HIAIX] 7 MH|ATF A SQIX| =hQlsHof ehLCt.

* J& GMSA(Managed Service Account)E At&5t= 22 22Xt O E GMSAE FA46l0oF ZrL|Ch.
"AF2XF K™ 28 T2 20] CHsl Windows Server 2012 O|AH0|A 18 22| MH|A AES AL C}

Of ZfHofl 3

SnapCenter A{H{E C}E SnapCenter AHO| E2{101 SAERZ FIte &~ giEL|CL.

|

1. 1% S KON * SAE B MefghLICH

=]

2. o 2|0j| * Managed Hosts * ${0| MEHE|0] Q=X| 2HlEtL|CE.
3. It * 5 MEdBLICL
4

E HO|X|0| M LIS =S sAeLCt

ol Z=ol LHE... A8 Kb

SAE RY SAE QY2 MEdSIL|Ct
¢ Windows
SEITON

AFE X K| B21 7912 Windows X
(D) Lnux2z 5ol Agz 4
BLIC,



10

O ZEO| 8.,

SAE O|EYLILt

A
b
ol
0B

L3t A
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QlfBtict.

SnapCenter= DNS2| SHIE F-doj a2} ZatEL|Ct
2t FQDNE st 40| 7H& EELICH

Windows SHHO| 22 IP FA= FQDNLE &Qlk| =
02k MZ|E 4 Ql= THQl SAEO CHal
7(I?_JE.:."—IEP.

1

S2 AW SAEQ| P FA L FQDNS Q28
o

SnapCenterE A5l SAEE FII6t10 SAETL
Ste| mmelo ULl AL FQDNE H|3sHof ghuCt.

A
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A
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X2 5% 0158 MEsIALL M X2 5B
Lict.
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ok rot

4 sgoll= #4 EAEOH Chet 2te| 2eHo] A0{0F
SLICE XtMet LHE2 XA S8 ddof tist =22
HZESHHA2.

XHEet X4 Y 0| flol AME =2E X4 SO
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7|2 ZE HS E |X[6I7LE ZE HZ E X[ LIt
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AP 2R HAE HHELCH

oS 2,
AFEXL X ™ 222212 Windows A|AH! EE= Linux
A AHIY MX|E 4 JSLICE

* Windows& SnapCenter 221191 m{j7|X|9| AL
7|2 Z=E&= C:\Program
Files\NetApp\SnapCenter2L|LC}.

Mmooz 22 S NFE 4 YL,

* Linux& SnapCenter 2211921 I{7|X|9| HL 7|&
ZE2= ULICH /opt /NetApp/snapcenter.

MEfMOZ A2 E AL X|EE 4 ASLIC
* SnapCenter ¥&¥ Z2{19l:

i AFZXFXIE S0l MMoj|M * RotET| * £
MEdSED QF=El AEAL XY E2a¢ EEHE
MEttLCt.

A=E EH0= AEXX|E 22102 2ES
descriptor.xml| It 0| S0 QU&LICE.

AEEZ|X| E23219] B2 2 0|SELC}
C:\ProgramData\NetApp\SnapCenter

\Package Repository = MEHSII £
MEHBILICE sStorage.zip E0.

OF=E| AFEXAF XA E8{1092 E 9
descriptor.xml| It 2 {7 |X| S HZ =S|
Mol RS AAtELCH

SnapCenter A|HO| I 2ZEE|= AL XL X|H
E2{1210| LIS ELICE

MySQL = DB2 0fE2[#H[0|ME 2|5t = E2
NetAppOHH Hl&st= MySQL % DB2 A XAt XA
S22 A8Y = JUFLICH MySQL & DB2
UHEY SIQU2 oM AR £ ASLICH
"NetApp AtS3t AEO0"

o
ﬂa 201 1| 20 A2E BEA
0fOR{B 0] ZoI2tg MeABHLC

(A =
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O| HEO|LHE... Sofeh 2.,
& GMSA(Managed Service Account)E A5t  Windows 2 AEQ| 22 JF GMSA(Managed
Z2{32 MH|AE MEBHL|CE Service Account)E A1 E2{0Q1 MH|AE
A5 ™ o] =telzts MEHBIL|C
GMSAO|EZ
@ domainName\accountName$
Aoz HSeLct
GMSA= SnapCenter Plug-in for
(D) Windows Mulof A 212
MH|A A O Z AFRElL|CY,
7. ®|E * S MEighL|Ct,
Skip PrechAt™ AL * 2tolztZ MEHSX| QIR 2R SAET E2{10 dX| 27 AFLE EF5H=X| R E
stolstL|Ct C|A3 27t RAM, PowerShell HA, NET H'I’.‘j 2| X[(Windows 2211219| Z<2) 8l Java
H'|7H(L|nux 2219 A2)2 Z[A 2+ ALK [[f f’.:% LICE %A Q7 AF20| SFE[X| o™ XMHS 2F

L= 30 HAX|Z) BAELICE

REI} C|AT 7t EE= RAMIF 2 =l AL C:\Program Files\NetApp\SnapCenter WebAppdi| U=
web.config It S ‘?:1'11|0|50f01 Jl2gte a8Y > ASLICH LRI CHE DiHo 2HE 32 BHE
s ZsHof LICt.
() HASEOIM web.config TS ABIOIEsH 29 5 =S0| M TS 2n|0|EBH0F BLick
8. TAE RYO| Linux! 22 XI2& =olst CH3 * =tel Bl X|ZE * S MEfRIL|Ct
S SAET} SnapCenter0f| O|T0j| ZIH=|U 1D X[ 20| SQI=[AEEHE X[Z &l
ALk
9. MX| It E ZL|E&Est|C},

AXE 23 T2 off [ASLICH /custom location/snapcenter/ 2.

cmdletS A2
47| X|E AX[gL|Ct

M X|-SmHostPackage PowerShell cmdlet2
{02 {7 |X|E 2] SAEQ SAof Ex|g

A Ol A
™ MdJ

AlZsH7|

X
Al

=
AEE

ot

A

1. PowerShell2 &l&¢!

fLiCct.
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A8 Linux B
UA&LICE

5to] 02| A SAE Linux £= WindowsE SnapCenter 221191

Windows& SnapCenter



2. SnapCenter At S AE0|A Open-SmConnection cmdlet2 A23st0] MM S MESHCIS XHH SHS
olai3tL|C}
H—d .

3. Install-SmHostPackage cmdlet % E<~ 0f7f HKE AHESI0] 02| SAEO| Z2{10lg MXIFLICE

cmdletd} E7H A2 S 4= = 0471 H2F 00| et AH2 running_get-Help command_name_Of|A] EQlgh &~
UELICL e 2 Hxg L JELICH "SnapCenter 2AZE 20 cmdlet &= 70| =",

20012 £ E AX[MCH SAET E2{1012 AX[t= o Rt 27 ArYdE SFsH=X| &lstK|
%o = H -skipprecheck FME AL2E & USLICH
4. YA HX|E 2lst XtH 3HS LHLICH

SnapCenter UI(AFEX} QIEJH[O|A)E A SHH SnapCenter AHEXL X|E E211212 A X|5H{0f
StLICH AFE X 2tZ0 A SnapCenter UIOIA 20012 JHCE X[ £ gl= B2
=

=

CLI(Command-Line Interface)E AE9%I0 2& 2E L= X8 ZEE ALK X|E E2{0212
AXg = JUSLICL
oHA|
1. C:\ProgramData\NetApp\SnapCenter\Package Repository®lA] Linux &X]|
It (snapcenter_linux_host_plugin.bin)& SnapCenter 2211921 I{7|X|E AI2At X|H {1018 MX|g

SAE0| SAFELICE

SnapCenter A7} MX|El SAEQ|A O] AZ0f HMAE 4 ASL|CE

MH oF

Y TEIEO|M M| IS 2B CI2E2|Z 0| SHLIC

211 2l 'path_to_installation_bin_file/snapcenter_linux_host_plugin.bin -i silent
-dport=port_number_for_host -DSERVER _IP=server _name_or_ip_address

-DSERVER_HTTPS port=port_number for_serverS A X|gtL|C}

° -dport= SMCore HTTPS EAl ZEE X|AgLIC}

> -DSERVER_IP= SnapCenter MH |P A E X|™gtL|C}.

° -DSERVER_HTTPS_PORTE SnapCenter A|ltH{ HTTPS ZEE X|MgfL|C}.

° -DUSER_INSTALL_DIRE Linux2 SnapCenter 2211921 I{7|X|E MX|g C|A E2|E X[™TtL|Ct.
> DINSTALL_LOG_NAME2 21 mto| 0|2 X|™sfL|LCt.

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
—DUSER_INSTALL_DIR=/Opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM

4. Add-Smhost cmdlet %! B4 047 H4-E AF25H0] SnapCenter AMHO| SAEE FIHgfL|CL,
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FHO| AHEY 2 = 017 HaLt oY Mol Ciet 2= get-Help command_name_% At HE 5
UELICE Es 2 ®XY £ JESLICH "SnapCenter 2ZE |0 cmdlet &= 70| E",

5. SnapCenter0f] 2215t11 UIO|A] & PowerShell cmdletS AF2SH0] AFEAL XM 2211012 YZ =8t Ct,
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7| XS EX[SfLC ME S HESIHAIL.
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CAQIZXM CSR IS HAMetLCt

CSR(AIZM M R)2 MAstT MAME CSRS ALR3I0 CAQIE 71ZHolM 7HHS 4 Yl
AZHE NS 4 UBLICE AZHoll AZE MOl 717} UBLICH

CSR2 MYE CARIZME =Y 2ld 3¢l QIEM Z=H 0l MSEl= AR E HAE SEQLICL
@ CAQIZ A RSA 7| Z0|= |4 3072H|E0{0F BHL|C}.
CSR 4dof| cHSt XtM|TH LIE2 2 BXSHYAIR "CA QIZ A CSR Y2 MAMsH= 2,
EHQI(* .domain.company.com) EE= A|AEl(machine1.domain.company.com CA QIS AME
@ AQ8IT Q= AR CAQISAM CSR MY A1MS ZA{E 4 ULLICH SnapCenterS ALR3I0] 7| =
CAQIZME HiZY 4= JUESLICE
S AE 7M9| AL S2{AE 0|Z(7tA 22{AE FQDN) 4 81 SAE 0|28 CA QIS M| AZsHoF hL|Ct.

RISME ZHESH| Mol SAN(Subject Alternative Name) Z E% e QIS ME AL|0|EE 4 QEL|CE UETIE
Q1= M(* .domain.company.com)2| AL QIS AMof| =H[QIS] DE SAE 0|20| YA|HOZ EEHEIL|CE,

CA S ME 7t FLItt

MMC(Microsoft Management Console)E A& CA @21ZA|E SnapCenter AH 2
Windows SAE Z2{1910 2 JtX{e}of $hL|C}.
EHA|

1. MMC(Microsoft Management Console)Z 0|&%t CHS * It * > * Snapin F7H/A|AH * & S2/gfL|Ct.
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IHH27| DIEALS AISFEILICE,
6. L2 T 20| DREALS @tEBiLiCH
O] DHEAF ZHOIAT... Ctes SastLct
el 718 FHxELict o * S4S Meotn el 7|8 R OIS g 2
S2pLct,
TH 34 1527 HFOHR| 40 * Tk * 8 BBt

-

ol TETE NPV

S=lgtLCt,

00
|'|J°|'
=
o2
ot
i
Ral
0z
ot
k1

*
o
gjo

*
mjo

OIZ M 7tK Q7| OHA} 2t2 Qo2 AESH = * Finish * & 22I6t0{ 71H 7|
A ZFEfL|Ct

15


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

@ ABM 7t R7]= 71l 7|2t e HEZ HSELCHXIFE = "AI2 *pfx, *.p12 % *p7b
LICh.

7. "7HQl" ZCof| Chsl 5EHAIS Br=EfLICt.

CA QB M X|Z2 gh&L|C}
QIB A thumbprinte QB AME AMESH= 16X EAEQULICH WIESIE= MORIE AN2|E
AMESIH QB A HHIXO0|| A A AEILICH
CHA|
1. GUINIM CtS S S| C}
a. QIBME F H S=lpfLCt
b. QIS M CHS} AXIO| A * ME HE * g SEI8H|Ct
C. LC 222 AJEHI0| * Thumbprlnt* £ S=ighct

OlE S0, MTZIEJ} "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b"2l 22 3
ATt = "a909502dd82ae41433e6f83886b00d4277a32a7b"7t & L|LC}.

2. PowerShell0f| A CtS S A SHL|CE

a. Ct2 HE S HASI HX|E ASA e HX|&7te X| 22 LIgstn 22 HX[E ABME FH| 0|EC=
AlEESH | T},

Get-Childltem-Path 215 :\LocalMachine\My
b. AX|ET}2 X 2S SAFLICE
Windows @A E S2{1921 MH|AZS AE5H0] CA IS ME FIELICE

AX|E CIX[E QIBME gd%5t2{H Windows 2AE E2{121 MH[AE A3 CA
ASME FH8HOF RLILE.

SnapCenter Mt 3! CAUZ A7t 0[0| BHEE HE S22 S AE|M ChS HHAIE &L}
£
1. OHS P S M0 SMCore 7|2 ZE 81455 AIESHH 7|E QIS A HIQIY S HI7{etL|Ct.

">netsh http delete sslcert ipport=0.0.0.0:_<SMCore Port>"& ME{SHL|C}
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i
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> netsh http delete sslcert ipport=0.0.0.0:8145
Cte Eds Adste Mz dX|E ABME windows TAE ZF2{0Q1 MH|ASY
HFQIZStL|CE.

> Scert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

o€ SH Ct3at 2&LICk
> Scert = “a%909502dd82aed41433e6£83886b00d4277a32a7’b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="S$guid"

Linux A E0|AM SnapCenter AF2X}F X| & Z2{ 191 MH|AO| Ci$t CA QIS ME T CH

AR XM 21021 7| MEA 8l B A 2 E &2[st, CAJASME F-Hs6ta, AHEXL
XH S Q EB{AE HZEAQ CHSt RE E= SIS ME = —_r“HOP_' SnapCenter AFE X}
K™ E2{32 MH|AE ARSI AFEAF X[H 22|02 EBAE HEAN CAANE 7| A2

Tdote] Ex[E CIX|E ASME S-dstatiof ghLrt.

AL X £2{3Q12 _/opt/netapp/snapcenter/SCCletc_0fl = 'keystore.jks' TS ME| HE A 8l 7| HELAZ
A-gghL|ct.

M

AERFAE 223 7] MEA 8 A 52 CAMT 7| &l EHof| e =S 2

—

EHA|

1. AREXE X1 E2{02 0| E £4d ThoiM AFEXL X|H 2213 7| ME A 7|2 Y2 E AM £ ASLICH

'keystore_pass' 7|01l diZot= 2L ALICH

keytool -storepasswd -keystore keystore.jks

7| MEAO A= el 7] &Fol EHE HAH| ciet dTE F| MEA| AEBEE STt
A2 HFYLICE.
keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
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agent.properties It 2| keystore pass 7|0f| CHSHAM = STt FH[0|EE SHAAI2.

3. Y= 5 HESH T MH|AES CHA] AEfeiL|Ct.

D —
() sextx Z2i00l 7] Mga L ool 1ol BE B Ha oo thet 2ot SAOF BLICH
AR KR B2i19l ERAE MEA0 RE £ B ASHE FABLIC
AR KR B2i 191 ERAE XEA0H thet el 7| 90| RE Ei F7H ASMES PAOF BLITH

|
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2. 'keystore.jks' IS & &LICE.

=
3. 7| MEA| FItE ABME LIESLCE

4. RE BT ASH XL

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

RE EE F7t ABSME AR XH E2{02 EYAE MEAO FMTt T MHAS CHAl
A ZFELICE

0

(D) =2ECAIZMS B CAASHE 27Kt BLICH,

AR X[E 2210 EMAE X200 CAME 7| ¥S AL Ct
CAME 7| &2 ALEXL A[F E3122 EHAE MFA0| FLdstof &Lict.

chA|
1. AP X|E 2231391 7| XMZEH A /opt/NetApp/snapcenter/SCC S0| Z8tEl ZEHZ 0|5 EfL|Ct

2. 'keystore.jks' IS & &LICE.
3. 7| MEA0 F7HE ABSME LIFSLICE

7| &-2| A E-v-keystore keystore.jks
4. 71Ql 7|12t 371 7|1E 25 M8%t= CAABME F7HetLCt

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype JKS

S. 7| MEA FItE ABME LIESLCE

7| &-2| A E-v-keystore keystore.jks
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6. keystoreOll keystore0il Z=7}Hel Alf CA QZ MOl sligdt= BHO| ZHE0| A=A 2QISLCt.

7. CARUBMOI F=7tEl 71l 7] =5 7| MEA A2 HEFPLICH

7|2 AMEX XY 22|09 7] MEA 2S5 = agent.properties I Q| keystore pass 7| 2fILICE.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

ca ¢BAMe HE 0|50 1 = =
Tt O|S2= HAFLICE.

—_od

rir
Am

O —

_J'K_ _E_Xl.(u*u,",")jl- ISk %:l—cl’— Hé'*' O|§

o

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks
agent.properties I}l ca CUBAMO|A EHA 0|ES FHTLICE.

0| Zt2 SCC_CERTIFICATE_ALIAS 7|0f| chsl Gi|o| E &Lt

oL T

8. CAME 7| &2 MEX XIF E2|1Q EHAE MEAM 4ot = MH[AS CrA] AIZFELICE

SnapCenter AtEX} X Z2{3210] thet CRL(ZEA oA 58)S FHLIC

Of ZhHofl CHaH
* SnapCenter AFEX} K| E210Q12 AFM &l CIZE2[0fA CRL IS AMEfLICY.

g

* SnapCenter AFEXt X|H E2{3210] CHSE CRL It | 7|2 ClHEZ|&=
'opt/netapp/snapcenter/SCC/etc/CRL & L|LC}.

CHA|
1. agent.properties It 2| 7|2 C|AE{2|E ™3I0 CRL_path 7|0 XA RIC0|EE 3 UESLICE.
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