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Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-SigningCertificateRevocationCheck None

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-EncryptionCertificateRevocationCheck None
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HIEtHO|HE IH|O| E8HOF LT

|
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SmMultiFactorAuthentication cmdlet.
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15. MEiSH WebAPIE HE St 24 URL(SnapCenter A{H| URL)Zt 22t0|AE AHX[7L SHE2H
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OpenlID ConnectE T45t0] ALEXt 0|F2 22U 2 HSEL|Ct.

16. Mt 2t2|Xt QEZ Acto » m41 * 07 of2fjof| /= * AD FS &2| * =1 & gLCh
a. 21Z AtO|=H}Of| A * Application Groups * Z2C{E MEHSIL|CY,
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18. Y71 4% * 0|2 LHFLICL
a. EM MEA EFCHR0|A * Active Directory * S MEHBHL|Ct
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PowerShell HHEE
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1. L+ comamndE At&3t0{ AD FSOIA M OHE2[A|0|M O FS MAMSfLICE

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRoleIdentifier OHEZ[AH|0|M 2 F2| O|SALICE

redirectURL /& Z 2|C[IM0| CHot =8t URLYLICH



2. ADFS M 22 Tz 138 MMst1 2210|9E

7. WAPI S8 T2l 0|§2 XYt o|F nied
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2 £ ALt

Add-AdfsServerApplication -Name "S$ClientRoleldentifier - Server app"
-ApplicationGroupIdentifier $ClientRolelIdentifier -RedirectUri $redirectURL
-Identifier $identifier -GenerateClientSecret

- ADFS # API 38 T2 S 0= AL 8Y M 0|52 T4 ELICt

Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier S$ClientRoleIdentifier
-Name "App Web API"

-Identifier S$identifier -AccessControlPolicyName "Permit everyone"
. 22l0|AUE D2t 22I0|AUE 5= ot Hot HAIZ D2 CHS Yo E0|AM 7P SLICE
"client id = $Sidentifier"

"client secret: "$ ($SADFSApp.ClientSecret)

. ADFS S8 Z230] allat22{ X OpenlD HHE F0{gL|LCE.

Grant-AdfsApplicationPermission -ClientRoleIdentifier $identifier
-ServerRoleIdentifier S$identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@QRuleName = "AD User properties and Groups"
c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]
= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =

";userPrincipalName; {0}", param = c.Value);

"@

@3 7A| IS ShELIC

i

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp
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Set-AdfsWebApiApplication -Name "$ClientRoleldentifier - Web API"



-TargetIdentifier

Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath
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£ S ELICt set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"
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oI= URL [ADFS-DOMAIN-NAME]/ADFS/OAuth2/authorize
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SnapCenter AMH0||A] PowerShell, SCCLI 5! REST API=
ALE35HH MFAS LA SfL|Ct

SnapCenter HHO{|A| PowerShell, SCCLI 2 REST APIZ AI23I0] MFAS &g %=
oI/\LJEf
SnapCenter MFA CLI ¢/Z&

PowerShell ! SCCLINAM H|0{2{ EZE AM2SI AFRXIE 215 5H= O "AccessToken"0|2t= EEJ}SHLEH U=
7|Z cmdlet(Open-SmConnection)O| %.%*5:.' L|C}.

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

29| cmdlet2 A&t = ol AFEX}IL =71 SnapCenter cmdlet2 ME 4= U= HMO0| MM EILICE

SnapCenter MFA REST API ¢!
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SnapCenter22E 4352l SEH2 ?:* HH Authorlzatlon Bearer <access token>_in REST API 220|H E(
ofl: Postman fE= swagger)2| ®AIO 2 H|0{2] E2S AF&3I T &|C{0fl A2 Xt RoleNameS S1Z5HIAIR.
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MFAZ} AD FSE 1M El 2 HHA(H02H) EES AE8HH Q1B REST APIE E6l| SnapCenter
OfZ2|#[0| Mof| M| ABHOF BHL|CE.

* Of Ztdofl CHot M *

* Postman, Swagger Ul = FireCamp?t 22 REST 22I0|¢HEE AI8E & USLICH

* HMHA ESS 7INQ £ Q% (SnapCenter REST API)S Q560 ZAS $lstL|Ct,
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HES =2 28 TZ IO HNA ESZ I &

Ho

H|O|X|0i| M AD AtH SEHE MSotl MFAZ 215
Xl AHEXL O] F = O|H S 2 E—*.E.'—IEF

8% AD FS SSO H|0|X| 2 Z|C|2 4 EL|L}. Of
e

FSHL|C} AD FS SSO H|0|X|0f| A AF2X} 0|2 HIAE

£ L ELICt AFZ2 X} 0|22 user@domain &= domain\user 84| 2 X|Hsf{0F BHL|Ct,

oF
- a

—_

s AE AR S E gt

tot
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1. GUI, REST API, PowerShell %! SCCLIOI| CHalf MFAS AE3tES PowerShell E£& CLI B S AHBLICE

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

path O{7H == AD FS MFA H|EIH|O]E] XML It 9| @|X|E X|HeL|Ct.

X|™El AD FS HIEIH|O|E mtY A2 2 M El SnapCenter GUI, REST API, PowerShell 2! SCCLI0| CHgt
MFAZ M 3stetL|Ct.

1. £ A2 MFA 4 MElf 8! MHS 2OIBHL|Ct Get-SmMultiFactorAuthentication cmdlet.
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1. 4 sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true



-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatal\abc.xml"

2. # sccli Get-SmMultiFactorAuthentication
« RESTAPI *
1. GUI, REST API, PowerShell 5! SCCLI0| CHe MFAE AF23SIT= CHS POST APIE A 3lEL|Ct,

o4 14 2t

LH™E URLYLICE /api/4.9/settings/multipactorauthentication=
EZXSHAAIL

HTTP HA= HlA

[N =EZ { "IsGuiMFAEnabled": false,
"IsRestApiMFAEnabled": &, "IsCliMFAEnabled":
false,
"ADFSConfigFilePath":"C:\ADFS_METADATA\\a
bc.xml" }

0l
o
r
Ao

{ "MFAConfiguration":{S &ZstMA|2
"IsGuiMFAEnabled": false,
"ADFSConfigFilePath":"C:\ADFS_METADATA\a
bc.xml", "SCConfigFilePath": null,
"IsRestApiMFAEnabled": &, "IsCliMFAEnabled":
false, "ADFSHostName":"win-adfs-
sc49.winscedom2.com” } }

2. Ct3 APIZ AFSHO| MFA 74 Alel 3 MEE sfolghict

OH7H A= U

LH™E URLYLICE /api/4.9/settings/multipactorauthentication=
ERSHAAL

HTTP o2 E 7t 27|
SctEg { "MFAConfiguration":{£ &ZsIHA|Q

"IsGuiMFAEnabled": false,
"ADFSConfigFilePath":"C:\ADFS_METADATA\a
bc.xml", "SCConfigFilePath": null,
"IsRestApiMFAEnabled": &, "IsCliMFAEnabled":
false, "ADFSHostName":"win-adfs-
sc49.winscedom2.com” } }
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