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Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-SigningCertificateRevocationCheck None

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-EncryptionCertificateRevocationCheck None

13. HIEIH|O|EE Y3X =2 JIMR=X| gelsta{H

% oo E’
a. Mg £ QU= i MBS 0L QER thx2 SE5ta * £4 * S MEgL|C.

| — 1
b. B, Al % M BT HUH Q=X SolshLICt
14, DE HAtOX| B2 U1 HARNES ChA| Foj 7|E i 2y MM 27| X1 A 2ot

SnapCenter MFA 7|52 REST APIE A26t0] 2dste a2 JUEL|CH

=M SHZofl Tt ZtMlet LIE2 & EXRSHAIR "0l ZoM SAl =

|

Ol A|= A| MFA 257} EA|ElL|C}",

AD FS MFA H|EIH[O[E{ E ¥H|0|EgiL|C}

AD FS MH{0] &20|=, CARIZM A4, DR Sat &
HIEIH[O|E £ &IH[O| E3H{OF LT},

ro

X Ateto| QIS m{OtCt SnapCenterOf|A AD FS MFA

|

1. 0l M AD FS 20| M HIEIH|O|H DY S CH2E =RIL|CE "hitps://<host FQDN>/FederationMetadata/2007-
06/FederationMetadata.xml"

2. ORZ =3t IS SnapCenter AH 0| 2AHSHH MFA A4S Hd|0| EBtL|Ct,
3. C}2 cmdletS A35t0] SnapCenter®iAf AD FS HIEIH|O|E{ S G0 EBtL|CY,

Set-SmMultiFactorAuthentication -Path <location of ADFS MFA metadata xml file>

4. D= HetRX YS B HEtRXE Al B0 7|E L= 2 MM 37|E X1 CHA| 2a0lgtLCt

SnapCenter MFA H|EIC|O|E{E HO|O|ERILICE

E31, CAQSAM A DR St Z2 ADFS ANHO| =H AFo| JAS miotCt AD FSO|A SnapCenter MFA
HEtH|O|E{S iO|O| EBHOF BFL|C}.
CHA|
1. AD FS SAEO|AM AD FS Zt2| OFHAIS €11 CHS THA S 3Lt
a. AF2 CHARR} AlZ| * 2 Z2ItL|C}

=2"1d

b. SnapCenter0i| CH3l| 2HE 7|HF AR} ME|S Ot A QEZ thxz 22/610 * A * & 22U .

r=

2[g = A= ALERIS| ALEAL HOl 0| 50| EAIELIC

2. D= HElRX M2 B HERKE CHA| €0 7|1E = 84 M 7|8 X1 ChA| 23008},


https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://<host

MFA(Multi-Factor Authentication) H| &3}
CHA|

1. MFAE H|ZM3tstn E AFESI MFASE Z N3RS M MM E 7N IS H2|EL|C} set-
SmMultiFactorAuthentication cmdlet.

2. DF HEIRX RS B HEtRME CHA 2oj 7|1E = 24 ME 27|15 X1 ChA| 2313 T},

REST API, PowerShell 5! SCCLIZ A3 MFA(Multi-Factor
Authentication)S Zt2|gtL|Ct
MFA 21912 52}, REST API, PowerShell % SCCLIO|A X|¥EIL|Ct. MFA= AD FS

ID 22| XIS E6l| X[ A ELICE. GUI, REST API, PowerShell % SCCLIOIAM MFAE A2SIESE
HHSI0 MFAE AHESHX| =& HE5tD MFAE 8¢ = °'*LIEr

AD FSZ OAuth/OIDCE MAetL|C}

* Windows GUI OFHALS AHZ3H04 AD FS 4 *
1. Mt] ZH2|X} CHA|EE * > * £ * > * ADFS 22| * 2 0|S8tL|C}.
2. ADFS*>*2g 1z 18 * OZ 0|5fL|Ct.

a 28 2 IE - 2 0I9A QS5 tixg Z2gict,
b. 28 T2 1E AU+ £ MEstT * 28 T2 0| + 2 YL}
c. Mt 28 mEa® * 2 Mefgi|ct

d. otg * 2 22ehct

=
=
3. ZAp* Z2f0[oE Az},

S2to|AHE IDYLILCE. ... 2|C|2M URLO| 28 URL(SnapCenter Al URL)S 2=7tgtLIC} ... CI2 * 2

Salgot.

4. 3R YT 44+ 3 MHBLICL
O 32 EABILICE Z2t0|AiES] HIURILIC. ... ThS * S 2Bk,

9. ¢l API 1M M| X|0j| A O|F THA|O| M THE SnapCenter A\t URL %! 2210|ME A|HEXIE AEX} MMof|
U=gL|Ct.

a. FIt* & SEFLICL



10. Hi|A H|of HAH MEH * TO|X|Oof| A 7 AFEHO]| it Mo A (0f: ZE ALEXH HE X MFAER)S
MEtstD * EfS © 2 SEFLIL

1. g2 O

D=3 Aot 79 * H0[X[0f| M 7|2X 22 OpenID7t He|2 MEIE|0] JOH * L5 * & SEIYLICE

o
12. 29F * H|o|X|of| M * C}Z * & S=2ISLCt.

2t= * Ho[X[of M * B[ * & St

13. ¥E 88 Z= £4 * HO|X[o]| M * =tel * & S2/gfLCt
14. 215 MH(AD FS)0 M HE3st1 2|AANM ABSHER Q=& JWT ESYLICH
O] EZ9|'AUD' L= HEQ| FEL 2|AA L= # APIQ| AR} L X|Hof BhLCt,

15. MEiSH WebAPIE HE St 24 URL(SnapCenter A{H| URL)Zt 22t0|AE AHX[7L SHt2H
o

OpenlID ConnectE T45t0] ALEXt 0|F2 22U 2 HSEL|Ct.

16. Mt 2t2|Xt QEZ Acto » m41 * 07 of2fjof| /= * AD FS &2| * =1 & gLCh
a. 21Z AtO|=H}Of| A * Application Groups * Z2C{E MEHSIL|CY,
b. &l APIE MEHSIT * edit * & SRLICE

X o=z o|sgLct

17. 3% x7p+ =2

=

- 22 A "ES EECRR20|M * 72 LDAP &4 ELi7| * & MEigL|CtL
=
=

SeigLct
18. Y71 4% * 0|2 LHFLICL
a. EM MEA EFCHR0|A * Active Directory * S MEHBHL|Ct
b. LDAP &4 * EELCH20||A * ALK} - 7|2 - 0| & * & ME{SID O * uting Claim Type * EECH20)|A] *
UPN * & MEfgtL|Ct
c. O * & S=lgLICt
PowerShell BHZ AFE510{ O Z2[A[0|M O FS MM SLICt

[

PowerShell HHEE
A

otof oS EI7AH|0|E O2F Q! & APIE Mgt Helet YTAME F7he o= UASLICE ol2et
M2 X}=}E ) SHA

At a o
ATYUE YA OZ ALY 4= YGLICH XtM|EE LI 2 <link to KB article> & &ZSHIA|2,
1. L+ comamndE At&3t0{ AD FSOIA M OHE2[A|0|M O FS MAMSfLICE

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRoleIdentifier OHEZ[AH|0|M 2 F2| O|SALICE

redirectURL /& Z 2|C[IM0| CHot =8t URLYLICH



2. ADFS M 22 Tz 138 MMst1 2210|9E

7. WAPI S8 T2l 0|§2 XYt o|F nied

oo

2 £ ALt
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"ADFSConfigFilePath":"C:\ADFS_METADATA\a
bc.xml", "SCConfigFilePath": null,
"IsRestApiMFAEnabled": &, "IsCliMFAEnabled":
false, "ADFSHostName":"win-adfs-
sc49.winscedom2.com” } }

2. Ct3 APIZ AFSHO| MFA 74 Alel 3 MEE sfolghict

OH7H A= U

LH™E URLYLICE /api/4.9/settings/multipactorauthentication=
ERSHAAL

HTTP o2 E 7t 27|
SctEg { "MFAConfiguration":{£ &ZsIHA|Q

"IsGuiMFAEnabled": false,
"ADFSConfigFilePath":"C:\ADFS_METADATA\a
bc.xml", "SCConfigFilePath": null,
"IsRestApiMFAEnabled": &, "IsCliMFAEnabled":
false, "ADFSHostName":"win-adfs-
sc49.winscedom2.com” } }
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