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* 'use-https-to-SDU-daemon=on
+ contact-https-port-SDU-daemon=4095

* 'du-daemon-certificate-path=/opt/netapp/SnapDrive/SnapDrive.pem’
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"*$openssl genrsa 1024> host.key $chmod 400 host.key * "

# openssl genrsa 1024 > host.key Generating
RSA private key, 1024 bit long modulus

............................... ++++++ ... ++++++ e is 65537 (0x10001)

ASOIE|X| AL B ME UHELE O -new', -x509', -nodes SM0| AFREILICE -days' M2 2SIt KETH
= & 8 X HEL|CL.
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# openssl req -new -x509 -nodes -shal -days 365 -key host.key >
host.cert

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN. There are quite a few fields

but you can leave some blank For some fields there will be a default
value, If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:California
Locality Name (eg, city) []:Sunnyvale

Organization Name (eg, company) [Internet Widgits Pty Ltd]:abc.com
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:localhost

Email Address []:postmasterlexample.org

@ 25 0|2 22 localhost_0|0{Of BHL|C},

4. HIEIH|OIE] =E(ME AL
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$ openssl x509 -noout -fingerprint -text < host.cert > host.info

LISl 24| Hxg ~ A= QIS A HEHOIHE MY + ASLIC.
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o. 7|2t Q15 M Cl|o|E{E ZetgfLICt.

UNIXE SnapDriveE ArE352H 7|2 215 A H|O|E{7 Z2 o]l RA0{OF ghL|ct. Zetel TU2 7| T2
H 35l of fLCt.

"$cat host.cert host.key>host.pem\"
" &&rm host.key *'
'$chmod 400 host.pem'
# cat host.cert host.key > /opt/NetApp/snapdrive.pem

# rm host.key rm: remove regular file “host.key'? vy
# chmod 400 /opt/NetApp/snapdrive.pem

6. daemon QIE A 2| MHN| HZE sapdrive.conf It 2| 'SDU-daemon-certificate-path' 01| Z=7}&FL|C}.
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° https-to-SDU-daemon=on2 At2%tL|Ct
o Contact-https-port-SDU-daemon = 4095
o SDU-daemon-certificate-path="/opt/NetApp/SnapDrive/SnapDrive.pem"

*$openssl| genrsa-out privkey.pem 1024 *'

Generating RSA private key, 1024 bit long modulus
.................... TFTFFFTF 000000000000000000000000000000060GCO0O0 0 TP
e is 65537 (0x10001)
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"*$openssl reg-new-x509-key privkey.pem-out cert.pem *'

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name or
a DN.

There are quite a few fields but you can leave some blank For some
fields there will be a default value, If you enter '.', the field
will be left blank.

Country Name (2 letter code) [XX]:NY

State or Province Name (full name) []:Nebraska Locality Name (eg,
city) [Default City] :0Omaha Organization Name (eg, company) [Default
Company Ltd]:abc.com Organizational Unit Name (eg, section) []:
Common Name (eg, your name or your server's hostname) []:localhost
Email Address []:abclexample.org

Rl 712t QIS ME ALE3I0] CSRE WH”LICE

" cat certt. pem privkey.pem|openss| x509-x509torq -signkey privkey.pem-out certreq.csr *'
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Getting request Private Key Generating certificate request

5. 3 Oh= CSRE A% CAZHRl 7|2 AZMof| MEehL|Ct.

"*$openssl ca-in certreq.csr-out newcert.pem *'

Using configuration from /etc/pki/tls/openssl.cnf Check that the
request matches the signature Signature ok Certificate Details:
Serial Number: 4096 (0x1000)
Validity
Not Before: May 17 06:02:51 2015 GMT
Not After : May 16 06:02:51 2016 GMT

Subject:

countryName = NY
stateOrProvinceName = Nebraska
organizationName = abc.com
commonName = localhost
emailAddress = abclexample.org

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier:

FB:BO:F6:A0:9B:F2:C2:BC:50:BF:45:B2:9D:DB:AA:3B:C5:07:5B:7F
X509v3 Authority Key Identifier:

keyid:FB:BO:F6:A0:9B:F2:C2:BC:50:BF:45:B2:9D:DB:AA:3B:C5:07:5B:7F
Certificate is to be certified until May 16 06:02:51 2016 GMT (365

days) Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]ly Write out
database with 1 new entries Data Base Updated

6. SSL MHOlM At MEE QIS M2t 72l 7|15 MX|etLCt.



The newcert.pem is the certificate signed by your local CA that you can
then use in an

ssl server:

( openssl x509 -in newcert.pem; cat privkey.pem ) > server.pem

1ln -s server.pem openssl x509 -hash -noout -in server.pem .0 # dot-zero
( server.pem refers to location of https server certificate)
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