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"buildname": "9.15.0P1",
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"version": "9150.01000024.05090105"
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$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus?2 (US) East US 2

South Central US southcentralus (US) South Central US
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PS /home/userl> $Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> S$SlocName="eastus2"

PS /home/userl> S$SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName S$pubName
-Offer SofferName -Sku S$SskuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

2. YX|Sh= O|0|X| T Z OFZIE2|0|A O|O|X|Of M A 22| CIAFE BHELICH

PS /home/userl> $diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access —--duration-in-seconds 3600
--access-level Read --name $diskName --resource-group S$diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

. 22| C|A 30| M Azure Storage= VHD IHY S LHEHLICH AT HNA £FO 2 ZH|O|HE THELICE. Of
Olof| A R2|= CtS 2t 22 0|E9| AH|O|HE AEMELICE vm-images ~2t &7 Container M2 +&.
Azure PortalOi| A XZ A AE HMA F|E 7FHSLICH ME A AE > examplesaname > HM|A 7| > key1 >
key > HA| > <EAb>

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”

PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> S$destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> S$destContext = New-AzureStorageContext
-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy -AbsoluteUri S$diskAccessSAS
-DestContainer S$containerName -DestContext S$destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState -Container S$containerName
—Context $destContext -Blob S$SdestBlobName
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A8 3 JELICE az URLE 7 2= FFQILICH URL

Ol Al:https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd][]
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PS /home/userl> Revoke-AzDiskAccess —-ResourceGroupName S$diskRG -DiskName
$diskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
$diskName
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s az vm image list --all --publisher netapp --offer netapp-ontap-cloud
--sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by
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% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"
export diskRG="new rg your rg"

o® o° oo oo

az disk create -g $diskRG -n S$diskName --image-reference S$urn

az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{

"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&ST=DESI=XXXXRKXXX—XXXX~XXXX~XXXX~KXKXKXKXKKXKKES I JRXXXX XX XX XKX XXX XXXXXXXXXX"

}
% export diskAccessSAS="https://md-
xxxxxxX.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&STr=DE&SI=XXXXXXXX-XXXX~XX~XX~XXESIgXXXXXXXXXXXXXXXXXXXXXXKXK"
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export storageAccountName="examplesaname"

export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o o°

o°

az storage blob copy start --source-uri S$diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account

-key S$SstorageAccountKey --destination-blob SdestBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXx",
"copy 1d": "XXXX-XXXX-XXXX-XXXX-XXXX",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

O. Blob ZAHZ 2| HEHE 2QI5HA|R.

=

% az storage blob show --name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"Copy" : {

"completionTime": null,

"destinationSnapshot": null,

Tid": "XXXXXXXX-—XXXX—XXXX-XXXX-XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX—XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by

6. MM E O|0|X[E Linux MHZ CHREEFLICE



wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>

URL2 BZE YAlg MELICL XtS2HE 2/6 of2iet 20| URL EXIE S THIAZ = JASLICH L= Azure CLIE
AEE = JELICH az URLE 71 2&= HHILICH URL

Ol Al:https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd][]

7. ME|E|= CjA3 AHE|
az disk revoke-access —--name $diskName --resource-group $diskRG
az disk delete --name $diskName --resource-group S$diskRG --yes
ol [
ol M =Ho|

Cloud Volumes ONTAP 0| CH$t Azure OHIE8|0|A 0|0 X| MH =0l

Azure O|0|X| ZIZ T2 M|AE= VHD IHYO| AZ HE0|M 1MB, 2 ££0{|AM 512HI0|ES
|78 CIS SHA| S22 XML510] CIO|H|AE OIS MMSHL|CH HE HXIE UKX|A|F]|7] Q|8H
sfAlofl= sha256 O| AF2ElL|Ct.

Il N A 93E2 29
CIE2 I ME A3 I3 22 T2 M[A0] et 7HRILICE.
Hash Function ————3 033b9077D...
Signature
Received data Decrypt Digest valid, when
digests match
E S 033b9077h...
Signature

Public key

Azure O|0|X|E CH2 ZEfLICE. "NetApp A2 AO[E" 2|10 CHO[MAE(.sig) THY, S7H 7| Q1S M(.pem) T+,
Ml ABM(.pem) LS FELLICEL . "Azure O|0|X| CIO[HAE THY CH2ZE" XbM|TH LIE 2.

* MEASO AT,

3 7| 2B M (.pem)dllM 7 7|(.pub)E F=TILICE
%

* =& 3N 7|12 AHE5tH0] CHO|HAE T S S S§LCt.

O|0|X| It M AlZF 22 1MBL2L 2 22 512HI0|EE N7ttt = MM El A Il M2 MM E CHO|HAES}
del_}a H|eL|C}. O] EtA|= OpenSSL HAZS C1E ARSI 2 EIL|C} OpenSSL CLI 3= mel 2x|of
H3SALE Hiie 22 MAET HA|X[E EAILLICH


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

Linux0i|A Cloud Volumes ONTAP 0| Ciet Azure OFZIE2|0|A O|O|X| MEH =tol

LinuxOfl A LHE'H VHD It MES AS5t= 2 Holl= M2 Hel 4
ZotELCt.

EHA|
1. Azure O|O|X| ItUS CR2E2ESHM|R. "NetApp X[ AFO|E" 2|1 CIO|HAE(sig) THY, 37 7| Q15 A (.pem)
oY, HQl 1B M (.pem) IHU S FEBILICE,

HZSICE "Azure O|O|X| CHO[H|AE T CH2ZE" XHMl LIE2.

N
=

2| ASE l5HM K.

=

o

openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem

Certificate-9.15.0P1 azure.pem: OK

3. VHD It Q| A|Z EEO0|A 1MB(1,048,576HI0| E)E |7t 2 E20{A] 512HI0|EE R AHTILICEH AHRA|
EM

tail,d -c +K Ol M2 ISl KHMY HFO|EO|A HIO|E AgtL|Ct. m2tA 10485772 MEELICE
tail -c.

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp
rm ./sign.tmp.tail

o® o o°

4. OpenSSLE AFB310] QIS Mol M 27K 7|18 &8tn, AEYE I

10

2l El IH (sign.tmp)2 MY T at S74 7|2
ASELICt.

Y LEDEE=HS 200 et 83 E= AT E HEHHE HAIXIE EAIRLICH


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html

(o

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

o A S HElSHM K.

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

o oo

macOS0|A| Cloud Volumes ONTAP CH$t Azure OFZIE8|0|A O[0|X| MH 2ol

LinuxOl Al iEH VHD It MEE ASsh= Zgoll= A= Ml 4F, It HE, MF H430|
EotEILICE,

oA
1. Azure O|0|X| I}Y S CHREESIMIR. "NetApp X ALO|E" J2| 1 CIO|HAE(.sig) THY, 37K 7| Q1B A (.pem)
ok, H|Ql Q1B M (.pem) THYS =EBtL|CE,

FZStet "Azure O|O[X| CIO[H|AE Of CI2 2 =" XEM|EE LHE 2.

2. M2 AFEE =HRISHMIR.

Q

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. VHD I+l A|ZF E20{| A 1MB(1,048,576HI0|E)E HM|7st] & E20|A 512H}0|EE HHEILICt AL A|
tail,d -c +K O] M2 MAYS| KM HIO|EO||A HIO|EE MMBtL|CE w2tA 10485772 MERILICEH
tail -c.macOSOA= tail BES 2tEsH= O] & 1020 ZE £+ USLIC

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail

4. OpenSSLE2 AHE3I0 QIZMOIM 37 7|2 &5t AERE THU(sign.tmp)S ME It 371 7|2
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https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html

HEYLCL B8 ZEIEE AT 20| 2t 43 = A E LIEIL = HAXISE EAIRLICE

=] o [}

ol

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

- A S2HE FEEBHHIR.

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

o°  oP
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