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Change Tiering Policy

Volume_1

i ] Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not including metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

@) 53 Storage classes Standard-Infrequent Access

@) S3 Storage Encryption Key aws/s3
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a S3 Tiering i What are storage tiers?

« Enabled Disabled

Mote: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this ageregate.
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— Organization Project - =
= M NetApp console NetAppNew Project-1 C ‘ e 0

Agents
Overview
Agents (3 /58) Q
Name 4+ | Location = | status (1) = | Deployment Type = |
LAWSAgent US East (N. Virginia) Active aws
NS eastus Active =”i (CD)]
Ll atAwWS US East (N. Virginia) Active Edit Agent

Go to local Ul [7

Agent Id: 3
HTTPS Setup
E’oud Volumes ONTAP Settings I
*QQ 2f* * XSIE 9|5t K 2F ol Zt o a o+ 32|sH
4. 20| M *CIo|E] AIZ2E 2ITt Al 8 LAY - g St &S Salet.
Overview > Cloud Volumes ONTAP Settings
Edit Cloud Volumes ONTAP settings
Capacity
Capacity Management Mode Automatic Mode N
Aggregate Capacity Thresholds - Free Space Ratio 10% N
Aggregate Capacity Thresholds - Free Space Ratio for Data
.99. g pacity P: 10% ~
Tiering
Volume Autosize - Additional Size in Percentage to Which
1000% N
Volumes Can Grow
General
Automatic Cloud Volumes ONTAP update during
On N
deployment
Azure
Azure CIFS locks for Azure HA systems off N
Use Azure Private Link On N
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"aggregateName": "aggr name",

"iops": "modified iops value"

"throughput": "modified throughput value",

"workingEnvironmentId": "we id"

}

gulo] 2tzot =
APIOf| M Ztf0] 43R SEO| ghete|H Azure ZHO|A Cloud Volumes ONTAP A|ARIQ| CIAST MIE HEE
solstol 2 MIHHAS ABBHIAR

[t
i
o
i

* "API At = ZH|SHMIR"

* "Cloud Volumes ONTAP 3 EZ=2"

s "Ha AEXIIHL]"

* "Cloud Volumes ONTAP & REST API AtE"

* "7t24 MES| VMOIA Premium SSD v2E AI23HHIR."

Azure Cloud Volumes ONTAP 0|A] Z2|0|Y SSD C|A T 9| M5 AES HATILICL.

Azure ZEIZ AF28I0 Azure?| Cloud Volumes ONTAP Of|A| Z2|0|Y SSD 22| C|A 39|

Ms 582 °.=1_'E1|0|':°EF 2 Q&L|CE o= 2 = 2|0|Y¥ SSD Elﬁﬂol IZl’\:' E|{E O &2
M5 E|H{ZE HASIE £5 TZMAQLICH NVRAM LA M5 S22 HESIH O =
IOPS %! Me2|& 7|52 XSot0] s H= oIS 2421t Cloud Volumes ONTAP AI&%!QI

2EdS SYAE # AL

L
I
c>

m

@ NetApp X[ &1 =245t SHAHOA LS HE 544 0| NVRAM ClA 3 FQIX| &telsty) E|0]
Q

O
Y 0|=EE Sl EH7t B =X] ISt Al

O] ZtHof 2tstod
* Azure?9| Cloud Volumes ONTAP 7|2X O Z P20 A 0| NVRAM 92 TZ|0|Y SSD C|AI S HYEZBHL|C}.
P20 S22 R E9| X Hotof| Mot 7 &l M52 MSTLICt ofx| 2 2Hef 2otof| O &2 As0|
QL= 75'$ NVRAM EI¢3§ P30 Z2 A2 S22 2 Y 0|=EE £ JASLICH

M EAN = Azure ZEHE SSHA T NVRAM CIASE P20 E|0{0i[A P30 E|G{ 2 Zz||o|=g
UASLICE

46


https://docs.netapp.com/us-en/bluexp-automation/cm/prepare.html
https://docs.netapp.com/us-en/bluexp-automation/cm/prepare.html
https://docs.netapp.com/us-en/bluexp-automation/cm/prepare.html
https://docs.netapp.com/us-en/bluexp-automation/cm/prepare.html
https://docs.netapp.com/us-en/bluexp-automation/cm/prepare.html
https://docs.netapp.com/us-en/bluexp-automation/cm/workflow_processes.html#organization-of-cloud-volumes-ontap-workflows
https://docs.netapp.com/us-en/bluexp-automation/cm/workflow_processes.html#organization-of-cloud-volumes-ontap-workflows
https://docs.netapp.com/us-en/bluexp-automation/cm/workflow_processes.html#organization-of-cloud-volumes-ontap-workflows
https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html#get-the-connector-identifier
https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html#get-the-connector-identifier
https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html#get-the-connector-identifier
https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html#get-the-connector-identifier
https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html#get-the-connector-identifier
https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html#get-the-connector-identifier
https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html#get-the-connector-identifier
https://docs.netapp.com/us-en/bluexp-automation/platform/use_rest_apis.html
https://docs.netapp.com/us-en/bluexp-automation/platform/use_rest_apis.html
https://docs.netapp.com/us-en/bluexp-automation/platform/use_rest_apis.html
https://docs.netapp.com/us-en/bluexp-automation/platform/use_rest_apis.html
https://docs.netapp.com/us-en/bluexp-automation/platform/use_rest_apis.html
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI
https://learn.microsoft.com/en-us/azure/virtual-machines/use-premium-ssd-v2-with-availability-set?tabs=CLI

* [AZ3 37| HASHK| AELICH 8F2 oT5] 512GBYLICE 0] HXts ClATo M5 SSTHHZALICE

AlZfot7] FHof

* NVRAMLC|AZIE O 2 45 S52=2 Y2|0|=5HH =7t H|E0| LMEIE = o|2{gh HEFQ HRYS
MESHA HISHIA L.

* Cloud Volumes ONTAP HHM2 9.11.1 0| A0|0{OF BfL|C}. ot9| TS| AL 9.11.1 O|A HE O 2
1 2{|0| =5tHLE NetApp XIEIO| 7|5 HXM HA QHE(FPVR)2 MEE & USLICE

£

Ol AlLE|RE= =BTt & 74 ULt 7FERILICE node01 2|1 node02 Cloud Volumes ONTAP 117184 (HA)
HHZZ O A, Azure ZEHE AFESI0] E|0{E 20| =5HM[2.

1. ST 2loh o] HHOE MEBIMR node1 BN LE. 5 HYLH node02.
storage failover takeover -ofnode <Node(02>

. Azure Portal0| Sign in .
Ol Xtfo| AZE|H VM QIAEAZ 0|SSIM|Q. node02' 22|10 H

ST 2|AA OIEO=E 0|SSHMR. node02 C|AT 220||M E|OE

rE =
ﬂl9l
Z
<
3
>
<
o

52 25 1E{ot0] MESHNIR.

o
Hs 52 EELH2 HIF0lA MEHSHM|R. P30 - 5000 IOPS, 200MB/s.

AQKIE HMR node02 AL

Azure Al2|E

© o N o o A W N
]
N
o
x

Tk

E0i| M HIAIX|IZt EAIE TH7EX] 2HRISIMIR. waiting for giveback.

0| HHNE HASIH SHFM L node02:

N
©

storage failover giveback -ofnode <Node(02>

HIES
or=
A
= T

1. O} chA
g0l

Ed

=
Cs
[=)

FMIR. node01 PHSCE node02 Q14=5ICt node01 0|2 Sl nvrRaM ClAZ HZS
UELICE. “node0l.

SHalo| 2R3 S

—

CE 25 # 30 Azure ZHO||A Cloud Volumes ONTAP A|ABIQ| CIAT B HHE sHolsto] $HEl
HaE HBHAR.

* Azure ©EAM: "CI2ELY Ql0| 45 S58 HESMR"
* XYEES % XA 718t "Azure CVOOIA NVRAM ClA 39| 85 AES Y080 =ot= "

* "Cloud Volumes ONTAP AZEQ||0{ HA ¢ azjo|E"

AEE|X] VM 2tE|


https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers?tabs=portal
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO
https://kb.netapp.com/Cloud/Azure_NetApp_Files/How_to_upgrade_performance_tier_of_NVRAM_disk_in_Azure_CVO

Cloud Volumes ONTAP 2| AEZ|X| VM 22|

AEZ[X] VM2 ONTAP WA Adlix[= 7H& HAIO 2 E2I0|HENA AEE[X| B! G|O[H
MH|AE N BELICt 0|Zi8 SVM = vserver 2t 211 S £ Q&LICE Cloud
Volumes ONTAP £ 7|2XMO 2 StLIo| AEE|X| VMO Z —_r“é*ﬁlxlt.'_* UL FTMA A= F7t
AE2|X| VM2 K| &L,

XE|= AEE|X| VM 3

EXN MM = o2 7He] AE2|X| VMO| X[ EILICE 2 71} "Cloud Volumes ONTAP 22| A = E" Cloud
Volumes ONTAP HHE0| X[ &= AEE|X| VM =2 QSN L.

o2 AEE|X| VML ZE T
NetApp Console ONTAP System ManagerLt ONTAP CLIOIA| M Mst= 2E F7t AEZ|X| VME K| EtL|Ct,

OlE S0, U3 00[X|= 25S YEY W AEZ|X| VMS MEist

rir
0%
%
mio
HL
2
A

L|C}.

Details & Protection

Storage VM Name :

svm_name e

Volume Mame Size (GIB) i

Snapshot Policy
default v

Default Policy

CHZ O[0[X[= &S UE A" SHE mf AE2[X| VME MBSt SEE 20 FELIC

48


https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html

Destination Volume MName

volume_copy

Destination Storage VM Name

sym_name1 w

Destination Aggregate

Automatically select the best aggregate -

712 2EE2|X| VM2 0| ES +HELICE

2 Cloud Volumes ONTAP O] CHdl AHASH= CHU AE2|X| VM| 0|2 XIS O & X|™EHL|CH s HH
| A= ZSR ONTAP A|AHE! ZI2|X}, ONTAP CLI 2= APIE A2 AEZ|X| VMO| O|E2E 1T £
ICt. o[£ £0{, ONTAP 22 AE Q| AEZ|X| VMO X|H3t 0|51t LX|SIEZE 0|E2 X[HE 4 JELICE

=&

=
7|T'_‘
O] A
PON=] A

0
L

AWSO| A Cloud Volumes ONTAP &3t H|O|E] HZ AEE|X] VM ZtZ

AEE|X| VM2 ONTAP LHO|A A= JHA HAO 2 S2t0|HEH AEZ|X| 5 H|O|E
MH|AE HM|ZELICE 0]HE SVM == vserver 210 €10 JUS £ JUELICE Cloud
Volumes ONTAP £ 7|2XMOo 2 $iLto| AEZ|X| VMO R RAAE|X|Tt 28 MM =7}
AEZ|X| VME K| EtL|C}.

Z7} H|0|E] M2 AEE|X| VME MAse{™H AWSO|A IP FAZ &tEhst CH2 Cloud Volumes ONTAP LAdof iz}
ONTAP EHS Aldlis{of SrL|Ct.

XE= AEE|X| VM 2

9.7 22|AKE £E3 Cloud Volumes ONTAP 40| 02 AEZ|X| VMO| X[ & E/LICt 2 JtCt "Cloud Volumes
ONTAP Z2|A = E" Cloud Volumes ONTAP HZH0| X|&k|= AEZ|X| VM +E 2QISHMR.

CtE 2E Cloud Volumes ONTAP 72d2 ljoll S50 At2 &= StLte| H|0|E Al AEE|X| VM2} SHLEe| CHA

{5
AE2|X| VME XIHYLICH 22 AEE[X| VMO Foi7t Zlsts Z2 HI0[E HMAS I8 the AE2|X] VME

gyste = ASLICE

Tl st Hoh ArEE 2elsthR

Z EC2 QAR A= HESRIS QEHO| AT X|T TH4=2f 71l IPv4 FAE X HELICE AWSOHM MZ22 AEE[X]
VMOl IP A5 &E5t7| Hof| dets 2hlsiof ghuct.

EHA|
1. 7}C} "Cloud Volumes ONTAP ZZ|A LEQ| AEZ|X| St MIM"

49


https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-aws.html

2. AAHA R0 Chot QIE{HO|AY HLH 1P FA 25 AERLICH
3. CHS MH0M AWSOlIA IP 45 SEe [ HRSIZZ 0
AWSO| A IP F=2 2
M AE2[X| VMOl Ciet LIFE M-d3t7| T0fl AWSS| ZZE e0ali| 7HQl IPv4 A4S SEHOf BHLICH.

AEZ|X| VMOl CHEE MEHX 22| LIFOf|l= THY == A|ARID T AZ2 HA ¥0f| 7HQ! IP ATt HRBL|CE o] 22
LIFE SnapCenter 2F 22 22| =70]| Ciet A& 2 MSELICH

CHA|
1. AWSO| 29218t EC2 MH|A S FL|LCt.
2. Cloud Volumes ONTAP QIAEIAZS

HA Yol AE2[X| VME MYdt= 32 & 15 MEigLC

3. *HEQI3 QET0|A*E AT ESHH ZE e0al| *QIE{H|0|A ID*E S2IBLICE

‘ —| Name v Insta... Instance state ¥ Instance type ¥ Status checi:
i
| danielleAws i-070... & Running @& m5.2xlarge ® 22 checli
| ] ocemTiering0702 i-0a7... O stopped @S m5.2xlarge = i
| cvoTiaring i-02a... O stopped @E m5.2xlarge =
i —— - =
|
|
Interface ID Description I
eni-07c301... Interface for Node & Cluster Management, Inter-Cluster Communication, and Data - e0Oa
4 i
4. HE3 QAEI0o|AE MESH D *& Y > IP F4 2t2|*E S2IFLICH
5. 60al IP 4 S22 BaEHLICH

a. SE IP F20 +E MO ZEO| 71 IPE flet SZH0| A=K| 2SN K.
O| To|X|Q| O] MMl A QAE{HO|AY X[ E|= IP F40| 2| 75 2HIH0{oF LTt

= - AN

b. ME AtEt: Cloud Volumes ONTAP 2] ONTAP CLIZ 0|53}0] *network interface show*Z Al&isto] 2t P
FATLALE FOIX| golgtL|ct.

IP A7 AEEX| g™ A AEZ|X| VMO ST IP FAE ALY = AUELICL

7. AWS 22 SORREM *M IP F4 gE3 226t M| AE2[X| VMOI| 2ot 2of| 2t =7t 1P F4A8
et

50



o CHl = A|AE: AFRE[X| b= 2 JHQl IPJt SHLE "L Ct,
AEZ|X| VMO 22| LIFE MMot2{H MEld 2 J4Ql IP7 HeFfLICt.
o THU AZO HAM: & 10f| AF2E[X| Qb= B 74l IP7} St ZeBL|CH,
AEE|X] VMO 2| LIFE MMsta{H Meix 2 JHel ip7t ZetL|ct.
° 0{2] AZS HAM: 2} =0l At E|X| §b= 2 JHQ! IP7} LMY QL Ct
8. CHU AZ2| HA Mol IP FAE &otsh= 2R *H X 710l IPv4 A xHeteh 518+ St CY
9. *XE*Z 225N R.
10. of2{ AZO| HA 0| Q= 2L L& 20i| T3l 0| £HA| S vh=sfjof SHL|C}
THY L C A|ABIO| AEZ|X| VM H M

O CHAINIM = T L= A|AEIN| MZ22 AEZ|X| VM BHSLICH NAS LIFE MAMste{™ 7421 |P A StLpot
sty el LIFE MAdste{H MEIYOZ JHQl |P ATt oLt o ZREFL|CE,

CHA
1. AER|X| VMt AEE|X| VML RO HZE DhEL|Ct,
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network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. .. 10 NAS LIFE MAMstL|Ct.

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

7| M _private_ip_x_i= cvo-node12| e0alll A= ALEE|X| b= EX JHQl IPRILICEH AMH|A M default-data-

flese IP7t IIEL] L. =2 O0|O|0|ME £ UASS LIELHZZ Q14 A| O IP FAE cvo-node22| e0aZ O|HE

= AFLICH

3. MEf Abgh = 10| AEE|X| VM 22| LIFE BHSLICH

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

07| _private_ip_y_& e0a2| ALE[X| gt & CHE B JHQ1 IPYILICH.

4. AE2[X| VMO StLt Ol 2t EAIE EetiLict.
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vserver

add-aggregates -vserver svm 2 -aggregates aggrl,aggr?2

O] EtAlE M 2E2|X| VMO| 2&S H-got7| Tofl £|2Aot SHLEo| TA|0f M| ABH0F 57| 2 0f] 2REHL|CF

9. Cloud Volumes ONTAP 9.11.1 0| &S H¥lst= 22 AEEZ|X| VMO gt LIER 3 MH|A HME +F5HM K.

Cloud Volumes ONTAP O}HI2E zt2| HZ0| iSCSI LIFE A% 4 T2 5t2{H MH|AS £H6}{0f

SfL|Ct,

network interface service-policy remove-service -vserver <svm-na

-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-na

-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-na

-policy default-data-files -service management-dns-client

me>

me>

me>

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

424 AZ2| HA &0 AEZ|X| VM MM

O EtAI0 M= 2] AZS| HA Mol 22 AE2[X] VME ZHELITH.

NAS LIFOl= /&

IP =47t HRSHX| 2 22| LIFO= ME AFZLICE o|2{2t RF IP FAE AHESHH AWSO|A
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ol IPE rerst Tavt gLt Thal, AWS 2t ElOIZ0IA B2 IP7 AFSOR TAIEl0f S VPCH Yl
S% =Co ENIE Zt21YLIth

ONTAP Ol K| B2E! IPS AH8s2{B 24 0] BE AE2|X| VMOl Q! IP FAS TAHOF BHLICE Ol == 17
== 20 ISCSI LIF7} A445|& of2} Erz{of BEL|ct.

ChA|
1. AEE|X| VMt AE2|X| VMR Z 2| HZE ThEL|Ct,

vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway

subnet gateway
2. .5 10{ NAS LIFE M4gtLct.

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° HA 78S HiESh= AWS X|F2| 2= VPCO| Ciet CIDR & 2| R0 £ IP F47t A0{0F LT}
192.168.209.272 R5 IP FAQ| ofQLICt "E2E IP F 2 Mol chs XEAS] °+orw1|sz"

° *-service-policy default-data-files'IP7} IIEL{ .= = 0F0| 2|0 ME £~ JUSS LIEFRL|CH

3. MEH AbE: L E 10| AEZ[X| VM 32| LIFE 2HSL|CT

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. .= 10{| iSCSI LIFE MAMStL|C},

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if
ip nodel iscsi 2 -home-node cvo-nodel

° 0| iSCSI LIF= 2E2|X| vM2| E2&! IP2| LIF 0t0| 22|0|MS X|&dt= ol ERELICL iSCSILIFY ER2=
X2 = 7H 00| 230]d S 23l FEY += RSLIM.

o

“-service-policy default-data-block’IP 27} .= E Ztoj| OF0| 3|0 ME|X| 4SS LIEFHLICE.

° _private_ip_+ cvo_node12| eth0(e0a)0ll U= AHEEX| gb= HZE JHQI IP FAL|CE
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5. .LLE 20] iSCSI LIFE MAshL|C}.

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° 0] iSCSI LIFE AEZ|X| VM°| =8 IPQ| LIF 00| 2gj|o| M2 X|St= o] 2 RTfL|C} iSCSI LIF
X3t & Zt Oto|32f|0|M 2 Qlsh AT = Qi&LICt.

° -service-policy default-data-block’IP A7} .= 7tH0]| 0r0|22{|0| ME|X| ¢SS LIEFL|C
° _private_ip_+ cvo_node22| eth0(e0a)0ll U= AHEE|X| gb= HxE 7HQI IP FARL|CEH

6. AE2[X| VMO St O] 4o FAIE gEetLict.

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

Ol &A= M 2E2|X] VMO| 2ES H-d5t7| Tofl XAt SHLES| T A|0f| M| ABH{OF 57| 2 0] 2RTHL|Ct
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

AzureOi|M Cloud Volumes ONTAP CH$t C|O|E H& AEZ|X| VM £t2|

ﬁEEIXI VM ONTAP LHH|AM A&zl = JHA HAC 2 S2I0|HEN| A AEE|X| B! H|O0|E
MH|AE N BELICt 0|Zi8 SVM = vserver 2t 211 S £ Q&LICE Cloud
Volumes ONTAP 7|2H O 2 s}Lte| AEZ|X| VML Z LM E[X|2F Azured| A Cloud Volumes
ONTAP &g mf =7} AEE[X| VME TS = JUSLICH

AzureOl| A =7t H|O|E| M8 AE2|X| VME CHEXD ~+a|ora4m APIE AH28{0F BILICEH APIE AEZ|X| VM2
MAMstT Hest HES 3 QIEHO[AE M= T2MA ItEsroUI 2ALICH AE2[X| VME MH S of
NetApp Console Z!'4= LIF AH|AQF AEZ|X] VMO|A OH# E SMB/CIFS S4l0f| 2R23HiSCSILIFE
ABHLICEH

Cloud Volumes ONTAP APl & Alsl CIS2 HZTSHMR. "& HI APl S &,

b
==
=2
—
==
rot

HH

rr
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X HE= AEE|X| VM 5

Cloud Volumes ONTAP 9.9.0FE{ 20| M A0 2t £ F 2= o2 AEE|X| VMO| XA ELICH & XM R
"Cloud Volumes ONTAP 22| - E" Cloud Volumes ONTAP H{T0|| X|lE|= AEE|X| VM =5 =I5t .

9.9.0 0| 9] 2= Cloud Volumes ONTAP 2 X3l 57101 AL E[= StLte] HO|H MS AEE[X| VMt StLte|
CHe AE2[X| VME RIRYLICH a2 AER|X| VMO Foi7t Zdsts F2 0 HMAES ?I8H the AE2[X]
VME gdete = AL

AEZ[X| VM MM

T gl 2to|MA Q&0 2t NetApp Console & APIZ AF2310] £t = A|ARO|L} D7HRM(HA) MM o2
X5l VME BB 4 Sl ic)

o] =40l 2tstod

APIE A5 AEE[X| VME ‘HMst HRSt HESI QAEHO|AE F M= 22 2 C32 8L

default-data-files LS AMH|AE NAS G|O|E] LIFM|A H7{5t0 OFRHIRE 22| HZof| AF2E|= iSCSI
HIO|E{ LIFO| =718+ H|O|E|f AEE|X| VMO CHe M S ML Tt

* data-fpolicy-client

* management-ad-client

°* management-dns-client
* management-ldap-client

°* management-nis-client

=
2
o
N
2
2

Z £ 00| E0fl= Cloud Volumes ONTAP 0| Chist AEZ2|X| VME MH5t7| 218t £F AgHo| et 2ast
Hoto| Zetk[of AUELICE "NetApp 0| HSdh= FR".

[l

Fel L= A|AE
CI2 APl S E8 AH85I0] T L E A|ARI0 AEZ|X| VME MM etL|Ct.
POST /azure/vsa/working-environments/{workingEnvironmentId}/svm

2% 220 Ch3 oi7iH~S ZetetL|ct

{ "svmName": "myNewSvml"

"svmPassword": "optional, the API takes the cluster password if not
provided"

"mgmtLif": "optional, to create an additional management LIF, if you

want to use the storage VM for management purposes"}

HA &
CI2 API =2 AF2310 HA Wol| AE2|X| VME BHSL|CY.

POST /azure/ha/working-environments/{workingEnvironmentId}/svm
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24 220 Ch3 oi7iH+~E ZeetL|Ct.

{ "svmName": "NewSvmName"

"svmPassword": "optional value, the API takes the cluster password if

not provided"
"mgmtLif": "optional value, to create an additional management LIF, if

you want to use the storage VM for management purposes"}

CHel L= A|AHE G HA Ao AEZ|X| VM 22|

APIZ AZ0IH EHel mEQHHA T4 BE0IN AE2IX| VMO 0|28 HIRD AF
: GIOIZIZ0f £ Cloud Volumes ONTAP @ A&2{%] Vg 2i2/s17] 92t S Heto] BagiLict. Hew
2]0f QIBLITH NetApp Ofl A H|Zots B

AEZ|X| VM 0|2 H}R7|

AE2|X] VME| O|F S HHE{H 7| & AEE|X| VMt M| AE2|X| VM2 0| & OH7HH 2 IS 8HOF gL|Ct.

|
* LHZ2 API 2 ES MESHH HE == A|A-MM 2AEE|X] VM| 0| ES HHPAMIR.

PUT /azure/vsa/working-environments/{workingEnvironmentId}/svm

2% =&0i Ch3 oi7H+E ZetetL|ot.

—_

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"

* LIS APl 2 E2 AHE5H0] HA 42| AEZ|X| VM O| &2 HIAM|IR.
PUT /azure/ha/working-environments/{workingEnvironmentId}/svm

2% =2=0| Ct3 oi7iH~E ZetetL|Ct

—~

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"
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AEE|X| VM AHH|
T L E = HA FA0ME g8 S0 gle AE2[X| VME MAHE &= JASLICE

o
" CHS API S52 AFZ0H0] B LeE A ARIOIA AE2|X| VME ARIBHLICE

DELETE /azure/vsa/working-environments/{workingEnvironmentId}/svm/{svmName }
* HA Y0l AE2|X| VME AfH[SH{™ Lt APl 22 M85t Q.

DELETE /azure/ha/working-environments/{workingEnvironmentId}/svm/{svmName }

rH

=L
* "API At = ZH|SHMIR"

* "Cloud Volumes ONTAP ¥3E2"
» "B AEXL 77|

* "NetApp Console 0| REST API AtE"

Google Cloudt{|A] Cloud Volumes ONTAP 2|t Cj|O|E{ H|& AEZ|X| VM 22|

AEE|X| VM2 ONTAP Lo AdiEl= 7t Aoz, S210|HE[H AE2[X] 5! H|O|H
MH|AZE H|BELICL O]HS SVM EEE  vserver 210 Y10 U2 £ JYELICE Cloud
Volumes ONTAP £ 7|EXO 2 SILIC| AEE|X| VMO E AL Xt AH MU= =7}
AEE|X| VME K| &Lt

Google CloudOl|A F=7} H|O|H X|Z AEE|X| VME THE1 2|5t H APIE AHE3HoF &HLICH API= AEZ|X]|
VME d-d5t Hatt HERS QIEH0|AE RLddt= ZENAE XS5ty HERJALICH AEE|X| VMS Mg of

NetApp Console 4= LIF AH| A2} AEZ|X| VMO|A| OF2HI2E SMB/CIFS S410| 223t iSCSI LIFE
gLt

Cloud Volumes ONTAP APl 2 = &0 Ciet FE = 23 HZotMR. A Hilf APl =2 =" .

XE= AERIX| VM £

Cloud Volumes ONTAP 9.11.18EF 2to|MAM| U2t EX AHO 2 o2 AEZ[X] VMO| X| & E LIEr £ HZSHMIR

"Cloud Volumes ONTAP ZI2|A = E" Cloud Volumes ONTAP HZE || X|2lE|= AEE|X| VM £2 20I8IM| 2.
9.11.1 0| M| 2E Cloud Volumes ONTAP {2 Hsl 5 70f| AtRE[= b2 H|0E HE AE2[X] VM2t SHLte

CHet AEE|X| VME K| @gL|Ch 22 AEE|X] VMO Zol7t 2dlish= 22 CIoIE HMAES 23l che AEE|X]|
VME gdete &= AL

AEZ|X| VM MM

T A 2o|MA R0 M2t APIE AHESIH th L E AJARIO[L} 1 7HEH(HA) 7d0llM o2 AEZ|X| VME Bt
4+ ABLIC

of =tefoil 2tstod
APIE At83H AEZ|X| VMS 4 M5t0 HRtt HE S QIEH0|AS 2 Mol= 42 2 22 +HELICL
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* data-fpolicy-client

°* management-ad-client

°* management-dns-client

* management-ldap-client

°* management-nis-client
A|ZFst7] FHof|
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CH2 API 2 ES AE310] B = A|AHIO| AE2|X] VMS S etL|C)
POST /gcp/vsa/working-environments/{workingEnvironmentId}/svm
2H 220 Ct3 oiiH+E Zetetct
{ "svmName": "NewSvmName"
"svmPassword": "optional value, the API takes the cluster password if
not provided"

"mgmtLif": "optional value, to create an additional management LIF, if
you want to use the storage VM for management purposes”}

HA ¥
CHS API S ZS AHE3I0] HA Mol AE2|X| VME LTt
POST /gcp/ha/working-environments/{workingEnvironmentId}/svm/
Y 2=0| L3 o7& Zetetct.
{ "svmName": "NewSvmName"
"svmPassword": "optional value, the API takes the cluster password if

not provided"

}
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* LIS API 2 E2 AE5I0] B & AAHINM AEE[X] VM| 0| E2 HH AR,

PUT /gcp/vsa/working-environments/{workingEnvironmentId}/svm

Y 220 Ct3 oi7HH S ZetetL|Ct

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"

* CI2 APl 2 &2 AH83I0{ HA el AEZ|X| VM O|ES HHM|R.
PUT /gcp/ha/working-environments/{workingEnvironmentId}/svm

2% =&0i Ch3 oi7H+E ZeetL|ot.

"svmNewName" : "NewSvmName"

"svmName": "OldSvmName"

AEE[X| VM AHH|
ol LC = HAF G0N E €4 =280| 8l= 2E2|X| VME MAHE = ASLIT.

THA|
* LS API 2 ES A0 HE == A|A-I0M AEEZ|X] VMS ATH[EHLICE

DELETE /gcp/vsa/working-environments/{workingEnvironmentId}/svm/{svmName}
* HA O AEE|X| VME A H|SI2{H CHS APl 2 £ 2 AHESHMIR.

DELETE /gcp/ha/working-environments/{workingEnvironmentId}/svm/{svmName }

e
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° DescribeKey

° Encrypt
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x o

2. "SUESH IAM HHO| HAS FIFEILICH A

Decrypt 23.
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Cloud Volumes ONTAP
1. Cloud Volumes ONTAP &ZO=Z H2ISHA|R.
2. 13 Mgt £x02 M-
set -privilege advanced

3. AWS 7| 22|15 SMStEL|Ct.
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context
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security key-manager external aws show -vserver svm name
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy
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LSS 22I510] 3 Azure S5 OHE2[AH|0| S HEHSIY AR Azure OHEE[H|0[E S5 . CHSE MEISIHN K.
(D) mmz o oo o gge £ YALIC
Create an access policy X
@ rpermissions e Principal Application (optional) (4] Review + create
Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

M Search by object 1D, name, or email address

Selected item

Mo item selected
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4. ZE0ilM Cloud Volumes ONTAP H{ZL0f| LSt MEL 0| S S MEfBILCE,
5. MH|A AEZQIE M= Z O|SHLICL EELHR HiFAM C

o Microsoft.AzureActiveDirectory

°c OO|ZZAIZE F|EE

° Microsoft.Storage (A& AlSt)
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SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your virtual network
over service endpoints. Learn more

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Private endpoint network policy

Disabled

AEoto S2{AH 2| LIFO| AZRLIC.

E2 S07HMIR:
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. Azure Key VaultE 83X Q=2 gMatst

set advanced -con off

Hst= H[0|E SVME Al'HSI D DNS #42 elgtL|Ct.
vserver services name-service dns show
a. 2Ist= HI0|E SVMO| CHe DNS &50| Q110 Azure DNSOf| CHH &H50| ZEHE|0] s 2R OFF &Y
LQSIK| AELICH X 42 Z S Azure DNS, 7HQ! DNS E= 2-IZ2|0|A MHE 7}2|7|= H|O|E
SVMO]| st DNS M &5 FI71efL|C} 0|= 22{AH 22 SVM 53t L X|sHof ghL|Ct.
vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address -

b. H|0[E| SVMO]| CHet DNS A{H|ATF MM E|R} =X ZQISHM| L.
vserver services name-service dns show

- OHE2|AH0|H S5 = MHE 22I0|¢E ID2 H|I'HE IDE M50 Azure Key VaultE &g stefL|Ct.

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

@ J8F2  full key URI 7HK|= ZEE|0{OF EL|Ct <https:// <key vault host
name>/keys/<key label> K|XH{.

ot

L2 2 YUESIMAIL. client secret value HAIX|ZF HEA|E[H.

- 7| EE|Xte| HEHE RISHA K.

security key-manager external azure check &2 CtZ1t Z&L|CH

::*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

OFoF service reachability &EH7t OFEILICH ok SVM2 ERot BE HZE U M2 Sl Azure Key Vault
MH| A0 HAY = UASLICH Azure U ER{3 FMut 2t2&0] 712l vNetO| Azure Key Vault 38 AEZQIE0
SESHE A2 KHESHR| ob=X| 2elstM|e. JZ-CHHA vNet LHOA Key Vaultol] M| ASE?| 2|8H Azure Private
ANEZQIEE AESt= NS LGN Q. AEEQIEL IRl IP FAE =Qlst{H SVMO| X S AE gt=32
FIteHoF & == JA&LICH



2 kms_wrapped_key status 2% Z0|Ct ynkNowN X7| 70| M. MEf7} 2o =2 HAELICE oK
M 20| 22otE 2.

H|_]
ra

7. M ARG NVEQ| 7|52 2eldtV| 23l HlIAE =282 BHSLIC

=

vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

SHIE2H #4E E2 Cloud Volumes ONTAP A5 2 282 dHdtl 2 & Y=tE gdstetLot.

8. 220| SHIZ2H| MME| D ASE|R=X| &ISIN Q. THCIH, —is—encrypted N H 4= CH2at 20|
HEAELICE true.
vol show -vserver SVM name -fields is-encrypted

9. MEH Atel: Azure Key Vault 215 Q1E M2 XA ZHE UCI0|ESHEH L2 TS AIESHMIR.

security key-manager external azure update-credentials -vserver vl
—authentication-method certificate

2 a3

—

* "AzureO| A TZH 22| 7|2 AFRSIEE Cloud Volumes ONTAP A&

i

* "Microsoft Azure A A{: Azure Key Vault ="
* "ONTAP & & =X Jto|E"
Google Cloud KMSE AH2510{ Cloud Volumes ONTAP =3} 7| 22

A e = JUSLICHGoogle Cloud Platform®| 7| £i2| AH[A(Cloud KMS)" Google Cloud
Platform0il HiZEl O Z2|H|0| M| A Cloud Volumes ONTAP =3t 7|1E B gtL|Ct,

-

Cloud KMSZ A3t 7| 22| 7|52 ONTAP CLI EE= ONTAP REST APIZ Edff gAMd3tet 4 Q&L L},

Cloud KMSE At&¢ uff 7|2 MO 2 H|0|Ef SVMQ| LIF7} 22tRE 7| 2| AIEZQIES EAlst= O AABEICH=
Hol| RSHM|R. LE 22| HER = S2RE MSXHe| 215 MH|A(oauth2.googleapis.com)2t S415t= G
A ELICH S22 AR HEQI T SHIEA| K| (0™ Z2{AEJL 7| 22| MH|AE N2 83X ZELIC.
A|Zkst7| Hof

* A|ABI0| M= Cloud Volumes ONTAP 9.10.1 O| &g AgisHof BfL|Ct.

* O|O|E| SVME AF238l{0F BHLICt Cloud KMSE H|O|Ef SVMO|ABF 1A S 4 QI&LICE,

+ 22{AH £& SVM Z2|Xtojof gLct.

* SVMO|| 2& ¥=3HVE) 2t0|MAE MX[sof &Lt

* Cloud Volumes ONTAP 9.12.1 GARE]| CtF HIHUE 23} 7| 2t2|(MTEKM) 2H0| M A = M X|sHoF BfL|Ct,

* &M3IEl Google Cloud Platform 50| ZQ$HL|C}t.

T4
2 gatec
1. Google Cloud 2tA0IM"CHE GCP 7| & ot 7| = MMBFL[CE" |

2. Cloud KMS 7|2} Cloud Volumes ONTAP AMH|A AHFof| At X| ™ Hgts SekstL|Ct,
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3.

a. MEX Ho| s Tl

gcloud iam roles create kmsCustomRole
-—project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersio
ns.list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVer
sions.useToEncrypt, cloudkms.cryptoKeys.get,cloudkms.keyRings.get,clou
dkms.locations.get,cloudkms.locations.list, resourcemanager.projects.g
et

—--stage=GA

b. et AHEX X igs LEgfLt.
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
--location key location —--member serviceAccount: service account Name

--role projects/customer project id/roles/kmsCustomRole

Cloud Volumes ONTAP 9.13.0 O| &2 Al8%t= 22 ALK X|H g2 ohs 2RIt
AELICH 0|2 MolEl AS aehet £ JUELICt
st

[cloudkms.cryptoKeyEncrypterDecrypter Al S,

MH|A AH JSON 7| CHREE:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP

1.
2.

72

A= SSH S2I0|AUEE ArEote S2{AE 2| LIFO| HZ LT}

ng Wt +E02 Mk

set -privilege advanced

CIOIE| SVMOI| CHet DNSE - etLCt.

dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

CMEK &= d4:

security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

HIAIX|ZF FA|=|H GCP A2l MH|A AHE JSON 7|5 Y= elLCt.

Ao T2 MATE SSU=X] &RISHM R,

security key-manager external gcp check -vserver svm name

MEH At A2 otE HIAESH| et 28 ¥ vol create volume name -aggregate aggregate
-vserver vserver name -size 106G



=H sl 20| ERet F2 f/9f OHX|8 = THAMM #A| RESTAPI 218 83 = ASLIC.

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

A SH2 71 Azt AHE, BES SOt USLICE. NetApp Console AFE0HH
2 0fof| CHet = 71| NetApp 84, & Lt Ql A d9)o] oj SFAZHE Q| B 5
A2 HEA0] ES(ARP)E F1oiE 4= USLICE O[2{e ER M2 7HAlY, BX & 57 & 2let

2Rl =S ML,

22014 AHBY 4 9l WAL 2 MBS ABSH ONTAP FPolicy 7|52 283t0] 2staiol #4210f Th
SR QYORLE| HSE 4+ UL
i

1. A AR HO|X|Of| M HEUH ESE AFESHEE 1443t Cloud Volumes ONTAP A|ARIQ| O|E S & H

2. 712 "olM 7|5 igs 22ist ot

alo

A 2= Hofl A= HE oto|22 S=IFLICH

HF
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WORM Disabled
CIFS Setup
3. Mool CHt NetApp 22 M 713
ARAF HMO| 2HtE[X]| 942 EE0| U= B2 AR M 2 MpE &
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Information Features
System Tags 3 Tags
Scheduled Downtime Off
Blob Access Tiering Hot

Instance Type

Charging Method

Write Speed

Ransomware Protection

Support Registration

Standard_E8ds_v4

Capacity-based

Not Supported

=

NI NN NN DN DN

Not Registered

NetApp Snapshot 7|2 MY X =

ZHE|X] Q2 R0l A ZASHS HAULICE A

LIS— —1d

QUELICE 3t Thel Iel ALZO|LE A3t Tfof = 240

- -2
UASLICE

£ flot A Ao ERME
: AME2 87| ME0|1E=
| O|O[X|E 2=



b. ONTAP2| FPolicy %—?—ﬁ% gdstste{™ *FPolicy 24eHE 2EI5tM|R. 0] M2 It &HXE
JECE Iy HAS Atphet 4~ USLICH

O] ol SRMS UBE Ol A NLY0] THU FHE KEHSHO] A0 BHOZRE|O| BS J|S5S YBtaLct
7] FPolicy #91 T+ SHRIRHE 717 TP Kiekgiict.

oro|3 2, eostE, &71, I E, B E, crinf, r5a, XRNT, XTBL, R16M01D05, pzdc, £2, LOL!, OMG!,
RDM, RRK, encryptedRS, crjoker, EnCiPhErEd, LeChiffre

0| 2]= Cloud Volumes ONTAP Ofl A FPolicyE gtdotet o WMELICE O S ER2
UEtX Ol MY o] MY RS 7|HIO 2 M E|JSLICE Cloud Volumes ONTAP CLIC|

vserver fpolicy policy scope BES A0 XHTHEl THY SHEXLE AFEXF Hojg 4

ol&L|Ct

M H .

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

5056 S

Protection

ONTAP's native FPolicy configuration monitors and blocks file operations
1 Volumes without a Snapshot Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

HEY HEUo 22

Cloud Volumes ONTAP £ %|0] 3A 2 LIEFE &= Q= HIFAEQl 253 APHof| ZX|stn Z10517| 2/
IZE0 st FMZ +HSH= ARP(Autonomous Ransomware Protection) 7|52 K| & &fL|Ct.

CHE2S Soll MSEl= ot & EAt oot e 2 "2yel0] 22 2E"ARP 7|52 &Y &7
"HIEYHR E3"S 7|He = EHQ SAH| CHl AL X0 74_'°”—|Ef Mo 2 4
SEH HH/UA E= 2 Aol &M AEE £ UASLILE

ARP 7|52 37t H|2 20| BYOL(Bring Your Own License) % OHZIE|0|A 252 E6ff 2I0|MAE AIRE £
UqELICH

ARP X2 280|= "gt& BE" = "gA AEl7t X[ ™ EIL|CE
=50 CHSE ARP 42 ONTAP A|AH! 22| XtF ONTAP CLIE Edlf £+ ElL|CH.

ONTAP System Manager ! ONTAP CLIE AtE3I0{ ARPE 2d%tst= 2ol chot XtAISH LHE 2 CHS
HESHIAIL. "ONTAP &HAM: Xt2 HHo] E= o).

o
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

Cloud Volumes ONTAP 0f|A{ WORM I o| X BfX| AHAF EALE S BHSLICE

Cloud Volumes ONTAP A|AHRIO|A| oF B M0 2] H ]2 & JY=(WORM) It HE
HEX| ALHAF MEC’ Ot=n EFH=E 7I7f SOt +™E|X| 42 HE| 2 AUHARS Hatst
UELICE O] 7152 SnapLock 7|&2 7|HtO 2 SHH, E1I0IE1 HS S ™ =E S O

AstefL|Ct.

A EA}E ges o A8
cies &

=50| SnapLock 2&Q!X| &QIstMR. =E0A SnaplLock 23 & EM3}st=
ZSHYA|2. "ONTAP dEA: SnapLock T+4" .

1. SnapLock EE0IAM AL SAHES CHSLICE CLI = AAH 22|XHE AFSI] ARAF SAIRE MEE
Y0 et XtMISt L2 LIS S EXSHUAR. "ONTAP 2EA: 22 AHAF S EEI ne".

AR EAES 252 WORM £48 &3t 2 HEIF S7HSILICE 7|2 Snaplock 7|&2 X|HYE 2&
7|2to] Zatet wi7kx| AAEO| HE S ARIE[X| i E EofL(Ct

2. AHARS TGO St AR HE 7|72 £ HE 4= JYSLICH XA LHE2 CHS S & ESHAR. "ONTAP 2A1:
HZE AZEAHE",
AHHAFAIES EXM HE 7|7H S0 ES E|X|2F Cloud Volumes ONTAP 2] WORM AEZ|X|=
@ "ME[E 2 s AEZ|X| 22X 2RAIM I*EOPDE S2AH 22Xt 2L EES MY
UELICE 3t MElg £ = 22t E 22X 22tRE AEZ|X| 2|AAE X260 WORM
OIS AKX & JASLICt
]

—

* WORMO|| CHEE XpM[SH LI 2 CH28 A ESHMR."Cloud Volumes ONTAP 2] WORM A E2|X|0f| CHal
LAOLENIR" .
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* SnapLock 258 ZT0f| it HEE= OS2 HZSHMIR."Cloud Volumes ONTAP 2| 210 A B! @2 H3

Cloud Volumes ONTAP & 12{|0|=

NetApp Console 0| A Cloud Volumes ONTAP & 13|0| =510 £|Al A 7|51 SAE 7|5
2 Z2MR. AT ELNE ¥2|0|=5t7| ol Cloud Volumes ONTAP A|AEIS ZFH|SHOF
rLICE.

A 0|=E R

Cloud Volumes ONTAP 2{|0|E T2 HAE A|ZSL7| Hof| CHE AtEE 210 QU0{oF L|Ct.

Zaoj|Mat gazol=

ONTAP System ManagerLt ONTAP CLIE A3 A = ¢F &, 2% 2ES AFE3{ ATt Cloud Volumes ONTAP
T18|0| E8HOF SHL|Ct = X| tom A|AEI obXMof| Hek2 0

20| = HiH
222 Cloud Volumes ONTAP £ 21 T130|=8t= & 7Hx| 4 S X ZBLICt
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* HTTPS $II0l @120 = O|0|X|S BjXI3t CkE 240 URLS A2 BHLICH
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describing the features and functions of the Software.
9121 = 912.1P10 0ul 7, 2024 1.2, "NetApp Cloud Provider” means a third party

authorized by Netapp to offer or enable the use of the
select other versions Software as part of such provider's cloud-based service.
1.3. "NetApp Partner” means an authorized NetApp
distributor, reseller or other channel partner. 1.4, "Open
Source Software" means third party software that is

noenly and freelv licensed under the tarms nf 2 nublic

[] I read and approve the End User License Agreement (EULA)
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Select the ONTAP version you want to upgrade to

Version | Date
9.12.1P14 Aug 22, 2024
) sazaess Jul 7, 2024
) sazapio Jul 7, 2024
) sa3aes May 9, 2024
e All wersions e
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Charging Method Capacity-based
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=

NI NN NN DN DN

Ransomware Protection

Support Registration Not Registered

WORM Disabled

CIFS Setup
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Information Features
System Tags 3 Tags
Scheduled Downtime On
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Schedule Downtime

Console Time Zone: 13:48 UTC

Select when to turn off your system:

Turn off every day at 20 : 00 for 12 haours (1-24)
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"use-existing" : true,
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710l =7t NICE 233t = AYLICt

CHA|
1. ONTAP CLIOJIM =8 SX|EHL|Ct.

dest::> halt -node <dest node-vm>
2. Azure Portal®ll VM('= =) ME{7F SRR =X] SOISHA L.

az vm get-instance-view --resource-group <dest-rg> --name <dest-vm>
-—query instanceView.statuses[1l].displayStatus

3. Azure Cloud Shell2| Bash A2 AIE25t0] LEE FX|EHL|CT.

a. L= E FX|gL|Ct,
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az vm stop --resource-group <dest node-rg> --name <dest node-vm>
b. LLE9| gehg sHAIEL|Ct.

az vm deallocate --resource-group <dest node-rg> --name <dest node-
vm>

4. = MEU(AA SB{AE MEUD} A S AE MEUN0| M2 2IREIEX| Y2 HEQI Et IE 7
gLt

a. &k VMol Af NICE ZHsLCt.

b. AA SHAE MEUIS MEU IDE HELICH

=

az network vnet subnet show -g <src vnet-rg> -n <src subnet> --vnet
-name <vnet> --query id

c. A SPAE| AHUO| HEY IDS AFSH0] 4 VMO M NICS BHELICE. of710) A NICS| 0158
YBBILICE,

az network nic create -g <dest node-rg> -n <dest node-vm-nic-new>
-—subnet <id from prev command> --accelerated-networking true

d. JHNPFAE XMZEELICE O] IP 4 <new_added_nic_primary_addr>= Z2{AH 2t LIFS MAMst= o
AZELICLEZEIHAE TO[Ql, M NICO| Ciet 22 AE ZFHLIF .

5. M NICE VM| HZABL|LCY,

az vm nic add -g <dest node-rg> --vm-name <dest node-vm> --nics
<dest node-vm-nic-new>

6. VM(cE)S AlZfELICE
az vm start --resource-group <dest node-rg> --name <dest node-vm>

7. Azure Portalofl M *HEZ*2 2 0[S3t0f M NIC(%: nic-new)7t A=X|, 7t HIERAZO| 2H3HE0 A=X]
efolgtLct.

az network nic list --resource-group azure-59806175-60147103-azure-rg
-—-query "[].{NIC: name, VM: virtualMachine.id}"
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2EHA: M NICO]| CHEE M IP S2H E2EHAE ol 8 S22 AH ZHLIF 2HS7|

SSAH ZHLIFE flet 89| IP S22 22{AH 2 SRS flet HE/Z 7|5 2t =2|& 2|2 MSELICt.

C= EHAO| A= ONTAP CLIE AFE5HM[R

£

1. ME22 IPspace(new_ipspace)S A4 A StL|C},

dest::> network ipspace create -ipspace <new ipspace>

2. M2 IPspace(new_ipspace)dl EZEIHAE QIS BHE T nic-new ZEE ZItgHLICH

dest::> network port show

3. CHU L. C AAHIO| AR MZ FIIEl TEE e0b QULICH Z2|HE CIATE AISTHHA M IO 22 MZ
FItel IE= eOd | QILICE HO|X] E&0| Y= HA Y HHEO| AR MZE FI7HEl ZEE  ele RILICt VM 0| E0|
Oll L= 0|52 AE2SIMIR. OS2 AASI] = 0|52 HOMR. node show .

dest::> broadcast-domain create -broadcast-domain <new bd> -mtu 1500
—ipspace <new ipspace> -ports <dest node-cot-vm:eOb>

4. 22 HREIHAE TH|Ql(new_bd)Zt 2L NIC(nic-new)dl| 2HAE] 2t LIFE BHSL|CEH

dest::> net int create -vserver <new ipspace> -1lif <new dest node-ic-
1if> -service-policy default-intercluster -address

<new added nic primary addr> -home-port <eOb> -home-node <node> -netmask
<new netmask ip> -broadcast-domain <new bd>

o MZ2 S2{AH ZHLIF M4 S gfelgt|ot.

dest::> net int show
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|
1. CHat 2{AEQ| 22{AH ZHLIFZF &2 2 AEQ| S2{AH ZF LIFS ping™ &= A=K gletL|ch o

AEf
S2|AE{7} O] HYS MHYSIDZ Ch4F IP FAL AA0| F2IAE 2F LIF IP FAYLIC

dest::> ping -1if <new dest node-ic-1lif> -vserver <new ipspace>
—-destination <10.161.189.6>

2. AX SR{AE|O| 22{AE| 7HLIF7} hat 22{AE{Q] 22IAF 2 LIFS ping® 4 UK helgh|ct 2HX]
=xx|0| MAE M2 NICe| IP FAQL|C

rr

src::> ping -1if <src node-ic-1if> -vserver <src svm> -destination
<10.161.189.18>

HA & HiZO| R OHEL] L =0f| CHol BHA| S Bt=gtL|ct.

4THA|: AA A ARITHCHA AJAR] 7 SVM TO{) M
Of MMl M= A A[ARIDL CHA A[AR ZHof] SVM I|0{Z S M-dsh= ol it XA S S EL

Ct2 tHA[0| A= ONTAP CLIE AI238HM|2.

CHA|
1. AA ZEAH ZHLIF IP A5 ALE5H0] M0 SAH T{E S MMYLICH —peer-addrs . HA %29 <2
FLeEol A SHAH ZHLIF IP FAE CHE1F 20| LIEYLICE -peer-addrs .
dest::> cluster peer create -peer-addrs <10.161.189.6> -ipspace
<new ipspace>
2. A= E ASHT QSN 2.
3. CH4 EHAE LIF IP FAE AL26I0] 220N 22{AH D|O{>S MMBILICH peer-addrs . HAYS 2 &
LC D50f cHot cHA S AH ZEHLIF IP A2 OS2 20| LFZELICH -peer-addrs .
S > cluster peer create -peer-addrs <10.161.189.18>
4. Ao E YAt ZQISHNIR
5. SHAE T} O[O EU=X] 2elstM R

src::> cluster peer show

moj3o] d3otH 7184 BEo| *AtE 7hs*0| EAIELICE

6. 2XMX|0| SVM I|o{2S MAMBIL|CH AA SYMT} CHA SYME 25 O|0|Ef SVMO|0{OF BFL|C}.
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dest::> vserver peer create -vserver <dest svm> -peer-vserver <src svm>
-peer-cluster <src cluster> -applications snapmirror '

7. SVM I|0{~ S S| LIt
src::> vserver peer accept -vserver <src svm> -peer-vserver <dest svm>
8. SVMO| IO E|A=X| ZHl5HM|R.
dest::> vserver peer show
I|0{ AH|O|E Z*peered * 3 IO OfZE|H|0|M0| EA|EL|CH*snapmirror *

S5THA|: AN A[ARID CHAN A| AR ZH0]| SnapMirror S| 2tA| 44

O MMO|AJ= A4 AJABITH T AJAE 210 SnapMirror =H| 27412 SIS o] o
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Ral
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7|Z SnapMirror 2H| ZA|E 0|S5t2{™ M SnapMirror 2H| ZA|E 2tE7| M| HX 7|Z SnapMirror £ X| 2HA|IE
S x|sHoF gfL|Ct,

CI2 CHAI0| A= ONTAP CLIZ AI23IM| 2.
CHA|

1. & SVMO]| HIO|E E= 2&S 2HELICH

dest::> vol create -volume <new dest vol> -vserver <dest svm> -type DP
-size <10GB> -aggregate <aggrl>

2. SnapMirror 1} S5 2N

fjo

Zot5H= CH&boll SnapMirror = 4| 2tAHIE SHELICEH

dest::> snapmirror create -source-path src svm:src vol -destination
-path dest svm:new dest vol -vserver dest svm -policy
MirrorAllSnapshots -schedule 5Smin

3. CHAO|M SnapMirror 28| 2AIS Xx7|3}gtL|Ct.
dest::> snapmirror initialize -destination-path <dest svm:new dest vol>

4. ONTAP CLIOA CtS HHS AMali5H0] SnapMirror 2H7| AEHE =HQIBHLICE.

|
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dest::> snapmirror show

§

m

]

Al

0>

= ChS 2t Z&LICH Snapmirrored 2|10 ZHAS] A2 true .

5. MEH AFS: ONTAP CLIOIA CtS HE S A5 SnapMirror 2HA[0] Chet 2t 7|22 =helgtL|Ct.

dest::> snapmirror show-history
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autosupport check show-details
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:

mailhost. Error: Could not resolve host -
'mailhost’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:

<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok

Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok

Detail: No configuration issues found.
5 entries were displayed.
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autosupport show -fields proxy-url
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autosupport modify -proxy-url http://<console agent private ip>:3128

- AutoSupport AE{E CIA| 2QISHIAI2.

autosupport check show-details
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"2Z 0|0|HMEE /%t Linux VM HZ0]| CHSH XHM|S| LOtEM|R."

-7fEf/opt/application/netapp/cloudmanager/docker_occm/dataL

- EEAN 7Y IS FLICH squid. conf. US| X &= CHE 3 ZELICH

http port 3128

acl netapp support dst support.netapp.com
http access allow netapp support

request header max size 21 KB

reply header max size 21 KB

http access deny all

httpd suppress version string on

I} 0f| Cloud Volumes ONTAP A|AEIS| CIDR 2 &0 CHSH &H50| gl AR M 252 FII6t0 BNAE
S1EHMAL.

acl cvonet src <cidr>
http access allow cvonet

of

H Ch3 o 25U

Il
muln

http port 3128

acl netapp support dst support.netapp.com
acl cvonet src <cidr>

http access allow netapp support

http access allow cvonet

request header max size 21 KB

reply header max size 21 KB

http access deny all

httpd suppress version string on

28 oS HES = TEA| ZH0|HE CHAl AIESHYAL. sudo. 22 LHE Docker E£= Podmans
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https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm

Docker?| A2, Ct3 BHS AAGHM|R. docker restart squid.
Podmang A& &0|2tH CHE BHE AWM. podman restart squid.
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autosupport check show-details
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